IHHOBAIIMHMIA CEKTOP, rapMOHI3allis AisUTbHOCTI JlepskaBHOT City:kOu (JIHAHCOBOTO
MOHITOPUHTY Ta TMPAaBOOXOPOHHUX OpraHiB y cdepi Jseramzanii TIHBOBUX
KamitaniB;, po3poOKa KOMIUIEKCHOI TeopeTHKo-MeTOJ:[HqHO'I 0a3n BU3HAYECHHS
00csriB Ta MpoTUAll KPUMIHAJIBHIN Ta TIHPOBIN aKTMBHOCTI, aKTHBI3ALlis y4acTi y
MDKHAPO/IHIM CHCTEeMi MPOTHALT iTeraisauii eKOHOMIYHOI MiSUTBHOCTI HA PI3HUX
PIBHSIX MIKHAPOIHOTO CriBpoOiTHUITBA [1].
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CYBER PERPETRATION EXPERIENCED GLOBALLY

Cybercriminal activity is one of the biggest challenges that people faced in
this century. Cybercrimes are divided into two groups: cyber dependent crimes and
cyber enabled crimes. According to Sean O’Neil ... ‘Cyber Dependent Crimes ...
include attacks on computer systems to disrupt IT infrastructure, and stealing data
over a network using malware...” and ‘Cyber Enabled Crimes’ existing crimes that
have been transformed in scale or form by their use of the Internet...” [1]. High
level of cybercrimes may be explained by theft triangle reasons and all categories
of cybercriminals are interconnected with them (fig.1).
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Cyber-technologies are used in unauthorized ways

=  reproducing copies of proprietary software
and proprietary information

N _distributing proprietary information across
a computer network

Cyber-technologies are used to gain or to exceed

an individual's or an organization's
K computer system
- apassword-protected Web site
Cyber-technologies are used to unleash one or
more programs that:

= disrupting the transmission of electronic
information across one or more computer
networks, including the Internet
Destroying data resident in a computer or
damage a computer system's

Fig. 1. Theft triangle reasons and categories of cybercrimes that are

Cybercrime is offenses ranging from criminal activity against data to content
and copyright infringementl ‘Computer and online crime is different from crime
in the ‘real world’. It’s not tangible or visible to most people and hard to
resolve...’2. Cybercrimes are carried out by criminals using computers, or other
devices, with a special requirement - availability of connection to the internet. The
probability to be targeted is very big if you use the Internet, devices can become
infected within 5 minutes. Because many people download programs to see
pictures, hear music, or get other features from web sites but they are not familiar
with. The existence of adequate legislation isn’t essential for fighting cybercrime.

interconnected with them

It could be proofed by indicators (fig. 2) [3].

Fig. 2. Cybercrimes experienced globally

1Council of Europe’s CC Treaty

2Anne Collier, Editor of NetFamilyNews.org & Co-chair of the Online Safety & Technology Working Group and

Report collaborator
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Most of criminals are faceless that causes the main problems in their
searching (fig. 3) [3].

Fig. 3. The proportion of unknown and organized criminals units that are
involved in cybercrimes acts

The cybercrime statistics proof that 2016 and 2017 were defined in rapid
growth in mischievous and harmful online criminality, as well as rapid increasing
of digital crimes [5]. Cybercrime was the 2-nd most reported crime in 2016 and it
cost the global economy over $ 450 billion. It is predicted that cybercrime will cost
the world $6 trillion annually by 2021. This increasing are based on hundreds of
major media outlets, universities and colleges, senior government officials,
associations, industry experts, the largest technology and cybersecurity companies,
and cybercrime fighters globally (fig. 4) [6]. The cost of cybercrime will continue
to increase in the future as more and more business functions move online and as
more companies and consumers around the world connect to the Internet

6

Fig. 4. Prediction for increasing of cybercrimes cost from annually by 2021

In the global economy it’s indicating by tendency that four main industries
are under the big danger of cyberattack: healthcare, financial service,
manufacturing and government.

However the most important cost of cybercrime comes from its damage to
company performance and to national economies. Cybercrime cost $600 billion to
the businesses in 2017 that is equated to 0.8% of global GDP. Also it could be
proof that the countries with higher losses from cybercrimes are the richest ones.
And cybersecurity law cannot protect appropriately all parts of cyberspace.
Problems must be decided onto micro level, companies must pay considerable
attention to a set of managerial improvements (fig. 5).
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personnel support/awareness justify

Lack of skilled Lackofmanagementl | Inability to
additional

Problems that can make companies more attractive to
cyber criminals on managerial level

£ £
Low security Lack of Poor integration/ Lack of
awareness collaboration interoperability contextual
among between between information
employees departments security solutions from security

Fig. 5. Set of problems that make companies more attractive to cyber
criminals

Last scientific investigation shows that the best methods of fighting with
cybercrimes are high quality professionals and appropriate IT protection system.
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