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Banking financial monitoring, based on risk factors, should function to
predict and prevent dangerous effects of both the individual bank and the
banking sector of the country, provide analytical information to the central
bank and allow control of each bank’s internal risk management policy. The
latter is the key to reducing the volume of legalization of shadow income and
the acquisition of illicit profits and the conduct of illegal banking transac-
tions.

One of the main problems of globalization of the financial markets is the
development of the process of legalization («laundering») of proceeds from
crime. Organized criminal groups, taking advantage of the weakness of
national financial system regulation mechanisms, carry out operations to
transfer and move assets across national borders to conceal sources of origin
of funds, their owners and control mechanisms. In such circumstances,
financial institutions can be significantly harmed by the actions of their
clients with dubious assets as they are a source of reputational and legal risk.

Taking into account the latest trends in the offenses of the specified cat-
egory, they can be classified according to the following criteria:
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- «classicy» banking offenses involving computer technology and person-
al information provided by the victim. In this category of offense at any of
the stages of its commission the victim is involved. For example, the offend-
er, when posing as a bank employee, fraudulently learns the necessary
information for the crime. This category may include other fraudulent
activities involving the use of computer technology, etc .;

- «latest» offenses in the activities of banking institutions. These cyber-
attacks are carried out without the involvement of the victim and are only
possible due to the latest information technologies. For example, creating a
state-of-the-art viral program to illegally collect the personal information of
a client of a joint-stock commercial bank, to obtain in part or in full infor-
mation containing bank secrecy, and the like.

Below there are some common schemes used by criminals in their illegal
activities:

1) a structured scheme: they try to spread a large amount of money into a
large number of small amounts;

2) mixing: criminal cash is mixed with the proceeds of legal businesses
and placed on the accounts of companies;

3) trusts, money coming into trust accounts: lose attachment to specific
people and can be used informally;

4) round-tripping: export of capital from the country with its subsequent
return in the form of foreign direct investment;

5) false lending: illegal funds are placed in an anonymous account or on
an account opened with a fake person at the bank, after which the credit
institution opens a legal credit line to their owner on favorable terms.

Extremely important to ensure prompt detection of transactions subject
to financial monitoring and the effectiveness of the system of combating the
criminalization of criminal proceeds in general is the establishment of
modern mechanisms of exchange of information between the entities of
primary financial monitoring and the State Financial Monitoring Service of
Ukraine (SFMSU).

To identify transactions that are subject to financial monitoring in a time-
ly manner, employees of banking institutions should pay attention to suspi-
cious customers, who will be able to identify the following available signs:

- the client tries to evade identification or provides inaccurate or unveri-
fiable information;

- does not fill in all required and necessary details, repeatedly changes
them;

- agrees to the worst conditions of service;

- insists on conducting a banking transaction in an unusual way;

- the origin of the collateral is unknown;

- the behaviour or appearance of the client is suspicious or conflicting;

- inconsistency of the client’s age in the position;
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- availability of requests from the authorities;

- making payments to banking institutions registered in offshore zones.

Achieving effective implementation of the internal financial monitoring
system depends on strict adherence to the rules and procedures of internal
financial monitoring. The information obtained at this level of the system of
preventing the legalization (laundering) of proceeds from crime is the
starting point for successful implementation of mandatory financial monitor-
ing by the SFMSU. And internal financial monitoring is an instrument to
ensure a perfect business reputation and enhance competitiveness with the
opportunity to participate in foreign economic activities. Given that
Ukraine’s financial monitoring system has a relatively short history of
application compared to other countries that have successfully combated the
phenomenon of money laundering, and in order to maximize the approxima-
tion of the financial monitoring system to the best practices of these coun-
tries, it needs a number of improvements.

The change in the oversight system concerns the implementation of the
concept of prudential supervision for crime prevention in the area of finan-
cial monitoring, which fully complies with the new FATF International
Standards on Recommendations in the field of combating the criminalization
of criminal proceeds. According to FATF estimates, the volume of «laun-
dered» criminal proceeds is between 2 and 5% of world GDP and is steadily
increasing, amounting to almost $ 2 billion. USA [1].

The following suggestions can be made for further development of
Ukraine’s financial monitoring system:

- developing a system for evaluating the effectiveness of financial moni-
toring, both generally at the macro level and within individual segments of
the banking system [2];

- increasing the effectiveness of interaction between the State Financial
Monitoring Service of Ukraine and the institutions of primary monitoring,
first of all banking and law enforcement agencies;

- improvement and adaptation of Ukrainian legislation to the ever-
changing world standards.

An important factor in improving the effectiveness of financial monitor-
ing is the further implementation of EU Directive 2015/849, which extends
the range of measures to be taken by EU Member States to prevent the use of
the financial system for money laundering and terrorist financing. Also a
necessary measure in the legislative activity will be the introduction of
international experience in this field with adaptation to the conditions of our
country and international cooperation.
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BIO[)KETHUM JTE®IIIUT YKEAiHI/I: BITUU3HSAHA IPAKTUKA
TA €EBPOIIEMUCBKHUU JOCBIJA
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JIninpoecvkuii nayionanvHul ynieepcumem imeni Onecs [ onuapa
M. [uinpo, Ykpaina

bromxer € BUpIIATLHOIO 1 MPOBIAHOI JIAHKOIO (PiHAHCOBOI CHUCTEMH,
BOXJIMBAM €KOHOMIYHUM BaXEJEM JIEpKaBU, OCHOBHUM 1HCTPYMEHTOM
nep>kaBHOI (piHAHCOBOI TOJIITHKH, SKUM CYTTEBO BIUIMBAE Ha COIIAJIbBHO-
€KOHOMIYHMI cTaH KpaiHu. OCKUIbKU OIO/KET € CHCTEMOIO BCEOXOTLTIOI0YUX
NEepPepo3NOAUTLHIUX BITHOCUH, HOro (OpMyBaHHS 1 CTaH MarOTh OCOOJIMBE
3HAYEHHS JJIs Iep>KaBH, KOXKHOI IOPUANYHOI 1 PI3UYHOT 0COOM Ta CyCHUIbCT-
Ba B I[IJIOMY.

Hedimut depxkaBHoro OromxeTy YKpaiHu — Iie mpobiiema, sika CTOITh
nepes BITUU3HSHOIO €KOHOMIKOI, ajpke (DYHKIIOHYBaHHS OaraThoX cdep
€KOHOMIKH YKpaiHU 3aJIeXKUTh BiJl 00’€My JEepKaBHOTO OIOJIKETY, a TAKOX
roro ctpykrypu. [Ipobiemu popmyBaHHs OOIKETHOTO e(PIUTY Ta BU3HA-
YeHHS HOro po3Mipy 1 MONIYK JHKEpel TOTAIeHHS € OJHWMH 3 KITFOYOBHUX
IpU po3poOIIl CTpaTerii pO3BUTKY JEpP>KaBU Ha JCKIJIbKa HACTYIHUX MEpio-
niB. Jledinut nepxkaBHOTO OOHKETY, 3aTyYCHHS 1 BUKOPUCTAHHS MO3UK JISI
HOT0 TOKPUTTSI MPU3BENH 10 GOPMYBaHHS JIepKaBHOTO OOpTyY B YKpaiHi.

bromxetHnii nedinuT NepMaHEHTHO NMPUTAMaHHUN Jep:kaBHUM (iHAH-
caMm OUTBIIOCTI KpaiH CBITY, sIK PO3BUHEHUM, TaK 1 3 pUHKaMH, 110 PO3BUBA-
I0ThCSI, TOMY HEOOX1HO PO3pOOJISTH Ta JOTPUMYBATHUCS MTEBHUX (DiCKaTHbHUX
MpaBWJI OAO0 HAMPSIMIB BUKOPUCTAHHS OOJKETHUX KOIITIB, OTPUMAHUX 3a
paxyHok (iHaHCyBaHHS Je(iuuTy OWOKETy 3ajisi MHoro omnmTuMizalii
[3, c. 123]. ¥ upomy mossira€ akTyalabHICTh TEMH JOCIIIKCHHS.

OCHOBHOIO METOIO JIOCTIIKEHHS € KOMIIJIEKCHE TEOPETUYHE 1 TPaAKTUYHE
BHUBUYEHHSI €KOHOMIYHOI MPHUPOAM 1 CYTHOCTI JIediuuTy OrKeTy Ta Horo
yIOCKOHAJICHE YIPaBIIHHS.

VY bropkeTHOMY KoJiekcl YKpaiHu, a came y cT. 2 1. 21 3a3HadeHo, 1110
nedinuT OIKETY — 1€ MEePEeBUINCHHS BUIATKIB OIO/HKETY HAJl WOTO JT0XO-
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