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I. Formulation of the problem
In this era of technology, there a lot of attempts by hackers to exploit weakness in computer systems or
computer networks [1-4]. This is why sending and receiving of the information must be secure and safe. To
ensure this, cryptography is used. If hacker will eventually breaks into the network or server hewill only see
the encrypted messages which will be impossible or will take a whole lot of time to decipher, which by then
those messages or information would have been rendered useless or invalid.

I1. The purpose of the work
The purpose of the research is to develop a web-based cryptographic messaging system for transferring
encrypted data over a network in a secure way.

II1. Software implementation

The software has been created using advanced encryption standard (AES) algorithm. It is been used to
encrypt messages before been sent over a network. AES is a symmetric encryption algorithm.It means that
both the sender and the receiver use the same key for both encryption and decryption[1].

Packet analyzer like Wireshark has been used to ensure that the sent data was encrypted and unable to
understood by a third-party. Another feature software feature is storing messages in encrypted format with
expiry timestamp, should eventually the database be compromised, the hacker would only see encrypted
messages or an empty database.

The use case diagramdepicts the actors (persons who have access to the functions of the program) and
the functions of the software product themselves (see fig.1).
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Figure 1 — Use case diagram of the developed software for cryptographic messaging system
React.js, Node.js and MongoDB have been used to implement the software.

Conclusion

The creation of a safe and fastmeans of communication between users in an organization has been the
main focus of this research since inception. This idea was conceived to create a safe system to help
organizations which deal with sensitive data transfer among the users.
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