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JIABOPATOPHA POBOTA Ne 1

Tema poGoTu: Po3zmexxyBaHHs MTOBHOBa)XCHb KOPHCTYBadiB Ha OCHOBI MapOJIbHOI
ayTeHTHIKaIIii.

Meta poboTu: Po3pobOka mporpamMu po3MeKyBaHHS TTOBHOBaXCHb KOPHCTYBadiB
Ha OCHOBI MMAPOJILHOT ayTeHTU]IKAIIIT

Teopernuni Bitomocri

Inentudikamis Ta ayTeHTU(]IKAIis KOPHUCTYBadiB SBISIIOTHCS Oa30BUMHU
MexaHi3MaMu 3a0e3neueHHs 1HQopMaIiiHo1 Oe3MeKH.

Inentudikamisi Ta ayTeHTH]IKAMis 3aCTOCOBYIOTBCS 1T  OOMEKEHHS
JOCTYIly BHIIQJIKOBUX 1 HE3aKOHHUX CYO'€KTiB (KOpUCTyBayi, IPOLIECH)
1H(popMaIiHuX cucteM 10 ii 00'ekTiB (amaparHi, MporpamHi Ta 1H(QOpPMAaIiiiHI
pecypcn).

3aranbHUN aIrOPUTM POOOTH TAKUX CHCTEM IOJIATAE B TOMY, IOO OTpUMATH
BiJl cy0'ekTa (HampuKIIal, KOpUCTyBauda) iH(opmaIlito, 1o 3acBiiuyye Horo ocooy,
NEPEeBIPUTH 1i CIIPABKHICTH 1 MOTIM HaJlaTy (200 HE HA/laTH) IbOMY KOPHCTYBaueBi
MO>KJIUBICTh pOOOTH 3 CUCTEMOIO.

Inentudikamiss Ta ayTeHTH(]IKAIS 3aCTOCOBYIOTbCS I OOMEKEHHS
JIOCTYIly ~BUITQJIKOBUX 1 HE3aKOHHUX CYyO'€KTiB (KOpUCTyBadi, MPOLIECH)
iH(popMaIiiiHuX cucteM 10 ii 00'ekTiB (amaparHi, MporpamHi Ta 1H(pOpMaliiiHi
pecypcu).

3aranpHUI aITOPUTM POOOTH TAKUX CHCTEM MOJIATAE B TOMY, IIOO OTPUMATH
BiJl cyO'ekTa (HampuKJaJ, KOpUCTyBaua) iHpOpMaIlito, 10 3acBiIuye oro ocooy,
NEPEBIPUTH 1i CIIPABKHICTH 1 MOTIM Ha/aTh (200 HE HAJATH) LIbOMY KOPUCTYBadeBl
MO>KJIUBICTh pOOOTH 3 CUCTEMOIO.

InenTudikania - npucBoeHHA cy0'ektam i o00'ekram JgocTymy
ocobucroro igenrudikaropa i mopiBHAHHA ioro 3 3agaHum. [neHTHdIKaIsN
BUKOHYETKCS MPHU CTPoO1 BXOMY B OyAb-sIKy CUCTEMY (HAIpHKIaa, B OMEpaIiiHY
cUCTeMy a00 B €JIEKTPOHHUM MOIITOBUM CEPBIC).

AyTtenTudikanis (BCTAHOBJIEHHSI ABTEHTHMYHOCTI) - TmepeBipka
NPUHAJEKHOCTI Cy0'€KTy a0CTynmy mpea'siBJeHOro HuM ineHtudikaropa i
NiATBepPAKEeHHS WOro aBTeHTHYHOCTI. [HIMMU cioBamu, ayTteHTH}IKAISA
NOJISITa€ B MEPEBIPI: YU CYO'€KT, IO MIJIKIIOYAETHCS 10 CUCTEMHU € THM, 32 KOTO
BiH ceOe Bumae. BUxoauTh, M0 KOKEH pa3, KOJIW BH BCTaBISETE KIIOY y 3aMOK,
BBOJIMTE MapoJib a00 CTaBUTE MaJIellb HA CEHCOP, BU MPOXOAUTE ayTeHTHU(DIKAIIITO.

AytenTudikaiis 301HCHIOETHCS HA OCHOBI TOTO YU IHIIOTO CEKPETHOTO
enemeHTa (ayreHTudikaTopa), KU € Yy PO3MOPSPKEHHI K Cy0’€kTa, Tak 1
iH(popMarlliiiHoi  cuctemMu.  3BUYAiiHO, 1H(OpMmaliiiHa cucTeMa Mae B
PO3MOPSIKEHHI HE CaM CEKPETHUM €JIEMEHT, a JAesKy 1H(OopMaIlito mpo HbOTO, Ha
OCHOBI SIKOi IPUIMAETHCS PIIIICHHS MPO aJEKBATHICTh Cy0’€KTa imeHTUdikaTopy.
Hanpuknan, mnepen MOYaTKOM IHTEPAKTUBHOTO CEAHCY pOOOTH  OLIBILIICTH
OTEpallifHUX CHCTEM 3amUTYIOTh y KOpHCTyBaua Horo iM’s Ta maposib. BBenene
IM’s1 € 11eHTHU(IKAaTOpOM KOPUCTyBaua, a MOro maposib - ayTeHTU(IKATOPOM.
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OmneparriiiHa cucTema 3a3Bu4aii 30epirae He caMm IMapoJib, a HOT0 Xem-CyMmy, II0
3a0e3neuye CKIaJAHICTh BITHOBJICHHS MapoOJIsl.

B i"HbopmamiiHMX TEXHOJIOTISAX BHUKOPHUCTOBYIOTHCS Taki MeTOAHU
ayreHTU(iKamii:

e oaHOOIYHA ayTeHTH(iKalisA, KOJIM KIIEHT CUCTEMH MJIA JOCTYIy 0

iH(OopMaIrii JOBOIUTH CBOIO ayTEHTUYIHICTH;

e BOOIiYHA ayTeHTHiKalis, KOIU, KPIM KII€HTA, CBOIO ayTEHTHYHICTb
MOBWHHA TIATBEP/KYBATH 1 cUCcTeMa (HanmpuKiaa, OaHK);

e TpuliyHa ayTeHTH(diKalisl, KOJM BHKOPHUCTOBYEThCS TaK 3BaHa
HOTapiajabHa ClIyk0a ayTeHTU(IKaIi 17 TATBEPKEHHS JOCTOBIPHOCTI
KOXKHOTO 3 TapTHEPIB B 0OMiHI 1HPOPMAIII€O.

Metoan ayreHTudikamii TakoX yMOBHO MOXHA IOJUIMTH  Ha

0IHO(paKTOPHI Ta 1BOGAKTOPHI.

OnHogakTOpHI METOIU AUIATHCS HA:

e JiorivyHi (mapom, KIOYOBl (pa3u, sIKI BBOAIATBCA 3 KJIaBIaTypH
KOMIT I0T€pa M KJIaBlaTypH CIEN1a]i30BAHOTO MPUCTPOIO);

e igenTudikauiiiHi (HocieM KIIIOYOBOI 1HpoOpMalii € (Pi3uuHI 00’ €KTH:
JIMCKETa, MarHiTHa KapTa, cMapT-KapTa, IITPUX-KOJOBAa KapTa TOIIIO.
Henomniku: ana 3uutyBanHs iHGopmarlii 3 (izuyHOro o0’ekTa (HOCIH)
HEOOXI1THUH CTIeIiaIbHUM TTPUCTPIii; HOCIH MOXKHA 3aryOUTH, BUMAJAKOBO
MOIIKOJIUTH, HOTO MOKYTh BUKPACTH a00 3pOOUTH KOTIiIO).

e OiomeTpH4HIi (B iX OCHOBI — aHaJI3 YHIKAJIbHUX XapaKTEPUCTHUK JIFOJANHH,
HaMpUKIaaA: BIAOWTKA MalblliB, MAJIIOHOK paiIy>XkHOI OOOJIOHKH OKa,
rojoc, oonuyus. Henomiku: GloMeTpU4YHI METOAM JOPOTri 1 CKIAJHI B
oOCIyroByBaHHI; YyTJIMBI J0 3MIHM NapameTpiB Hocis 1HdopMalii;
BOJIOJIIOTh ~ HU3BbKOIO  JIOCTOBIPHICTIO; TPHU3HA4Y€Hl TUIBKH  JIS
ayTeHTU]iKaIli JIto/iel, a He mporpaM ado 1HIIHUX PECYPCIB).

['onoBHa mepeBara mapoJibHOI ayTeHTH(ikamii — mpocTtoTa i 3BUYHICTD.
[Taposm paBHO BOyJOBaHi B omepailiiiHi cucreMu W iHm cepsicu. [lpu
MPaBUJILHOMY BHUKOPHCTaHHI TMAapoJii MOXKYTh 3a0€3MEYUTH NMPUUHATHUA PIBEHb
oe3neku. [Ipote, MO CyKymHOCTI XapaKTEPHUCTHK iX BapTO BU3HATH HAMCIAOIINM
3ac000M TMEepeBIPKH A1MCHOCTI.

[Ilo6 maposip OyB 3amam'sTOBYBaHUM, MOro Haluactimie poOJisATh MPOCTUM
(iM's monxpyru, Ha3Ba CIOPTUBHOI KOMaHAM ¥ T.m.). OJHAaK MNPOCTHH MapoJib
HEBAXXKO BrajiaTH, 0COOJIMBO SKIO 3HATH MPHUCTPACTI JAHOTO KOPUCTyBaya.

[Homl maposi 13 camMoro moyaTky He 30epiraroTbCsi B TAEMHHULI, TOMY IO
MarTh CTaHJApPTHI 3HAYEHHS, 3a3HAYCHI B JOKYMEHTallll, 1 Jajleko HE 3aBXIU
MICTIsl YCTAHOBKU CUCTEMU BUPOOJISETHCS iXHS 3MiHA.

BBengennss mapons MoXKHAa < MIAMIIHYTH. [HOMI  JyiS  THATIISIIaHHS
BUKOPUCTOBYIOTHCS HABITh ONTUYHI TIPHIIA]IH.

[laponi HepiaKO MOBIAOMIAIOTH KOJeraM, IIo0 Ti MOTJH, HaIlpHUKIal,
HiAMIHUTH Ha SKUICh Yac BIIACHUKA MapoJisi. TEOpEeTUYHO B MOMIOHHMX BHIIAJIKAX
OUTBII MPaBUIBHO 3AJIYYUTH 3aCO0M KEpyBaHb TOCTYIOM, aje Ha MPaKTHIl TaK
HIXTO HEe pOOUTH: @ TAEMHUIIS, SIKY 3HAIOTh JIBOE, 1I€ BX)KE HE TAEMHUIIS.



[lapons MokHa Brajata "MeToAoM Trpy0Ooi cuiu", BUKOPHCTOBYIOUH,
CKa)XeMO, CIIOBHHK. SIKmio ¢ain maposiB 3amudpoBaHui, ajie JOCTYMHUN s
YUTaHHS, WOT0 MOYKHA CKayaTu 70 ce0e¢ Ha KOMI'IOTep 1 CrpoOyBaTH MiaiopaTu
napojib, 3amporpaMyBaBIIM MOBHUN Tmiepelip (mepeadayvaeThecs, IO aITOPUTM
mu@pyBaHHS BIJIOMUN).

[IpoTe, BakJIMBI 3aXOAW JIO3BOJISIIOTH 3HAYHO IMJABUIIUTH HAAINMHICTH
NapoJbLHOI0 3aXUCTY:

® HAKJAJCHHS TEXHIYHUX OOMEXeHb (Iaposib MOBUHEH OYyTH HE 3aHAATO
KOPOTKHM, BiH IOBUHEH MICTUTH OyKBH, UG PH, 3HAKH MMyHKTyaIlii i T.11.);

® KepyBaHHS TEPMIHOM il MapoJIiB: iXHS MeploANYHA 3MiHA;

e O0OMEXEHHs JIOCTYIy A0 (hailiry mapois;

e OOMEXEHHs 4HciIa HEBJAJIMX CHOpoO BXOQYy B CHUCTEMY, L€ YTPYAHUTH
3acTOCyBaHH#A "MeToay rpyooi cunu"):

® HaBYaHHS KOPHUCTYBaYiB;

® BHUKOPUCTAHHS NMPOTPAMHUX T'€HEPATOPIB MAPOITIB.

[lepepaxoBaHi 3axoiu AOUUIBHO 3aCTOCOBYBATH 3aBXK/W, HABITh SIKIIO
MOPSIJT 3 MAPOJIIMU BUKOPUCTOBYIOTHCS 1HIIN METOU ayTeHTU]IKaIIii.

PosrnsHyTi BuUIEe mapoiii MOXHA Ha3BaTH 0araTopa3oBHUMH: iXHE
PO3KPUTTS AO3BOJISIE 3IOBMUCHUKOBI A1SITH B1Jl IMEHI JIETaJIbHOTO KOPUCTYyBaya.

3aBaaHHA IS BUKOHAHHS
Po3pobutn mporpamy cuUCTEMY 13 BHUKOPUCTaHHSIM (PEUMBOPKY is
napoJibHOi ineHTudikamii \ ayreHTudikamii i3 HaCTYmTHUM (YHKITIOHATIOM:
1. HasiBHICTh OOJIIKOBUX 3aIuCiB aaMiHIicTpatopa (KOpUCTyBaya 3
¢dikcoBanum imeneM ADMIN) 1 3BM4aifHOro KopucTyBaya.
2.Y pexumi aaMiHICTpaTopa Iporpama MOBHHHA MIATPUMYBATH HACTYITHI
dbyHK1ii (TpU TpaBUIBHOMY BBEJICHHI MApOJIs):

- 3MiHAa MapoJisi aaAMiHICTparopa (MpU MPaBUILHOMY BBEJEHHI CTaporo
napouisi);

- TeperJis]l CIUCKY IMEH 3apeeCTPOBAHUX KOPUCTYBAUiB 1 YCTAHOBJICHUX IS
HUX MmapaMeTpiB (OJIOKyBaHHS OOJIKOBOTO 3alHCy, BKJIIOYCHHS OOMEXEHb Ha
oOpaHi mapoJii) - BChOTO CIMKCKY IIJIKOM B OJJHOMY BiKHI 200 1O OJTHOMY €JIE€MEHTY
CIIMCKY 3 MOXJIMBICTIO TIEPEMIILICHHS 10 MOT0 MOYaTKy ad0 KIiHII;

- JI0JaBaHHS YHIKAJIbHOTO IMEHI HOBOT'O KOPUCTYBaya /10 CIIUCKY 3 MOPOKHIM
naposieM (psIIKOM HYJThOBOI TOBXKHHH);

- OJIOKYBaHHSI MOXKJIMBOCTI POOOTH KOPUCTYBaya 3 3aJJaHUM 1M'sIM;

- BKJIFOYEHHS a00 BIAKJIIOUECHHS 0OMeEXeHb Ha oOpaHi KOPHUCTyBadyeM Mapoi
(BIAMIOBIIHO 10 1HAMBIAYaJbHOTO 3aBlIaHHS, 1[0 BHU3HAYAETHCS HOMEPOM
BapiaHTy);

- 3aBEPIICHHS pOOOTH 3 MPOTPAMOIO.

3. Y pexumi 3BHUAHOTO KOPUCTyBaya Iporpama MOBHHHA MiATPUMYBaTH
TIIBKK (QYHKIIIT 3MIHU MapoJis KOpUCTyBaya (IIpH MPaBUILHOMY BBEICHHI CTapOro
napoJIo) 1 3aBepiuIeHHs poOOTH, a BCl 1HIN (PyHKIIIT MOBUHHI OyTH 3a0JI0KOBaHI.



4. Tlicns cBOTO 3amycKy IMporpama TMOBHHHA 3aMUTyBaTH Yy KOPUCTyBada B
CIeliaJIbHOMY BiKHI BXOJy BBEJICHHS HOro iMeHi Ta mapoJis. [IpuBeneHHi nmapoJs
HOro CUMBOJIM 3aBJKIM IIOBHHHI Ha €KpaH1 3aMIHIOBATHUCS CUMBOJIOM *',

5. [Ipu BiCYyTHOCTI BBEACHOTO B BIKHI BXOAY 1IMEHI KOPUCTYBada B CIIUCKY
3apeeCTPOBAHMX AJIMIHICTPATOPOM KOPHUCTYBauiB Iporpama IMOBHHHA BHUIaBaTH
BIJINOBIJIHE TOBIAOMJICHHS 1 HaJaBaTH KOPUCTYBAaye€Bl MOXIIMUBICTH MOBTOPHOTO
BBEJICHHS IMEH1 UM 3aBEPIICHHS pOOOTH 3 MPOTPaMoIo.

6. [Ipn HempaBWIBHOMY BBEICHHI TapoJisi MporpaMa TOBHHHA BHUIAABATH
BIJIOBITHE TIOBIJOMJICHHS 1 HAJaBaTH KOPHUCTYBAU€BI MOKJIHMBICTH MOBTOPHOTO
BBeneHHs. [Ipy Tpupa3zoBoMy BBEJECHHI HEMPABMIBHOTO MAPOJIsT poOOTa IPOrpamMu
MMOBUHHA 3aBEPITyBaTHUCS.

/. IIpn nepBUHHOMY BBeAEHHI Mapoiisd (000B'A3KOBOMY IPH MEPIIOMY BXO1
aaMiHicTpatopa ab0 KOpPUCTyBada 3 3apEeCTPOBAHMM paHIIIE aqMIHICTPATOPOM
IM'sIM) 1 TIpY MOJANBIIIN 3aMiHI MapoJIs TporpaMa MOBUHHA MPOCUTH KOPHUCTyBaya
MITBEPAUTH BBEJCHUHN MapoJIb MIISTXOM HOTO MOBTOPHOTO BBEACHHS.

8. fkmo BuOpaHMiI KOpPUCTyBaueM I1apojb HE BIAMNOBITA€ HEOOX1THUM
oOMeXeHHAM (I[P BCTAHOBJICHHI BIJIMOBITHOTO TMapameTpa OOIIKOBOTO 3aluCy
KOpUCTyBaya), TO IporpamMa IOBHHHA BHUJABaTH BIAMOBIIHE MOBIAOMIICHHS 1
HaJaBaTH KOPHUCTYBAu€Bl MOXJIMBICTh BBEJICHHS 1HIIOTO MapoJjsi, 3aBEPIICHHS
po6oTH 3 mporpamoro (IIpu MepuIoMy BXO/1 JaHOTO KOpUcTyBaya) a0 BIIMOBH BiJl
3MIHHU NapoJs.

9. [ndopmaris mpo 3apeecTpOBaHUX KOPHUCTYBAUiB, iX MapoJIiB, BiICYTHICTh
0JIOKyBaHHS iX pOOOTH 3 TPOTPaMOI0, a TAKOX BKJIIOYEHHS a00 BIAKIIOUCHHS
oOMekeHb Ha oOpaHl mapoJi MOBUHHA 30epiraTucs y cneuiaabHomy (aiini. [Ipu
MEePIIOMY 3aIyCKy MporpaMu Iiel (aiijl TOBMHEH CTBOPIOBATHCS aBTOMATHYHO 1
MICTUTH 1H()OPMAILIitO JUIIIE PO aAMIHICTpaTOpa, 110 MA€ MOPOKHINA MapOIIb.

10. Iurepdetic 3 mporpamor0 MOBHHEH OyTH OpraHi3oBaHHUW Ha OCHOBI
MEHI0, 000B'SI3KOBOI YaCTUHOIO SIKOTO Mae OyTH MiaMeHI0 «JloBika» 3 KOMaHO00
«IIpo mporpamy». [Ipu BuOOpI 111€i KOMaHAM MOBHHHA BUAAaBaTUCA 1H(MOpMAIlis
Ipo aBTOpa MpOorpaMH 1 BHJAAHOMY I1HAMBIAYyaJdbHOMY 3aBlaHHi. [HTepdeiic
KOPUCTyBa4ya TMpOTpaMyd MOXKE TaKOXX BKIIOYATH TIaHETb KEPyBaHHS 3
TyOTIOI0YMMH KOMaHIM MEHIO TpadiuHUMU KHOTIKAMU 1 PSIIOK CTaHY.

11. O6mexeHHsT Ha OOpaHi KOPHCTyBauaMH NPOTPaMH Tapoii 3ajiexaTh
B1JI BKa3aHOT'O BUKJIaJjadyeM HOMEpa 1HIMBIAyaJIbHOTO BapiaHTy.

InpuBinyaabHi BapianTH 3aBJ1aHb
1. JlopxknHA HE MCGHIIEC MIHIMAJIIBHOI  JIOBKHWHH, IO BCTAHOBIIIOETHCS
aJIMIHICTPATOPOM 1 30€pIraeThcsi B 00JIIKOBOMY 3aIKCi KOPUCTYyBaya.
2. HagBHICTh MaMX 1 BEJIUKUX JITEP.
3. HasBnicTs OyKB 1 1tudp.
4. HasiBHICTb OYKB 1 3HaKIB MMyHKTYallii.
5. HasBHicTh 1idp 1 pO3ALTOBUX 3HAKIB.
6. HasiBHiCTh OYKB 1 3HaKIB apu(pMETHUHUX OMEPALIIH.
7. HasBHicTh 1tdp 1 3HAKIB apuPMETUYHUX OMepariii.



8. HasBHICT TaTUHCHKUX OYKB 1 CHMBOJIB KUPUIIUIL.

9. HasBHicTh OYKB, U} 1 pO3A1JIOBUX 3HAKIB.

10. HasiBHICTh JIATUHCBKUX OYKB, CHMBOJIIB KUPHJIUIIL 1 IUQP.

11.HasBHICTh TaTUHCHKUX OYKB, CHMBOJIIB KUPUJIUIIL 1 PO3/IJIOBUX 3HAKIB.
12.HasBHICTh ManuX 1 BEJIUKHUX JIITEP, a TAKOK ITUPP.

13.HasBHICTh MauX 1 BEJIUKHUX JIITEP, @ TAKOXK 3HAKIB MyHKTYaITii.
14.HasBHICTP MaJMX 1 BEJIMKHUX JITEp, a TaKOX 3HAKIB apuPpMETUUYHUX
OTIepaItiu.

15.HasBHICTh JAaTMHCHKUX OYKB, CHMBOJIB KHPWJIHII 1 3HAKiB apuMETUUHHUX
OTIepaIliu.

16.HasiBHicTh OYKB, 1Iu(p 1 3HaKIB apu(PMETHUHUX OMEPALIii.

17.HasiBHICTh OyKB, 3HaKIB IMyHKTYyalli Ta 3HaKIB apu(PMETHUHUX OIEpaLlii.
18.HasBHicTh 11udp, pO3a1JIOBUX 3HAKIB 1 3HAKIB ApU(PMETUUHUX OTEPALIIH.
19.BijicyTHICTh TOBTOPIOBAHUX CUMBOJIIB.

20.YepryBanus Oyks, udp 1 3HOBY OyKB.

21.YepryBanHs OyKB, 3HaKiB IIyHKTYaIlii Ta 3HOBY OYKB.

22 Yeprysanus 1udp, OykB i 3HOBY Hudp.

23. BiacyTHICTb TIPS pO3TAIOBAaHUX OJHAKOBUX CUMBOJIIB.

24 Yeprysanus 1udp, po3aiJI0BUX 3HAKIB 1 3HOBY LUDP.

25.Yeprysanus 1udp, 3HaKiB apuPMETHIHUX OTepalliil 1 3HOBY nudp.
26.HecniBnaaiHHs 3 iM'IM KOpUCTyBaya.

27.HagBHICTh MalMX 1 BEIMKHUX JATUHCHKUX OYKB, (P 1 cumBoiB Kupunuiti.
28.YepryBanns OyKB, 3HaKiB MyHKTyaIlii Ta nudp.

29.Yeprysanns uudp, OykB, 3HaKiB MyHKTyaIlii.

30. BiacyTHICTh miapsa po3TaliOBaHUX OJHAKOBHX ITHDP.

3micT 3BiTY
Ha3Ba Ta 3MicT pakTU4HO1 pOOOTH.
Onuc 1HAUBITYaTbHOTO 3aBIaHHS.
Tekct nporpamu ocHOBHUX MoayiB I13.
BucHoBKku.

R A\

KoHTpoJubHi 3antMTaHHA

. [Tlo po3ymieThes mif iAeHTU(IKALIIEID KOPUCTYBaya?

. [llo po3ymieTbes mig ayTeHTU(DIKALIEI0 KOPUCTYBAUiB?

. Uu 3acTOCOBYETHCS MeXaH13M iAeHTU]iKaIlii 10 MpoIecip?
[lepeuricniuty MOXIJIMBI  1ACHTU(IKATOPU TNpHU  peanizailii  MeXaHi3My
imenTudikarii.

5. Ilepeunciure MOXKIIMBI 1IEHTU(PIKATOPH MPU ayTeHTU(IKAIIII.

6. Y 4oMy 0COOMMBOCTI TUHAMIYHOI ayTeHTH(IKAIIIT?

7. OnumiitTh MexaHi3M ayTeHTU(IKalll KOpUCTyBaya.

8. [lepeuncnutu Buau ayTeHTU]IKAIil 32 piBHEM 1HPOPMAIIIITHOT Oe3MeKH.
9. OxapakTepu3yiTe OCHOBHI METOIM ayTeHTU]iKaIii.

10. Cdepu 3acTocyBaHHSI TOKEHIB Ta OJHOPA30BUX MAPOJIiB.

'-lkb-)l\)l—‘



JIABOPATOPHA POBOTA Ne 2

Tema po6oTu: JloryBaHHs [iif KOPUCTYBaviB Y IPOrPaMHUX CUCTEMaX.

Merta poboTu: 3acBOiTM METOIMKY Ta OTpPUMATH MPAKTUYHI HABUKH PO3POOKHU
MpOIIeAYp JIOTYBaHHS [l KOPUCTYBAYiB Ha MPUKJIAIl MIJACUCTEM 1IeHTH(IKAIlT Ta
ayTeHTU(iKaIli KOPUCTYBadiB 13 BaKKOOOOPOTHUMH OJHOHAMNPSIMICHUMH XEIlI-
GYHKITISIMH.

Teopernuni Bitomocri

3 MeTor0 3amo0iraHHs BHYTPIIIHIX BUTOKIB 1HQOpMAIll, KOHTPOIIO
pobodoro yacy i 3abe3nedeHHs 1HGOPMAIIITHOTO 3aXHCTY 3aCTOCOBYIOTBHCS Pi3HI
3acO00M MOHITOPUHIY Ta CIIOCTEPEXKEHHS 3a KopuctyBaueM . Cepen Takux 3aco0iB
MOXHa BWAUIUTH Keinorrep, a0o KJIaBlaTypHUI IINWIYH (3aIMC JaHUX, IO
BBOJSITbCA 3 KJIABlaTypH), KOHTPOJIb 32 BUKOPUCTAHHSAM 3O0BHIIIHIX HOCIIB
iHpopMartii i 6JIOKyBaHHS iX BUKOPHCTaHHs (30KpeMa - OokyBanHs USB-mopris ),
3aIyc eKpaHy MOHITOpA.

BukopuctaHHs TOMITUK JOCTYNy 10 KoHpigeHmiitHoi 1Hdopmarii 1
1H(QOpMYyBaHHSI TEpCOHANY MPO Te, IO BCl Jii KOPUCTyBada Ha KOMIT'IOTEPI
JOTYIOThCSL 3a JOIMOMOTOIO MPOTpaM CTEXKEHHsSI 32 KOPHUCTYBaueM € HalOLIbIl
eheKTUBHUM 3acOo00M 3axuCTy I1HQopMalii BiJ] BHUTOKY Ta 3amoOiraHHs
1HCAUAEPChKUX 1HIUICHTIB.

JloryBanHs il KopucTyBa4a 31HCHIOETHCA 32 JOMOMOTOIO CIEIiaTbHUX
nporpaM, MepexoIuTIoIYMX Jii KOpUCTyBada, M0 BEAyTh ACTATbHUN JOT-(aiin,
SKUH MICTUTh CKPIHIIOTH a00 3aluc €KpaHy MOHITOpa, BIACTEXKYE 1 JT03BOJISE
0JIOKYBaTH 3allyCK 1 BCTAHOBJICHHS J10JaTKiB, HAOpaHuil TeKCT, Ail 3 ¢ailiamu Ta
30BHIIIHIMHA HOCIAMH 1H(pOpMALIii.

Binomo, mo nmaposnbsHa inenTudikaiis, He 3axuiniae [13 Big nporpaMHux Ta
amapaTHUX 3aco0lB CKaHyBaHHS KJaBlaTypu Ta JIiHIA mepenadi, a OTKE MOXKe
NPU3BECTH 10 BUTOKY KOH(piAeHIIHHOT iHpopMaii. Tomy, sk mnpaBwio, B
Cy4aCHHUX CHCTEMax IapoJib HE MEepPeacThCsl B ABHIN QopMI MO JiHIAX Tepeaadl, a
HATOMICTh B SIKOCTI TAapOJII0 BUKOPHCTOBYIOTH SIKECh HOTO BiOOpaXkeHHS. Y
SKOCTI TaKoro B1J100pa’KECHHS BUKOPHUCTOBYIOTHCS BaKKOOOOPOTHI
OJTHOHANIPSIMIICH1 (PYHKIIIT, 3aCTOCYBaHHS KX TapaHTy€ HEMOXKIIUBICTh PO3KPHUTTS
napoJisi 3a Horo BiJoOpaKEHHSIM 32 PO3YMHHUI dac.

B Takomy Bumanky mnpoueaypa igeHTudikaumii ONMCyeTbCA TAKUM
aJropuTMOM (UB.pUC.1):

1) KopuctyBau BBOAUTH CBill 1IGHTU(IKATOP.

2) 3acobu  igeHTH(iKalll  MEPEriasgalTh  CIOUCOK  3apEeECTPOBAHUX
igeHTudikatopiB. ko igeHTU(IKATOp Ha 3apeecTpoBaHUM, -- TO
BUBOJIUTHCA TOBIJIOMJICHHS, 1[0 TAaKWW KOPUCTYyBa4 B CHCTEMI HE
3apeecTpPOBaHMM, 1 Maii mepexia Ha Kpok 1, abo k 3aBepiieHHsS PoOOTH
IporpaMu BXOAY B cUcTeMy. SKIIO X 1AeHTu(dikaTop 3apeecTpoBaHuil, --
TO MepexiJ Ha KPOK 3.


http://rus.safensoft.com/keylogger/
http://rus.safensoft.com/usb_port_block/

3) [I3 reHepye BUMAAKOBE YHUCIO X, Ta OOUYMCIIOE 3HAYEHHS
Ba)XKOOOOPOTHOI OAHOHATIPSIMIICHOT (DYHKITIT Y , IKa BUKOPUCTOBYETHCS B
CUCTeMI JIJIs BiJ0OpaKeHHsI MapoJIt0 KOPUCTyBaya.

4) Yucno X mepeaaeTbes KOPUCTyBady.

5) KopuctyBau o0umciioe 3HA4YEHHS Ba)XKOOOOPOTHOI OHOHAMPSMIICHOI
GbyHKIT Yy’ Ta mepeaae Horo B CUCTEMY.

6) Cuctema MOPIBHIOE 3HAYEHHS y Ta Yy . SIKI0 BOHM cHiBOaAaroTh, To 13
JI03BOJISIE€ BX1J] KOPUCTYyBaya B cUCTEMY. B 1HaKIIoMy BUIIaKy BUIAETHCS
MOBIIOMJICHHS PO TIOMUJIKY BBOAY MapoJIto, mepexig Ha Kpok 3, abo x
3aBEpIICHHS POOOTH MTPOTPaMHU BXOY B CUCTEMY.

Tepminan Komm’toTepHuii ieHTp

=
|

\ \— Inentudikarop
ITapons

Pucynok 1 - [nentudikaiiisi kopuctyBaua 3a JOIOMOTOI0 BaKKOOOOPOTHOT
GyHKLIT BIZOOpaKeHHS MapOoIIto

3po3ymMinio, 10  CTIMKICTh  Takoi  CHCTEMH  JO  IHTSPHOJIALIl
BUKOPUCTOBYBAaHOT (DYHKIIT BH3HAYAETHCS BAXKKOOOOPOTHICTIO (YHKINT y Ta
4aCTOTOIO TeHepallii 1 pO3MOALTy KIIOYIB B CUCTEMI.

AytenTudikaiis Tmoisrac B TEploAWYHIA (CTOXACTUYHINA) TepeBIpIl
JIOCTOBIPHOCTI i7eHTHdIKAIT KOpUCTyBada. Taka mporeaypa MpPOBOJAUTHCS IS
MOBTOPHO1 MEPEBIPKU KOpUCTyBaya. AyTeHTH(IKAIsl MOXe 3/1MCHIOBATUCH SIK
amapaTHUMH, TaK 1 MPOTpaMHUMH METOJaMH 3a SKUMHCh OCOOMCTUMH O3HAKaMH,
YH MePCOHATHLHIUMHU BiJIOMOCTSMH KOPHCTYyBaya.

[Ipu anapatHiii peamizaiii KOpUCTyBau MoOxke OyTH ayTEeHTHU(PIKOBAHHM 3a
neBHUMHU (PI3UYHUMM O3HAKaMU: Bara TUIa, KOJIp OYei, BIAOWTKU TMaJbIIB,
reomerpis nosoHi, kox JHK 1 1.m. OkpiM TOro, MOXyThb BUKOPHUCTOBYBATHCH
JIOIAaTKOBI OCOOMCTI MPUCTpOi: HapyuHl Opacmeru, kmrodi 1 T.1. Januit Bupg
ayTeHTU(]iKaIii XapaKTepU3YEThCS BUIMUM pPIBHEM HAIIAHOCTI, TIPOTE €
CKJIQJHIIINM Ta JTOPOXKYUM Yy BHUKOPUCTaHHI, TOMY BiH BHUKOPHCTOBYETbCA Ha
MiIIPUEMCTBAX, JIe HEOOX1aHO 3a0€3NeYnTH BUCOKUH PiBEHB 3aXUCTY 1H(pOpMAIIii.

JlemieBmuii BapiaHT ayTeHTH]IKalli KOPUCTYBayiB MOJIATAa€ y CTBOPEHHI
nporpaMHux 3aco0iB. Pe3uenTHa nporpama nepioauyHoO 3 MEBHUM KPOKOM Hacy
3aJ]a€ BUIIAJIKOBUM YMHOM 3alUTaHHs 13 3a3JaJIeTib CTBOPEHOTO (ailry, abo x
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BUMAJKOBl TPU- , YOTUPHU-PO3PSIIHI JECATKOBI 4YHCIAa KOPUCTYBaudy, MOPIBHIOE
BIJIMOBI/II 3 HaIepe]l 3apeecTpOBAaHUMU, a00 X OOYMCICHUMHU BIAMOBIAAMH, 1 Ha
OCHOBI IILOT0 Hajae, abo 3a00poHsie poOOTY KOpUCTyBaua. Y BUIAAKY MPABUIBHOI
BIJIMOBI/II 32 KOPUCTYBAaueM 3aJIMIIAIOTHCS MOTO MpaBa, a y BUIMAJIKY HETPABUIIbHOT
BI/IMOBIZII — KOPUCTyBau BTpayae IMpaBa JOCTYMY 1 MOBHHEH 3aHOBO BBIMTH B
cuctemy.  CridikicTe  JaHoro  Buay  ayTeHTU(ikamii  3a0e3neuyeTbces
KOH(}1IeHIIMHICTIO 1HhOpMaITii.

Hpouez[ypa ayTeHTUIKaIii KOpI/ICTyBa‘-IlB MOXe OyTu peaJn3OBaHa K 3
MOCTIMHUM, TakK 1 3 aJallTUBHUM IiepiogoM moBTopy. [locTiitnuit nepiox MOBTOPY
BUKOPHCTOBYETHCA B THUX CHUCTEMaX, B SIKHX YacTOTa MOSIBM KOPHUCTYBadiB Ta
IHTEHCUBHICTh iX po0OOTH € mpuOIM3HO piBHOMIpHOIO. [Ipm BHOOpI mepioxy
IpoLEIypH ayTeHTU(IKALT CIIJT KEpyBaTUCA TAKUMH MIPKYBAHHSIMU: TIPH JTOCHUTb
BEJIMKOMY mepiony 30uiblnyeTbest iMoBipHiCTs HCJI, a mpu nocuth mamomy —
3MEHIIYEThCS €(PEKTUBHICTh POOOTH KOPHUCTYBayiB, OCKIJIbKA BOHHU IOCTIHHO
BIJIBOJIIKAIOTHCS Bl BUKOHAHHS OCHOBHHUX CBOIX 000B 3KiB. B cucremax, 10 IKHX
CTaBJIATbCS BUMOIM IIJIBUIIEHOI 3aXUIIEHOCTI MOXYTh 3aCTOCOBYBATHUCS 3acO0U
ayTeHTU(]iKaiii 3 amanTUBHUM MepiooM MoBTOpy. [lepionm mOBTOpY B Takux
CUCTEMaX BU3HAYAETHCS SIK IHTEHCHUBHICTIO pOOOTH KOPUCTYBAYiB, TaK 1 ClipoOamMu
HC/I.

OkpiM  TOrO, TICIS BCTAHOBJICHHS  JOCTOBIPHOCTI  iMeHTHIKAI]
KOPUCTYBaua BUKOHYETHCS JIOTYBAHHS - pPEeCTpallis B yacl BCIX I KOpHCTyBaya
B OmnepaniiiHomy :KypHaji cucreMd. B TakoMmy >XKypHaai OKpIM 3amluCiB
CaHKIIIOHOBAHOTO BHUKOPHCTAHHS THUX, YU IHIIMX PECYpCIB CUCTEMHU, MOXKYTh
HAaKOMUYYyBaTUCS JaHl MpO CIpPoOU HECAHKIIOHOBAHOTO JIOCTYMYy KOPHUCTYBauiB 3
ABTOMATUYHOIO CUTHAII3ALIEI0  AIMIHICTPATOPY CHCTEMHM IS HPUHAHATTS
OpraHizaliifHMX 3axXO0JiB 3 METOI0 BHSBJIEHHS MNOPYWHUKIB. IIpu cTBOpeHHI
OTIepaIlIfHOTO KypHAy CIiJ TaM SATaTd, 110 Pi3HI TUIHU KOPUCTYBAYiB MarOTh
JIOCTYTI JI0 PI3HUX THUIIIB PECYPCIB.

[Hmoro BaxknuBOIO CcKiagoBO0 uvacTuHowo [I3 € mporpama peectparii.
[Iporpama peectpariii mpu3HaveHa JUIs peecTparlii, ado BUIaJIeHHS KOPUCTYBaviB B
PeecTparniiiHoMy XypHajl CUCTEMH 13 HQJAHHAM IM MEBHUX IpaB goctymy. [IpaBo
peectpaiiii, a00 BHUJAJICHHA HAJEXHUThb JIMIIE OJHOMY KOPHUCTyBauy —
aJMIHICTpaTopy cucTeMu. IMeHa KOpHCTyBayiB, iX Mapodl Ta MpaBa IOCTYITY
30epiratoTbCs B SBHOMY BUIIISAL y (aitni. PO3poOHMK MOBUHEH OLIHUTU PO3MIP
peecTpalifHoro *)ypHally, BUXOJA4d 13 3aJaHUX MapaMmeTpiB. Taka iHdopmarlris
Oyle KOPHUCHOIO ISl OIlIHKKM TPYJIOMICTKOCTI TMpOIEAYyp COpPTYBaHHS Ta
¢binpTpyBaHHsa. OKpiM TOTO, HA OCHOBI OTPUMAHMX JAaHUX PO3POOHUK MOXKE AaBaTH
peKOMEeHJIalli aAMIHICTPaTOpy CHUCTEMH CTOCOBHO PETyJISPHOCTI KepyBaHHS
KITIOYaMH.

3aBaaHHs 119 BUKOHAHHS
1. O3HallIOMUTHCH 3 BUKJIAJACHUM BHUIIE MaTEPiaioM.
2. OTpuMaty 1HAMBIAyaJIbHE 3aBJaHHA y BUKJIa1a4a.
3. BuznauuTtu QyHKIIIT CHCTEMHU.
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4. BianoBigHO 10 IHAWBIAYaJdbHOTO 3aBIAaHHS YAOCKOHAIUTH PO3POOJICHY B
nabopaTtopHiid po6oTi Ne 1 mporpamHy cucremy.

5. IIpoBecTu po3paxyHKH MapaMeTPiB CHCTEMH.

6. PeanizyBaru 3a7aHi PyHKIII1 IpOrpaMHOi CUCTEMHU.

7. OLIHUTH PO3MIp PEECTPAIIIHHOIO Ta ONEPaIIfHOTO KypHAITY.

InguBinyajbHi 3aBIaHHA
Yaockonanutu po3pobieHy B JabopatopHiii poGoti Ne 1 mporpamny
CUCTEeMY 3 METOI TMoKpameHHs ¢GyHKIlT igeHTudikamii Ta ayTeHTHdikamii
KOpHUCTYyBauiB, KoTpa © JoryBama moaii, a came ¢ikcyBana BXia (BUXIH)
KopucTyBauiB B PeecTpaiiifHoMy >XypHaii, a TaKOK BCl BUMHEHI KOPUCTYBauyaMu
nii B OmnepauiitHoMy >xypHam. HeoOXximHI mapaMeTpu Iporpamu BHUOMPArOThCA
BIJIMOBITHO /10 BapiaHTY 13 MOJAAHOI HUKYE TaOJIUIII.

Ne | K-1B K-16 K-16 OyHKIIISA K-tp |Ilepiog | K-Tb

/Tl | KOpUC | PIBHIB | peasli3oBaH | KPUNITYBaH |3ald | MOBTOPY | 3amuTa
TyBadl | JOCTYIl | KX Hs MApOJII0 | TaHb | MpOIeAy | Hb B
B y byHKITIN pH, XB iTeparii

I13

InenTudikaiis AyteHtudikaiis

1. |5 2 >5 exp(-a*x) |15 2 3

2. |6 3 >5 Ig(a*x) 10 3 4

3. |7 4 >5 a*sin(x) 20 4 2

4, |8 2 >5 a*In(x) 15 5 3

5. |9 3 >5 a/x 15 6 4

6. |10 4 >5 lg(a/x) 10 5 2

7. |11 2 >5 x/sin(a) 20 4 3

8. |12 3 >5 a*sin(1/x) |15 2 4

9. |14 4 >5 tg(a*x) 10 3 2

10. |16 2 >5 a*In(2+x) |20 6 3

KoHTpoJibHi 3an1uTaHHA
1. 1o Take noryBaHHs MOJ1NA?
2. Sxi Buu JOTyBaHHS BiJIOMi?
3. Ilo Take maposibHa 11eHTUDIKALIA?
4. SIki1 HEeOJIIKU KJIIACUYHOTO CIOCO0Y MapoJibHOI 11eHTU(IKAIi?
5. Ilo Take peecTpaltiinuii xxypHa?
6. J1;1s1 40oro BUKOPUCTOBYIOTh PEECTPALIliiHI KypHAIIU?
7. SIx OIIHUTH HEOOX1THHUM 00 €M PEECTPAIIITHOTO KypHAITY?
8. 1o Take ayTeHTHU(]IKAIlISI KOPUCTYBAUIB?
9. Ski Buau ayteHTudikarii Bigomi?
10. Ha3BiTb OCHOBHI cmocoOM ayTeHTH]IKalli KOPUCTYBAyiB 3a JIOMOMOTIOIO
pOrpaMHUX 3acO0iB.
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11. Ha3BiThb OCHOBHI cmocoOM ayTeHTH]IKalli KOPUCTYBAudiB 3a JOMOMOTIOIO
amapaTHHUX 3aCO0I1B.

12. 1o Take ornepamiiHuii )KypHai?

13. JIs11 4oro BUKOPUCTOBYIOTH OIEpalliiiHi KypHaIu?

14. Sk oiHUTH HEOOX1THUI 00" €M OIepaIifHOro KypHaiy?

3micT 3BiTY
1. Ha3Ba Ta 3MICT mpakTUYHOI pOOOTH.
2. Onuc 1HIUBITyaqTbHOTO 3aBIaHHS.
3. CrpykTypHa cxema Ta eKpaHHI (opMH OCHOBHUX (YHKIIH yIOCKOHAJIEHOT
MPOrPaMHOI CUCTEMHU.
4. Po3paxyHOK pO3MIpy peecTpaiiiHOro Ta OnepauiifHoro )XypHaly Ta iX eKpaHHI
bopmu.
5. TexcT nporpamu oCHOBHUX MoyJiB I13.
6. BucHoBKH.
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JIABOPATOPHA POBOTA Ne 3

Tema podoTu: MeTou 3aXUCTy MPOTpaMHOTO 3a0e3MeueHHS.
Meta pobotu: OpepkaTd MNpaKTUYHI HABUKHU peaiizallii alropuTMIB 3aXHUCTY
IPOrpaMHOTO 3a0€3MeUeHHs I HAUTIOMUPEHIIINX MOIeNIEH pO3MOBCIOIKECHHSI.

TeopernuHni BizomocTi

Bci meromm 3axucty [13 mMokHa po3mainuTi Ha amapaTHi Ta nporpamui. Jlo
OpPOrpaMHUX  BIAHOCATBCS METOJIM, Yy SKUX HE 3auimaroThes  i3uyHi
XapaKTEPUCTUKN HOCIIB iH(popMartii, cierianpae obmagHans 1 T.1. Jlo amapatHux
BITHOCSTHCSI METO/M, 1[0 BUKOPUCTOBYIOTH CIIEIllalbHEe OONaHaHHs (HAMPHUKIA/L,
€JIEKTPOHHI KJIFOYl, SIKI MIJKIIOYAIOThCS 10 MOPTIB KOoMM'torepa) abo (i3uyHi
0coONMMBOCTI  HOCIIB  1H(OpMalii (KOMMAaKT-IUCKIB), 100 11eHTU(IKYBATH
OpPUT'IHAJIBHY BEpCiI0 MporpamMM 1 3aXMCTUTH NPOAYKT BiJ HEJIEraJbHOTO
BUKOpUCTaHHA. Po3poOiieHa 3HayHAa KUIBKICTh amapaTHUX 3aco0iB  Pi3HOTO
NPU3HAYEHHS, IPOTE HAWOIBIIOTO MOMIMPEHHS! OTPUMYIOTh HACTYIIHI:

- CHemiajgbHl pericTpu Juisi 30epiraHHs PEKBI3UTIB 3axXUCTy: MapoJiB,
11eHTU(IKAIIHHUX KO/I1B, 200 piBHIB rpU(iB CEKPETHOCTI;

- IPUCTPOI BUMIPIOBAHHS 1HAUBIAYaIbHUX XapaKTEPUCTHK JIIOJAUHHU (TOJI0CY,
BIIOUTKIB) 3 METOIO HOT0 1IeHTH(IKAITIT;

- CXeMH IepepuBaHHs mnepenadi iH@opmauii B JHII 3B'SI3KY 3 METOIO
NeploIMYHOI MEPEBIPKHU aIpecy BUaYl TAHUX;

- IpUCTPOI 1 K pyBaHHA 1HPopMalii (KpunrorpadiyHi METOIN).
OCHOBHUMH MPOTrpaMHUMHU MeToAamu 3axucty 113, fki crpsMoBaHI Ha MPOTUIIIIO
CTaTUYHHUM CIIOCOOAM 3HATTS 3aXUCTY BiJ KOMIIOBaHHS, €:

- Kpunrorpadiysi;

- METOJIM MPUB'SI3KH JI0 17IeHTU(IKATOPA;

- METO/H, 110 0a3yIThCS HAa POOOTI 3 MEPEXOIAMHU 1 CTEKOM;

- MaHIIYJISAIS 3 KOJOM IIPOTpaMH.

CborojmHi ICHye TpWU HAWUNOMIMPEHINIT MOAeJdi  PO3MOBCHIKEHHS
nporpamtoro 3atoesneuenns (I13):

- 0e3KOIITOBHE MporpaMHe 3a0€3MEUEHHS;
- YMOBHO O€3KOIITOBHE MpOrpamMHe 3a0e3neueHHS;
- KOMEpIIiifHe MporpaMHe 3a0e3MeYeHHS.

ITin momenmo OeskomtoBHOro I3 (Freeware) po3ymieTbcsi BIJACYTHICTb
Oynb-akoi orutaTu 3a kopuctyBaHHs [13. Jly’ke yacTto 3a TakuM MPUHITUTIOM
PO3MOBCIOIKYIOTHCS  HEBEIMKI YTHIITH, SIKI, Ha JIyMKY aBTOPIB, MOXYTb
BUSBUTUCA KOPHUCHUMHU IIMPOKOMY KpYI'y KOPHCTyBadiB, ajieé HE MaTHMYTh
NOMUTY, AKIIO MPU3HAYUTH IUIATy 32 IX BUKOPUCTAHHS. Y OLIBIIOCTI BUIAIKIB
oe3komToBHe I3 poO3poOISIETHCS OTHUM TIPOTPAMICTOM, EHTY31aCTOM CBOEI
CIpaBU HECXWJIbHUM [0 3aiiBoi KomepIiiamisaiii cydacHuX iH(OpMaIiitHux
TexHoJoTii. YacTto nexiapbka TOOpPOBOJIBIIIB OpPraHi30OBYIOTh KOMaHIY, IIIO
PO3p0o0OIIsiE 1 MATPUMYE TOCTATHBO CKJIAIHY IPOTPAMHY CHCTEMY.
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HasBHICTS MOKITMBOCTI OIIHUTH TIporpamMy 110 okynkH ("'try before you buy") €
OJIHIEIO 3 TOJIOBHHX PHC YMOBHO OC3KOIITOBHHMX IpOAYyKTiB (Share). V OinbmiocTi
BUMNAJKIB aBTOpU YMOBHO Oe3komToBHOoro II3  HagaroTh  KopucTyBauam
HEe3apeeCTPOBaHI Bepcii CBOIX po3po0OK, K1 MOKHA BUKOPHUCTOBYBAaTH B HE3MIHEHIN
dbopMi. YMOBHO OE3KOILITOBHE MPOrpaMHE 3a0e3MeUeHHS] PO3pPOOIIAETHCS 3 METOIO
OJIEpKaHHsI SIKOTOCh MPUOYTKY UM Buroau. OHak, nepes] ofepKaHHAM MPUOYTKY Bij
ceoro [I3, moreHIItHOMY KOpPUCTYBaueBi OOOB'SI3KOBO HAJAETHCS MOXKIUBICTD
anpoOyBaTH MPOTpaMHUN TMPOAYKT y [ii MPOTSIrOM JAESKOro Mepiogy dacy 3
HEBEIMKUMHU (PYHKIIOHAIBHUMU OOMEXeHHAMH. Ilicna 3akiHYEHHS TECTOBOTO
nepiofy MOTCHUIWHUN TMOKYIelb MOBHHEH YXBAJIUTH PIIICHHS MPO MPHUIOAHHS
nporpamu. SIKIIo0 BUPIMIEHO BIIMOBHUTHUCS BiJ TOKYIKH, TO Tpeba MPUIIMHUTU
BUKOPHCTOBYBATH Nporpamy 1 BUAQIUTH ii 3 KoMm'torepa. [Hakiie, HeoOX1aHO
CIUIATUTH JILEH31I0 HAa MporpaMy YM HAJaTd aBTOPOBI YM BHKOHATU 1HIILY
3allpOIIOHOBaHy aBTOPOM YMOBY. [licis 1bOro aBTOp Ha/la€ MOMKIIUBICTD OTPUMAHHS
MOBHO (pyHKIIIOHATILHOT Bepcii [13.

CrorosiHi yMOBHO O€3KOIITOBHI MPOIYKTH JIy>ke MomyJsipHi. barato BimoMux
po3poonukiB I13 Gepyrh Ha 030poeHHs KoHueniio "Try before you buy", mo6
3a1ikaBUTU TOKymIiB. [lo cyTti, oOMexkeHi 03HaHOMITIOBaIbHI BEpCii KOMEPIIHHUX
MIPOJYKTIB € BCHOTO JIMIIIE OJIHIN 3 Moaudikaiiii iei Shareware. HaBith kopriopartis
Microsoft 6e3komrroBHo normproe 120-nenn1 Bepcii Windows 2003 Server 1 Visual
Studio .NET. IlpaBna, HeBenyrKa BIAMIHHICTb MOJISITA€ B TOMY, 110 JJIsl IEPETBOPEHHS
120-nenHoi Bepcili Ha TOBHOIIHHY JOBEACTHCS OTPUMATH JWCK 3 HOBOKO BEPCIEIO i
BUKOHATH TPOLIEAYPY OHOBJEHHS, a I "KJIACHMYHUX" YMOBHO O€3KOIITOBHUX
nporpaMm Mepexii 10 TOBHOiI Bepcli BiIOYBaeTbCs Bipasy K MICHS BBEICHHS
MIPABUJILHOTO PEECTPALIITHOTO KOAY.

[Hoal aBTopu yMOBHO Oe3komtoBHOro 13 BUOMpaeThCcst OMH 3 HACTYMHHUX
METO/I1B PO3MOBCIO/DKCHHS:

e Cardware - KOKEH KOpHCTYyBad TNpOTrpaMH, SKHH Xxo4e 11
3apeecTpyBaTUCs, MOBUHEH HAJICIaTH aBTOPOBI MPOTrpaMH MOILUTOBY
JIUCTIBKY 3 BUTJISA/IOM MICIIEBOCTI, JI€ BiH MPOKHUBAE;

e Mailwam - cyuacuimmii Bapiant Cardware, y sskoMy aBTOPOBI IIpOrpaMu
HAJICUJIAE€THCS €JIEKTPOHHMM JHCT. SIK TpaBuio, Yy BIAMNOBIAb aBTOP
NPUCWIIAE PEECTPALIHUI KOJ, IO Jla€ MOXJIMBICTH MpaIOBaTH 3
IPOTrPaMoIo;

e Donationware - koiu aBTOp HE BUMAarae HisKOi OIUIATH, ajie MPOIOHYE
BCIM, KOMY criojio0aiacst mporpama, oKepTByBaTH JOBIILHY CyMYy, 1100
HiATPUMATH PO3POOKY;

e Gifrware - maitbke Te * came, mo 1 Donationware, ajle aBTOp TOTOBHIA
NpUIIMaTH HE TUIBKU T'POILIOBI MOKEPTBYBAHHS, aJie 1 1HII OJIaPYHKHU;

e Beerware - moaska 3a mporpaMmy NpUAMaEThCS Y BUTTISII TIHBA;

KomepiitHe mporpaMHe 3a0e3MedYeHHs] CTBOPIOETHCS 3 METOI0 OJEpKaHHs
npuOyTKy y BUIJIsAI MaTepiaabHOi BuHaropoau. Komepiiitne 13 6inbine Bchoro
CXO0’K€ Ha 3BUYAWHUM TOBAp, SIKMM JIIOIM 3BUKIIA KyIlyBaTh B MarasuHax. Ilepm 3a
BCE, JUIA MPOTrpamMHOro 3abe3MeueHHs, M0 TMOIIMPIOEThCS SK KOMEpIIHHE,
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3aCTOCOBYETHhCSI NPUHLMI 'rpomii - Boepen', TOOTO KOPHUCTYBad OTPUMYE
nporpamy TUIbKH MICIJIsi TOBHOTO BHECEHHS OIIaTH 3a Hei. [[yxke 6araro mporpam,
MOIIHUPIOETHCS Y TaKU croci0. Y OUTBIIOCTI BUNAAKIB MPU MOKYMII KOMEPIIHHOTO
[13 xopucTyBau OTpUMy€E KOPOOKY, B SIKiil MICTATbCA HOCIT iHPopMaIllii (HarpuKiaja
DVD abo koMmmakT-IucKH), JOKYMEHTAIlisl, peecTpalliiiHa KapTka Ta 1HIIE, Ha
pO3Cy1 MPOIABIIS.

OcranHIMU poKaMHu XX CTOJITTS, pa3oM 13 OypXJIUBHM PO3BUTKOM [HTEpHET
TEXHOJOT1M Halyna TMOIMIMPEHHS MOJENIb PO3MOBCIOKEHHS IMPOTPAMHOTO
3a0e3MeUeHHsI, 10 IeMOHCTPYE pekinamy (Adware), sIKy TaK0oK MOXHA BITHECTH JI0
KoMepIiiiHoi. OCHOBHA 1iesl TOJISATaE B TOMY, IO PO3POOHHUK OTPUMYE TUIATY 3a
BUKOPWCTAHHS TPOTpaMH HE BIiJl KIHIIEBOTO CIIOXKMBada, SKOMY Iporpama
Jictanach OE3KOIITOBHO, a BiA pekiaamogaBiiB. [lpu 1mpomy KopucTyBau
KOMEPIIIHHOT MpOrpaMi BUMYIIEHUW AWUBUTUCS KAPTUHKH, MO IMiJIKAYyIOTHCS 3
[aTepHery. 3po3ymino, 1m0 el miaxig akTyalabHui Tutbku s 113, poGoTa sxoro
npsMO TOB's13aHa 3 AoctynoM B IHTepHeT. [IpoTe 3 yacoM edeKTUBHICTh peKIaMu
TAKOro poAYy 3HAYHO 3HM3WJIACS, 1 3HAWTH OXOYUX IUIATUTU 3a HEl CHpPaBKHIMU
rpommma crajgo Habararo Baxkde. OJHAK Bce M€ MPOJOBXKYIOTh ICHYBaTH
CIIOHCOpPOBaHI ~ MporpamMHi  MNPOAYKTH  (SK  TpaBwio,  iHQOpMaIliiHii
CIPSIMOBAHOCTI), pO3pO0OKa SIKWUX BENETHCS Ha TPOIIl PEKIaMOJIaBIiB B OOMIH Ha
pO3MillleHHs X 1H(hOopMAaIlil B IpOrpami.

Po3poOHMKM KOMEPILIMHUX NporpaM B pEKIAMHHUX LUIIX BHUIYCKAIOTh
oOMe>KeHI 03HAaHOMIIIOBaJIbHI BepCii CBOIX MpOAYKTIB. Takl Bepcii 3a3Buuail He
J03BOJISIIOTH TUTIAHO TIPAIIOBATH, ajieé CTBOPIOIOTH MPABIMBE BPAKEHHS PO
(GyHKUIOHATIBHICTG MporpamMu. MoKHa BHUAUIMTA JE€KUJIbKA OCHOBHHMX THIIIB
OOMEKEHUX KOMEPIIHHUX MPOTPAMHUX MPOIYKTIB:

e Demoware - 11e KoJii B MporpaMi MpUCYTHI (PyHKIIOHAJIbHI OOMEKEHHS.

Hampuknazn, Mmoxua oOpoOssiti daiiian He OLIbI 3aJaHOTO0 pOo3Mipy, HE
MO>KHa BUKOHYBAaTH 30€pekeHHs 1 T.J. Taki mporpamMu 1HOJ1 Ha3UBAIOTh
Crippleware - "ypizane" nmporpamHe 3a0e3euCHHS;

e Trialware - HasgBHICTP OOMEXEHb 3a 4YacoM BUKopuctanHs [I3.
OOMEXEeHHSI MOXKYTh BUPAKaTHUCS Yy BUIJISAI TPUBAJIOCTI MEPIOSy Yacy,
BIIPOJIOBXK SIKOIO MOKHa KOpPHCTYyBaTHcs Mporpamoro (Hampukian 30
JIHIB 3 MOMEHTY 1HCTaJIALi) a00 y BUIJIAA1 (PIKCOBAHOI J1aTH 3aKiHYEHHS
TECTOBOTO Mepioxy. Moxke 0OMexyBaTUCS YHCIIO 3aMTyCKIB MPOrpaMu abo
YHUCJIO MPOIIeCciB 00pOOKH;

o Nagware - KopucTyBauy peryJIipHO HaraJyeThCs Mpo Te, IO JIaHa BepCis
porpamMu He € TTOBHOIIIHHOIO KOMEPITIIHOIO Bepcieto. Take HaraqyBaHHS
MOX€ BWIJISAATH K J1aJIOTOBE BIKHO, IO 3'SBIISETHCS TPHU 3aIyCKy
nporpaMu 1 3 AESKOI MEepIoAUYHICTIO Mija Yac pobotu I13, momaTkosi
HAIKCH, 110 BUBOASATHCS HA MPUHTEP a00 eKpaH, i T.1.

3axucT kKoMmepuiiHux Bepcik 13 3a3Buyaill 3BOAUTHCS 10 BOYJIOBYBaHHS
dbparmMeHTa, 1O MICTUTh MEPEBIPKY KIOYa, a JJIs 3J0MY Cy4YacHUX Iporpam
HayacTilie BUKOPUCTOBYIOTh IXHIA JMHAMIYHUMA aHaji3 1 32 JOIMOMOTOI0 Pi3HUX
HaJaJ4MKIB BU3HAYAIOTh MICLS MEPEBIPKU Kitova. SIK MpaBUIIO, JOCHUTH JIETKO
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BUSBUTH MICIIE€ 3BIPEHHS YBEACHOTO KII0Ya 3 «IPaBUWIbHUMY» 3HAYCHHAM 1,
MOAM(IKYBABIIM KOJI 3aXUILIEHOT MPOrpaMu, JOMOITHCS 11 Ipare3JaTHOCTI.

B OimpmiocTi BUMAAKIB KUl JUISL  PO30JOKYBAHHS — MPOrPAMHOTO
3a0e3nedeHHs MUPPYIOThCS JIJIsl TOTO 1100 3JI0BMUCHUK HE 3MIT 3JIaMaTH CUCTEMY.

OnauM € Haiimpoctimmx KiaaciB mudpyBanHss € mudpu mnpocroi
3aMiHH.

Haitnommpenimmmu metogamu 1poro kiacy € «lludp Hezaps» Tta
«Iudp Bixenepar».

Mudp Le3apa (Caezar, 100-44 pp. 10 H.e.) peanidye KoayBaHHS ¢pasu
IUIIXOM «3pYyILIEHHS» ycix OykB (pa3u Ha neBHe uucio kk (y opurinampHOMY
mudpi [esaps ne uncno kk mopiBaioBasio 3). Skmo OykBa mudpoBaHoi dpasu
Mae B ayipaBiTl MO3MIIIO jj, TO BOHA B «IIU(POBI» 3aMIHIOBATUMETHCSI OYKBOIO,
110 3HaXOAUThCS B aidasiti Ha mo3uii jj + kk.

Hexat kk = 3 1 dpazoro s mudpyBanHs Oyne «i remember that
september». BukopucToByBaTMMEMO JIATUHCBKI OYyKBM 13  CTaHJApPTHUM
MPOXO/KEHHAM OYKB B andasiTi. Pezynbratu mudpyBaHHs BKa3aHoi BUile Gppa3u
MOKa3aH1 HIK4Ye B TaOJIHIII:

1 i r Emilemipbe R t [h At

2 9 018K 1351325 (180 2018 [1 |20 |0
3 1232118 168 16518 21 |3 23 |11 4 [23 |3
4 123 2118 |16 18 (165 8 21 |3 [23 [11 4 |23 [3
5 I cju Hlp hjp eh Ucwilk |dw|C
1 s elp [Tle mpl|R

2 19 |16 205 [132 [5 |18

3 2218 1192318 [16 6 [8 21

4 22 1B 1192318 [16 6 [8 21

5 v hls Wih |p |e |hlu

[TosicuenHs 10 TaOaUII:

1-# psinoxk - dbpaza it mudpyBaHHS;

2-1 psIOK - HOMepH OyKB (Ppas3u s mudpyBaHHS B JaTUHCHKOMY ali(paBiTi;
3-ii psAoK - HoMepH OykB ¢pa3u 1is mndpyBaHHs, 301IbIIEH] HA 3;

4-11 pAOK - pe3ybTaT «IIJICHHS MO MOIYJIIO 27» uncen 3-ro psaaKa;

5-1 psanok - 3amudponaHa (pasa.

IMugp Bixenepa peanizye koayBaHHsS (Ppa3u HUISTXOM «IHAMBIIYaTbHOTO
3pymieHHs» OyKB, NPUYOMY BEIMYMHA 3pYyIIEHbh BH3HAYAETHCS HOMEpaMHU
(momosxeHHsIM) OYKB B KITFOUOBOMY cJ0BI ((hpasi). BizbMemo, Hampukiiaj, KIO4Y0Be
cinoBo «leonid» (matmuung) 1 komoBaHy ¢pa3sy «l remember that Septembery.
BykBu KJIIOYOBOrO cioBa MarOTh HACTYMHI HOMEpPU B JIATUHCHKOMY asdaBiTi:
12,5,15,14,9.,4. Hudpysanusa no BixeHepy nossirae B «3pylieHH1» Nepiioi OyKBH
KoZ0BaHO1 (pa3u Ha 12 mo3wuiliid, TOOTO B 3amiHi OyKBU «i» (9-a mo3wuilisi) Ha OyKBY
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«uy, 1m0 3HaXoAuThesa B 9+12=21-i1 mo3uilii, B 3aMiHi MPOITYCKY « » (Apyroi OyKBH
KOJI0BaHO1 (pa3u, 0-a 1mo3uilisi) Ha OYKBY «e», 110 3HaXOAUThCA B 0+5=>5-i mo3uirii
1 Tak gam. Ilpu «BudepmanHi» OyKB  KIIOYOBOTO CJIOBA, OCTaHHE
BUKOPHUCTOBYETHCSI 3HOBY 1 3HOBY 1O THX IIip, MOKH HE OyAyTh 3aKOJ0BaHI BCl
OykBu KomoBaHO1 (pa3u. Pesynmbratm mmdpyBaHHS BKa3zaHoi Buile Gpa3u
[MOKa3aH1 HUK4e B TaOIUI:

1 i rr EmMEmMPBILE | t h [Af
2 9 01185 135 132 |5 11810 208 |1 [20 [0
S lelo Nfi DJI Ejo h|id | [Ef |n
4 (125 1150149 4 (12 151149 4 |12 |5 [15 |14
5 215 331192219 |25 |7 |20 132 19 |24 |20 |6 [35 [14
6 1516 192219 257 205 9 |24 206 [8 [14
7 Uef SNV Iy IGE Efix t [Fh |n
1 s lep [Tl M [E|

2 195 16205 [13|2 [5 |18

S i d|l |Ef IN|i DI

4 9 4 1125 151149 4 |12

5 2819 |28 |25 |20 |27 |11 9 |30

6 IL 9|1 2512010 119 |3

7 [ |i ja [Y [t k |l |c

[TosicHeHHs 10 TaOaMII.

1-# psinok - dpaza st mudpyBaHHS;

2-1 pAIoK - HoMepu OYKB Ppasu 11l mrpyBaHHS B JaTHHCHKOMY a(aBiTi,
3-1 PSIIOK - KITFOUOBE CJIOBO 3 IOBKHHOIO PiBHIN JOBXKUHI Ppasu;

4-i1 psAIOK - HOMEpHU OYKB KIIFOUOBOT'O CJIOBA B al(haBiTi;

5-# pAZIOK - cyMa HOMEPIB 2-T0 1 4-ro psAJIKIB Y BIAMOBIAHUX CTOBIIIISX;

6-i1 pSAIOK - Pe3ybTAT <«JIICHHS 110 MOAYJIIO 27%» YKCeN 5-T0 psJIKa;

/-1 psok - 3amudpoBana dpasza.

Takum ynHOM, «1UppoBKa» maTume BUrsLI «uefsviygteixtthnaiayt kicy.
JlexoayBaHHS «IIU(DPOBKI MTPOBOIUMO «AHAJIOTIYHO» KOJTyBAaHHIO (ppa3u.

3aBIaHHS 1J151 BUKOHAHHS.

1. Po3poOutu mnporpamuHuii mpoAykT (ado ynockoHamutu I13 po3pobiene B
NonepeHIX J1abopaTopHUX poOoTax), 1o BUKOHYE MiHIMYM 10 dyHKIiN (1s
NPUKIIAy BIAKpUTTS daiiny, 30epexkenHs (aiiiny, AoBiaKa, APYK, Meperisia
napamMeTpiB ¢aiiy, MOIyK Ta 1HII) .

2. PeamizyBatu MoOJeib PO3MOBCIOJKEHHSI MPOTPAMHOTO 3a0e3MeUeHHs 3T1THO
BapiaHTy.
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3. PeanizyBatu mudpyBaHHA KJIt0ua, SKUl po30JI0KOBYE (DYHKILIIT CUCTEMH 3T1IHO

BapiaHTy.
InauBinyaJbHi 3aB1aHHA
Ne | TumII3 Oo0mexxeHHs Hudp
KJII04a

1 | Demoware | Po3wmip daiiniB anst Bigkputtsa He 6inpinii 100 Kb | Lesaps

2 | Demoware | BigkputTs QaitniB Tiieku hopmaty BMP Bixxenepa

3 | Demoware | BigkpuTTs QaiisiB TIIbKH TEKCTOBHX (hOpMaTiB Le3aps

4 | Demoware | BiacytHs dbyHKIis 30epexeHHs (haiiiiiB Bixenepa

5 | Demoware | ®aiinu BIIKPUBAIOTHCS TUIBKH 3 OJHIET AupekTopii | Bixkenepa

6 | Demoware | Hemoctynna QyHKIIs ApyKY [e3aps

7 | Demoware | Henoctynna ¢yskuigs mneperisgy mnapamerpis | Llesaps
Gbaitny

8 | Trialware brnokyBanHsa BuKOHaHHs mporpamu micis 30 aHiB | Bixkenepa
TicJis 11 BCTAHOBJICHHS

9 | Trialware brnoxyBanHs BukoHanHs nporpamu micig 10 | Le3zaps
3aITyCKiB MICJIs 11 BCTAHOBJICHHS

10 | Trialware broxyBaHHS BHKOHaHHS Tporpamu Ticis i | BikeHepa
BiikputTs 10 pas

11 | Trialware brnoxyBanHs BuKOHaHHs mporpamu micis 30 aHiB | Bixxenepa
nicis 1i BctaHoBJIeHHs a00 20 3amycKiB

12 | Trialware brnokyBanus ¢GyHkuiii nporpamu micas 10 guiB | Llesaps
TiCJIs 11 BCTAHOBJICHHS

13 | Trialware brnokyBanHs QyHKIINA porpamMu B ocTaHHIN neHb | Lle3aps
OTOYHOT'O POKY

14 | Trialware brokyBanHs QyHKIIINA MporpaMu B KiHIII MOTOYHO | BixkeHepa
MICSIIIS

15 | Nagware JiamoroBe BIKHO HarajayBaHHs Tpo peectparito | [le3aps
IpOrpaMu 4epe3 KOXKHI 5 XBHIMH pOOOTH 3 HEIO

16 | Nagware JiamoroBe BIKHO HarajayBaHHs Mpo peecTpaiito | BixkeHepa
IPOrpaMu MICJI KOXKHOTO 3aIyCKYy MPOTPaMH

17 | Nagware JiamoroBe BIKHO HarajayBaHHs Mpo peecTpaiito | BixkeHepa
MIPOTPaMH MICJIsI KOKHOTO 3aBEPIICHHS MPOTPaMu

18 | Nagware JlianoroBe BIKHO HaragyBaHHS Tpo peectpaitito | [le3aps
mporpamMu MIC/IsI BUKOHAHHS Omeparii BiIIKPUTTS
baiiny

19 | Nagware [Ipu BiAKpUTTI mporpamu 3AiiicHioBaTH ApykK Ha | Llesaps
npuHTEepi (opMu, 110 HArajaye npo HEOOXIAHICTh
peecTpallii NporpamMu

20 | Nagware [Ipu BigkpuTTI TIporpaMu 3amyck Opaysepa Ha | Bixkenepa

cTopiHIl po3poOHuKa [13
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3mMicT 3BiTY
Tema Ta MeTa poOOTH.
3aBaHHs HA BUKOHAHHS.
Onuc ¢yHKI1IIH po3p00IEHOr0 MPOrPaMHOTO 3a0€3MEUECHHS.
[TporpaMHuii Ko, IO peaTi3oBye iHANBIAyaTbHE 3aBIAHHS.
TecroBuii mpuKIan, MmO BimoOpaxae pe3yabTaT BUKOHAHHS TMPAKTUYHOI
poboTH.
6. BucHoBoOK.

Ok whE

KouTposbHi 3anuTanHs
Metoau 3axucry I13.
Mogeni 3axucty mporpaMHOro 3ade3ne4eHHs?
beskomroBHe nmporpamue 3a0e3meueHHs?
YMOBHO 6€3KOIITOBHE MPOrpaMHe 3a0€3MeUeHHS?
Komepiiiiine mporpamue 3abe3neueHns?
MeTtoau po3noBCrokeHHs Oe3komToBHOrO 1137
[lo Bu po3ymiere i noHsATTsIM Cardware?
[Ilo Bu po3ymieTe mig noHATTAM Mailwam?
. 1o Bu po3ymiere nig noHATTAM Donationware?
10 [lo Bu po3ymiere mija noHATTsIM Gifrware?
11.111o Bu po3yMieTe mija MOHATTSIM Beerware?
12. Mogaens pPO3MOBCIOKEHHSI TMPOTPAMHOTO 3a0€3MEYEeHHsI, IO JAEMOHCTPYE
pekIamy
13. Tunu oOMexeHNX KOMEPLIHHNX MPOTPAMHHX TMPOAYKTIB.
14. o Bu po3yMiere mig NOHATTSIM Demoware?
15.11o BU po3ymiere M NOHATTAM Trialware?
16.111o Bu po3ymieTe mix mOHATTSIM Nagware?
17.1udp Bixenapa
18.1udp Lezaps

OCoNoORWNE
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JIABOPATOPHA POBOTA Ne 4

Tema pobdoTu: 3axucT BeO-pecypciB BijJ OOTIB Ta CliaMmy 3a JOTIOMOTI'OI0 MEXaHI3My
CAPTCHA.
MeTta po00oTH: OTpUMAaTH IPAKTUYHI HABUKH peanmi3aiii mexaHizsmy CAPTCHA.

TeopernuHni BizomocTi

CAPTCHA (anrn. «completely automated public turing test to tell
computers and humans aparty TOBHICTIO aBTOMAaTH30BaHHWK IyOJIYHUNA TECT
Tropunra Ay po3pi3HEHHsS KOMIT'IOTEPIB 1 JIOZCH) - TOproBa Mapka YHIBEPCHUTET
Kapueri - Memiona, KOMIT'IOTEpHUA TECT THITY BHKJIMK-BIAMOBIIb, SKUN
BUKOPHUCTOBYETBCA I TOTO, OO0 BU3HAYMTH, XTO BHKOPHUCTOBYE CHUCTEMY -
JFOJMHA YHA KOMIT'IOTEP

VY maiinommupenimomy Bapianti CAPTCHA Big kopuctyBaua mOTpiOHO
BBECTH CHUMBOJIM, 300pa)K€Hl, SK TMpaBUJIO, B CIIOTBOPEHOMY BUIJIAMI Ha
MPOIIOHOBAHOMY MAJIIOHKY, 1HOA1 3 JI0JaBaHHAM IIyMy abo0 HamiBIPO30POCTI.
Pinme 3acrocoByroThcsi CAPTCHA, mio 0a3yeTbcs Ha po3mi3HaBaHHI MOBHU (B
OCHOBHOMY SIK aJbTepHATHUBA JUIS JIIOJIEH 3 MOPYIICHHSMHU 30pYy), a00 Ha 1HIIUX
BaplaHTax 3aB/laHb MTYYHOTO 1HTEJICKTY.

CAPTCHA Haifuacriilie BUKOPUCTOBYETHCS TPHU HEOOXITHOCTI 3amo0irtu
BUKOPUCTAHHIO  IHTEPHET-CEpBICIB  OOTamMM, 30Kpema, Juis  3anoOiraHHs
aBTOMATUYHIN peecTpallii, BUKaUyBaHHIO (paiiiliB, MACOBUM PO3CHIIKaM TOLIO.

st woro notpionuii rectr CAPTCHA?

VY cydacHOMY CBITI JIFOAMHI BCE YaCTIIIE€ JIOBOJUTHCS 3IIITOBXYBATHUCS 3
poboramu. PoOoTH KepyroTh TpyOONpPOBOJAMH, MIATPUMYIOTH TEXHOJIOTIYHUN
Ipoliec, BUKOHYIOTHh CKJIaJHI oO4yucieHHs. IcHye 0e3niy poOOTIB 1 B Mepexi
Internet - Tyt iX, AK mpaBuUii0, CKOpPOYEHO Ha3uBalOTh OoTamu. Internet GoTum
CTEeXaTh 3a MOPSJAKOM Yy YaTax, 3aliMarOThCSl PO3CUIIAHHSAM JUCTIB, 1HAeKCyr0 WEB
CTOPIHKH JJisi IPUCKOPEeHHS moiryKy. OnHak He BCl 00TH 3aiiMarOThCsi KOPUCHOIO
nisnpHICTIO. IcHye Oe3nmiy OOTIB HamucaHuX ISl JECTPYKTUBHUX I1uieid. Ha
MIPOCTOPAX MEPEXK1 YaCTO 3yCTPIUaAIOTHCS:

- 0oTH 114 3aXBaTiB 4at - kiMHaT B IRC;

- 6otu juist 300py azpeciB e-mail 1 po3cuiaHHs 3a HUIMH criamy (HeOakaHoi
KOPECTIOH/ICHIII{, SIK TPaBUJIO PEKJIAMHOTO XapaKkTepy);

- (piryn-60TH, 1110 3aliMaOTHCS ““3aCMIYE€HHAM” (POPYMIB 1 TOCTHOBUX KHUT;

- 00TH, 110 MPOBOJIATH MAaCOBY PEECTpAIil0 O0TIKOBUX 3aIMKCIB HA MOIITOBUX
1 THIIMX cepBicax;

- 00TH, 110 3aliMaIOTHCSI ABTOMATUYHUM I11100pOM TapOJIiB;

- 00TH, 110 POOJIATH HAKPYUEHHS JIIUUIILHUKIB BIJIB1IyBaHOCTI CaiTIB;

- 6otu st poscuiianas SMS gepe3s WEB inTepdeticu;

- 00THU AJ14 y4acTi B TOJIOCYBaHHSIX;

- Y 1HIIT.

Pimennsm npobnemu 0OotiB moxe cratu Tect CAPTCHA. lleit tect
HallyacTimie 3acTocoByeThesl it 3axucty WEB ¢opm Big aBTOMaTHYHOTO
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3armoBHEHHS. [HOMI Ay»e Ba)XJIMBO YW 3HATU 3alIOBHEHA (popMa JIOAUHOI0 ab0 XK il
3aII0BHUB OOT.

JIronuny Big 00Ta, 3BUYAHO, MOYKHA BIJIPI3HUTH 32 PSAJIOM HEMPSIMUX O3HAK
HaIpUKIaa MO IIBUJKOCTI 3aloBHEHHs (popMu (komm'torep poOUTH 1€ Habarato
mBuame Joauan) ado no IP aapecy (3 oanoro IP agpecy HagxoauTh IIIUN PsifT
3aIMTIB Ha 3allOBHEHHS OJHIET ¥ Tiel )k Gopmu) Ta 1H. Taki mepeBIpKu poOISITHCS
JIOCUTH MPOCTUMHU METO/IAMH.

AJie 3a TPOCTOTOIO TAKHMX MEPEBIPOK KPUETHCS M MPOCTOTA IXHHOTO 00XOTY 3
Ooky 6ota. ToMy Taki HEnmpsiMi IEPEBIPKH 3aCTOCOBYIOTHCS JIUIIIE SIK TOTIOMIKHHIA
3aci0, a sk ocHoBHUH 3aci0 Buctynae came CAPTCHA.

Bapiantu peanizauii CAPTCHA.

Ha crorogHimHiil 1eHb ICHye O€3Ju peanizaliil bOro TeCTy ISl MEpPEexki
Internet Bim OPUMITUBHUX A0 HAWUCKIAMHINIMX, SIKI TUIBKM 37aTHa BUIyMaTH
JIIOJTUHA.

[TepeniunmMo nesKi 3 HUX:

1. Haiimommpenima peamnizamisis CAPTCHA - ne OykBeHO-LIM(PPOBUIA TECT.
CyTb #loro momusirae y HaCTYIHOMY: IIPH 3alIOBHEHH1 ()OPMHU JIFOJIMHI MMOKA3y€ThCS
KapTUHKA 3 JIEIKUM BHUIIaJIKOBUM HabopoMm OykB Ta 1udp, a mopyd i3 KapTUHKOIO
TEKCTOBE I0JI€ B SIKE€ HEOOX1JTHO BBECTH CHUMBOJIA 300pakKeH1 Ha KapTUHIN. SIKIIO
BBEJICHI B TEKCTOBOMY IIOJII CHMBOJIM W CHMMBOJIM Ha KapTHUHII 30I1ratoThCs TOII
3aMoBHEHAa (opMa MPUKWMAETHCS 10 OOpOOKH, a SKILIO Hl, TO TEHEPYETHCS HOBA
KapTUHKA W JIOJWHU TIPOCATHh YBECTH 1€ pa3 CUMBOJM 3 KapTWHKH. Lle mpocTte
3aBIaHHS JUIA JIIOJWHU, aje JIs 00Ta BOHO BXKE JOCUTh BaXKKe. Sk mpaBmiio
300paKCHHSI Ha KapTHHIII 3aIlyMJIIOIOTh ISl YCKJIATHEHHS CTIpOO aBTOMATHYHOTO
po3mizHaBaHHsA. [Ipukian wiei peanizaiii MOkHa MOOAYUTH HA PUCYHKY 1.

Security Check
Please enter the 1ext below

e —— ;-‘f
Can't read the text above?
Try another 1ext or an audio CAFTCHA
Text in the box
réhodFal

What's this?

By proceeding, you agree to the Facebook Platform palicles Continue =L

Pucynoxk 1 - BapianTt peanizanii CAPTCHA Ne 1

2. THOA1 3aCTOCOBYIOTH CIPOIIEHY JJIsl KOPUCTYBada peasti3alliio OM1ucaHoro
B TMEpIIOMY IIyHKTI TECTy, KOJIM KOPHCTYBadyeBi TOKa3ylOTh yce€ TOW Ke
BUMAJAKOBHUI Ha0lp CHMBOJIIB 1 MPOMOHYIOTh KUIbKa BapiaHTIB BIAMOBIIL. Y IBOMY
BapiaHTI peai3allii TECTY BKe HEMOXIUBO 3pOOUTH IMTOMUJIKY MTPU HAOOP1 TEKCTY U
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TOMY MicIisl epioi abo aApyroi HempaBuiIbHOI Bignosial [P agpeca 610KkyeThCs Ha
KitbKa roauH. [pukian 1miei peatizaiiii MoxHa TOOAYUTH HA PUCYHKY 2.

Bapiaar CAPTCHA #2

A I\c‘.—z A LA |
SN BNy =S

SKi CHMBOJTH 300p@KeHO Ha PHCYHKY:

C 1A234
AS58KL
32414
KLEW2

o
C
e
¢ 12213

I Bianpaeutu I BittimTy |

Pucynok 2 - Bapiant peamizaiii CAPTCHA No 2

3. Icnye Takox kKOMOlHaIs MEPIIOro W Apyroro Bapianta TecTy. JlroguHi
BUBOJUTHCA Yy BUIJISIAI KAPTUHKM TEKCT, IO CIOHYKYE HOTro 10 JeaKoi il
(HanpuKkIan “HaTHCHITH Ha XBICT Killi”). A MOpPyY 13 TEKCTOM pPO3TAIIOBYETHCS
KapTUHKa 3 JeKUIbKkoMa o0'ekTamu (y HAUIOMY MPUKIAAl HUMU MOXYTb OyTH
KillIKa, co0aka, paBiauk). KoopimHaTH HaTUCKAHHS MO KapTHUHIII BIACHIIKOBYIOTHCS
i mepeBipstoThes. [IpuuoMy nmuTaHHS W CynmyTHS HOMY KapTHHKA 13 MpeAMETaMU
niopasy pi3ui. [Ipuknaz miei peanizaiiii MOKHA TOOAYNUTH HA PUCYHKY 3.

close x

[ Click the flower

(Step 1 of 3) i

Pucynox 3 - Bapiant peamizaiiii CAPTCHA Ne 3
4. JIroguHi MOKa3yIOTh KapTHHKY 3 SKMMOCH 00'€KTOM (HAIMpHKIa] MOPTPET

[IleBuenka abo @PpaHka) 1 OPOCATh YBECTH HOro Ha3By (y HAIIOMY BHIIJKy
Npi3BUIIE NUCHbMEHHHKA). SIK MpaBUIO KapTUHKU MEpEeKpydeHi BHUMAJIKOBHUMHU
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nedexramu, 00 00Ta HE HABUYWIM PO3MI3HABATH BCl KapTUHKU Tecty. [Ipuxman

11€1 peasizalili Mo)KHa Mo0aYnTH HA PUCYHKY 4.
Bapiant CAPTCHA #4

BBeAiTh MPHIBHILE ITHCMEHHHKA:

——

I Bianposuru I BirimpeTie I

Puc. 4. BapianT peamizaiii CAPTCHA Ne 4

5. JItoquHi MOKa3yoTh KiJIbKa KAPTUHOK (YacTiiie Bcboro 3 ado 4), Ha AKuxX
300paxeHo JIeKIIbKa MPEAMETIB, 1 MPOCITh BBECTU HA3BY TOTO MPEAMETA, 110 € Ha
BCIX KapTuHKax. [Tpukmnaz wiei peanizaiii MokHa MOOAYUTH HA PUCYHKY 5.

|

LT [n!g LURVER I STATY AN bl

Baplanr CAPTCHA #5

|

3 1)
HHo € na RomoMy 1 oripLex Manonsin?

Bueaits HuImy npeamerns 4w [

Pucynok 5 - Bapiant peanizanii CAPTCHA Ne 5

6. Marematnuna CAPTCHA Bona € pizHOBHAOM OyKBEeHO-IIM(DPOBOI, aye
3aMiCTh OYKB 1 mudp 300pakeHUX HA MAJTIOHKY MOTPiIOHO MiApaxyBaTH Ta BBECTH

pe3yNbTaT MaTEeMaTHYHOI Mii.

N P i S T e e et YAy

} : ™| ACToMAaTHYCINCH
¢ A l | RErNCT D2y
Him Inf 2+ Jarctgx-sin— | |

(X <0 LY ; X | Bocarre oToet

Pucynoxk 6 - BapianT peanizamii CAPTCHA Ne 6
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€ i1 inmni Bapiantu peanizanii CAPTCHA, mpore BOHHM AOCUTH CKIIQJTHI Y
MpoTrpaMHiil peaiizaliii 1 TOMy BUKOPHUCTOBYIOThCS YK€ P1JIKO.

3aBIaHHSA 1] BUKOHAHHSA
VYnockonanutu 113 po3pobiieHe B momnepeAHix NPaKTUYHUX poOOTax B
YaCTHHI 3aXHCTy OJHIET 13 po3poliieHuXx ¢(opM 3a JOMOMOTOI MEXaHI3MY
CAPTCHA BianoBigHO 10 1HIWBIAYaJIbHOTO 3aBAaHHS.

InauBinyajbHe 3aBIaHHSA

1. Jlns omiHKM «3aA0BUIbHO» 3amporpamyBaTtu MexanisMm CAPTCHA y Burnsamai
3alliTy BIAMOBIAI Ha 3BUYAHE 300pa)KCHHs, AK€ B JOBUIBHOMY MOPSAKY
obupaetbes 3 6a3u ganux 113.

2. Jlns omiHku «a06pe» 3anporpamyBatu MmexaHisM CAPTCHA y Burmsizi 3anuty
BIJIMOBI/I1 HA 3BUYaliHE 300paKCHHS 13 HAKJIAJICHHSIM IITyMIB, SIKE B JJOBIJILHOMY
nopsiiky obupaerbcst 3 0asu ganux [13. Po3mictutu Ha okpemiit ¢dopwmi
reCaptcha Google.

3. Hns omiHku «BigMiHHO» 3arporpamyBaTu MmexaHismMm CAPTCHA y Burmsni
3alUTy BIJNOBIJII HAa 300pakKeHHs 13 HaAKJIaJeHHsSM (OHY Ta IIymiB, sSKE B
JTOBUILHOMY TOPSAJIKY oOHpaeThes 3 0a3u manux 113. Posmictutu Ha okpemiit
dopwmi reCaptcha Google.

3micT 3BiTY
Tema Ta MeTa poOOTH.
3aBaaHHS HA BUKOHAHHSI.
Onuc QyHKIIH po3po0IEHOTr0 MPOrPpaMHOI0 3a0€3MEUCHHS.
[Iporpamuuii KOJ, 1110 peadizoBye 1HIUBIAyaJbHE 3aBIaHHS.
TecToBuit mpukiaa, 1O BiAoOpakae pe3ynbTaT BUKOHAHHS MPAKTHYHOT
poboTH.
BucHoBOK

o N Oh

©

KoHTpoJbHi 3antMTaHHA
Ictopis crBopennst CAPTCHA.
Mexanizmu crBopennsi CAPTCHA.
Mexanizmu «ooxoay» CAPTCHA
Ax CAPTCHA nonomararo 60pOoTHCH 13 CITaMOM.
[lepeBaru Bukopuctanuss CAPTCHA.
Bapiantu peanizanii CAPTCHA.
Oco6mmuBocti Bukopuctanns reCaptcha Google.
Oco06muBocTi nependaueHHs pesyiabratiB CAPTCHA.
. IlepeBaru Bukopuctanuss CAPTCHA.
0 Binomi CAPTCHA-cepgicu.

H¢°9°.\‘.®.U":'>9°!\3!—‘
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JIABOPATOPHA POBOTA Ne 5

Tema poboTu: AHami3 3aXUIIEHOCTI BeO-pecypciB

MeTa po00oTH: OTpUMATH MPAKTUYHI HABUKU aHAII3y 3aXHUIIEHOCTI BeO-pecypcis,
dbopMyBaHHS aHANIITUYHOTO 3BITY Ta PEKOMEHJAIINA MI0JI0 YCYHEHHS BUSBJICHUX
BpPa3JIMBOCTEMN.

Teopernuni Bitomocri

ATtaku Ha BeO-pecypcH € HaOLIbII MOMYJIIPHUM CIOCOOOM NMPOHUKHEHHS B
BHYTPIIIHIO 1HPPACTPYKTYpPY OpraHizaiiiii Ta OCHOBHOIO MPUYMHOIO BCiX BUTOKIB
JaHUX.

binblle MONMOBUHM Cy4acHUX BeO-peCcypcCiB MICTSATh KPUTUYHO HEOE3MEe4HIi
BPa3JIMBOCTI, SIKI JO3BOJISIIOTH 3JIOBMHUCHUKAM MIPOBOJUTH Pi3HI aTakh, B TOMY
YHUCJIl CHpPSIMOBAaHI Ha BIJAMOBY B OOCIYyTrOBYBaHHI Ta KPaAiXKIll MEPCOHATBHUX
JTAHUX.

3BecTH J0 MIHIMyMY PHU3HMK YCIIIIHOI aTakKd MOXHA, SKIIO PEryJsIpHO
MIPOBOJIUTH aHAI3 3aXHUIIEHOCTI BEO - pecypciB.

OmiHka 3axuIIeHOCTI BeO - pecypciB MOXKEe BHUKOHYBAaTHUCA SIK 3
BUKOPUCTAHHAM "YOPHOIrO SIIMKa", Tak 1 HUISIXOM aHalli3y BHUXIJHUX KOJIIB.
Hpyruit coci0 611bI ePeKTUBHUM, ajie i OLTBII CKIAAHUM Ta 3aTPATHUM.

B npoumeci  aHamizy — 3axumeHocTi  (axiBUl  BHUKOPUCTOBYIOTH
3arajJibHONPUUHATI METOJUMKH aHalli3y Ta OI[IHKM O€3MeKu J0JaTKiB, 30KpeMa
OWASP TOP 10, Web Application Security Consortium, Thread Classification i
Common Vulnerability Scoring System.

SIk mpaBUABHO Ui OTPUMAHHS TIOBHOI KapTUHU aHANI3YIOTbCA BCI
KOMITIOHEHTH BeO-pecypciB: AuW3aiiH, MepexeBe B3aeMojis, HanamryBaHHs OC,
30BHIIIIHI JDKEpena JaHUX, 0COOIMBOCTI 30epirants iHdopmailii, BAKOPUCTOBYBaH1
MeXaH13MH aBTOpHU3allii Ta ayTeHTU(IKaIli, CEpBEPHI Ta KIIIEHTCbKI KOMIIOHEHTH.

B 3aranpHOMy BUMAnKy MOPSAOK MPOBEACHHS aHAI3Yy 3aXHUIIEHOCTI BeO-
pEeCypCiB HACTYITHUM:

1. BuzHaueHHs METOJTy, SIKUW OLJIBHO BUKOPUCTOBYBATH ISl aHAII3Y BeO-
pecypcy ("HopHui AuK", aHai3 BUX1THUX KOJIB, KOMOIHAIIisI METO/IIB).

2. [IpoBeneHHs IHCTPYMEHTAIBHUX TIEPEBIPOK Ta MEPEBIPKH aBTOMATHYHUM
Ta py4HUM crocoOoM. PekoMeHI0BaHMIA MepesiK 1HCTPYMEHTIB MOJaHO Ha CalTi
https://tools.kali.org/tools-listing

3. Bubip BpaznuBocteil. Ha ocHOBI aHami3zy XapaKTepUCTHUK BHSBICHUX
BpPa3JIMBOCTEH, TaKMX SK CKJIAIHICTh BUKOPUCTAHHS, JOCTYIHICTH METOJIB
eKCILUTyaTallii, MOKJIMBI BTPATH B pa3l aTaku Ta 1H., BUOUPAIOTHCA T1 3 HUX, SIKI 3
BHUCOKHMM CTYIIEHEM €KCILTyaTalii MOXyTb OyTH BUKOPHUCTAHI.

4. 3aificHeHHs eKCIuTyaTalli psay HalO1IbIl KPUTHYHUX BPa3IUBOCTEN.

5. ®opmyBaHHA aHAIITUYHOTO 3BITY Ta PEKOMEHAANlM MIOAO YCYHEHHS
BUSIBJICHUX BPa3JIMBOCTEN.
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https://tools.kali.org/tools-listing

3aBaaHHS )il BUKOHAHHSA
1. PosropHytu po3poOiieHe B TONEpeaHIX MpakTHYHUX pobortax [I3 Ha
BIpTyaJbHIN MaIluHI.
2. IlpoBectn 3a MOMOMOTOI0 aBTOMAaTH30BAHHMX 3aCO0IB aHAi3y Ha BPa3JIMBOCTI
BeO-pecypciB nepeBipky po3podiienoro [13.
3. HaBecTu npukiaam eKcruTyartallii BUSBICHUX BPa3IUBOCTEH.
4. CpopmyBaTu aHANITUYHUHN 3BIT Ta PEKOMEHAIIN MO0 YCYHEHHS BUSABICHUX
BpAa3JIMBOCTEMN.

3MicT 3BiTY

=

Tema Ta MeTa poOOTH.

3aBgaHHs HA BUKOHAHHS.

3. Omuc mpolecy aHamizy 3axXUIIEHOCTI BeO-pecypcy BIAMOBIIHO A0 IMyHKTIB
3aBJIaHHSA JUIsl BAKOHAHHS.

4. BucHOBOK

N

KoHTpoJbHi 3antMTaHHA
1. TOIT 10 OWASP
2. OrmiHKa 3aXWIIEHOCTI BEO-pecypciB 3 BHUKOPUCTAHHAM METOAY '"YOPHOTO
AluKa".
3. OuiHKa 3axXUIIEHOCTI BEO-peCypcCiB IIITXOM aHaJli3y BUXIJHUX KOJIIB.
4. Web Application Security Consortium.
5. Thread Classification.
6. Common Vulnerability Scoring System.
7. OcoOMMBOCTI eKCILTyaTallli Bpa3IuBOCTEH.
8. Excrunoitu Ta iX poJib.
9. Oco0aMBOCTI MPOBEICHHS aHAJI3y 3aXHIIECHOCT1 BeO-pecypciB.
10. ®yHKITIOHAJI aBBTOMATHU30BaHUX 3ac001B aHaJi3y Ha BPa3JIMBOCTI BEO-peCcypCiB.
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JIABOPATOPHA POBOTA Ne 6

Tema poboru: OcoOMMBOCTI 3aXHCTy JAaHMX 3@ JIOMOMOTOK TEXHOJOTIT
Blockchain
MeTta poboTH: oTpuMaTH NpaKTUYHI HaBUKK peaiizaiii Blockchain.

TeopernuHni BizomocTi

Blockchain - me nenentpamizoBana cucTteMa 30epiraHHs JaHUX a0o
mupoBUil peeCTp TpaH3aKIid, Yyrof, KOHTPAKTIB, sIKa CKJIAJAEThCS 3 HAOOPy
3amuciB. ['0Jl0BHA BIAMIHHICTH 1 HE3amepeyHa repeBara TEXHOJIOTIl - Te, 10 el
peecTp He 30epiraeTbest B OMHOMY Miciri. BiH po3noainennii cepea KiTbKOX COTCHb
1 HaBITh TUCSY KOMIT'IOTEPIB y BChOMY CBITI. Bynb sIKuii KOpucTyBau IIi€i Mepexi
MOX€ MaTH BUIBHHH JOCTYN 10 aKTyaJIbHOi Bepcii peecTpy, MmO poOUTH HOTro
PO30puUM a0CONIOTHO Il Beix ydacHHKiB [2]. Blockchain mpaitoe nactymHum
YUHOM: yCl TpaH3akKIlii 3a JOMOMOTOI0 CKJIQJHMX MAaTeMAaTHYHHUX aJrOpPUTMIB
00'eqHyIOTECS B "OJOKK", SIK1 TOTIM 3B'SI3yIOTHCS KpUOTOrpaivyHO 1 XPOHOJIOTIUHO
B "maHmror' Ta MICTATh XEII IOINEPeIHbOro OJIOKYy. TpaH3akiis HpH IbOMY
3M1MCHIOETHCS JIUIIE TO1, KOJIM BBAXKAETHCS IM1ITBEPIKEHOIO

Kosken Onok y O50Kk4eitH1 MOB'sI3aHUi 3 MONEPEHIM 1 MICTUTh Yy co01 HaOip
3alKUCIB Ta Ma€ CBIA YHIKJIbHUM Xeml. Y HalmpocTimomy BUTIAII 0a3a JaHUX
OMoKueliHy TpencTaBiase COO0O0 JIAHITIOKOK OJIOKIB, SKHHA MOXe OyTH
npeacrabiieHa y Burisini (aitmy popmary JSON (pucyHoxk 1).

Brox #1 bnok #2 Brok #3

Aapes: THI36K . DSKICE0 Asgec: ID9100_ NNBAXVE Agpec (POIM.. SH1556
[ta : 10.01.2018 1030 LAt 12.01.2018 15:10 Aara 14.01.2018 08:00

Xatue: SHPOXS.  63HX Xews i N729. NBS1SS Xew 91803548

Cnucok TpaHIaxLwi: Cnucok TpaHaaKkuyi: CNUcoK TpaH3 aKuwin;

JFS 16012008 185]
Lgmae : BINTMIZE_SIR3T

Aara 30002018 18(58
Togmec ! B8N, MLAC
schop mart iz Helle wadd!

AFni6,01 20008 13:51
Nianae 1 S3MICA__HIBC
Indopmeix + 56,034 87 C

Tndopmad w: by wy ratisty BE

Hara {001 IT1IN 190:04

iAnwe 35N . MCLACAL AFTE 18,01.2000 TR040 1 1002

Miwtee: ALSL. WISD  HISD

Top Mg i Indopmugyn: 10563 81

Aeu 20120581844 A 1044
Mrageten T OO . HLLACAE 300A
g sty v

Pucynok 1 — [Ipuknan 61ok4einy i3 Tpbox OJIOKIB

JIyist mpocToro po3yMmiHHS, IO 3 ceOe MpencTaBiisie OJOK, JOCUTH YSBHUTH
HOro y BUIJISIII CKPHHI 3 3aMKOM, KOJIM BU IIOCh XOUYETE TYIU MOKIACTH, TO BaM
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NOTPIOHO BIAIMKHYTH 3aMOK KIIOYEM, II€H K04 CTBOPIOETHCS BaMu IpHU
CTBOPEHHI OJIOKY 1 HA3MBA€ETHCS 3aKPUTUH KITFOU.

Bci Tpanzakiii OyokdeiHy 3HaxoAsAThbes y Mepeki. HoBi Ooku 3aBx1au
JIOJIAI0ThCSL B KIHEIlb JIAHITIOXKKA. SKIIO B pe3yibTaTi iX po3paxyHKIB BCl BOHHU
OTPUMYIOTh OJTHAKOBUM pe3yJbTaT, TO OJIOKY MPUCBOIOETHCSA YHIKaJIbHA IU(ppOBa
curHatypa (mamuc). Sk TUIbKH peecTp Oyae OHOBJICHO 1 YTBOPEHUN HOBUMN OJIOK,
BiH B)K€ HE MOXKe OyTU 3MiHEHUH. TakKuM YHHOM, MiIPOOUTH HOTO HEMOXKIIUBO. J{o
HBOTO MOXHA TUTBKH JI0J]aBaTH HOBI 3amucH. BaximBo BpaxyBaTH Te, IO PEECTP
OHOBJIIOETHCSI HA BCIX KOMIT'IOTEpax B MEPEXi OJHOYACHO. TakuM YMHOM, MOKHA
Ha3BaTH oAHy 3 T1epeBar Blockchain - HeMOXJIMBUMH € TPOHUKHEHHS
3JIOBMHUCHHKIB B CHCTEMY, OCKIJIBKH JUIsl IIbOTO HEOOXITHO MaTH AOCTYI A0 0a3
JAaHUX Ha BCIX KOMII'IOTepax oJHo4YacHO. IIporec XxelryBaHHsS € HE3BOPOTHIM 1
HaBITh, SIKIIO AOKYMEHT OyJ€ 3MIHEHUH, BIH OTpUMA€E 1HIIMK UPPOBUI MMIIMHUC,
110 Oyjie CUTHAII3YBAaTH PO HEBIAMOBITHOCTI B CUCTEMI.

1106 iHpopMalliro BCepearHI TPaH3aKIIA MOXHA OyJIO MiApPOOUTH, KOKHA
TpaH3aKIlisl BCEpeIMHI OJIOKY MIIMUCYEThCS €IEKTPOHHUM ITU(GPOBUM IiIIMUCOM
(ELLIT).

Jlns ctBopenns ELIT motpiOHo:

- Acumetpuunuit anroputm mudpysanus (Hanpukiag, RSA);

- Xem-¢yHkuis (Hanpukian, SHAS12);

- Indopmanis, siky 30upaemMocs miANKCyBaTH.

OCKUIbKM aCHUMETPUYHI QJITOPUTMHU JIOCUTh MOBUIbHI B TOPIBHSHHI 3
CUMETPUYHHUMH, TO OOCST MIAMUCYIOTHCA JAHUX BIAITPA€E BEIHMKY POJIb 1 SKILO BIH
BEJIMKH, TO 3a3BHUail OepyTh X€Ill BiJl MiANKCYIOThCS JaHUX, a HE caMl JlaHl. Xelll
OTPUMYIOTh 3a IONOMOTor0 Xem-hyHkiii, Hanpukian, SHAS12, ska npuiiMae Ha
BX1]] IKYCh 1H(hOpMAIIiIO 1 MOBEPTAE XEUI NEBHOT JTOBKUHHU.

Takum ynHOM, EIIII cTaBUTBCA HE HA caM JIOKYMEHT, @ Ha WOro Xeml. Xel-
dbyukuii He € yactuHow anroputmy EILIII, Tomy B cxemi Mmoxke OyTu BUKOpHCTaHa
OyIb-sKa HaJliHA Xe-(DYHKITIS.

CrnonyyHuil Xem TepepaxoBYEThCA TMPU KOKHOMY JIOJJaBaHHI HOBOI
TpaH3akIli. BiH OTpUMYy€ThSl INIISAXOM IMiJICYMOBYBaHHS BCIX Xl TPaH3aKIlIN
MOTOYHOTO OJIOKY 1 aJIpeCH MOMEePETHHOTO OJIOKY:

Xew (36’ a3yrouuti) = SHAS512(block prev _adress hash + transaction _hashl
+ transaction_hash2 + ... + transaction_hashN)

Hanpuxknan, 3 pucynky 1 BuiHO, mo xem 3-ro OJOKYy OOYMCIIIOBABCS SIK
azpeca apyroro OJIOKY 1 J1Ba Xellla JBOX BHYTPIIIHIX TPaH3aKI[iH:

Xew 3 o6noxy = SHA512(JD9100..NNBAXVB + B35BCA..H78C +
Al44..875D)

Came 3B’s3yroum Xemn o0'€qHye OJOKM B €IMHY JIAHITIOT 1 HAWTOJIOBHIIIE
3axuiae OJOKYeWH BiA MiAPOOKH 3T0BMUCHHKaMU. [IpumycTumo, KO XTOCh
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3axoue "BUKMHYTH'" a00 BCTaBUTU CBil OJIOK B CEpeIUHY JAHIIOXKKA, TO OJOKU
HACTYITHI 32 HUM B)K€ HE MPOUIYTh MEPEBipKy, TOMY IO iX Xell TPYHTYBaBCS Ha
aZpeci Ky X04yTh IMIIMIHUTH a00 mpuOpaTu.

Jlns  TeHeparii  KIIOYOBOI Mapu  MOXKHAa  CKOPHCTATUCS — PI3HUMH
0i0moTrekamu, Hampukiaa, moBa C # mae BOymoOBaHUN TakeT a1 poOOTH 3
anroput™Mamu mmmdpysanus 1 EIIT.

// Cmeopenus Hoeoi napu kaouie posmipom 1024 6ima
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider(1024);

// npusammuuil K04, npeocmasieruti y euenioi cmpiuxu XML
string privateKey = rsa.ToXmlString(true);

// nybaiunuil K1od, npeocmasieHutl y eueniaoi cmpiuxu XML

string publicKey = rsa.ToXmlString(false);

OTpumanuil 3aKkpuTuil K104 ciif 30epiratd B okpemomy daiii, myoaiyHui
K04 €  aapecoro  OJOKy, ToMy Horo 30epiraTu He  MOTPiOHO.
TakuM 4MHOM JUIsl KOKHOT'O KOPUCTyBaua JIOTIH - Lie ajapeca Oyoky (myOiiuHui
KJIIOY), a TapoJib - 1€ 3aKpUTUH KIIIOY, 3HAIOUM 111 JIBa KJF0Ya MOKHA OTPUMATH
JOCTYyl J0 KOMIPKM OJIOKYEilHa pO3TalllOBaHOiI 3a M€K0  aapecor i
BUKOPUCTOBYBATH 1H(OPMAIIEIO, IO MICTUTHCS Y HIU.

[linnuc DOBUIBHUX JaHUX alropuTMoM mmdpyBaHHs RSA, nepenaemo naHi
1 IpUBATHUH KJTIOY, OTPUMYEMO ITIJITHUC:

private static string SignData(string data, string privateKey)
{
Il Ooepaicyemo 06 exkm knacy RSA uepes nposaiioep
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider(1024);
Il Bsasicacmo, wo y Hac edxce € Npueamuuil K04 [ HeoOXIOHO
BUKopucmosysamu 1020
rsa.FromXmlString(privateKey);
Il [lepemesoproemo cumeonu cmpiuku nociioosnicms 6aumie
byte[] byteData = Encoding.UTF8.GetBytes(data);
/) Xewyemo wnawi Oauui 3 oonomozoro SHAS12 i nionucyemo eoice
OMPUMAHUU Xeul
byte[] signedByteData = rsa.SignData(byteData,
CryptoConfig.MapNameToOID("SHA512"));
// Konsepmyemo macus batimise 6 cmpiuky 6 kooysanti Base64
string signedData = Convert.ToBase64String(signedByteData);
Il Ilosepmaemo EL[IT
return signedData;
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3aBaaHHS )il BUKOHAHHSA
PeanizyBatn mporpaMHy cucteMy, sika 30epirae JIaHIIO)KOK OJIOKIB B

okpemomy (aitmi B popmati JSON, npu KoKHOMY J0JaBaHHI HOBOTO OJIOKY a0o
TpaH3aKIIii - HEOOX1THO OHOBJIIOBATH (haid.

1.

4.

OyHKIIT KIIIEHTA CUCTEMU:

Peectpaiiiss HoBoro kopuctyBauda (oauH OJiok = 1 kopucTyBad) - TOOTO
CTBOPUTU HOBUW OJIOK, MOBEPHYTH KOPHUCTYBAaueBl 3aKpUTUH KIIOY, a
nyOIiYHUN BUKOPUCTOBYBATH SK ajipeca OJIOKY;

ABTOpH3aIIis - JOCTYI 10 OCEpenKy OJIOKYeitHa, JOTIHOM € ajpeca OJIOKY,
IIapOJIEM - 3aKPUTHUM KIIIOY;

[Ticast mpoxoKeHHsI aBTOpHW3allii - BCTABUTH TPAH3AKI[IO 3 JIOBLIHHOIO
iH(popMaitiero B 070K (He B OyAb-sIKHH, a B TOM /10 SIKOTO € JI0CTYII);
[lepernsan cnucky OJIOKIB 1 TpaH3aKLId B 3p03yMUIOMY BHUTJISI.

CrtpykTypa 0JIOKY 1 TpaH3aKIlid TOBUHHA BIJIOBIJATH OMHUCY B MOJAHOMY B

TEOPETUYHUX BIIOMOCTSX. Takok HEOOX1AHO B oOkpeMoMy daiini 30epiratu
3aKpUTI KIIIOUl KOPUCTYBauiB (y I[bOMY OJIOKUEHHI 3aKpUTHUNA KITHOY 30€pIracThCs y
KOXXHOTO KOpPHCTyBada CBIi, Ham e MOTpiOHA Taka (YHKIIOHATBHICTH [IJIS
NepeBIPKHU Mpare3JaTHOCTI MPOTPaMu).

A

3micT 3BiTY

Tema Ta MeTa poOOTH.
BukoHaHHS 3aBIaHHS 11 BUKOHAHHS.

3. Ommc mporiecy pearizamii TporpaMHOi CHCTEMH, JIICTUHT KOAY Ta €KpaHHHX
bopm, K1 BITOOpaxaroTbCs pe3yabTaT BUKOHAHHS POOOTH.
4. BHUCHOBOK

oCoNOOR~ODE

KoHTpoubHi 3an1MTaHHA

[Ilo Take OJIOKYEHH 1 IS 4OTO BiH MOTPiOCH?

[Ilo Take MalHIHT 1 JIs1 YOTO MOTPIOHI MakHIHTOBI hepMu?
XapakTepucTruKa TEXHOJIOT11 OJIOKYEHTH.

[lepeBaru Omok4eiiHy.

Henomniku Omok4eitny.

[Tpuknaan BUKOPUCTaHHS OJIOKYEHHY.

Oco0nuBOCTI peanizallii 0JI0KYeHHY.

Kpunrorpadiuni anropuTmu, 110 JIeKaThb B OCHOBI OJIOKUYEHHY.
. st woro BukopucroByetbest ELI B 6iokuelini.

10 OyHKI[IT ACHMETPUYHUX aJTOPUTMIB B OJIOKYEIHI.
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