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Abstract: The variety of technologies used in modern Building Automation Systems (BAS) calls for methods to support
interoperability of the devices from different technologies and vendors. OLE for Process Control Unified Architecture
(OPC UA) provides the possibility to enable secure interoperability of devices with platform independence and efficient
information model features. However, OPC has not found broad space in the world of building automation, yet.

In this paper, results and experiences from a project are presented, where BACnet devices were implemented with
OPC UA standard models. The values and controls are presented by the OPC UA server running on an embedded
device. In the method, we map the BACnet information models into the corresponding OPC UA information models.
The information model (in OPC UA form) of the BACnet devices can be accessed by connecting the OPC UA Clients to

the OPC UA Server. This objective should be pursued by using as many available open-source projects as possible.

Keywords: BACnet, OPC Unified Architecture, Building Automation Systems, OPC UA Server

1. INTRODUCTION

One of the major challenges for developers and
integrators of modern Building Automation Systems
(BAS) is the integration of very different
technologies and of devices from numerous vendors.
Interoperability of these devices is required to
integrate all devices and all information into the
same interworking model and into one server for
improved controllability and observability, but for
the reduction of cost, installation efforts, reliability,
and system complexity. OLE for Process Control
Unified Architecture (OPC UA) can be used to
present a generic view to the monitoring clients the
need access to the entire Building Automation
System. Using Java as a programming language as a
SDK for the OPC UA Server is a promising stepping
stone for the platform independence.

The creation of OPC information model for the
BACnet types and objects is generally the most
significant task in this process, and thus also of this
project. This paper describes one of the basic
approaches of BACnet-to-OPC UA integration and
sample implementation. Furthermore, as the server
will be running constantly (always on), energy
consumption of the control system must also be
taken into account. Therefore, the presented project
uses a programmable embedded device for the OPC
server, which connects to the BACnet devices and

the client for monitoring in the same local area
network.

This paper is structured as follows: After the
description of some parallel activities in ch.2, a
brief overview about the OPC UA Standards and the
BACnet Protocol is given in chapters 3 and 4. The
following ch. 5 describes the method to setup and
prepare the devices and working environment. Ch. 6
elaborates the use of the “BACnet4J” Java library to
access BACnet services, before ch. 7 describes the
setup of Java OPC UA Server and Client, as well as
the monitoring the values of the devices. Finally,
ch. 8 reports on the implementation and its results.

2. STATE OF THE ART

To the best knowledge of the authors, the most
up-to-date procedure to create an OPC information
model for BACnet information was presented in [1]
and [2], which cover the most important BACnet
information (object and property) types, i.e. the
mandatory types.

With this initial description it gives an inspiration
to research for the optimized way for industrial
operation and commissioning. As stated in the
introduction section that a programmable embedded
device is used for the operation to satisfy these
requirements. Due to the restrictions in memory and
processing power, this project implements the

7
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integration in a simplified way, using selected
concepts and ideas from [1] and [2].

3. OPC UA
3.1 OVERVIEW

Object Linking and Embedding (OLE) for
Process Control or OLE for Process Control (OPC)
was developed in 1996 by the OPC Foundation, an
association of worldwide industrial automation
suppliers working on cooperation with Microsoft.
Now, OPC is an open standard specification that
describes the communication of real-time plant data
between  control  devices from  different
manufacturers.

The origin of OPC was based on OLE,
Component Object Model (COM) and Distributed
Component Object Model (DCOM) technologies
developed by Microsoft for Windows operating
systems. The very first standard from OPC
Foundation was for Data Access Specification or
OPC Data Access (OPC DA). Soon after OPC DA
was launched, it was realized that communicating
other types of data could benefit from
standardization. Thus, the later standards for Alarm
and Events (A&E), Historical Data Access (HDA),
Data Exchange and Batch Data were published.

The fact that legacy OPC standards are based on
Microsoft’s COM/DCOM paradigm later turned out
to be a limitation to several operations especially for
interoperability. Besides, with the insufficiency of
object oriented concept it was impractical to model
complex data structures.

Because of these restrictions, a new standard was
needed. Eventually, OPC Unified Architecture (OPC

UA) was released, which extends the OPC
communication  protocol and enables data
acquisition, information modeling, reliable and

secure communication between the plant floor and
the enterprise resource planning level. It was
intended to be a full replacement of the classic OPC
specifications. The key features and benefits of OPC
UA are:

e platform independence to run on any
operating system including embedded devices

e single set of services to expose OPC data
models (DA, A&E, HDA, Batch, Data
eXchange, etc.)

o reliable, secure and efficient way to transport
higher level structured data

e  broader scope of connectivity

e extensible for future applications and
modifications

e  backward compatibility

The overall OPC UA specifications consist of 13
specification parts shown in Figure 1 [3].

It is important to understand how to model the
address spaces and information, which is described
in Part 3 “Address Space Model” and Part 5
“Information Model”.

Access Type
Specification Parts

Part 1 - Concepts Part 8 - Data Access

Part 2 - Security Model Part 9 - Alarm & Conditions

Part 3 - Address Space Model | | Part 10 - Programs

Part 4 - Services Part 11 — Historical Access

Part 5 - Information Model Part 13 - Aggregates

Part 6 - Service Mappings

Part 12 - Discovery
Part 7 - Profiles

Fig. 1 — Parts of the OPC UA Specifications [3]

These two specifications are the key documents
for the design and development of OPC UA server
to integrate with other standards and protocols.
Before describing the information and address space
modeling in OPC UA, some basic infrastructures
(described in specifications Part 1 “Concept”)
should be introduced first.

Common OPC UA Client and Server according
the specifications both consist of the two parts UA
application and Communication Stack (cf. Fig. 2).

( )
OPC UA Client OPC UA Server
UA UA
application application
Commu- Commu-
nication Network nication
Stack < »Stack
\_ J

Fig. 2 — Common OPC UA Client and Server [3]

In the OPC UA Server, the application part
contains the OPC UA address space representing the
UA complex information model as a node. Figure 3
illustrates the complete architecture of OPC UA
Server.

3.2 INFORMATION AND ADDRESS SPACE
MODELING

As the nodes represent the UA information, it is
necessary to understand the basic concept of
information modeling in OPC UA. To enable
interoperability between devices from different

8
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vendors, a uniform representation of data is
required, which is called information model in OPC
UA. The devices from any vendor can use or even
inherit (with regards to the concept of object
orientation) the model for their own usage.
However before having an information model, first
a place to store this information model must be
instantiated.

OPC UA Server

Objects

SN

OPC UA Server Application

OPC UA AddressSpace

Item

&

AAA NN\
RN [[[ VY
‘ OPC UA Server API ‘
ol 1 o | |
| 12 | v

From To From To
OPC UA OPC UA OPC UA OPC UA
client client client client

Fig. 3— OPC UA Server Architecture [3]

Every information model is represented in the
address space as a set of nodes and interconnected
by references in the hierarchical form (branches of a
tree), where the highest node is called ‘Root’ node.
Figure 4 describes the node model and the details of
the address space node model.

Node

Attributes T Attributes to describe a node

Reference define relationships
— to other nodes

References

—p Target Node

Fig. 4 — OPC UA Address Space Node Model [3]

When a node is instantiated in the address
space, it is defined by ‘Node Class’. These node
classes are referred to collectively as the metadata
for the address space. The node classes can be
classified to types and instances as stated in
Table 1.

Table 1. OPC UA built-in definition node classes [3]

OPC UA built-in type definition node classes

Describes the structure of the
Value Attribute of Variables and
their Variable Types

Provides type definitions for

Data Type
Node Class

Variable Type

Node Class Variables

Object Type Provides type definition for
Node Class Objects

Reference Type Specifies References

Node Class

OPC UA built-in instance definition node classes

Object Represents systems, system

Node Class components, real-world objects
and software objects. Defined
by Object Type

Variable Represent Values which may be

Node Class simple or complex. Defined by
Variable Type

Method Defines callable functions.

Node Class Invoked using Call Service
defined in Part 4 of OPC UA
Specification

View Defines a subset of the Nodes in

Node Class the Address Space in order to

limit the node visibility for some
specific purpose. All Nodes
contained in the View shall be
accessible from the View node
when browsing

The OPC UA built-in ‘DataTypes’ are all
inherited from the highest parent node of
BaseDataType and can be used directly for this work
i.e. Boolean, Integer(Number) and Float(Number).
The same holds true for ‘VariableTypes’ and
‘ObjectTypes’, they are  inherited  from
BaseVariableType and BaseObjectTypes,
respectively. For the ‘ReferenceTypes’, there are
two highest parent nodes HierarchicalReferences
and NonHierarchicalReferences.

4. BACNET
4.1 OVERVIEW

In June of 1987, BACnet was introduced as a
communication protocol for building automation and
control networks by American Society of Heating,
Refrigerating and Air-Conditioning Engineers
(ASHRAE, http://www.ashrae.org). BACnet was
designed to allow communication of building
automation and control systems for applications i.e.
heating system control, air control, lighting control,
access control, fire detection and any other control
systems related to building automation. The BACnet
protocol provides services for
programmable/electronic ~ building  automation
devices to exchange data.
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The BACnet protocol has been frequently
updated every year. The last update has been made
in October 2012. Therefore, it is recommended to
regularly check for updates from the ASHRAE
SSPC 135 BAChnet official website [4].

The BACnet layered architecture based on
reduced 1SO-OSI Reference Model [6] is shown in
Figure 5 [5].

Equivalent
BACnet Layers OSl Layers
BACnet Application Layer Application

BACnet Network Layer Network
IS0 88022 (IEEE 802.2) | puorrp PTP Data Link

Tvpe 1
LonTalk
IS0 8802-3
ARCNET 2\ 285 |EIA - 202 Physical
(IEEE 802.3)

Fig. 5— BACnet OSl-based Reduced Architecture
[5]

The Application Layer is the most relevant layer
to this project, this layer defines the BACnet
information model and the BACnet services which
will be used to firstly poll the data from the BACnet
device and then to be processed in its information
model before the integration to OPC UA.

4.2 BACNET: OBJECTS AND SERVICES
IN APPLICATION LAYER

The application Layer contains information data
often refers to objects and their properties in term of
BACnet protocol) and its services used to exchange
information through the below layers.

BACnet object has its type to distinguish the kind
of the object. Up to date, there are already 50 object
types defined within the standard. Within this
project, five different object types are implemented,
i.e. Analog Input, Analog Output, Binary Input,
Binary Output and Device. An example of the
Analog Input object, which is commonly used, is
shown in Fig. 6.

Object
ANALOG_INPUT

Temperature_1
ANALOG_INPUT1

Object_Type:
Object_Name:
Object_Identifier:

Present_Value: 23.1
Status_Flags: In_Alarm
Event_State: Normal,

Out-of-Service
Degrees-Celsius
False

Units:
Out_Of_Service:

Fig. 6 — Example of BACnet Analog Input Object

This example of BACnet Analog Input object
shows the object characterized by its mandatory
properties. Different object types will have different
mandatory properties together with the possibility to
add optional properties.

From [7], in order to exchange the information,
BACnet services are classified into four different
categories: Alarm&Event, File Access, Object
Access and Remote Device Management. With
regards to the project, only services from Object
Access and Remote Device Management services
are utilized.

Remote Device Management services are used in
the step of discovering BACnet devices in the
network. Generally, it is to broadcast a “Who-Is”
request to the network and wait for an “I-Am” reply
from the BACnet devices if they are accessible in
the network.

Object Access services are used to access the
objects of the device and to read or write the values
of its properties. Examples of Object Access
services are ‘ReadProperty’, ‘WriteProperty’,
‘ReadPropertyMultiple’ and
‘WritePropertyMultiple’ services.

5. DEVICES AND SYSTEMS
PREPARATION

5.1 OPC UA SERVER

As stated in the introduction section, an
embedded device is used for the OPC server. This
project takes Overo Air Computer-on-Module
(COM) with Tobi expansion board from Gumstix
into operation. A brief overview of the device and its
expansion can be found in the Table 2 below. The
specification sheet of the devices can be accessed
from the Gumstix official website in the product
section for more details [8] [9].

b) Gumstix Tobi Expansion Board
Fig. 7 — Devices for running OPC UA Server [8] [9]
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Table 2. Device Overview

Gumstix Overo Air Computer-on-Module

Architecture ARM Cortex-A8

Texas Instruments OMAP3503

Processor Applications Processor
Address 10, Times New Roman, Regular
CPU Speed 600 MHz
RAM 512 MB
NAND Flash 512 MB
Performance up to 1,200 Dhrystone MIPS
Power Mgmt Texas Instruments TPS65950
Gumstix Tobi Expansion Board
Network Socket | 10/100BaseT Ethernet
DVI-D (HDMI) | HDMI

USB Host
USB Slots USB On-the-Go (OTG)

USB Console
Power 3.5V -5V

The Gumstix Overo Air COM is mounted on
Gumstix Tobi Expansion Board for the primary
purpose to connect it to the Ethernet network and
to the power supply. The second purpose is to be
able to locally control and monitor the
functionalities of the OPC UA Server (e.g.
mouse/keyboard connection, display on monitor
screen).

Ubuntu 10.04 Lucid Desktop-Lite is installed
as operating system due to its capability to have
additional programs and easy configuration in the
future. Nevertheless, other operating systems
supported by Gumstix, like Angstrom, Android,
Debian, or Windows CE would also be feasible.
Since the server is Java based, a Java Runtime
Environment (JRE) is required in the system.

5.2 OPC UA CLIENT

Although the OPC UA Client is not the main
focus of the project, it is indispensable for
monitoring the result of the approach and in the real
operation.

A simple PC or mobile device which can connect
to the OPC Server as a Client in the network is the
only requirement. It is also possible to have an OPC
UA Client in the embedded device which runs the
OPC UA Server itself and to communicate over
local loopback.

Binary Inputs

“lalal"

Binary Outputs

ooog

Analog Outputs Analog Inputs

i

88
88

Fig. 8 — Basic Concept of BACnet Automation
Station and Sauter EY-modulo 5 device for
Demonstration [10]

5.3 BACNET DEVICE

At least one BACnet device is required in the
network in order to provide the OPC UA server the
information with regards to BACnet protocol. The
project focuses on the ‘Present_Values’ information
of Analog Input/Analog Output/Binary Input/Binary
Output due to common usage in industry.

A BACnet automation station simulator kit which
consists of all Analog Input/Analog Output/Binary
Input/Binary Output is used in the project. Figure 8
shows the basic concept of BACnet automation
station which is taken into operation.

6. BACNET4J LIBRARY
6.1 ABOUT THE LIBRARY

BACnet4] stands for BACnet/IP for Java. It is an
open source library of the BACnet protocol. As
described by the project team of this library from the
BACnet4) developer website, “it is a high
performance implementation of the BACnhet/IP
protocol written in Java (minimum version 1.5) by
Serotonin Software, supports all BACnet Services
and full message segregation and can be used for
field devices for control platforms” [11].

6.2 FUNCTIONALITIES

The BACnet4) library enables the user to
program an application communicating via the
BACnet protocol using BACnet services. Most of
the BACnet objects and properties (for example
Analog Input, Analog Output, Binary Input, Binary
Output and Device in this project) can be simply
defined in Java object. The BACnet services can
also be created by a Java object, which represents all
services and calls the methods from the library to

11
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execute the services.

With an additional programming on OPC UA
server side (in Java) the server is able to retrieve
BACnet information from the BACnet devices.

7. JAVA BASED OPC UA SERVER SDK

Java is the preferred language for the
development of OPC UA server applications due to
its platform independence especially on embedded
devices. In addition, an open source library to
communicate in BACnet (BACnet4J) already exists.
Of course, other programming languages could also
be used.

Prosys PMS Ltd. [12] is a contributor to the OPC
Foundation UA Java stack and developed an OPC
UA Java SDK. This comes with both OPC UA
server SDK and OPC UA client SDK. It is now
available in full release to purchase. Nevertheless, an
evaluation is available. This project used the
evaluation versions of this OPC UA server SDK.

The Prosys OPC UA server SDK supports the
creation of an OPC UA address space and
information model in the server which is mainly
required for the integration of the BACnet
information (objects and properties) to the OPC UA
nodes and variables.

8. BACNET-to-OPC UA INTEGRATION

The first step in this integration process is to have
all of the devices and systems in the same network
domain, where all are accessible at least up to the
network layer. For demonstration purposes, a local
private network has been created and the devices are
connected as illustrated in Figure 9.

OPC UA Server

OPC UA
Client

BACnet Module

BACnet Device

Fig. 9 — Connections of the devices

The BACnet Module inside the OPC UA server
is the Java program that perform BACnet services
(Remote Device Management and Object Access
services) and stores the BACnet information in a
Java object (BACnet4J functionality).

Based on the work of [1] and [2], OPC UA node
types in the list must be prepared for the BACnet

information:
e DataType
o ReferenceType
e  ObjectType
e VariableType

In our project, we focused on the
‘Present_Values® (cf. ch.5.3) plus the concept of
making the OPC UA information model for BACnet
information in the simplified way. Consequently, the
procedures in this project are:

Starting with the ‘DataType’, OPC UA built-in
data types can be used for BACnet ‘Present_Values’
directly without any problem. The data type
definition of Boolean inherited from BaseDataType
can be used for the BACnet ‘Present_Values’ of
Binary Input and Binary Output and the data type
definition of Float which is inherited from
BaseDataType»Number»Float can be used for the
BACnet ‘Present_Values’ of Analog Input and
Analog Output.

For all references of the nodes for BACnet
information, the reference type definition will be the
OPC UA built-in  HasComponent inherited
HierarchicalReferences
»Aggregates»HasComponent.

Some nodes of object type definition must be
defined for BACnet objects as illustrated in Figure
10.

BaseObjectType

BACnetObjectType BACnetDeviceType

BACnetDeviceObjectType

BACnetBinarylnputObjectType

BACnetBinaryOutputObjectType

BACnetAnaloglnputObjectType

BACnetAnalogOutputObjectType

Fig. 10 - OPC UA Object Type Nodes for BACnet
Objects

Every node of object type definition for BACnet
objects (in green) inherits from the original OPC UA
built-in ‘BaseObjectType’ (in blue) like other OPC
UA nodes of object type definition.

As well as ObjectType, some nodes of variable
type definition must be defined for the BACnhet
properties. Figure 11 shows the node hierarchies for
BACnet properties.
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BaseVariableType

BaseDataVariableType

0

BACnetPropertyVariableType

(s

Fig. 11 — OPC UA Property Type Nodes for
BACnet Properties

BACnetPresentValueType

Every node of property type definition for
BACnet properties (in orange) inherits from the
original OPC UA built-in "BaseDataVariableType”
and “BaseVariableType” (in blue). Other BACnet
properties like “Present Value can be defined
under the "BACnetPropertyVariableType”, as well.

9. RESULTS
9.1 BACNET BROWSING RESULT

The results of browsing (discovery and reading
properties) the BACnet demo device with the use of
BACnet4] library and displayed in console is shown
in Figure 12.

Initializing Local Device...
Discovering on port 47808 (BACD)

Send Broadcast WholsRequest()

IAm received: RemoteDevice(instanceNumber=250
macAddress=[c0,a8,1,c,ba,c01), network=null}

1 Remote Device(s) found

Start read properties
Properties read done in 49 ms
- Device 2500
Object name = DemoAS525
- File 204
- File 300
- File 301
- File 1000
- File 1001
- File 1002
- File 1003
- File 1004
- Vendor Specific (384) 0
- Vendor Specific (384) 1
- Vendor Specific (384) 2
- Vendor Specific (384) 3
- Vendor Specific (384) 4
- Vendor Specific (384) 5
- Vendor Specific (384) 6
- Vendor Specific (384) 7
- Vendor Specific (384) 8
- Program 1

- Analog Output 0

Present value = 1.0

- Analog Output 1

Present value = 1.0

- Analog Input 16

Present value = 41.70447

- Analog Input 17

Present value = 29.036024

- Binary Input 4

Present value = 0

- Binary Input 14

Present value = 0

- Binary Input 15

Present value = 0

- Binary Output 20

Present value = 0

- Binary Output 21

Present value = 1

- Analog Output 2

Present value = 0.0

- Analog Output 3

Present value = 0.0

- Analog Input 18

Present value = 56.686707

- Binary Input 5

Present value = 1

- Binary Input 6

Present value = 1

- Binary Output 22

Present value = 1

Fig. 12 — Results of Browsing BACnet Device

To monitor

the BACnet service messages

between the BACnet module and the device, Figure
13 displays the packet of BACnet services in
Wireshark network sniffer.

192.168.1.10 192.168.1.255 BACnet-
TO20T6ETINT2 BACnet-
192.168.1.10 BACnEt-

50 Unconfirmed-REQ who-TIs i
62 unconfirmed-REQ i-Am device,2500
62 unconfirmed-REQ i-Am device,1234 ,

192.168.1.255
192.168.1.255

192.168.1.12

BACnetT- 275 complex-ACK readProperty ]

192.168.1.12 0]

Acn— 2 ;ﬂex CK radPropr[
192.168.1.12 192.168.1.10 BACNeT- 275 Complex-ACK readproperty[ 0]

Fig. 13 — Packet Transfer Displayed by Wireshark

i) Root
4 |2 Objects
4 ) BACnetObjects
4 3% Device 2500
4 % Analog Input 16
- @@ Present Value
v Analog Input 17
i Analog Input 18
o Analog Input19
& Analog Output0
e Analog Outputl
& Analog Qutput 2
e Analog Output 3
% Binary Input 10
i Binary Input11
@ Binary Input 14
o Binary Input15
& Binary Input4
we Binary Input 5
e Binary Input @
o Binary Input7
% Binary Input 8
we Binary Input 9
o Binary Output 20
o Binary Output 21
% Binary Output 22
we Binary Output 23
e Binary Output 24
o Binary Output 25
o Device 2500

Fig. 14 — Result at OPC UA Client displayed by
UaExpert

9.2 BACNET IN OPC UA MODEL

With the result of browsing BACnet information
in subsection 9.1 and mapped in the created OPC
UA information model for BACnet information by
the procedure described in chapter 8. An additional
folder named ‘BACnetObjects’ is also created to
store the result in OPC UA model. This result is
displayed in a freeware OPC UA client ‘UaExpert’
from Unified Automation while browsing to the
OPC UA server [13] as shown in Figure 14.

With the OPC UA ‘ObjectTypes’ and
‘VariableTypes’ created for BACnet information,
they can also be displayed in the OPC UA client as
well in Figure 15 and Figure 16.

|5) Root
» [ Objects
4 ) Types

I DataTypes

) EventTypes

4 ) ObjectTypes

4 f BaseObjectType
f AggregateConfigurationType

{ AggregateFunctionType

f BACnetDeviceObjectType

ﬁ BACnetDeviceType

§ BACnetFileObjectType

ﬁ BACnetProgramObjectType

f BACnet AnaloglnputObjectType
f BACnet AnalogOutputObjectType
f BACnetBinaryInputObjectType
f BACnetBinaryOutputObject Type

Fig. 15 — Result of OPC UA ObjectTypes for BACnet
displayed by UaExpert
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i) Root
» [ Objects
4 [ Types
I DataTypes
) EventTypes
I ObjectTypes
|2) ReferenceTypes
4 |7) VariableTypes
4 fJ BaseVariableType
« BaseDataVariableType
4 f; BACnetPropertyVariableType
% BACnetObjectldentifierType
% BACnetPresentValueType

Fig. 16 — Result of OPC UA VariableTypes for
BAChnet displayed by UaExpert

10. CONCLUSION

Interoperability of the devices between different
protocols allows significant benefits to the building
automation industry. This paper shows an approach
how to integrate BACnet devices to OPC UA, which
can be adapted to many use cases in real work.
However, the result of this work might not cover all
of the BACnet mandatory properties but it is to show
that the integration can also be done in the
embedded device with the restriction in memory and
processing power. Although most of the modern
embedded devices are now much more vigorous and
capable of this integration task without any problem
but the old embedded devices are still in operation.

Not only BACnet information can be integrated
to OPC UA information model since OPC UA built-
in can support more complex data model so it is also
promising and feasible to integrate other devices
from other protocols especially the ones that have a
concept of object oriented data model.
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Abstract: The objective of this paper is to present a new approach to reasoning under uncertainty, based on the use of
Bayesian belief networks (BBN’s) enhanced with rough sets. The role of rough sets is to provide additional reasoning to
assist a BBN in the inference process, in cases of missing data or difficulties with assessing the values of related
probabilities. The basic concepts of both theories, BBN’s and rough sets, are briefly introduced, with examples showing
how they have been traditionally used to reason under uncertainty. Two case studies from the authors’ own research
are discussed: one based on the evaluation of software tool quality for use in real-time safety-critical applications, and
another based on assisting the decision maker in taking the right course of action, in real time, in the naval military
exercise. The use of corresponding public domain software packages based on BBN’s and rough sets is outlined, and
their application for real-time reasoning in processes under uncertainty is presented.

Keywords: Bayesian Belief Networks, Rough Sets, Decision Uncertainty, Soft Computing.

1. INTRODUCTION

Bayesian Belief Networks (BBN’s) have been
widely used in Industrial Information Systems for
solving all types of computational problems with
insufficient information and uncertainty [1,2]. This
includes applications such as: water contamination
[3], fault detection in an industrial process [4], fog
forecasting at the airports [5], predicting software
defects [6], inferring certification metrics of
software [7], predicting hospital admissions for
emergency [8], multisensor fusion for landmine
detection [9], evaluation of risk in software
development [10], modeling an air traffic control
[11], cell signaling pathway modeling [12],
reliability estimation [13], safety assessment [14]
and risk evaluation [15] in computer-based systems,
to name only a few from a long list. They have been
also studied theoretically by a number of
researchers, for example [16-17].

Although, in general, BBN’s have been very
effective, because they allow reasoning and making
predictions based on small sets of probabilities with
backwards inference, they are still based on

probability theory. A significant disadvantage of
BBN’s is that, in realistic cases, they require
extensive  computations of the conditional
probability values. In most of these studies, it has
been recognized that this is one of the method’s
major limitations. Another disadvantage of BBN’s is
that they become less effective in case of missing
probability values.

With this in mind, one wants to look at a
complementary method of evaluating data in the
input data set, which would not rely strictly on
probability densities and could deal with missing
values. One of the theories that offer such an
approach, with values of data attributes and events
measured by likelihoods rather than probabilities, is
the rough sets theory [18-19].

Rough sets have been used since the early
eighties [19], in a wide range of applications to
reason about uncertainty, including data mining[20],
medical diagnosis [21], robotic systems [22],
decision making in medicine [23], cost estimation
[24], modeling software processes [25-26], safety
analysis [27], controller design [28], quality analysis
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[29], fault diagnosis [30] and many others, for
example prognostics [31].

The objective of this paper is to look at the
combination of using BBN’s and rough sets in
decision making under uncertainty, and suggest the
enhancement of pure Bayesian reasoning by
additional use of rough sets for preliminary
evaluation of data. The paper is structured as
follows. The next two sections describe briefly basic
concepts of Bayesian belief networks and rough sets,
respectively. Then, in a separate section, several
examples and two case studies are presented, giving
an overview of the method developed for combining
BBNs and rough sets for real-time computations.
The final sections present general conclusions and
suggestions for future work.

2. BAYESIAN BELIEF NETWORKS

The following section describes Bayesian Belief
Networks from an application point of view rather
than the underlying mathematics and statistics.
Rev. Thomas Bayes developed this method of
updating probabilities based on new information in
the 1760s. It has been widely applied in probability
and statistics for over 250 years.

“Essay Towards Solving a Problem in the
Doctrine of Chances” was published after Bayes’
death in 1763 [32]. It is the basis for the popular
inversion formula for belief updating from evidence
(E) about a hypothesis (H) using probability
measurements of the prior truth of the statement
updated by posterior evidence

P(HIE) = (P(E[H) * P(H) ) / P(E)

where H is the hypothesis, E is the evidence, and
P(x[|y) is the conditional probability of x given y.
It is derived by the use of the joint probability
definition
P(x, y) = P(xly) * P(y) = P(y[x) * P(x)
that is then arranged as
P(xly) = P(y}x) * P(x) / P(y)
where x=H and y = E.

Suppose we know from historical medical
records that meningitis causes a stiff neck in 1 of 2
patients. We also know that 1 in 50,000 people have
meningitis and that 1 in 20 people have a stiff neck.
If you wake up with a stiff neck what is the
probability that you have meningitis? How do you
estimate it?

The hypothesis is that you have meningitis and
the evidence is your stiff neck. Applying the Bayes
formula yields:

P(E/H) = 1/2 = 0.5 or probability of a stiff neck
when you have meningitis

P(H) =1/50,000 = 0.00002 or probability of
meningitis in the population;

P(E) =1/ 20 = 0.05 or probability of a stiff neck
in the population;

which yields in turn:

P(H|E) = (P(E[H) * P(H) ) / P(E) =
(0.5 *0.00002 ) / 0.05 = 0.0002

which is the probability of having meningitis when
you have a stiff neck. Much more complex models
with multiple hypotheses and evidence sources can
be constructed usually in a graph form relating cause
to effect.

These belief networks are more recent concepts
credited to Professor Judea Pearl with his
construction and solution algorithms along with the
work of many others [33].

A Bayesian belief network is a form of
probabilistic graphical model. The belief network
represents the joint probability distribution of a set
of random variables with explicit independence
assumptions described by a directed graph. In this
research a Bayesian network is defined by a directed
acyclic graph of nodes representing variables and
arcs representing probabilistic dependency relations
among the variables.

If there is an arc from node A to another node B,
then variable B depends directly on variable A and
A is called a parent of B. If the variable represented
by a node has a known value then the node is said to
be observed as an evidence node. A node can
represent any kind of variable, be it a measured
parameter, a latent variable or a hypothesis. Nodes
are not restricted to representing random variables;
this is what is “Bayesian” about a belief network.

In the following, an example is presented of three
node networks that are structured as linear,
converging, and diverging (Figure 1), with the use of
Netica software program [34]. A different software
package for Bayesian belief networks, named Hugin
[35], is equally effective and simple to use.

The above examples are causal Bayesian
networks where the directed arcs of the graph are
interpreted as representing causal relations in some
real domain with prior information. The directed
arcs do not have to be interpreted as representing
causal relations; however in practice knowledge
about causal relations is very often used as a guide
in drawing Bayesian network graphs, thus resulting
in cause and effect Bayesian belief networks.

16



Andrew J. Kornecki, Slawomit T. Wierzchon, Janusz Zalewski / Computing, 2013, Vol. 12, Issue 1, 15-30

A
True 50.0
False 50.0

B
True 50.0
False 50.0

©
True 50.0
False 50.0

True
False
True
False
True
False
True
False —
B
True 50.0
False 50.0
Y
True
False

Fig. 1 — Examples of three-node Bayesian networks
(top to bottom): linear, converging and diverging.

In the linear case on the top of Figure 2, A causes
B that causes C, while in the converging model in
the center, A is conditionally independent of B and
both cause C, while in the diverging model at the
bottom, A causes both B and C. In each case an
effect is observed at node C illustrating the update of
the joint probabilities when new information is
incorporated into the network.

In the simplest case, a Bayesian network is
specified by an expert and is then used to perform
inference after some of the nodes are fixed to
observed values. In order to fully specify the
Bayesian network and fully represent the joint
probability distribution, it is necessary to further
specify for each node X the probability distribution
for X conditional upon X's parents. The distribution
of X conditional upon its parents may have many
forms.

The following data (Table 1) are the conditional
probabilities for the previous linear A, B, and C
node network example (the top one) from Figure 2,
where we observe that if C is true then column B is
0.8 true and 0.2 false. Prior to any observation as

shown in Figure 1 the symmetry of the conditional
probabilities makes the probability of true and false

states equal to 0.5 for all nodes.

True

False
B
True 65.0
False 35.0
True
False 0
True
False
B
True 62.5
False 37.5
True
False

Fig. 2 — Causal relationships represented in a Bayesian

belief network.

Table 1. Conditional probabilities for Figure 2

Node A
True False
0.5 0.5
Node B
True False A
0.75 0.25 True
0.25 0.75 False
Node C
True False B
0.80 0.20 True
0.20 0.80 False

The goal of inference is typically to find the
distribution of a subset of the variables, conditional
upon some other subset of variables with known
values called the evidence or observations, with any
remaining variables integrated out. This is known as
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the posterior distribution of the subset of the
variables given the evidence. The posterior gives us
a universal sufficient statistic for detection
applications, when one wants to choose values for
the variable subset which minimize some expected
loss function, for instance the probability of decision
error.

An example of inference in the center converging
example from Figure 2 is to specify A as observed
true and estimate the inferred values for B and C,
with C updated by the new information but B un-
changed since it is conditionally independent of A.

B
T — True 50.0
F;lfge False 50.0
\
©
True 65.0
False 35.0

Fig. 3 — Effect of introducing evidence into a
converging node in a Bayesian network.

In the divergence example from bottom of Figure
2, if A is observed then it infers new probability
states for B and C that are dependent on A.

© B
True 75.0 True 75.0
False 25.0 False 25.0

Fig. 4 — Effect of introducing evidence into a diverging
node in a Bayesian network.

Questions about the dependence among variables
can be answered by studying the graph alone. It can
be shown that the conditional independence is
represented in the graph by the graphical property of
d-separation: nodes A and B are d-separated in the
converging graph, given specified evidence nodes.

For belief reasoning a typical network is
organized into three layers. The top layer is the
causal variables, the middle layer is the reasoning
variables, and the bottom layer is the effects
variables. Four general classes of reasoning are
defined for this three layer architecture. As an
example the following five node network with three
layers using binary random variables is used to
illustrate the four principal reasoning strategies used
in belief networks. The example network prior
distribution has an equal probability for each
variable state and is symmetric to illustrate the
various conditional computations.

Diagnostic reasoning, illustrated in Figure 5,
observes the effects of evidence and updates the
middle reasoning variables and the top layer causal
variables as shown in the example. This reasoning
process diagnoses from an effect E of True to the
cause B or in medical terms it is reasoning from
symptom to disease. It also adjusts the probabilities
for the middle reasoning layer C and the causal
variable A and effect variable D.

A
True 57.5
False
True
False

Fig. 5 — Illustration of diagnostic reasoning.

Predictive reasoning, illustrated in Figure 6,
observes causal evidence and updates the middle
reasoning variables and bottom layer effects
variables as shown in the example. This reasoning
process predicts from cause B to the effects D and E
such as a patient saying that he is a smoker may
focus on a certain set of symptoms. It also adjusts
the probabilities for the middle reasoning layer C but
not the independent causal variable A.

A B
True  50.0 p—i True 100
False 50.0 False 0

c

True  65.0 ——

False  35.0 mm

D E
True  57.5 True  57.5
False 42.5 False 42.5

Fig. 6 — Illustration of predictive reasoning.

Intercausal or explaining reasoning, illustrated in
Figure 7, observes both causal evidence and the
middle layer reasoning evidence to update other
causal variables as shown in the example. This
reasoning process on C explains the mutual known
cause B with unknown cause A and the common
effects D and E. It is often interpreted as performing
an experiment for explaining away cause A.
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True

False
True True 75.0
False False 25.0

Fig. 7 — llustration of intercausal (explaining)
reasoning.

Combined reasoning, shown in Figure 8,
observes causal evidence and effects evidence to
update the middle reasoning variables as shown in
the example. This reasoning process combines cause
B and effect E to investigate the network conditional
structure for reasoning variable C and the other
cause A and the other effect D. This is a useful
reasoning test for building and validating complex
belief networks based on limited data and expert
knowledge.

A B
True 56.5 True 100
False 435 False 0
C

True  84.8 mm :

False 152m: |
D E
True  67.4 p— True 100
False 32.6 mmm False 0

Fig. 8 — lllustration of combined reasoning.

3. ROUGH SETS

Rough Set Theory was invented by Zdzistaw
Pawlak to cope with limited perception of the
surrounding world. The theory is especially helpful
in dealing with vagueness and uncertainty in
decision situations. Its main purpose 1is the
“automated transformation of data into knowledge”
[18]. The data are perceived in terms of objects and
their features, i.e., values of the attributes used to
characterize these objects. The knowledge deduced
from these data is expressed in terms of surely and
possibly statements describing notions of interests.
More formally, such descriptions can be divided into
so-called lower and upper approximations of entire
notions. In the rest of this section, we describe a
qualitative procedure containing all steps needed to
form appropriate description of the concepts under
considerations.

3.1 EXPLANATION OF A NOTION OF A
ROUGH SET

First, let us illustrate intuitively a concept of a
rough set, comparing it to an ordinary set and a
fuzzy set, in a single dimension. Figure 9 shows
such an intuitive illustration. For an ordinary set, the
interval [A,B] in Figure 9, all its elements, that is,
real numbers from this interval (assuming X
represents a real axis), have values of their
membership function equal to 1.0.

For a fuzzy set, elements on the set boundaries,
that is, in the intervals [A,C] and [D,B], have values
of their membership function equal to a fraction, a
number from the interval [0.0, 1.0]. This means that
these elements only partially belong to the set, to the
extent specified by the value of a membership
function.

1.0
Ordinary set
>
A B X
14-r ¥ S
/" Fuzzyset  \_
: >
A C D B X!
1.8
‘ Rough set ‘
>
. Tl & D B X
Upper approximation
1.0
Rough set
>
A /C D\ B X

Lower approximation

Fig. 9 — Intuitive illustration of a rough set vs an
ordinary and a fuzzy set.

In contrast to the traditional concepts of a set,
whether ordinary or fuzzy, for a rough set one
cannot determine, even partially, the membership of
the elements on the set boundary. Therefore, the
value of the membership function for boundary
elements of a set is undetermined. A rough set can
only be described by its approximations, as
illustrated in the lower part of Figure 9.

To express these intuitive concepts a bit more
formally, we start from a relational database, i.e., a
table with rows corresponding to objects and
columns corresponding to the attributes. Each entry
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of the table represents attribute value of a
corresponding object (i.e., its feature). In rough set
formalism the database is considered as an
information system, i.e., a quadruple

IS=(U, A V,T),
where U = {u, ..., Uy} stands for a (usually finite)
set of objects,

A={ay, ..., an} is a set of attributes,

V=V,u...uV,,
where V; is the domain of i-th attribute, and

f.UxA->V
is a so-called information function providing the
description of objects, i.e., f(u;, a;) assigns a value of
j-th attribute to i-th object. The above mentioned
concepts are illustrated in Table 2, in which

U = {uy, Uz, U3, Ug, Us, Us, U7 Ug},

A= {al, ay, ag}, and

V=V, uV,u Vs = {Low, Med, High}

U {Min, Under, Over, Max} U {yes, no}.

Usually the set A is decomposed into two disjoint
subsets A = C U D and the attributes from C are
used to characterize objects and form so-called
condition attributes, while the attributes in D are so-
called decision attributes and they are used in
decision-making or classification tasks. An
information system with specified condition and
decision attributes is called decision table. For the
example in Table 2, attributes a; and a, could be
interpreted as condition attributes, that is, certain
parameters of an object, with values from the range
{Low, Med, High} and {Min, Under, Over, Max},
respectively, and attribute a; — as a decision
attribute, with values “yes” and “no.” Hence, Table
2 can be viewed as a decision table.

Table 2. Example of an information system

fUxA>V Attributes A
Objects U a; a, as
U Low Max yes
u, Low Min no
Uz Med Under no
Uy Med Under yes
Us High Over no
Us Low Over yes
Uy High Over no
Ug Low Min no

Because of the limited knowledge, we cannot
fully discern objects, i.e., there are such objects u, v
in U that f(u, ¢c) = f(v, ¢) for all the condition
attributes €. This fact leads to the notion of
indiscernibility relation E being in fact an
equivalence relation on U. For example, for the
information system in Table 2, objects U, and Ug are
indiscernible. So are objects Us and u-.

It appears that in many cases we can identify
proper subsets C' of C such that the indiscernibility

relation Ec: induced by the attributes in C' is identical
with the original relation E. Such sets of attributes
are called reducts. Existence of reducts proves that
not all of the attributes are necessary to form the
equivalence classes. In other words identifying
reducts allows more economic description of objects
as we need smaller number of descriptors (features)
to characterize these objects. Unfortunately, from a
computational point of view this is an NP-hard task.
No such reducts exist for the example shown in
Table 2.

3.2 DEFINITION OF A ROUGH SET

Now we are ready to introduce the key concepts
of rough set theory. Let B be a subset of the
condition attributes and let [v]g stand for an
equivalence class, i.e., a set of objects U in U with
identical description (narrowed to the set B) as the
object v. The subset X of U can be characterized
using information in B by means of so-called B-
lower and B-upper approximations defined as:

B(X)-={u e U|[uls =X}
B(X) ={ueU|[ulgn X=J}

(1a)
(1b)

The lower approximation of X is the collection of
objects which can be viewed surely as members of
the set X, while the upper approximation of X is the
collection of objects that possibly are members of X.
Obviously B(X)- = B(X)". If B(X)- = B(X)" we say
that X is B-definable and otherwise it is only
partially definable. The set BNg = B(X)" — B(X)« is
called a B-boundary region; it specifies the objects
that cannot be classified with certainty to be either
inside X, or outside X.

There are many grades of partial definability. We
say that the set X is:

e roughly B-definable
iff B(X)» # & and B(X)" = U,
e internally B-indefinable
iff B(X) =&, B(X)" = U,
e cxternally B-indefinable
iff B(X)« = @, B(X) = U,
e totally B-indefinable
iff B(X)- =@, B(X) = U.

Obviously, if B = C, i.e., the full set of condition
attributes is used, we omit the prefix B- in all above
definitions. In such a case, a set X is characterized
by the pair (X, X*) and we say that X is a rough set
(or B-rough set).

To illustrate these newly introduced concepts for
the information system in Table 2, let’s distinguish
between condition attributes a; and a,, and a
decision attribute a;. Values of a; and a,, can be
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interpreted as vague measurements (evaluations) of
certain parameters of a technical system, and a; can
be viewed as a decision (control) based on these
evaluations. Let the set B be the entire set of
condition attributes, C = B = {a;, a,}. If the
equivalence class [V]g is defined as

[VIs = { {U1}, {U2, Ug}, {U3, Us}, {Us, U7}, {Us} }

then the set X = { u| a;(X) = yes } has the following
approximations:

B(X)s = {u1, Us}
B(X) = {u, U3, Us, Us}

This determination can be also illustrated in the
table representing the information system under
consideration (Table 3).

Table 3. lllustration of lower and upper
approximations for a sample information system

. . Decision

f: UxA— V | Condition attributes C attribute D
Objects U ay Ay as

u; Low Max yes

u, Low Min no

Us Med Under no

Uy Med Under yes

Us High Under no

Us Low Over yes

Uy High Over no

Ug Low Min no

The set X for a decision variable’s value equal
“yes” has three corresponding objects, U;, Uy and Us.
Given values of the specific condition attributes B =
{a;, &}, two of these objects, U, and Ug, lead surely
to this decision value (yes). Thus, U; and Ug, form the
lower approximation of set X. This is illustrated with
heavy shading in Table 3. If, however, we take the
third object, U4, the values of its condition attributes,
{ a;=Med, a,=Under}, can produce two different
values of the decision attribute: “yes” for object Uy,
and “no” for object U;. Thus, objects with these
values of the condition attributes belong possibly to
the set X, which is illustrated with light shading in
Table 3. Obviously, objects in the non-shaded lines
do not belong to X.

To get a numerical characterization of the
“roughness” of a set X we introduce so-called
accuracy of approximation

o0 = [BOX)+| / [BX)'| )
where the symbol |Y| stands for the cardinality of the

set Y. X is said to be crisp (or precise) with respect to
the set of attributes B if and only if agx) = 1, and

otherwise X is said to be rough (or vague) with
respect to B.

Another characterization of the set of objects can
be obtained by introducing so-called rough
membership function pgx : U — [0,1] defined as
follows

uex(U) = [[u]ls ™ X| / [[u]s| 3)

With such a definition a relationship between
rough and fuzzy sets theory is established. More
particularly, pugx(U) determines the degree in which
object u described by the set B of attributes belongs
to the concept (equivalence class) X. Further, we can
relax the definitions of the lower and upper
approximation, namely

By(X): = {u € Ulngx(x) > B}
By(X)" = {U & Uluax(9) > 1B}

(4a)
(4b)

where 0 < B < 1. If B = 1 we obtain original
definitions (1a) and (1b).

3.3 ROUGH RULES

In practical applications of interest are the sets of
objects with identical set of decision attributes, that
is, we define X as the set of objects satisfying the
equality f(x;, d) = f(xp, d) for all attributes d in D. If
D is, for example, a set of diseases then X is a set of
persons suffering on a particular disease, and the
equivalence classes [X]g contain patients with
identical symptoms (restricted to the set B). Hence,
it is natural to find such condition attributes which
can be used to discriminate between different
diseases. This leads us to the practical aspects of
rough set theory: rough rules.

More formally, given an information system IS =
(U, A, V, f) and a subset B — A we start from the set
of atomic formulae, called also descriptors, being
expressions of the form a =v, wherea € Band v €
V,. Next, we define the set of all possible formulae
F(B,V) containing all atomic formulae and being
closed with respect to the logical connectives: —
(negation), A (conjunction) and v (disjunction).

If @ is an atomic formula of the form a = v, then
its meaning (semantics) is as follows:

ol = {u e U|f(ua)=v}

If ¢ is a compound formula then
=l = U\ lell,
loAe'[| = [loll M l¢’l], and
oVl = ol © fle’]-
Now a decision rule is any expression of the form
¢=(d=V),

where d is a decision attribute; the formula ¢ is said
to be predecessor (or ancestor) of the rule and the
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formula (d = v) — its successor (or consequent). We
say that the decision rule:
o= ([d=V)
is true in the information system IS, if
loll < ll(d = V)|| and [|g|| # &.
Deeper classification of the rules is given in [36].

For instance the rule

ri: (a; = Low) & (ap = Max) = (a; = yes)
is true in the information system from Table 3, while
the rule

r: (a; = Med) A (a; = Under) = (a; = yes)
is only partly true because

(@1 = Med) A (a; = Under)|| = {Us, Us}
and [|(a;s = yes)|| = {Ui, Us, Us};

thus ||(&; = Med) A (a; = Under)|| « |[(as = yes)||.
Detailed remarks on inducing rules from information
systems can be found, for example, in [37].

To characterize the rules numerically, a number
of measures can be introduced; support and
confidence are most popular. The former is defined
as the number of objects satisfying both predecessor
and successor, while the latter as the conditional
probability that the consequent is satisfied provided
the ancestor is satisfied. In case of rule r; its support,
sup(r,) = 1, and its confidence, conf(r,) = Y.

The already mentioned process of
“transformation of data into knowledge” translates
now into refining the dependencies between sets of
attributes. Intuitively, if C and D are two sets of
attributes, we say that D depends totally on C, if all
values of the attributes from D are uniquely
determined by values of attributes from C. This is
functional dependency known from database theory.

Rough set theory enables relaxing this definition
by introducing a dependency in a degree k € (0, 1].
An interested reader is referred to [19] and [38] for
details. There are at least two successful computer
programs allowing rough data analysis: Rosetta [39]
downloadable from the following website:
http://rosetta.lcb.uu.se/general/ and LERS [40].

Finally if a new object is introduced into the data
set with the attribute value missing, one could
attempt to determine this value by using the
previously generated rules. This is explained in the
next section.

3.4 HANDLING THE MISSING VALUE IN A
ROUGH SET

Grzymala-Busse describes several algorithms of
dealing with missing values in information systems,
based on three types of such values [41]:

e those which are lost and no longer available
e totally irrelevant values, and
e partially relevant values.
They are marked in Table 4, using the following

symbols: a question mark “?” for not available
values, an asterisk “*” for irrelevant values, and a
dash ““-* for partially relevant values.

Table 4. Information system with some missing

values
. . Decision

f: UxA— V | Condition attributes C attribute D
Objects U a a, ag

Uy ? Max yes

u, Low Min no

Us Med Under no

Uy - Under yes

Us High Over no

Us Low Over yes

Uz High Over no

Ug Low * no

To calculate the approximations, one has to start
with the meaning of the atomic formulas in a given
information system. For the information system in
Table 2, these meanings, called also blocks in [41]
are as follows:

llar=Low]| = { uy, Uy, U, Us }
llar=Med|| = { us, us }
lla;=High|| = { us, u7 }
l[a2=Minl| = { s, us }
lla2=Under]| = { us, Us }
lla2= Over|| = { Us, U, U7 }
8 =Max|| = { uy }

These sets have to be modified for an information
system with missing values in Table 4, as follows.
For the missing value of the attribute a;, which is not
available for object u; and marked “?”, object u; has
to be removed from all blocks created for this
attribute, that is, block ||a; = Low|| will change to:

||a1 = LOWH = { Uy, Ug, Ug }

with two other blocks for a; remaining unchanged,
because they do not include objects with lost value
of a;.

For the missing value of the attribute a,, which is
irrelevant and marked “*”, its corresponding object,
Ug, has to be included in blocks for all values of this
attribute, which will lead to the following
modifications:

lla2=Minl| = { u, us }

lla;= Under]| = { U3, U4, Us }
lla;= Over|| = { Us, U, Uy, Us }
la;=Max|| = { uy, Ug }

Finally, for the missing value of the attribute a,,
which is marked “-”, as partially relevant, respective
object Uy has to be added to the blocks containing

22




Andrew J. Kornecki, Slawomit T. Wierzchon, Janusz Zalewski / Computing, 2013, Vol. 12, Issue 1, 15-30

objects corresponding to the decision attribute’s
value the same as the value of this decision attribute
for the partially relevant value. In case of Table 4,
the partially relevant value of attribute a, for object
us corresponds to the decision attribute’s value
“yes”. Thus, this attribute’s value is relevant to this
particular decision attribute, and this is the meaning
of the term “partially relevant”. Two other objects
exist, which have “yes” as their decision attribute’s
value: uU;, whose value of attribute @, is unavailable,
so we drop it from consideration, and Us, whose
value of @, equals Low; therefore u, has to be added
to the block, which contains a; = Low, because it is
partially relevant to corresponding decision attribute.

So the final list of blocks looks as follows:

|la; = Low]| = { U,, U4, Ug, Ug }

a1 =Med]|| = { us, Us }

llai=Highl| = { us, u7 }

|82= Min|| = { uy, Us }

||32: UnderH = { Ui, Ug, Ug }

l[a2= Over]| = { Us, Ug, U7, Us }

a2 = Max|| = { uj, Us }

Because of the limited length of this paper, we
can only mention here that for further computations
the so called characteristic sets have to be
calculated, for each object, which is done as follows:

1) The characteristic set K of an object is defined
as an intersection of blocks for specific values
of the attributes for this object.

2) If the value of an attribute is irrelevant or
unavailable “?”, then the entire universe U is
taken as a corresponding block for this
attribute.

3) If the value of an attribute is partially relevant
“-*, then for this specific block it is substituted
by a union of blocks representing particular
values of the attributes for the corresponding
decision attribute’s value.

A more formal presentation of these concepts,
with respective algorithms, is given in [41]. Below
we present the computation of characteristic sets for
the list of blocks corresponding to Table 4.

I3 31}

Kau=Un{u,ug} ={ U, Ug }
Kuz = { Uy, Uy, Ug, Ug } M { Uy, Ug } = { Uy, Ug }
Kuys={Us Us } N {Us, Uy, Ug } ={Us Uy }
Ku4:{U2, Uy, Ug, Ug}ﬁ{U3, Uy, Ug} :{U4, Ug}
KUSZ{U5,U7}ﬁ{U5,U6,U7,Ug} :{Us,U7}
Kus = { Uy, U4, Ug, Ug } M { Us, Ug, U7, Ug } = { Ug, Ug }
Kuy7={ Us, U7 } N { Us, Ug, U7, Ug } ={ Us, Us }
Kug = { Uy, U4, Ug, Ug } NU = { Uy, Uy, U, Ug }

As explained in [41], computation of lower and
upper approximations, depends on their definitions.
The author presents three such definitions and for

one of them:

B(X)« = { U1, Us, Us, Us }
B(X) = { U1, Uz, Ug, Ug, Us }

The interpretation of this result is such that the
missing values cause broadening of the potential
span for the lower approximation, because they have
to be inferred from the rest of the set. The upper
approximation can change either way, because the
missing values change the entire structure of a set.

4. COMBINATION OF BBN'S WITH
ROUGH SETS

This section describes several examples and two
case studies related to Bayesian networks and rough
sets. First, we give a background on applying
Bayesian networks to software quality evaluation.
Next, we discuss a case study on the assessment and
qualification of software tools for real-time safety-
critical systems. Finally, we present a method for
combining Bayesian networks and rough sets in
decision making under uncertainty, and discuss the
operation of two public domain tools, assisting in
real-time decision making.

4.1 USE OF BBN'S FOR SOFTWARE
QUALITY EVALUATION

In recent years, these authors have dealt with
various aspects of assessing software quality in real-
time safety-critical applications [42-44]. The basic
idea to apply Bayesian networks in such problems
comes from multiple previous attempts to assess
various software properties in critical applications,
which are briefly outlined below.

A. Application of BBN’s to Assess Software
Quality. In one of the first studies reported [45], the
authors addressed the eternal question: “Can we
predict the quality of our software before we can use
it?”, by applying BBN’s to assess the defect density
as a measure of software quality. A simplified
diagram from their study is presented in Figure 10.
The nodes were built based on the understanding of
life-cycle processes, from requirements specification
through testing.

The probabilities of respective states were based
on the analysis of literature and common-sense
assumptions about the relations between variables.
The node variables are shown on histograms of the
predictions obtained by execution of the network
after the evidence entered (the evidence is
represented by nodes with probabilities equal to 1.0).
As the authors say, the advantage of their model is
that it “provides a way of simulating different events
and identifying optimum courses of action based on
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uncertain knowledge.”
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Fig. 10 — Simplified BBN for assessing software fault
density [45].

B. Use of BBN’s in Assessment of Software
Safety. Gran et al. [46] applied BBN’s to address
safety assessment of software for acceptance
purposes, in a more comprehensive way, using
multiple information sources, such as complexity,
testing, user experience, system quality, etc.

Their BBN network for system quality, which is
only a part of the entire model, is shown in Figure
11. Tt involves two root nodes: UserExperience and
VendorQuality, and a number of leaf nodes,
corresponding to observable variables, of which
QualityMeasures is of particular importance. This
node shows evidence about the system quality,
grouping quality attributes, such as readability,
structuredness, etc., and can be expanded further.

NoOfProducts TotalUseTime QualityCtrIDocs
LT10 31.0 LT100hrs 31.0 None 27.7
Between  38.0 pmmm Between 38.0 p—— Partial 36.6 p——
GT100 31.0 GT10000hrs ~ 31.0 Complete  35.6 jmmm
UserExperience QAstandards QualityControl
Low 30.0 None 31.3 Stict 445
Medium 40,0 jmmm Generic ~ 34.6 Ty 5:
High 30.0 jm Detailed  34.1 jmmm OUSY] :
FailuresinOtherProducts QApolicy VendorQuality
Low 29.9 Bad 34.8 pu—m lq—] Low 25.0 pum
Medium 28.7 Acceptable  37.0 Medium  50.0 =
High 41.5 p— Excellent 28.2 High 25.0
VendorPedigree SystemQuality DevelopmentQuality
Lousy 34.8 jmmm Low 43.8 jm—— < Bad 34.8 jum—m
Average bl 37.0 :' Medium  28.4 Acceptable  37.0 =
Reasonable 28.2 High 27.8 i Excellent  28.2 jum
QualityMeasure Documentation
LTzeroPTone 40.7 p—— Bad 41,3 —
Between 29.9 Acceptable  30.8
GTzeroPTeight  29.4 jmm Excellent 27.9 i

Fig. 11 — BBN for the system quality in safety
assessment [46]

Other observable variables include

FailuresInOtherProducts, those related to the user
experience (NoOfProducts and TotalUseTime), as
well as those related to quality assurance policy.
When evidence becomes available, entering
respective observation data into these nodes and
executing the network provides assessment of the
variable in question, which in this case is
SystemQuality.

The authors note, however, that their example is
intended more as an illustration of the method rather
than as a real attempt to compute the quality of the
system. Their probability assignments to the node
variables were chosen somewhat ad hoc, and not
based on any deeper analysis of the problem.
However, as the authors say in conclusion, the
results of the study were positive and showed “that
the method reflects the way of an assessor’s thinking
during the assessment process.”

C. BBN’s in Dependability and Reliability
Assessment. [47] used BBNs to formalize reasoning
about software dependability to facilitate the
software assessment process. They constructed a
network for evaluating dependability of a software-
based safety system. It used the data associated with
two primary assumptions: the excellence in
development (called a process argument) and
failure-free statistical testing (called a product
argument). The network topology includes taking
into consideration variables such as: Test Failures,
Operational Failures, Initial Faults, Faults Found,
Faults Delivered, and System PFD (Probability of
Failure per Demand). The probability distributions
have been derived from a sample of programs from
an academic experiment.

The authors were interested in estimating the
probabilities of failure during acceptance testing and
during the operational life of the product
(represented by two variables mentioned in previous
paragraph), given the prior probabilities and
observed events. In particular, positive results of an
acceptance test allowed deriving numerical estimates
about the PFD and operational performance of the
product.

Helminen [13] used BBN’s to attack the problem
of software reliability estimation. His primary
motivation to apply BBN’s was that they allow all
possible evidence (large number of variables,
different potential sources, etc.) to be used in the
analysis of the reliability of a programmable safety-
critical system. The essential characteristic of such
systems is that they involve a significant number of
variables related to reliability, with very limited
evidence.

The reliability of such systems is modeled as a
probability of failure, that is, the probability that the
programmable system fails when it is required to
operate correctly. To develop an estimate of
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probability of failure, the authors built a series of
BBN models, using evidence from such sources, as
the system development process, system design
features, and pre-testing, before the system is
deployed. This is later enhanced by data from testing
and operational experience.

The essential part of this work was building BBN
models for various operational profiles for multiple
test cycles, involving continuous probability
distributions. As a result, using BUGS software that
combines Bayesian inference with Gibbs sampling,
via Markov chain Monte Carlo (MCMC) simulation,
it was possible to estimate, how many tests had to be
run for a single system in a particular operational
environment to achieve certain level of reliability.
To decrease the huge number of necessary tests,
multiple operational profiles for the same system
were used, which required building replicated BBN
models to include other profiles’ evidence. In
essence, by expanding the BBN models further, this
approach also allows reliability estimation over the
entire lifespan of the software product, but
respective experiments have not been conducted in
this study.

4.2 CASE STUDY IN SOFTWARE TOOL
EVALUATION

To test the applicability of BBNs in software
assessment, we applied this technique to evaluate the
software development tools used in real-time safety
critical applications in avionics. The data for the
project were taken from experiments described in
detail elsewhere [43,48]. The experiments involved
applying a number of specific criteria, including:
efficiency of the generated code, to conduct forward
evaluation regarding the quality of code, and
traceability, to allow backward evaluation regarding
the tool capability of maintaining the right
requirements. To evaluate the tool during its
operation from perspective of the functions it
provides and the ease of use, two additional criteria
seemed to be appropriate: functionality and usability.
The exact process of choosing the criteria is
described in [48]. For criteria selected that way, a
series of experiments were conducted, with six
industry-strength  tools applied to embedded
software development. The above mentioned criteria
were quantified using the following measures:

o Efficiency measured as code size (in LOC)

e Usability measured as development effort (in
hours)

e Functionality measured via the questionnaire
(on a 0-5 points scale)

e Traceability measured by manual tracking (in
number of defects).

Data for some measures were collected in
multiple aspects, for example, data involving the

development effort were divided into four
categories: preparation, modeling and code
generation, measurements, and postmortem

(including report writing). Details of the software
requirements and actual experimental results are
discussed in [43].

Product
Quality

Fig. 12 — High-level BBN model for software tool
evaluation.

Based on the adopted model of the tool
evaluation process, and the results of experiments
with the selected evaluation criteria outlined above,
our high-level model of a BBN for tool assessment
is illustrated in Figure 12. Its primary assumptions
are that the tool assessment process should involve
the following mutually interrelated factors:

a) development of the tool itself (including the
process, vendor quality and reputation, their quality
assessment procedures, etc.),

b) the tool wuse (including experimental
evaluation based on predefined criteria, but also
previous user experiences with this tool, etc.)

c¢) quality of the products developed with this
tool, based on product execution, static code
analysis, etc.

Based on the results of this analysis and other
acceptance procedures (such as, legal aspects,
independent experts opinions, etc.), the tool
qualification process can be completed, as reflected
in a BBN in Figure 13. Because of the limited data
obtainable from experiments, we only deal with
ToolUse part of the diagram in Figure 12. The logic
of the BBN is similar to the ones reported in [14],
where they had no real probability data, and [46],
where the conditional probability values “were
estimated based on judgments in a brainstorming
activity among the project participants.”

For the experimentally collected data for six
tools, nicknamed L, M, N, O, P and Q, a sample tool
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assessment BBN is shown in Figure 13 for a tool,
which is likely to pass the qualification process with
80% confidence at the level MediumToHigh or
High.
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Fig. 13 — BBN to assess numerically quality of tool L.

4.3 REAL-TIME APPLICATION: THE
AUSTRALIAN NAVY EXERCISE

As visible from previous examples, the principle
of using a BBN for reasoning under uncertainty is
that when the evidence about the state of one of the
nodes (variables) becomes available, the rest of the
network is also updated according to the conditional
probability tables and dependency relations among
the nodes. However, an updating process becomes a
problem, if the new evidence is distorted or missing.
This situation does not look that difficult in off-line
computations, such as those discussed in subsections
above, because one can do additional experiments
and wait for the data when they will become
complete. But if one wants to use BBN’s for
situation assessment in real time, when missing or
distorted data come into play, as in circumstances
such as sensor noise or sensor failure, especially
over extended period of time, then the value of
Bayesian reasoning may become problematic.

In general, this issue comes into play when there
is no information on certain behavior or some
information previously available becomes scarce or
unavailable. Then using a rough set theory can help
filling the gap caused by such circumstances. To
illustrate this concept, we present a case study of the
Australian Naval Exercise [49].

In this case study, there are two naval military
forces called Blue and Orange that are hostile
towards each other, and a country that the Orange
forces obtain fuel supplies from and the Blue forces
treat as neutral. The Blue forces have
communications and surveillance facilities that the
Orange forces want to destroy. Blue have set up a
restricted area that contains the communication
facilities and will consider any military activity or
transportation of supplies hostile. Orange have a
supply route that passes through the restricted area
that it wants to defend.

Blue monitor the restricted area via sensors and
reconnaissance. Orange vessels that are likely to be
detected are Guided Missile Frigates (FFG in Figure
14), Free Mantle Class Patrol Boards (FCPB), and
Communication vessels. Oil Tankers from the
neutral country can also be detected. The position,
mobility, and communications activity of the vessel
are also recorded to try to determine the intent of the
Orange forces.

The Bayesian network in Figure 14 is used to try
to determine what the intentions of the Orange
forces are and how to respond to it by entering the
findings from the sensors and reconnaissance into
the appropriate nodes. In essence, based on this
information entered into the bottom nodes, the
Bayesian network recalculates the variables in all
other nodes, and the value of a variable in node
BlueCOA makes a suggestion to the decision maker,
what would be the most appropriate Course of
Action (COA) at any given time.

The situation is more complicated when some of
the sensor or reconnaissance data are missing, for
example, due to a sensor failure or temporary or
permanent unavailability of the reconnaissance. The
BBN, which does the calculations, still expects
receiving new data, because the command unit has
to assess the situation and make respective decisions
in real time. Even though the BBN can still operate,
the missing data make its assessments less and less
accurate when the time progresses.

In such case, we try to employ a rough set theory,
particularly in its part dealing with the missing
values. The essential idea is as follows. If we treat
specific variables from the BBN network as
attributes of the information system (rough set), with
one of them being the decision attribute and all
remaining ones — condition attributes, then we can
determine (with some level of accuracy) the missing
values of the attributes, using the reasoning
presented briefly in the section on rough sets and
described in more detail in [41]. In plain language,
this would be equivalent to deriving the approximate
value of a certain variable based on the context
information. A sample of a respective information
system is illustrated in Figure 15, for the Australian
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Naval Exercise, using a rough set tool Rosetta [39].
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Fig. 14 — Sample BBN for an Australian Naval Exercise
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Fig. 15 — Sample information system in Rosetta for an Australian Naval Exercise

All fourteen nodes from the Bayesian network
are mapped onto attributes of an information system.
In each time instant, depending on the frequency of
measurements in the decision making process, a new
case (an object with fourteen attributes) is created.
The values of respective attributes may be obtained
directly by the measurement process, or from a BBN
if necessary. For example, the first attribute in
Figure 15, SensorMobilityInt, corresponds to the
node of the same name in the BBN in Figure 14, and
has a value of RapidParallel. If some measurements
are missing, this is illustrated by an asterisk in
Figure 15.

The operation of software tools to conduct this
process in real time is illustrated in Figure 16, with
evidence meaning the new sensor measurements or

reconnaissance data. Such process can be easily
automated with existing tools, since a Netica version
exists that has a Java API and can read cases from a
text file. In turn, Rosetta, which also has a command
language interface, can export its tables as text files
to be grabbed by Netica. With a converter software
reading Rosetta files, making respective adjustments
if some data are missing, and transforming them to
the Netica format, the whole system shown in Figure
16 can operate smoothly and enhance the decision
making process in real time.
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evidence
BBN Data —| Rough Sets
(Netica) File [ (Rosetta)

Fig. 16 — Real-Time operation of a BBN tool with a
rough set tool.

5. SUMMARY AND CONCLUSION

This paper discussed basic concepts of Bayesian
belief networks and rough sets, and showed how
they can be combined to enhance the process of
reasoning under uncertainty in case of missing
values of certain attributes of objects. Bayesian
networks and rough sets are individually very
adequate tools to solve computational problems with
insufficient information and reason about
uncertainty. The use of rough sets helps making
BBN’s more valuable in case of the occasional lack
of evidence. It becomes particularly important, when
BBN'’s are used in applications such as real-time
decision making or active safety diagnostics, with
information being supplied to the nodes during
operation. In such cases, losing the source of
information for one of the BBN nodes impairs the
inference process in the next steps. Using rough set
reasoning helps in keeping the BBN in good
standing, disregarding the lost source of information.

This logic of this process is very similar to the
use of a Kalman filter [50], when the information
about the system is updated based on its previous
behavior. However, in case of rough sets the
information does not have a statistical nature, as in
the case of Kalman filtering. Comparing the
concepts outlined in this article with the operation of
a Kalman filter would be a good topic for further
study.

There are several important questions still to be
addressed. For example, to apply this method in
practice, one would need to know how
computationally intensive are the rough set
calculations? It seems that for typical applications of
Bayesian belief networks, which are used in decision
support systems, the deadlines for completing the
computations are most likely in the order of minutes
or hours, so this issue should not cause problems.
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ONTUMAJIbHUA CUHTE3 3BOPOTHMUX KBAHTOBUX CYMATOPIB 3
AOMNOMOIoo rEHETUHHUX ANNTOPUTMIB

Bitanin [Jenobyk, loH Npuuky

Kagenpa koM’ 10TepHUX CHCTEM Ta MEpEXK, (haKyIbTET KOMIT FOTEPHUX HayK, UepHiBEeIbKHH HALlIOHATLHUN
yuiBepcuteT iMm. FOpist @enpkoBuua, Byi. Komrooduncekoro 2, 58012, Yepnisii, YkpaiHa,
e-mail: v.deibuk@chnu.edu.ua, ion_grytsku@mail.ru

Pe3tome: V pobomi 3anpononosano Hoguil cnocio KOOy8aHHs XpOMOCOM Y 2EHEMUUHOMY AN20PUMMI Ol MOOENI0BANHS
cXxem 360POMHUX NOGHUX OOHOPO3PAOHUX CYyMamopis 3 yyHKyicto mpanzumy y oasuci enemenmie @pedkina. Ompumani
3 00NOMO20I0 MAK020 NIOX00Y CXeMu MAawms Kpawji napamempu 3ampuMKy ma KilbKocmi 3atieux 8uxooig(6xodis)
NOPIGHAHO 3 BIOOMUMU AHANO2AMU, WO OEMOHCIMPYE ePeKMUBHICIb MA 3ACMOCOBHICIb MAK020 NIOX00).

Kuo4oBi ciioBa: cenemuuni areopummu, e8oMoYilHa eneKMponiKa, 360pomui cymamopu, eremenm DOpeoxina.

OPTIMAL SYNTHESIS OF REVERSIBLE QUANTUM SUMMATORS
USING GENETIC ALGORITHM

Vitaly Deibuk, lon Grytsku

Computer systems and networks department of Chernivtsi National University, 2 Kotsubyns’kogo str., 58012,
Chernivtsi, Ukraine, e-mail v.deibuk@chnu.edu.ua, ion_grytsku@mail.ru

Abstract: The paper suggests a new way of chromosome coding in a genetic algorithm for simulation of reversible one-
bit full summators with propagate function in Fredkin basis. The circuits obtained with the use of such an approach
demonstrate better delay parameters and better number of inputs/outputs compared with the known analogs. It confirms
the effectiveness and applicability of the proposed approach.

Keywords: genetic algorithm, evolutionary electronics, reversible full adder, Fredkin gate.

1. BCTYN

3pocTaHHs  CTYNEHS  IHTerpauii  Cy4YacHHX
MIKPOEJICKTPOHHAX TIPUCTPOIB, MABHINEHHA iX
CKJIaJJHOCTI BeAe O TOTO, IO MUTAaHHS 3aTPUMKH,
PO3CisTHHSI TIOTY>KHOCTI Ta pO3MIpiB CTalOTh YW HE
HaWBaXJINBIIINMU UISIMH KOMIT FOTepHOT
cxeMoTexHiku. [Ipyu 1[bOMy MiTBHOHM BEHTHWIIB, SIKi
BUKOHYIOTh JIOTi4HI omepauii B KOMIT IOTepax, €
HE3BOPOTHUMHU. T0oOTO, KOXKHOTO pa3y BHUKOHAHHS
JOTiYHOT omepamii MpUBOAWTH 1O BTpatu abo
CTHpaHHS JEAKOl YacTHHU BXimHOi iHdopmamii, sxa
pPO3CIIOEThCS Y BUTISAL  TerwioBoi eHeprii. s
HE3BOPOTHOI  JIOTIKM  KOXEH ©OiT  BTpadeHOl
iHpopmanii BunpomiHioe k7In2 [k TeruioBoi
eHeprii, ne k — nocriitna bonpmana, 7 — abcomoTHa
temrreparypa [1]. [Ipu kiMHaTHHX TemIeparypax Ha
rirareplioBUX 4acToTax Cy4acHHX MpOIIECOpiB, IO

MICTSTh COTHI THCSY TPaH3UCTOPIB, PO3CIIOBaHA
eHeprisi HaONMWKaeThCs 1O Kutbkox Br, mo €

HaciHigkoM BTpatm iHpopmamii 1 Beme IO
BUHUKHEHHsS  IIOMWJIOK Yy  pO3paxyHKax Ta
3MEHIIICHHS  4YacOBOTO  PECypcy  MIKPOCXEM.

Bupimienns nwmx mnpoOneM IeXHTh Y IUIOMIKHI
BHKOPHUCTAHHS HOBHUX PEBOJIOMIHHAX TEXHOJOTIH,
AKI  CIOPOMOXKHI  KapJMHAIbHO 3MCHIIUTH  SIK
CIOKUBAHY TOTYXKHICTh, TaK 1 PO3CISHHS TEIIOBOI
SHepTii B KOMII' FOTEPHUX CHCTEMaX.

Bnamoio ampTepHaTHBOIO B LbOMY IHTaHHI
MOYKHAa BB@)KATH BUKOPHCTaHHS 3BOPOTHOI JIOTIKH,
SKa OCTaHHIM YacOM JIOCHUTH IIBHJIKO PO3BHBAETHCS
[2,3], oOCKiNmbKM 3HaXOIWTh 3aCTOCYBaHHA Yy
PI3HOMaHITHUX OO0JIACTSX, TaKUX SK KBAaHTOBUU
KOMITI'FOTHHT, HaHOTeXHoJorii, OioiHpopmaruka,
ONTHUYHUHA KOMIT IOTHHT TOIIO, JIe, TIOPST 3 iHIITHMH,
BRXIMBOIO yMOBOIO € EKCTpeMaJbHO HH3BKE
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po3CisiHHS ~ Temia. MOXKIMBICTE  BHKOPHUCTAHHS
3BOPOTHUX JIOTIYHUX OIepaliif, sKi He 3HHUIIYIOThH
BXiIHY iHQoOpMalilo, TEOpPeTUYHO HE BeAe [0
PO3CisiHHSI €Heprii B cHUCTeMax, IO iX peati3yroTh.
3BOPOTHUMH € Kojla (BEHTWIi), B SIKHX BEKTOD
BXIJJHUX CTaHIB 3aBXKJ¥ MO’KHA BiTHOBUTH 3 BEKTOpa
BHUXiHUX cTaHiB. Po3pobmi mudpoBux 3BOpOTHHX
TIPUCTPOIB MIPUCBSICHA BEITNKA KUTBKICTh
JIOCIIIKEHD [2-6], K1 OXOILIIOIOTh SIK
CXEMOTEXHIYHNH, Tak i (izmuHuil acmekrn. OgHAK
Ha ChOTOHI pobemMa 3HaXOHKEHHS ONTHMAaIBFHOTO
IU3aiiHy TakuX WPUCTPOIB 1€ HE pPO3B’A3aHa 3
MPaKTUYHOI TOUKH 30Dy [2].

Omnepariiss g07aBaHHA € OJHIEI0 3 0a30BUX
omeparlif, a CcyMaTOpd HaJleX,aTh M0 HAWOLIBII
(hyHIaMeHTaTBbHIX KOMITOHCHTIB JOBUTEHOTO
uugpoBoro mporecopa. CXeMOTeXHiKa 3BOPOTHHX
CyMaTOpiB 3 Pi3HUM THIIOM TICPCHECEHHS BUMAarae
PO3POOKH  TMOBHHMX  OIHOPO3PSAHUX  3BOPOTHUX
cymaropiB [7], sKi 'y BUNAIKy KBaHTOBOTO
KOMIT FOTHHTY MarOTh psn ocoOyimBocTei. [lutamms
ONTUMAJBHOTO  CHHTE3y  3BOPOTHHUX  IMOBHHX
OJTHOPO3PSTHUX CYMATOPIB JJIsi KBAaHTOBUX MEPEK
MOXke OyTH pO3B’s3aHe 3 JOTIOMOTOK Pi3HHX
CTpAaTeTii eBOOIIHHOI eTeKTPOHIKH [8,9].

I'eHeTHYHI aNrOPUTMH HAJIEKATh J0 aalTHBHUX
MeTa-eBPUCTHYHUX ANTOPUTMIB MOIITYKY
OTNITEMAJIEHOTO PO3B’S3KY Pi3HOTO pOAy MpobdieM Ha
OCHOBI CBOJIIOIIINHOI el mpupomHOi cenekiii Ta
reHeTUKU. BOHU BUKOPHCTOBYIOTH 1HTEICKTYaIbHUN
BHITQJKOBUIA TONIYK JUISI BHUPIINICHHS MPOOIeMHU
ONTUMI3alii y BEJIMKUX TPOCTOpax CTaHIB 3a
OaratbMa  KputepismMu.  Inmei  BHKOpHCTaHHS
TeHeTUYHUX AITOPUTMIB 10 CHHTE3y KBaHTOBHX
MepeX JACTATLHO PO3TIIIHYTI B poOoTi [10] 1 HaOymm
MOJIANIBIIOT0 PO3BUTKY. OHAK OiIBIIICTh MiIXOIIB
OCHOBaHI Ha BHUKOPUCTaHHI 0a3Wcy KBaHTOBHX
npumitueis (NOT, CNOT, V, V' 1a in.), B sKOMY

CHHTE30BaHI IesIKi KOMOIHAIIH] 3BOPOTHI
npuctpoi[9].

VY maHiif poOOTi 3aIPOMIOHOBAHO BIOCKOHAIECHUH
MIXig 0 CHHTE3Y KBAHTOBHX  3BOPOTHHX
KOMOIHAIHUX TPUCTPOIB, LIO TIPYHTYETHbCA Ha
BUKOPUCTAHHI TEHETHYHHUX AalrOpuTMiB. Takwuii
MIXig 70  3BOPOTHOTO  JIOTIYHOTO  CHHTE3Y

NOB’SI3aHUK 3 HEOOXIJHICTIO BpaxyBaHHA KUIBKOX
JIOJTATKOBUX YMOB, a caMe, 3a00poHa PO3TaryKeHHS
3a BXOJOM Ta BHXOIIOM (Teopema Ipo 3a00poHy
kjoHyBaHHs [1]) Ta 3a00poHa 0OepHEHUX 3B’S3KIB,
TOOTO IOjaya BHUXIAHUX CHUTHAIIB  JOTIYHHX
eJIEMEHTIB Ha 1X BXoou. B sAkocti 0a30BHUX
€JIEMCHTIB TIPH CHHTE31 MOBHOTO OTHOPO3PSIHOTO
3BOPOTHOTO CcyMaTopa 3 (YHKII€ TpaH3HTY
BUKOPHUCTAHO elieMeHT Dpekina.

2. MOBHUI OQHOPO3PSAOHMI
3BOPOTHMI CYMATOP

CyMaropu € ONHMMH 3 OCHOBHUX OJIOKIB, SKi
BXOJIITh 1O CKJIaQy OUIBIIOCTI OOYHMCIIOBATBHHUX
npucTpoiB. OnucaHi Buie HeoOXiHI 3MiHH y JOTili
KBaHTOBUX OOYHWCIIEHh BHMAararmTh BiAIOBITHIX
3MiH y peai3allii cymMaTopiB K Ha JIOT1YHOMY, TaK i
Ha (isuyHOMY piBHi. B sikocTi Ga3sMCHUX JNOTiYHHX
€JIEMEHTIB MOJKHA BUOpaTH 3BOPOTHI
¢dbyHKIiOHATBPHO  TOBHI  eneMmeHTH — Toddoni,
®penxina, [lepeca ta iH. [1,9], ki CXEeMOTEXHIYHO
nmo0pe BilmpanboBaHi Ha PiBHI MPUMITHBIB.

PosrnssHemMmo  KOpPOTKO  JIOTIKYy ~ OCHOBHHX
3BOPOTHUX e€JIeMeHTiB. J[BOKyOITOBHH e€JIeMEHT
Ocitumana (CNOT-Bentuns, kouTponsoBaHe HE)
MOKe OyTH OITMCAHUN BUPA30M:

(4,B)= (P,0)=(4,4A®B).

e o3magae, mo BUXiTHUN OIT P IOBTOPIOE
BXiIHUH (KOHTpoIoounii) 0it A, a Ha BuxoAi Q
dopmyetbess curHan A @D B, ne momaBaHHSA UIA
BXIZIHUX OITIB BHUKOHYEThCS 3a MOIyJieM 2.
Oueuano, mo nmpu A =0 Ha KOHTPOJILOBAHOMY

Buxogi Q=B, a npud=1 ua suxoni Q=B .
I'padiune mo3nauenns enementra Qeiitnmana (FG)
HaBeneHo Ha Puc. 1.

- P=A
FG
— Q=A@B

Puc. 1 — Enement ®eiftHMaHa

TpuxybitoBuii enemenr Toddom (CCNOT -
nBivi koHTponboBaHe HE), 300paxenuit Ha Puc. 2,
BUKOHY€E (QYHKIIIO:

(4,B,C)= (P,Q,R)=(4,B,AB®C).

Lleit enemeHT € yHiBepcaJlbHUM, TOOTO 3 HOTro
JIOTIOMOTOI0 MOJKHAa OTPHUMAaTH OBUIBHY JIOTiUHY
¢yHKIIf0, OJTHaK BiH HE 30epirae napHicts (AGBOC
# POO®R).

A - P=A
B— TG | — Q=B
c— - R =AB®C

Puc. 2 — Eaement Toddouri

TpukyOiToBuii 3BopoTHHH enemeHT llepeca, sk
BUaHO 3 Pmc. 3, moemnye ¢yHKIil eneMeHTIB
Oetinmana i Toddoui:
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(4,B,C)= (P,O,R)=(4,A®B,AB®C).

Xoua BiH He 30epirae mapHICTh, OJHAaK Mae
HalMEHIITY KBAaHTOBY BapTICTh (KITBKICTD
HEOOXIIHUX Il IOOYAOBU NPHUMITHBIB) cepel] ycixX
TPUKYOITOBHX KBaHTOBHX €JIEMEHTIB, €
yHIBEpCaJIbHHM, a TOMY 3HAHIIOB  IIMPOKE
BUKOPHUCTAaHHS B KOMOIHAIIMHUX 3BOPOTHHUX CXeMax
[4]. 3okpema, KBaHTOBa BapTiCTh CIEMCHTA
Oeitamana craHoButh 1, Ilepeca — 4, ememeHTIiB
Toddom ta Ppenkina — 5 [9].

A— - P=A
B—| PG | Q=AqB
c— - R =AB®&C

Puc. 3 — Enement Ilepeca

Y poGoti [5] Hamu Oyja mpoaHalli30BaHa
¢iznuHa MoJenb KBaHTOBOro ejeMeHTa PpenkiHa
(Puc. 4), saxwmii € (QyHKIIOHATBPHO TIOBHUM,
3BOPOTHUM JIOTIYHHUM €JIEMEHTOM, IO 30epirae
MapHicTh, TOOTO Bara 3a XEMMIHTOM BXiJHHX

curHaiiB 30epiraerbcst Ha Buxomi (APBDC =
POODR).

A—] - P=A

B— FRG [— Q=AB@AC

C—] — R=AC®AB

Puc. 4 — Enement ®penkina

TpukyOiToBuii enement OPpenkina (eneMeHT
KOHTPOJILOBAHOTO 0OMiHY) BUKOHYE (DYHKIIIFO:

(4,B,C)= (P,O.R)=(4,AB® AC,AC ® 4B)

JocainuMo neski cxemu cyMmMaTopiB, MoOyaoBaHi
Ha 3BOPOTHHUX JIOTIYHUX €JIEMEHTaX 1 OIHUMO ix
e(EeKTUBHICTh 3 TOYKH 30py BHKOPUCTAHHS JUIs
KBaHTOBOTO KOMII FOTHHTY. [opiBHsHO 3
KIACHYHAMH CXEMaMHd Y KBAaHTOBUX € psjI
oOMexeHb. [lo-mepiiie, y KBaHTOBHX CXeMaxX HeE
JIOITYCKAIOThCS «IMKJIN», TOOTO 3BOPOTHUMN 3B’S30K
Bl oOaHi€] YaCTMHM KBAHTOBOI CXEMH [0 IHIIOI,
cxemMa Mae Oyt «anukimigHoo». Ilo-mpyre,
3aboponena  omnepamiss  FANIN  (MoxnuBicTh
3’€IHyBaTH TPOBOAM B OJHUH, SKAH MICTUTh
mo6iToBe OR BX0miB), fka € HE3BOPOTHOIO, a, OTKE,
HeyHiTapHOw. [lo-TpeTe, y KBaHTOBHUX cCXeMax
HejonmycTiMa i oOepHena omeparlis FANOUT
(posramyeHHS 3a BHXOJOM) HYepe3 TEopeMy IIpo
3a00pOHY KIOHYBaHHS KBaHTOBUX cTaHiB [1].
BaxnuBuMH € TakoK YMOBU MiHIMaJIBHOI KiJTBKOCTI
3alBUX BUXOJIB Ta IMOCTIMHUX BXOIB, MIHIMAaJbHOI

KIJIBKOCTI JIOTIYHMX €JIEMEHTIB Ta MiHIMaJIbHOI
3aTpUMKH  cxeMu. [l MoxnmmBocTi  1mMoOyI0BH
0araTopo3psAHUX CyMaTopiB HEOOXiTHO TaKoOX,
kpim cymu (S) Ta mepenecenns (C), mepenOadnTu
HasIBHICTh Y OJHOPO3PSTHUX CyMAaTOpiB BUXOIY
tpamsuty P = A® B. HasgBHiCTb TaKOro BUXOIY
JI03BOJIsIE 30yayBaTH 0araTopo3psaHi cymaropu 3
npomymeHuM  nepeHeceHHs M  (CSA), sxi  3a
MIBUIKOMIEI0 € KOMIIPOMICHAM BapiaHTOM MixX
napajenbHUMH cymaTtopamMu 3 nociinoBHUM (RCA)
ta npuckopernM (CLA) mepenecenusm. Pazom 3
tiM CSA BHTIZHO BiIPI3HAETHCS BiJl TBOX OCTaHHIX

amapaTHol  CKJIAMHICTIO, MO0 W  3YMOBIIOE
MiBUINCHUN iHTEpeC J0 HHX, OCOOJMBO ¥y
KBaHTOBOMY KoMmm'toTuHry [3,6,7,11]. ¥V Takux
cyMmaTopax (CsSA) 3MEHIIICHHS 3aTPUMKH

pO3paxyHKy MEPEHECEHHS BiIOYBAETHCS 3a PaxXyHOK
nepenadi BxigHoro nepeneceHHs C;; Ha Buxing C;
MOBHOTO  OJHOPO3PATHOTO  Cymaropa,  SKIIO
P=A®B=1, 10010, AKIIO Ha OIWUH 3 BXOIiB
mojaHo 1.

AOcTparyrounMch  BiJ ~ amapaTtHOi  YacTHHH,
nmoOyayemMo (QyHKIIOHATFHO-JIOTIYHI CXEMH MOBHHUX
OJTHOPO3PSIHUX CyMaTOPiB Ha 3BOPOTHHUX JIOTIYHUX
enemeHTax @OpenkiHa, BIANOBIAHO 0 HaBEICHUX
Bumie KputepiiB. Taki cxemu OynyTe 30epiraTu
MapHICTh, OCKUIBKM 1X 0a30BHUM €JIEMEHTOM €
enemeHT OpeaxiHa.

[ToBHUIT OTHOPO3PSITHUI CyMaTop BHKOHYE MBI
GyHKIIII:

— JOAaBaHHSA:

S=A®B®C, ,;
— (opmyBaHHS TIEpeHECEHHS B HACTYITHUI pO3psi
C,=(4®B)C, v 4B.

Ha 6as3i enmemenTa ®@penkina MoxkHa MOOYAyBaTH
pI3HOMaHITHI CXEMH TIOBHOTO OJHOPO3PSIHOTO
3BopoTHoro cymaropa [7,11]. HaBegena Ha Puc. 5
CXeMa CHHTE30BaHa €BPHUCTUYHMM MetomoMm [11] i
HE MICTUTh NHKIIB Ta pPO3Taly’KeHb 3a BUXOIOM
€JIEMEHTIB, 10 BIAMOBIZa€ ONMCAHWM  BHIIE
KPUTEpiAM OO0 KBAaHTOBHX CXEM 1 MICTHTh BHXIiZ

TpaH3uty P.

X ]y G Ci P
0 0 S C
~— FRG FRG [ —|FRG FRG FRG [—

1 1 G G Gs

Puc. 5 — Jloriuna cxema noBHOT0 0/THOPO3PSITHOTO
3BOPOTHOTO cymaropa 3 ¢pyHkuicio Tpanzury [11]
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Tak stk kBaHTOBa ITiHA BeHTHIA Ppenkina O.=5,
TO TIOBHAa KBAaHTOBA BapTICTh BCi€l cxemu (c) piBHA
KUIBKOCTI IPUMITHUBIB, 3 IKUX CKJIaJa€ThCs cxema. Y
pPO3TISIAYBAaHOMY  BWITAJKy CXEMa CKJIaJaeThCs
BUKIIIOYHO 3 BeHTWiB Ppenkina (FRG), a omxke ¢ =
Sn, nme n — Kinbkicth BeHTWIiB @penkina. Cxema
[IOBHOTO 3BOPOTHOTO CyMaropa 3 (YHKII€
TpaH3uty (P), 300paxkena Ha Puc. 5, ckinamaeTscs 3
II’SITH eJeMeHTIB PpeKiHa, Mae KBaHTOBY BapTiCTh
piBHY ¢ = 25, KiIbKICTh TOCTIHHUX BXOIiB — 4,
3aiiBux BuxomiB (G;) — 4, 3aTpuUMKa TakKOTO
cyMaropa CTaHOBHUTH 5. 3a BKa3aHUMH IapaMeTpaMu
JaHa cXeMa Ha CbOTOIHI BBaXKAETbCA KPAIIOIO.
[MigifineMo 10  3HAXOKEHHS  ONTHMAaJIbHOTO
CXEMOTEXHITHOTO piTeHHS, BHKOPHUCTABIITH
€BOJIIOLIMHY CTpaTerito momyky [8,9].

3. FTEHETUYHUW NOLWYK
OMNTUMAJIbHOIO CYMATOPA

Kooyeanna _ma___2enepyeamnns _ nOYamioeoi
nonyauyit

Jlis  TmomIyKy — ONTUMANBHOTO  3BOPOTHOTO
CyMaropa 3a HaBEICHHMMH BHWIIE KPHUTEPIAMHU

BUKOPHCTAHO TEHETHYHHH anropuTMm. [ eHeTWdHi
QITOPUTMH  BIIPI3HAIOTBCS  Big — TpaguLiiHUX
ONTUMI3alliHHUX Ta TONIYKOBUX MPOLEIAYP THM, IO
BOHHM TPAIlOIOTh 3 KOJAaMH IapaMeTpiB, a He 3
caMMMH TlapaMeTpaMH; TMOIIYK BEACThCA  3a
MHOXXMHOIO TOYOK, a HE 3a OJHIEI0 TOYKOK; B
ANTOPUTMAX BHUKOPHUCTOBYETHCS JIHIINE iHGOpPMAIIis
(GyHKLIT MPUCTOCOBAaHOCTI (ULBOBOI (QyHKIIT), a HEe
i moxigHux a0o IiHIIA JOJaTKOBa 1H(OpPMAIIiS;
BHKOPHUCTOBYHOThCS HMOBIpHICHI, a HE
JeTepMiHOBaHI TIpaBWJIa TEPEexXOofiB. Y Hamomy
BHIIAJKy PO3B’S3KOM 33j1a4i TeHETUYHOTO TIOMIYKY €
ONTAMI30BaHa KOMOiHaniitHa cxeMma, TOMY
XpoMOCcOMa TIOBHHHA TNPEICTABISATHCH Y BHUIJISIL
MEBHOTO 3alUCy JAAHOI CXEMH.

OckinbKu XpoMOCOMa € HaOOpOM TEeHIB, a cxema
— TeBHe IIOCHIiJOBHO-TIApAJIEIIbHE PO3TANTyBaHHS
JoriyHux BeHTWNiB Dpenkina, a Takoxk iHpopMallis
PO BXiJHI CHTHAJIM, TO KOXEH TEH IPEICTaBIISIE
cO0O0 OJIMH TOCIIJOBHUN KPOK 0OpOOKH CHUTHAIIB,
o0 MOXK€ CKIQJaTHUCS 3 KUTBKOX TapaiensHo
PO3MIIIEHUX JIOTIYHUX EJIEMEHTIB. TaKUM YHHOM,
aHaTi30BaHi JIOT1YHI CXEMH (xpomMocomm)
MPEACTaBUMO SK Habip TOPHW3OHTAIBHUX JIiHIN
(miHiB), B3MOBXK SKHX TMepemacTbes iHopMaris i
BEPTUKAILHUX CEKI[iH, SKI MOXYTh CKJIaJaTHCS 3
KUTBKOX JIOTIYHHUX €JIEMEHTIB, B SIKUX BiIOyBA€THCS
napanenbHa  oOpoOka  iHdopmamii, 1 ki
BiNMoOBima0Th TeHaM. [lpu 1bOMYy KOXEH TeH
KOIYETHCSI Y BHUIJISAI MAacHBY IMap MITMX YHCEN, JIe
Iepiie 9YUCIO B KOPTEXi IMO3HAYa€e TIOPSIAKOBUN
HOMEp BiJIIIOBIIHOTO JIOTIYHOTO €JIEMEHTa B TEHi, a

JIpyre YuciIo — MOPSAKOBUI HOMEp IiHA JaHOTO
morigyHoro enementa (Puc. 6).

— — LD

FRG (1,3)
A X Ty
S— — 12D
— rrGg — | (2,2)
— — 123

Puc. 6 — Ilpukiaaa kogyBaHHsI reHa

Y CcBOIO dYepry XpoMOCOMH, KpiM HaOoOpiB
3B’3aHUX MDK cO0O0I0 IeHiB, CKIAAI0ThLCI TAaKOXK 13
BEKTOpa 3Ha4yeHb BXigHMX curHamiB. L{i 3HaueHHs
3aMACYIOTHCSI B TIEPIIIOMY €JIEMEHTI XpPOMOCOMH 1
TaKOX CKJIaJaloTh OKpeMHuil reH. Jlns mpocrotu
MO/JIEJIIOBaHHS KOMOIHALIMHUX CXEM BBa)KaTUMEMO,
mo  BXigHI iHGOpPMAMmiHI CHTHaIH  3aBXKIH
MOJIAIOTHCS. Ha BEPXHI JIiHIT, a TIOCTIHHI — Ha HIKHI.
[Mpuknan npeacTaBieHHS XPOMOCOMH (cxeMu) Ta ii
KomayBaHHsS TmomaHo Ha Puc. 7. Tenepamis
MOYATKOBOI  MOMyJIALii  BiAOYBA€TbCA  METOAOM
BUIAJKOBOTO CTBOPEHHS MacuBy xpomocoMm. llpu
CTBOpPEHHI T€Ha BWITAJKOBUM YHHOM BHU3HAYAETHCS
KIJBKICTh JIOTIYHHX €JEMEHTIB B T€HI, a TaKoX
cnocid X po3MillleHHs, IPU [OMY BPaXOBYIOThCS
TUN BEHTWIB Ta ix po3mip. TakuM dYWHOM, Ha
MMOYaTKy poOOTH MH OTPpUMyEMO Halip pi3HUX
KOMOIHALIMHUX CXeM (XpOMOCOM).

Moodenwsanna cxemu

3HaruUM COCiO PO3MIIIEHHS eIEMEHTIB y CXeMi,
a TaKOXX 3HAYCHHS IMOCTIHHUX BXOIB, poOOTa CXEMH
MOJIEIOBANIACSs HACTymHUM 4YuHOM. Crovatky
TeHEePYIOThCS TIOYATKOBI JaHi (3MiHHI Ta TOCTiHHI) i
3aMUCYIOThCSI B TaONWIIO  3Ha4eHb. IloTim
MOYEProBO MOJAIOTHCS MOYATKOBI 3HAUCHHS HA BXIJl
TeHa, a OTPUMaHi JlaHi MOJAaThCs SIK TI0YaTKOBI Ha
BXIJl HACTYTHOTO TeHa. 1{e mpomoBKy€eThCs, TOKH HE
3MOJEIMIOETLCA  BCI  cXema. TakuMm  9MHOM,
OTpUMAEMO TaONHIIO 3HAUCHb BUXIJHUX CUTHAJIB

cxemu. Ilicna  mporo  BOHA  IMMOENEMEHTHO
MTOPIBHIOETHCS 3 TAONHIICIO ICTUHHOCTI cyMaTopa Ta
MiIpaXOBYEThCS  KUNBKICTh  3HAu€Hb, MI0  HE
30iratotecs (Error).

X

Y FRG

G| FrRG ><

1 FRG I

0

FRG —
1

Puc. 7 — Ilpuxknan npeacraBjieHHS XPOMOCOMH

34



Vitaly Deibuk, Ion Grytsku / Computing, 2013, Vol. 12, Issue 1, 31-40

Dyuxuin npucmocosarnocmi (himnec-pynrxuis)

Bax/MBo0 pHCOI0 TEHETUYHOTO ANTOPHTMY €
BHOIp ¢dyHKii MPUCTOCOBAHOCTI KOXHOI
xpomocomu. BoHa BHM3Hauyae NpPUAATHICTH KOXHOL
XpOMOCOMH 3 TOYKH 30pYy OLIHKH IMOMWJIKH. Y
poOOTi  3ampomoHOBaHAa  3BaKeHa  (QYHKIIA
[IPUCTOCOBAHOCTI HACTYITHOTO BUIJISIAY:

f=a

+BG(e)+¥H (g,)+5I(s), (1)
Error +1
ne Error — KUTBKICTP TIOMHJIOK y BUXIJIHHX
3HAYEHHAX MOJIEJILOBAHOT CXEMH (cym™ma,
MIEPCHECEHHS. Ta TPAH3UT) IMOPIBHAHO 31 CXEMOIO
CyMaTopa;

G(c) =exp| — 1—E )
c
— (yHKLIs OLIIHKM KBaHTOBOI BapTOCTi (€) CXEeMHU;
1
H(g)=T— 3)
l+g;

— (yHKINS OIHKK KUTBKOCTI ITOCTIHHUX BXOIIB
(HaIMIIIKOBUX BUXOIB) (g));

1 2
I(s)=exp| —|1-— 4)
s

— (yHKIIS OIIIHKH 3aTPUMKH CXEMH ()
Barosi koedimienta a, P, v, O 3aI0BOJBHSIOTH
YMOBY

oa+p+y+0=1. (5)

[Momryx ONTUMAJILHOT 3a BKa3aHUMHU
rmapaMeTpaMH CXEMH TIOB’SI3aHUIN 31 3HAXOHKCHHIM
MaKCHUMAaJIbHOT'O 3HAYEHHS ¢byHKIiT
mpucTocoBaHocTi  f.  MiHiManbHa  KiUTBKIiCTh

MIOCTIHHUX BXOMIB IMTyKaHOI CXEMH 3a0e3ICUUTh
MIHIMQJIBHY ~ KUIBKICTh  HAJJIMIIKOBUX  BUXOJIIB.
Bennunna 3aTpuMKu (S) CXEMH OILIHIOBaJach y
BIIHOCHUX OJWHHIAX Yacy 3aTPUMKH OJHOTO
JIOTIYHOTO €JIEMEHTA.

Cenekuis, cxpeuwiyeanna ma mymauis

Y  po0oTi  BUKOPUCTOBYBAIHCH
CeNIEKIiT Ta JBOTOYKOBE CXpEIIyBaHHS, IO
BiIOyBaeTbCs HACTYIHMM YHHOM. BumankoBo
BHOUPAIOTHCS IBi I ATIpKH XpOMOCOM,
MIOPIBHIOIOTHCSA iX (YHKIII TPHCTOCOBAHOCTI B
MeKaxX KOXKHOI IT’STIpKH 1 BUOMPAIOTHCS 1O OJHIN
Haiikpamii ~ xpomocomi. Ili  mBi  ocoOuHH
BiOMparoThcss B OaThKIBCbKY moImyismito. Ilicms
mporo 3  iMmoBipHicTIo 0,8  BimOyBaeThCs
CXpeIyBaHHS 0aThKiBCHKUX XpOMOCOM:
BHITaJIKOBIM YHHOM BUOHPAIOThCS IBi aneni (aie He

TypHIpHa

Bximai

A T'enl Ien2 T'en3
X (0,0) (0,0) (1,1)
Y | LD (0,0 L(1,3)
iy oAy A
Lo L3 (L2 e
0 00 | (13 I @22
1 (0,0) (0,0) 2.3)

piBHI MiX co000Ow) 1 OaTbKiBCBKI XpOMOCOMH
OOMIHIOIOTECA MK COOOIO0 BIANOBIIHHMH I'€HAMH,
IO 3HAXOIATbCA MK IUMHU aneiasiMu. OTpuMaHUiA
pe3yJbTaT 3alHCy€eThbCs B  IMOIMYJISLIFO-HAIIAIOK.
MyrTariss  3mificHIOETBCS 3 iMoBipHicTIO (0,02
HACTYIHUM  YWMHOM: Yy  TEeBHIH  XpOMOCOMI
BUOMPAETHCA BUMAIKOBIM YHHOM T'€H 1 3aMIHIOETHCS
HOBOCTBOPEHHMM BHIIaIKOBOTO BHUTJISILY.

3asepuwienna anzopummy

VY Bumaaky, sKkmo (QYHKLiS HPUCTOCOBAHOCTI
JeIKOT XpOMOCOMH CTaHE MaKCHMAalbHO OJIU3BKOIO
70 OJWHUMNI, IIe O3HAa4aTHMe, [0 BOHA JOCSATIA
CBOI'O MAaKCHMyMY i MH OTPHMAJH IIyKaHy CXEMY.
MaxkcumalibHa KiTbKICTh iTepariii 00MexyeThCsl.

4. PE3YJIbTATUA TA OBIrOBOPEHHA

AnroputMm OyJl0 BHUKOPHUCTAHO JJIsl CHUHTE3Y
IIOBHOT'O OJHOPO3PSIAHOTO 3BOPOTHOIO CyMaropa B
Oaszuci enemenrtiB Openkina (tabmumi 1-4). Jlns
OMHCAHOTO  TEHETHMYHOTO  aIroputMy  Oyio
BUKOPHUCTAHO HACTYIIHI TapaMeTpu:

HMOBIpHIiCTh cxperryBaHHs — 0,8;

iMoBipHicTh MyTauii — 0,02;

KUTBKiCTh XpoMocoM B Tomryrsniii — 100;

KUTBKICTB T€HIB Y XpoMocomi — 10;

PO3MIpHiCTh reHa — 7,

MaKCHMaJIbHa KUTBKiCTh TOKOIiHB — 3000.

OcCkiTbKM  BaroBWii Koe(imieHT o BH3HAYaAE
BHECOK (YHKIIi TMOMWIOK Yy 3arajbHy (QiTHEcC-
¢yHnkuio (1), To A7 KOPeKTHOI POOOTH ANTOPUTMY
(oTpuMaHHS CXEMH cymaropa) OyJio MPHHHATO O >
0,8. 3anexxHo Bim mapameTpiB, 3a SKAMH MOTPIOHO
3OIMCHIOBAaTH  ONTHMI3allil0o CXEMH cyMmaropa,
BIIMOBiAHI KoedimieHTH P, §, Y 3MIHIOBAIHCS TPH
000B’s13k0BOMY ~ poTpuMaHHI ymoBu (5). llpm
OararomapaMeTpUdHIN oOnTUMI3aIlii OJHOYACHO 3a
BciMa napameTpaMu BaroBi KoeQIIieHTH
BuOMpaymcs 3 ymoBu B = 6 = y = (1- a)/3. B
CepeIHbOMY, ISl OTPUMAHHS IMYKaHOI XPOMOCOMH
Oyno BukopuctaHo nopsaky 200 moxoIiHb.

Y  Tabmumi 1 HaBEICHO  PE3YJIbTATH
MOJICITFOBaHHSI MOBHOTO OJTHOPO3PSTHOTO
3BOPOTHOTO  CyMaropa,  ONTHMI30BaHOTO  3a

KUTBKICTIO TOCTIHHMX BXOAmiB (g;). 3a HaBeAEHOIO
BUXITHOIO XPOMOCOMOIO TOOYZOBaHO JIOTiYHY
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CXeMy, mapameTpu gkoi — ¢ = 25; g; = 2; s = 5.
BpaxyBaHHS yMOBH HasiBHOCTI y CXeMi CyMaTopa
¢yHkuii Tpansury (P) mo3Boauio orpuMaTH cxemy,
siKa TIOBHICTIO CITiBNaJIa 3 CHHTE30BaHOI B POOOTI
[11]. OTpumana cxema Ta BIIIOBigHA Tl XpoMOcoMa
nonani B Tabmui 2 (¢ = 25; g;= 4; s = 5). lloBHuit
OJTHOPO3PATHUIN 3BOPOTHUI cymarop 3 (YHKITIEO
TPaH3UTy, ONTHMI30BaHUM 3a YacOM 3aTPHMKH (s),
Ta BIJMOBiHA XpoMocoMa (Tabmuist 3) MOpiBHIHO 3
MONEPEIHBOIO CXeMOI0 Ma€ B 1,66 pa3u MeHIINN yac
3aTPUMKH TIPH TiH K€ amapaTHii CKJIAIHOCTI 1 Tiit
JK€ KUIBKOCTI MOCTIMHUX BXOIB Ta 3aiiBUX BUXOIIB
(c = 25; g;=4; s = 3). MouentoBaHHs cymaropa 3
(hyHKI€EFO TPaH3UTY TIPHU ONTHMI3AIlil 32 KUTBKICTIO
MOCTIMHUX BXOMiB Ta 3aiBUX BHUXOHIB (g))

JIO3BOJIFJIO OTPUMATH CXEMY 1 BIOMOBIgHY iH
XpOMOCOMY, HaBezieHi y Tabmuii 4 (¢ = 25; g;=3; s
= 4). Xo4a 3aTpuMKa OCTaHHBOI CXEMH MEPEBUIIIYE
3aTPUMKY TIOMEPEIHBOI CXEMH, OJHAK KUIbKICTh
3aliBUX BUXOJIB BIAJOCS 3MEHIIMTA 10 3, L0 Y
KBaHTOBOMY KOMIT'IOTUHTY € JIOBOJI Ba>KJIMBO.
OcTanHi JBi CXeMH 3BOPOTHHX CyMaropiB 3
(GYHKIIEIO TpaH3WTy OTpPUMaHi HAMH BIepIIe i
MOPIBHSHO 3 BiJOMMUMHU aHajoramu [3,6,7,11] npu
TIH Ke amapaTHid CKJIaJHOCTI MAalOTh Kparli
mmapaMeTpH K 32 9acOM 3aTpUMKH (s = 3), Tak 1 3a
KUTBKICTIO 3aiBUX BUXOJIB (IOCTIHHUX BXOJIB) g/=3.

Ha Puc. 8 mHaBemeHo rpadik 3aJeKHOCTI
MaKCHMAaJBHOTO 3Ha4YeHHs (iTHec-PyHKIii Bix
HOMEpA ITOKOJTIHHSL.

Tab6auus 1. [loBHuii o1HOPO3PAIHUI 3BOPOTHHI cyMaTOpP, ONTHUMi30BaHMil 32 KiNbKiCTIO MOCTiliHUX BXOAiB
(c=25; g=2; s=5)

OTtpumaHa xpoMocoMa Bignmosigna komoOinamiitna cxema
anlenlen s [afs T e [ el e
Ci | (0,0) | (0,0) | (1,1) | (0,0) [ (1.1) | Gs %FRG N FRG ©°
1 10,0 | (1,3) | (1,2) | (1,L1) | (0,0) | G | |
0 |(1,2) | (1,2) | (0,0) | (0,0) | (0,0) | Gy

Tab6auus 2. [loBHuii oxHOpPO3pAAHUI 3BOPOTHHI cymaTop 3 pyHKkuiero Tpan3uty(P) (c=25; g—=4; s=5)

Bignmosigna koMoinamiiiHa cxema

FRG

J Y G Cu P
0 s C

FRG | 2| FRG FRG |- | L{FRG | —

1 G G G

OTtpuMaHa xpomMocoma
X | (1,1) ] (0,00 | (0,0) | (0,0) | (1,2) | G
Y | (0,0) | (1,1) | (0,0) | (0,0) | (0,0) | G, X
G | 00 [ (00 | 0.0) | (LD | (.3) | G | ™
0 | (L2)|(1,2) | (L) | (0,0)] (1,1) | P .
1 | (L3) | 13|00 |(1,3)] (0,0) | Gs | —
0 |(0,00 (0,0 | (1,2) | (1,2) | (0,0) | S
1 ](0,0)0 | (0,0) | (1,3) | (0,0) | (0,0) | G

Taoauus 3. [loBHuii oxHOpO3psAAHNI 3BOPOTHHI cymaTop 3 ¢pyHkuiero Tpan3uty(P),
ONTUMI30BaHMii 32 yacoM 3aTpuUMKH (c=25; g=4; s=3)

Binnmosigna komoOinaniitna cxema

OTpumana xpoMocoma
X || @2 | @n P
Y [0 @) | 00 | G

Cu | 00) | (1L, | @3) | G
1|00 | (13) | (1.3) S
1|13 ] @3 | L) | G
0 12| 00 | @22 | G
0 (00| (1,2 | 42 | G

Ci-l G2
0
| FRG [~ FRG G
X _ s Bl
0O lrre
1 P
FRG [—
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Ta6umus 4. [loBHUii 0AHOPO3PSIAHUI 3BOPOTHHUI cymMaTop 3 pyHknicro Tpansuty(P), onTumizoBanmii 3a
KiJIbKICTIO NOCTIHUX BXO/AiIB Ta HAAJMIIKOBUX BUXOAiB (c=25; g=3; s=4)

Bignosigna xomoinamiiina cxema

FRG

o [0 o

X] -
Ch
FRG FRG H]y™| FRG

OTpuvana xpomocoma
X | ©0 | @y | @3] @3] s .
Y || a3 | an| 0ol P I

Cu | 00) | 00) | 12 | 1.2 | G -
1] 00 | 00 | 22 | 00 | G
0 | 13| 00 | @b | ©0o |G
1l a | a2 | @3 | @y |G

=L

— FRG

0,8

0,6

0,4

MaxFitnessFunction

0,2

10 40 70 100 130 160 190 220

Generation Number

Puc. 8 — 3anekHicTh MAKCHMAJIBHOT0 3HAYEHHS
(diTtHec-GyHKkuii Bix HoMepa MoOKoIiHHS

5. BUCHOBKMU

Y poOoTi 3ampomoHOBaHO HOBUH  cmoci0
KOJYBaHHS XPOMOCOM Y T€HETHYHOMY allTOPUTMI
JUIE  MOJENIOBAHHS CXEM 3BOPOTHHX IOBHHX
OJTHOPO3PATHUX CyMaTOpiB 3 (PYHKIIEIO TPAH3UTY Y
Oasuci  emementiB  Dpeakina. Orpumani 3
JIOTIOMOTOI0 TAaKOTO MiJXOMy CXEMH MAaroTh Kparii
mapamMeTpu  3aTpUMKH Ta  KUIBKOCTI  3alBHX
BHUXOMiB(BXOiB) MTOPIBHSIHO 3 BIIOMHUMH aHAJIOTaMH,
0 JAEMOHCTPY€E C(PEKTHUBHICTH Ta 3aCTOCOBHICTh
TaKOTO IiIXOY.
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Bimanit [etbyk, npogecop,

AoKkmop ¢iszuko-mamema-
MUYHUX  Hayk, npoghecop
kagpedpu “Komm’tomepHi cuc-

memu ma mepexi”’ HYepHiseypb-
Ko2o HauioHarnbHo2o yHigep-
cumemy im. FOpis ®edbkosuya.
Cmax  Haykoeo-rneda2oaiyHoi
disnbHocmi 'y euwit wkoni 30
pokie. Aemop noHad 150
HayKo8UX ma HayKog8o-MemoOUYHUX rpaub, 8 momy
yucni 3 HaeyarnbHUX OCIBHUKU 3  epugom
Minicmepcmea oceimu ma HayKu YKpaiHu.

Haykosi iHmepecu - Kom'tomepHe
MoOerito8aHHs1 pi3u4HUX enacmusocmeli
KOHOeHcoBaHUX cucmemM, npobrnemu KeaHmMoOGol
iHgbopmamuku, oocrioxeHHs enacmusocmedl
Mamepiarnie 0115 KBaHMOBUX KOMIT'lomepie

HeUpOHHI mepexi.

lon Ipuuyky, mazicmp Kowmr'-
omepHUX cucmemu ma Mepex,
¢axiseub kaghedpu cucmemu
ma Mmepex  YepHiseubkozao
HaujioHalbHO20 yHigepcumemy
iMeHi fOpis ®edbKosuya.
Haykosi iHmepecu -
KOMM'lomepHa CXeMOmeXxHika,
KkeaHmosuu KoMIT’tomuHe,
2eHemuyHi  aneopummu  ma
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Abstract: The paper suggests a new way of chromosome coding in a genetic algorithm for simulation of reversible one-
bit full summators with propagate function in Fredkin basis. The circuits obtained with the use of such an approach
demonstrate better delay parameters and better number of inputs/outputs compared with the known analogs. It confirms

the effectiveness and applicability of the proposed approach.

Keywords: genetic algorithm, evolutionary electronics, reversible full adder, Fredkin gate.

1. INTRODUCTION

Increase of  integration in modern
microelectronic  devices along  with their
complexity enhancement makes the issues of delay,
power dissipation and scale the most important
goals of computer design. For irreversible logic
computations every bit of lost information
generates kTIn2 J of heat energy, where k —
Boltzmann constant, T — absolute temperature [1].

Successful alternative with this respect can be
the use of reversible logic [2, 3]. Reversible circuits
(gates) are those in which input vector states can
always be restored from the output state vector.
However, today the problem of finding the optimal
design of such devices has not been solved from a
practical point of view [2]. Adders are among the
most fundamental components of any digital
processor.

This paper presents an improved approach to the
synthesis of combinational quantum reversible
devices, based on the use of genetic algorithms.
Such an approach to the reversible logic synthesis
is associated with the need to consider several
additional conditions, namely, the prohibition of
branching for input and output (non-cloning
theorem [1]) and the suppression of inverse
relations, i.e. logic elements output signals supply
on their inputs . As a basic element in the synthesis
the full adder with propagate Fredkin gate was
used.

2. OPTIMAL SCHEME GENETIC SEARCH

Since the chromosome is a set of genes, and the
circuit is some series-parallel arrangement of logic
Fredkin gates, let’s consider the chromosome
representation as a set of horizontal lines (pins),
along which information is transmitted and vertical
sections, which may consist of several logical
elements, implementing information parallel
processing, and correspond to genes. While each
gene is encoded as an array of pairs of integers,
where the first number is the number of logical gate
in the gene, and the second number is the index of
pin in the given logic element (Fig. 6). In turn
chromosomes, except interconnected sets of genes,
include a vector of values of the input signals. These
values are stored in the first element of the
chromosome and also form a separate gene (Fig. 7).
The paper proposes a balanced fitness function of
the following form:

f= a(;jﬂ-BG(C)ﬁ-YH (9;,)+6l1(s), (1)
Error +1

where Error — number of errors in the initial values
of the simulated circuit (sum, carry or propagate),
compared with the adder circuit;

G(c)=exp —(1 —gj )

- evaluation function of quantum cost (C) of the
circuit;
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1

H(9) = o

3)

- evaluation function of constant inputs (garbage

outputs) ():
1 2
I(s) = expl:— (1 _ gj } )

- evaluation function of circuits delay (s).
Weights a, B, v, 0 satisfy the condition

oa+B+y+0=1. Q)

Finding the optimal circuit in accordance with
specified parameters is associated with finding the
maximum value of fitness function f. Minimum
constant inputs in the desired circuit will provide the
minimum number of garbage outputs.

Latency (s) of circuit was estimated in relative
units of delay time of one logic element. We used
tournament selection and two-point crossover.

3. RESULTS AND DISCUSSION

The genetic algorithm has been used for the
synthesis of reversible full adder based on Fredkin
gates (Table 1-4). For the described genetic
algorithm the following parameters were used:

probability of crossover — 0.8;

probability of mutation — 0.02;

number of chromosomes in the population — 100;

number of genes in the chromosome — 10;

gene dimension — 7;

maximum number of generations — 3000.

Since the o weighting factor determines the
contribution of errors function in general fitness
function (1), for the correct algorithm operation (an
adder circuit) a > 0,8 was taken. Depending on the
parameters needed to optimize the adder circuit, the
corresponding coefficients of f3, v, & were changed
while the (5) condition was met. In multiparameter
optimization for all parameters simultaneously
weights were chosen from the condition f =8 =7 =
(1- a)/3. On average, to get a needed chromosome it
took about 200 generations.

Table 1 shows the results of the simulation
reversible full adder optimized for the number of
garbage outputs (g;). For given initial chromosome a
logic circuit with parameters of ¢ =25; gi=2;S=15
was constructed. Considering the propagate function
(P) is present in the circuit adder, we may obtain a
circuit, which completely coincides with the one
synthesized in [4]. The circuit and the corresponding
chromosome are given in Table 2 (c=25;¢gi=4;Ss=

5). Reversible full adder with propagate function,
optimized for delay time (s). The corresponding
chromosome (Table 3) demonstrates 1.66 lower
delay time in comparison with the previous circuits
for the similar hardware complexity and the same
number of constant inputs and garbage outputs (C =
25; gi = 4; s = 3). Simulation of the full adder with
propagate optimized by the number of constant
inputs and garbage outputs (g;) allowed to obtain the
circuit and the corresponding chromosome, shown in
Table 4 (c = 25; g; = 3; s = 4). The last circuit delay
exceeds the previous circuit delay, whereas the
number of garbage outputs was reduced to 3. The
last two circuits of reversible adders with propagate
received by us for the first time and compared with
known analogues [3,4] with the same hardware
complexity possess better parameter both of delay (s
= 3) and the number of garbage outputs (constant
inputs) g = 3. Fig. 8 shows a dependency of the
maximum value of the fitness function versus the
number of generations.

4. CONCLUSIONS

The paper suggests a new way of chromosome
coding in genetic algorithm for simulation of
reversible full adder with propagate based on
Fredkin gates. The circuits obtained with the use of
such an approach demonstrate better delay
parameters and the number of garbage outputs
compared to the known analogs, pointing out the
effectiveness and applicability of the approach
proposed.
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Abstract: The model of interaction between learning and evolution for the evolving population of modeled organisms is
designed and investigated. The mechanism of genetic assimilation of the acquired features during the numerous
generations of Darwinian evolution is studied. The mechanism of influence of the learning load is analyzed. It is
showed that the learning load leads to a significant acceleration of an evolution. The hiding effect is also studied. This
effect means that a strong learning inhibits the evolutionary search in some situations.

Keywords: Speed and efficiency of evolutionary search, Baldwin effect, genetic assimilation.

1. INTRODUCTION

In the XIX century, the concepts, suggesting that
interaction between learning and evolutionary
processes is possible, appeared [1-3]. According to
these concepts, learning can contribute significantly
to an evolutionary process. This type of influence of
learning (or other acquisition of useful features
during the life of the organism) on the evolutionary
process is often called the Baldwin effect [1].
According to this effect initially acquired features
can become inherited during a number of
generations. The evolutionary “re-invention” of
useful features, initially obtained by means of
learning, is often called genetic assimilation [4].

Number of works attempted to model and to
analyze interactions between learning and evolution
by means of computer simulations [5-10]. In
particular, Hinton and Nowlan demonstrated that
learning can learning can guide an evolutionary
process to find the optimum [7]. Mayley
investigated different aspects of interaction between
learning and evolution [8] and demonstrated that the
hiding effect can take place if the learning is
sufficiently strong. The hiding effect means that if
learning increases the chances of finding a good
phenotype independently on the genome, then
learning can also inhibit the evolutionary
optimization and genetic assimilation. In addition,
the learning load (the cost of learning) was taken
into account in [8]. The learning load means that the
process of learning has an additional load for the
organism and fitness of the organism is reduced

under the influence of the load.

The interaction Dbetween learning and
evolutionary optimization of a neural network
control system of autonomous agents was modeled
in [10]. The genetic assimilation of the acquired
features of agent was observed during several
generations of evolution. It was demonstrated that
learning can significantly accelerate a process of
evolutionary optimization. However, it was difficult
to analyze the detailed mechanism of interaction
between learning and evolution in these models [10],
because these mechanisms were «hidden» in the
dynamics of numerous synapse weights of neural
networks of agents.

This article develops the mentioned works; it
uses works [7, 8] as background. In contrast to [7,
8], the current work uses one of the most clear
evolution model, namely, the quasispecies model,
proposed by FEigen [11, 12], and quantitative
estimations of evolutionary rate and the
effectiveness of evolutionary algorithms, obtained in
[13, 14]. The quasispecies model considers the
process of evolution that is based on the selection
and mutations of the genomes of organisms (without
crossovers) and describes the main properties of the
evolutionary process. The use of models and
methods of works [11-14] allows getting a better
understanding of the mechanisms of interaction
between learning and evolution. In particular, our
approach allows analyzing quantitatively the
mechanism of genetic assimilation.
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2. DESCRIPTION OF THE MODEL

The evolving population of modeled organisms
(or individuals) is considered. Similar to [7] we
assume that there is a strong correlation between the
genotype and the phenotype of the modeled
organisms. We assume that the genotype (or the
genome) and the phenotype of the organism have the
same form, namely, they are chains; symbols of both
chains are equal to 0 or 1. The length of these chains
is equal to N. For example, similar to [7], we can
assume that the genome encodes a model chain
DNA, «letters» of which are equal to 0 or 1, and the
phenotype is determined by the neural network of
organisms, the synaptic weights of the neural
network are equal to 0 or 1 too. The initial synaptic
weights, received at birth of the organism, are
determined by the genome (more precisely, the
synaptic weights are equal to the genome symbols).
These synaptic weights are changed by means of
learning during organism's life.

Similar to the quasispecies model, we assume
that each organism has its own genome S,. The
population consists of »n organisms, organism’s
genomes are equal to Se, £ = 1,..., n. The organism
genome Sy, is a chain of symbols, Soy, i = 1,..., N.
We also assume that the length of the chains N and
the number of organism in population # are large: N,
n >> 1. The values N and n don’t change in the
course of evolution. Symbols Sy; are equal to 0 or 1.
We assume that &V is so large that only a small part
of possible 2" genomes can be presented in a
particular population: 2" >> n. Typical values of N
and » in our computer simulations are as follows: N
~n~100.

The evolutionary process consists of a sequence
of generations. The new generation is obtained from
the old one by selection and mutations. Genomes of
organisms of the initial generation are random.

In order to consider learning processes, we
introduce two types of sequences: 1) genomes or
initial sequence Sy that is received by the organism
at its birth, and 2) the current sequence of the
organism Sry.

Organisms inherit the genomes Sy, from their
parents, these genomes don’t change during the
organism life and are transmitted (with small
mutations) to their descendants. Mutations are
random changes of symbols Sp;. The organism
receives the genome at its birth, the current sequence
Sty at the birth time moment is equal to the genome:
Sti(t = 1) = Sgr. The life time of any organism is
equal to 7. The time is discrete: ¢ = 1,..,7. The
duration of the generation is equal to 7. The
sequence of Sty is modified during the organism life
by means of learning. The current sequence Sty
determines the organism’s phenotype.

As descendants of organisms obtain just genomes
Sor that organisms received from their parents and
not sequences Sty that are optimized by learning, the
evolutionary process has the Darwinian character.

It is assumed that there is an optimal sequence of
S,. (components of which are also equal to 0 or 1),
which is searched for in the processes of evolution
and learning. At computer simulation, the sequence
S, was set to be the random one.

Learning is performed by the following method
of trial and error. Every time moment ¢ each symbol
of the sequence Sty is randomly changed to 0 or 1,
and if this new symbol coincides with the
corresponding symbol of the optimal sequence S,,
then this symbol is fixed in the Sty otherwise, the
old symbol of the sequence Sy is restored. So,
during learning, the current sequence St; moves
towards the optimal sequence S,,..

It should be noted that if we consider symbols of
sequences Sy, as synaptic weights of the neural
network, then the learning process has a simple
meaning: learning is searching for optimal weights
of the synapses.

At the end of the generation, the selection of
individuals in accordance with their fitness takes
place. The fitness is determined by the sequence Sty
at the time moment ¢ = 7. We denote this sequence
of Sk, 1.e. we set Sgr = Sti(¢ = 7). The fitness of the
organism S; is determined by the Hamming distance
p = p(SkrS,) between the sequences Sy, and S,,;:

S(8:) = exp[-Bp(Ski.Su)] + &, (1

where B is the positive parameter, that characterizes
the intensity of selection, 0 < & << 1. The role of the
parameter € in (1) can be considered as the influence
of random factors of the environment on the fitness
of individuals.

The selection of the individuals into a new
generation is made by the well-known method of the
fitness proportionate selection (or the roulette wheel
selection). In this method individuals are selected
into a new generation probabilistically. The choice
of an individual into the next generation takes place
n times, so the number of individuals in the
population in all generations is equal to n. At any
choice, the probability of the selection of a particular
individual is proportional to its fitness.

Thus, individuals are selected at the end of a
generation in accordance with their phenotype codes
Sk = St(t = T), i.e. in accordance with the final
result of learning, whereas initial genomes So
(modified by small mutations) are transmitted from
parents to descendants.

In addition, similar to the work [8], we take into
account the learning load (or the cost of learning),
namely, we consider the fact that the learning
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process has a certain burden on the individual and
fitness of the individual may be reduced under the
influence of the load. For this purpose we use the
modified fitness of individuals:

Ju(Si) = exp(-ad) {exp[-Bp(Skx:Sw)] + €} , )

where a is the positive parameter, which takes into
account the learning load, d = p(Sew,Srr) is the
Hamming distance between the initial Sy, and final
sequence Sp; of the individual, i.e. the value that
characterizes the intensity of the whole learning
process of the individual during its life. The factor
exp(-od) decreases the fitness of an individual, this
decrease clearly depend on the change of the current
sequence Sty at the learning process.

It should be noted that since initial sequences So
of the individuals in the initial population are
random, the average Hamming distance between
these sequences and the optimal one S, is
approximately equal to N/2. The sequences S;
should overcome this distance by means of learning
and evolution in order to reach S, .

3. RESULTS OF SIMULATION

3.1. SCHEME AND PARAMETERS OF
SIMULATION

Two modes of operation of the model are
consider below: 1) evolution combined with
learning, as described above, 2) “pure evolution”,
that is evolution without learning, in this case, the
learning doesn't take place and it is believed that Sy
= Sox . In addition, the influence of the learning load
is analyzed; in this case, the fitness of an individual
is calculated according to (2). Analysis of the model
was carried out by means of computer simulation.

The parameters of the model at simulation are
chosen in such manner that the evolutionary search
is effective; the experience of the work [13] for the
case of pure evolution is used at this choice. The
fitness of the individuals in [13] was determined
analogously to the expression (1), only the influence
of random factors wasn’t taken into account
(formally this means that the value & was equal to 0).

The choice of parameters of simulation is as
follows. We believe that the length of the chain is
rather large: N = 100. We also set B = 1, this
corresponds to a sufficiently high intensity of
selection, so the selection time is small, the time of
evolutionary search is determined mainly by
mutations. The intensity of mutations must not be
too large; in order to remove the possibility of
mutation losses of already found good individuals.
However, the intensity of mutations must not be too
small, in order to ensure sufficiently large efficiency
of mutational search during evolutionary

optimization. Taking this into account, we believe
that the probability to substitute any symbol in the
sequence Sy, at mutations in one generation is p,, =
N' = 001. At this mutation intensity p,,
approximately one symbol in the genome of any
individual is replaced at one generation, i.e. during
one generation of the Hamming distance p between
sequences of individuals S; in population and the
optimal sequence S,, changes on average by 1 by
means of mutations. Selection leads to a decrease of
this distance p. Since the intensity of selection is
large, and the Hamming distance between sequences
of the initial population and the optimal sequence S,,
is of the order of N, the whole process of evolution
will take approximately Gr ~ N generations. Such an
estimation of the rate of evolution is true, if the
population size is large enough and the fluctuation
effects and neutral selection of individuals (that is
selection independent on fitness of individuals) can
be neglected. To satisfy this condition, it is enough
to require that the characteristic time of the neutral
selection (which is of the order of the population
size n [13, 15]), should be greater or of the order of
Gr, so we believe that n = Gy = N.

Thus, the parameters of simulation in accordance
with the experience of the work [13] are chosen as
follows: N=100,B=1,p,=N"=0.01,n=Gr=N
=100.

In the current model we also believe that the
probability of a random replacement of the symbols
during learning p; is rather large: p; ~ 1, the number
of time moments during the generation 7 is equal to
2 (choice of such parameters p; and 7 means that
1ea16‘ning is rather fast), the parameter ¢ is small: € =
10™.

The results of simulation are averaged over 1000
or 10000 calculations corresponding to different
random number generators. The results of simulation
are described below.

3.2. COMPARISON OF REGIMES OF
PURE EVOLUTION AND EVOLUTION
COMBINED WITH LEARNING

Fig. 1 shows the dependence of the average of
the Hamming distance p = p(S;S,) between the
sequences S; of the individuals in the population and
the optimal sequence S, at the beginning of
generations (i.e. in this case p(S;,S,) = p(Sor,S,)) on
the generation number G . Curve 1 characterizes the
regime of evolution combined with learning; curve 2
characterizes the regime of pure evolution. The
dependences are averaged for all individuals of
population and for 1000 calculations. Fitness of
individuals is determined by the expression (1). We
can see that pure evolution without learning (curve
2) doesn’t optimize individuals S, at all even at
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small values g; whereas evolution combined with
learning (curve 1) obviously ensures the movement
towards the optimal individual S,,.
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Fig. 1 — The dependence of <p> on the generation
number G. Curve 1 characterizes the regime of
evolution combined with learning; curve 2
characterizes the regime of pure evolution

To understand, why the pure evolution doesn't
ensure a decrease the value p, let's estimate the value
of fitness (1) in the original population. Individuals
of the initial population Sy are far from the optimal
one S,,: the Hamming distance p = p(Sy,S,) is of the
order of N/2 = 50, therefore, exp(-p) ~ 10** and
exp(-p) << &. This means that all the individuals of
the population have approximately the same value of
the fitness f{S;) = €. Consequently, a selection of the
individuals doesn't occur in the case of the pure
evolution. Thus, the movement towards S,, occurs
only in the presence of learning; this movement
leads to the decrease of p. A similar influence of
learning on evolutionary optimization (though in
another context) was described in the work [7].

Let's consider the effect of the acceleration of the
evolutionary process by learning (curve 1 in Fig. 1).
Analysis of the results of simulations shows that the
gradual decrease in the values p = p(S;,S,,) occurs as
follows. During learning, the distribution of
individuals n(p) on the value p in the population is
shifted towards smaller p, so the values p = p(Sg,S,)
becomes small enough, then exp(-p(Sg,S,)) is of the
order of €. Consequently, different individuals in the
population in accordance with (1) have different
fitness; so individuals with small values p(Sgs,S,)
are selected into the population of the next
generation. It is intuitively clear that the genomes of
Sor of selected individuals should be rather close to
the final sequences Sg; (obtained as a result of the
learning) of these individuals. Thus, the result of
selection is the selection of individuals, which
genomes are also moving to the optimal sequence
S Therefore, the value p in the new population
decreases.

The described mechanism is characterized by
Fig. 2, which shows the distribution the n(p) on p in
the population at different moments of the first
generation. Curve 1 shows the distribution of the p =
p(Sor,S,) for the genomes of individuals at the
beginning of the generation. Curve 2 shows the

distribution of the p = p(Sg:,S,,) for individuals after
the learning, but before selection. Curve 3 shows the
distribution of the p = p(SgS,) for individuals,
selected in accordance with the fitness (1). Curve 4
shows the distribution of the p = p(S¢S,,) for the
genomes of selected individuals at the end of the
generation. The genomes of selected individuals Sy
are sufficiently close to the sequences of trained and
selected individuals Sg;, therefore the distribution of
the p = p(Ser,S,) for genomes (curve 4) moves
towards the distribution for finite sequences Sg
(curve 3). Finally, after the selection at the end of
the generation, the distribution of the genomes of p
(curve 4) is formed; this distribution is closer to the
distribution, which is represented by curve 3, than
the initial distribution of genomes (curve 1). Similar
displacement of the distribution of n(p) towards
smaller values p takes place in the next generations.
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Fig. 2 — The distribution n(p) in the first generation of

evolution: curve 1 is the distribution of p = p(S0k,Sm)

for the original genomes before learning, curve 2 is the

distribution of p = p(SFk,Sm) for individuals after the
learning, but before the selection, curve 3 is the

distribution of p = p(SFk,Sm) for selected individuals,

curve 4 is the distribution of p = p(S0k,Sm) for the
genomes of selected individuals at the end of the
generation (results are averaged on 10,000
calculations)

Such displacement reveals the mechanism of
reduction of <p> in the presence of learning: the
selection leads to the genomes of individuals S,
which are closer to sequences of learned and
selected individuals Sgy, than the initial genomes of
individuals at the beginning of the generation. As a
result, a transition from curve 1 to curve 4, i.e. the
decrease in the values p, takes place during a
generation.

It should be underlined that the decrease of
values p at learning should be sufficiently large in
order to ensure small role of the parameter € and
significant difference of the fitness (1) of
individuals, and therefore, the effective selection of
individuals with small values p(Sg,S,). This
selection corresponds to the essential decrease of the
values of p at transition from curve 2 to curve 3 in
Fig. 2. It is clear that in order to guarantee the
effective operation this mechanism, learning should
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be enough strong. The other role of a strong learning
is characterized in the next subsection.

The described results show that learning can lead
to the effective genetic assimilation and to the
radical acceleration of the evolutionary search.

3.3. HIDING EFFECT

However, a strong learning can not only
accelerate the evolutionary search, but it can prevent
to find the optimal genome. Curve 1 in Fig. 1 shows
that at large G, the decrease of <p> = <p(Se,S,.)> is
limited: the final value of the <p> remains quite
large, the asymptotic value of the <p> is
approximately equal to 6.2. This is due to the fact
that at large G (G ~1000) the strong learning (p; = 1,
T = 2) results in finding the optimal sequence S,
independently on the genome Sy, Therefore, at the
final stages of evolution the genomes Sy, don't move
towards the optimum S,,. So, the hiding effect [8] is
observed.

Thus, the mechanism of the hiding effect is
analyzed. This effect means that the strong leaning
prevents the evolutionary optimization, because it
increases the chances of finding a good phenotype
independently on the genome of the individual.

3.4. INFLUENCE OF LEARNING LOAD ON
MODELED PROCESSES

We also analyzed the influence of the learning
load on the modeled processes. For this case, fitness
is determined by the expression (2). The simulation
is performed for the mentioned parameters (N = n
=100, p=1,p,=001,p,=1,T=2,e=10°), the
value a is equal to 1. The simulation results are
represented by Fig. 3, 4. Fig. 3 shows the
dependence of the average distance <p> between
sequences S; and the optimal sequence of S,, on the
generation number G. Fig. 4 shows the dynamics of
the distribution n(p) of values p at different moments
of the first generation of the evolutionary process.

60

40 1
<p>

20 A

0 T T T
0 50 100 150 200

G

Fig. 3 — The dependence of the value <p> on the
generation number G; the fitness of individuals is
determined by the expression (2); the decrease of

values <p> is much faster than that of in Fig. 1 (results
are averaged on 1000 calculations)
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Fig. 4 — The distribution n(p) in the first generation of
evolution; the fitness of individuals is determined by
the expression (2): curve 1 is the distribution of p =
pP(SO0k,Sm) for the original genomes before learning,
curve 2 is the distribution of p = p(SFk,Sm) for
individuals after the learning, but before the selection,
curve 3 is the distribution of p = p(SFk,Sm) for
selected individuals, curve 4 is the distribution of p =
p(SO0k,Sm) for the genomes of selected individuals at
the end of the generation; the displacement of the
distributions to smaller values p is significantly faster
than in Fig. 2 (results are averaged on 10,000
calculations)

It should be underlined that the genetic
assimilation for cases of the fitness, determined by
the expression (1) and the expression (2), has the
same nature. In both cases, the genomes of selected
individuals Sy approach to sequences Sy, of trained
and selected individuals. That is in both Fig. 2 and
Fig. 4 the curve 4 moves towards the curve 3. A
significant difference consists only in the fact that
the learning load makes this movement more evident
and more effective. Thus, the learning load leads to
more effective selection of individuals with the
genomes of Sg,, which are close to S,, and the
evolution process is significantly accelerated.

4. CONCLUSION

Thus, the model of interaction between learning
and evolutionary optimization has been constructed
and investigated.

The mechanism of the genetic assimilation is
studied in details. The genetic assimilation can be
described as follows: 1) learning and selection shift
the distribution of individuals towards the optimum;
2) genomes of selected individuals also move
towards the optimum. The mechanism of the genetic
assimilation is illustrated by Fig. 2. It is shown that
the genetic assimilation can lead to a radical
acceleration of evolutionary processes.

The mechanism of the hiding effect is analyzed.
This effect means that strong learning inhibits the
evolutionary search of the optimal sequence, if this
learning increases the chances of finding a good
phenotype regardless of the genome of the
individual.

The influence of the learning load on the
evolutionary processes is studied. It is shown that
the learning load leads to effective genetic
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assimilation and to a considerable acceleration of
evolution.

Future plans of our research include
investigations of cognitive features of autonomous
agents. These agents can be optimized by means of
learning and evolution.
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BCTYN
[IpoGiiemMam TEOPETUYHOTO PO3PaXyHKY 1 BUMIpY
peanbHOL MPOITY CKHOL CITPOMOYKHOCTI y

0E3MPOBITHUX JIOKAJIbHUX KOMITTOTEPHHUX Mepekax
npucBsiueHo psan myOmikanid. [Ipore B nux poborax
BHU3HAYAETHCS NPOIYCKHA CIPOMOXKHICTh JIMIIE Ha
KaHaIbHOMY piBHI ans JokambHuX Mepex IEEE
802.11g [1], mo QYHKIIOHYIOT Yy HE3AICKHOMY
(Ad Hoc) pexumi, abo Ha TpaHCIOPTHOMY piBHI
mumre s Mepexk craHmapry IEEE 801.11b [2],
(dopmatu KaapiB y AKHX iCTOTHO BiAPI3HSIOTHCS Bix
Mepex, 1o BUKoHaHi 3a ctannaptoMm IEEE 802.11g.
Kpim Toro, =i y 6a3oBomy cranmapti IEEE 802.11,
HI B JiTeparypi He pO3TISHYTI 4YacoBi Hdiarpamu
0OMiHY KaJpaMH MiX KIIEHTCHKAMHU CTaHISAMH 1
TOYKOIO JOCTYITy TPU OpraHi3allii ceaHciB 3B'I3Ky B

MepeXi Ha TpPaHCIOPTHOMY piBHI. bBinmbmmicTs
aBTOpiB ~ myOmikamii 3  gaHoi  mpoOiemu
00OMEXYIOTBCS UTIOCTpaIlicto OOMiHY IMIIE MiXK
KkiienTcbkuMu craniigsMu B Ad Hoc-ceTsax, a mesiki
HaBiTh IMOMMJIKOBO TPAaKTYIOTh Iepegady KalpiB
yepes TOUKy aoctymny [3, puc. 2.12].

Mertoro naHOi pOOOTH € AETaJbHE PO3KPUTTS
mpouenypu OOMIHY KaApaMd MK KIII€EHTCHKHUMH
KOMIT'IOTEpaMH 1 6a30BOI0 CTaHLIE Y OE3MPOBIAHNX
JToKanpbHUX Mepexkax WiFi mpu mepenadi JaHWX 110
nporokonax TpaHcrnopTHoro piBHs TCP 1 UDP mns
OTPUMaHHsS BHpa3iB, IO IO3BOJAIOTH OLIHUTH
MakCUMaJbHO MOJIMBY LIBHIKICTH  Hepeaadi
KOpHUCHOi iHpopMaIii MK KOpHCTyBadaMH MeEpeKi
IEEE 802.11g sx y 0a30BOMYy pexXHMi, TaK i
HAsBHOCTI TPHXOBAHMWX CTaHIil 3a BIiJCYTHOCTI
KOJI3ii 1 mepenmtkoa y KaHami 3B's3Ky. llpm mpomy
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nepen0adaeTbesi, IO  Mepeka — Ipalioe B
THQPACTPYKTYpHOMY pPEKHMi, TpPU SKOMY OOMiH
KaJpaMH B MeEpexXi 3HIHCHIOETBCS dYepe3 TOUKY
noctymy AP (Access Point).

IIpomyckna CIPOMOJXKHICTB (edpexTrBHA
LIBUIKICTh Tepeadi JaHWX) BIpTyaJIbHOTO KaHaly
MDK JBOMa KIIEHTCHKHMH CTaHIIIMH MEpexi,
CTBOPEHOTO Yy TIPOIIeCi BCTAHOBJICHHS 3'€THAHHS Ha
TPaHCIIOPTHOMY DiBHI, OOYHCIIOETHCS KUIBKICTIO
KopucHOI iHpopMarii y 6itax Np, IO BHUIAETHCA
oJIep KyBadeBi 3a 4ac CeaHcCy 3B'A3Ky B CeKyHAax T,

Vetr=Ng/ Ts. (1)

IIponienypa ceancy 3B's3ky mo mpotokoiry TCP
MDK 1BoMa KiieHTChbKUMH cTaHiisMu STA-1 1 STA-
2 uyepe3 Touky gmoctymy AP Brmouae dazy
BCTAHOBJICHHS  3'€MHAHHI MDK  JDKEpeloM 1
onepxkyBaueM, (asy mepemaui jmaHux, (¢asu
3akpUTTSA 1 po3'ennanHs [2, 3]. 3 ypaxyBaHHSIM

Or0 Yac CeaHcy 3B'I3Ky MPEINCTAaBUMO Y
HACTYIIHOMY BHUIJISIIII:
Ts=Tc + Tor-rer + T, ()

ne Tc —yac BCTaHOBJICHHS 3'¢qHAaHHA, Iprrcp — Yac
(hasu mepemaui manux; Try — yac (a3u 3aBepIIeHHS
Ta po3'€THaHHS.

Jdnst BU3HA4YeHHS TpuBaioCcTi (a3 3'€JHaHHS,
nepeaadi AaHuX 1 pos'eIHAHHA MOOYAYyEMO YacoBi
JiarpamMy CeaHcy 3B'A3Ky MiX JBOMa KIEHTCHKHMHU
KOMITIOTepaMH. 3 Ii€l0 MeToH OYyB MpoBeIeHHH
JNETabHUM aHalli3 Tpolecy OOMiHYy Kajapamu B
OE3MpOBiAHINA JIOKANBHIA Mepexki, 10 TMpamie B
IHQPACTPYKTYpHOMY  pEXHUMi, 3a  JTOTIOMOTOIO
NporpaMd  MOHITOPHHTY Ta aHaji3y MepeKeBUX
naketiB CommView for WiFi.

Yacosa miarpama oOMiHy KaJpaMu i TakKeTaMH Ha
KaHAJIBFHOMY 1 TpPaHCIIOPTHOMY pIBHIX Yy Ipoleci
BcraHoBieHHS TCP-3'3mHanHs 300paxkeHa Ha puc.l.
Jus  pospi3HeHHS  OJIOKIB  TOBIOMIIEHB, IO
MepeaaroThCsl Ha KaHaJBLHOMY piBHI Bim OJIOKIB,
nepeaadi Ha TPaHCHOPTHOMY piBHI, Ha Jiarpami
BHKOpHCTaHi BimmosimHo Ha3Bu "Kaap — Frame" i
"[laker — Packet".

Kmienrceka craniis STA-1, BUSBHMBIIH, IO
KaHaJ »3B'SI3Ky BUIBHUIA, BUTPUMYE OOOB'SI3KOBY
may3y Tps, MCIA 3aKiHYEHHS SKOI 3aITyCKAEThCS
TCHEpaTOp BUMAJKOBHX YHCEN 1 OOYMCIIOETHCS Yac
3BopoTHOro BimIiky (Backoff) Tgo. Skmo kanan
3B'SI3Ky ~ MmicAsA  3aKkiHYeHHs  iHTepBaly  Ipo
3QJIAMIAETHCS BUTHHUM, TO cTaHIliss STA-1 dbopmye
TCP-cerment  3i BCTaHOBJIEHUM parnopoMm
cunxponizanii SYN1:1 i HyJTb0BUM TONIEM IaHHX.
Ileth cerMeHT Ha MEpPEKEBOMY PiBHI TOTIOBHIOETHCS
IP-3aronoBkoM, B sIKOMYy BKa3ywoThcsi [P-aapecu
cranuiil npusHauenns STA-2 i BignpaBauka STA-1.

ChopMoBanuii TakeT IHKAICYIIOEThCA B KaJp
KaHaJIbHOTO PiBHS, Y KoMy MicTsaTbca MAC-anpeca
toukn nocrymy (BSSID), omepxysaua STA-2 i
mxepena STA-1. Touka noctymy mnpuiimae TCP-
makeT 3 0ITOM CHMHXPOHI3aIlil i, 32 BiICyTHOCTI B HIM
MIOMMJIOK, MICISl BUTPUMKH OOOB'SI3KOBOi KOPOTKO{
Mixkaapooi nay3u SIFS, Bianpasmnsie craniii STA-
1 xamgp mATBEpKEHHSI Ha KaHAIBHOMY piBHI (Kamp
MAC-ACK).

STA-1 AP STA-2
ToiFs : :TI:IIFS
Too | Packet TCRSYNT | [ Tea
TSYN __TSYN
FaiFs 1 Frame Mac-4cK __Tsws
Tackmac | Tackmac
Tors | ToiFs| ToiFs
oo | Teo | Packet TCP:Syn1:1 | TB0
TN Tevn
TsiFs Tairs

+ 1 Frame MAC-ACK
T.ﬁ.l: K—Mﬁ.l:“ /___TM Kb
ToiFs | ToiFs

Teo Packet TCP:
SYMNZ 1, ACK: Tea

T il 1
ACK-TCP | TackTer

.
SIFS Frame MaC-aCHK | /5IFS

TM K-M: ix TM KA

ToiFs | 1 Toirs
Too Packet TCP: Too
T 4 SNZ L BOK T
ACEKE-TCP / TﬁEK—TCF
Tars ]| 1 T
1 FrameMAC-ACK 1 -_TS'FS
T KL \_)- Tackmas
ToiFs 1 L Toirs
Too | packetTcPackt | 1 Ts0
TMK—TCF“ __TMK-TCF
.
TS P2 | Frame Mac-acK___| IRELE
.ﬁEK—MﬁE- 1 __T.&EK-M&E
v f - # - #

Puc.1 — Yacosa aiarpama o0MiHy kagpamu i
NMaKeTaMHU MiK KJIIEHTCbKUMH CTAHIISIMU i TOYKOI0
aoctyny B nmpoueci BctanobyeHHs1 TCP-3’eqnanns

Ha nactynHoMy erami To4ka JOCTYIy, HApiBHI 3
KIIIEHTCHKUMH CTaHIIISIMH MEPEXi, BKIIOYAETHCH Y
KOHKYPEHTHY OOpoThOy 3a OTpHMaHHS IOCTYITY IO
cepenoBuma. JIisi bOro BoHa Bifytiuye 00OB'I3KOBI
inTepBanu Tprrs Ta Tpo 1, 32 BIICYTHOCTI HECY4OrO
CUTHAJy B KaHAIi, BiATpaBIIsie CTaHI[il MPU3HAYCHHS
MaKkeT 3aluTy Ha BCTAHOBJICHHS 3'€qHAHHS (TTaKEeT
TCP: SYNI1:1).

STA-2 migTBepIKye TMPAaBWIBHICTh MPHHAOMY
Kaapy Ha KaHAJTLHOMY PiBHI 1 MICISI KOHKYPEHTHOT
OopoTeOM 3a KaHaJd  BIANpaBIse TMakeT 31
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BCTAaHOBIECHUMH Yy 3arooBky TCP mpamopamu
MiATBEPKECHHS BCTAHOBJICHHS 3'€qHaHHs (TIpamop
ACK BcraHoBneHu# B 1) i 3aUTy Ha BCTAaHOBJICHHS
3'eqHanHs 3 Ooky craHmii 2 (mpamop SYN2:1).
IMotim anamoriuauM umHoM makeT TCP:SYN2:1;
ACK:1 JIOCTaBIISIETHCS cTaHmil STA-1.
[linTBep/KeHHST BCTAHOBIEHHS 3'€MHAHHS 3 OOKY
STA-1 mepemaeTbCcsi aHAIOTITHO OKPEMHUM ITAKETOM
31 BcraHOBJIeHUM Y 3aronoBky TCP 6itom ACK, abo
y CKJaJli HACTYITHOTO TaKeTy AaHuX. llel maker Ha
JacoBiil miarpami He MOKa3aHUH.

[puknanue TIOBiJJOMJICHHS nepeacTbes
oJepKyBaueBi (parmMeHTamMu po3MipoM He Oinblie
1460 GaiiTiB y 3B'SI3Ky 3 THM, III0 PO3MIp MaKeTy Ha
IP-piBHi 3 BpaxyBanHsM TCP- i IP-3aromoBkiB He
nmoBuHeH  mepeBuuryBat 1500  OGaiitiB. VY
KpaiiHbOMY, TipIIIOMY, BHITQJKy B TpOIEci 0OMiHY
iHbopmMarliero MK  KITEHTCBKUMHU  CTaHIlISIMH
0e3repepBHO NEePEIAEThCS JIUIIEC OJUH MaKeT JTAaHHX.
BoueBuap, mo egekTrBHA MBUAKICT B TAKOMY pasi
Oylle MiHIMQJIBHOIO YHACIIJOK HAsSBHOCTI BEJIHMKOL
OUTOMOT ~ 4YacTWHHM  ciayxOoBoi  iHQopmamii i
TpuBanux OOOB'A3KOBUX IHTEPBAIIB UYEKAaHHA MiX
repeaadeto Kaapis.

VY peallbHEX yMOBaX KUIBKICTh TaKETIB JaHUX,
1110 Oe3MepepBHO MEePeNalThCsA 063 UCKaHHS MaKeTy
migrBeppkeHHss TCP:ACK 3anexxuTh Bif IIUPHHA
BikHa Window, MakCUMaTbHHH PO3MIp SKOTO MOXE
mocsrati 64 KoOaiit, To0TO0 44-X  makeriB
MakCHUMajJbHOI  JOBXMHH.  EKcHepuMeHTaIbHi
JOCIIUKEHHS MOKAa3ajad, 10 KUIBKICTh MaKeTIiB, IO
Oe3repepBHO nepeIaloThCS y JIOKaNbHIA
0E3MPOBIIHINM MEPekKi KOTUBAETHCS BiJl 2-X 10 6-TH.

YacoBa miarpama OOMiHY KaJpaMHu 1 MakeTaMu
MK KTIEHTCBKUMH CTaHIIISIMHA 1 TOYKOIO JIOCTYIIY TI0
nporokony TCP y ¢asi nepenaui janux 300pakeHa
Ha puc.2. Ha pmiarpami moOKa3aHO BHUMAIIOK
Oe3mepepBHOI TIepenadi MBOX MmakeTiB maHux. [lepen
MoyaTKOM Tmepenadi makeTiB  craHmis STA-1
MOBUHHA BUTpPaTH y KOHKYPEHTHiH OopoThOi 3a
noctyn 1o cepenosuina. Lle BinOyBaeTbes nuimie B
pasi, SKIIO Yac 3BOPOTHOTO BiMIKy Io B HaHii
craHuii Oynme HaliMeHmIe Yy TOpPIBHAHHI 3
AHAIOTIYHAM TapaMeTpoM B IHIIUX CTaHIIAX
JIOKaTBHOI MEpeXi, IM0 HaMararoThCsA iCTaTH
JOCTYN A0 KaHally, BKIIOYAIOYH i TOYKY JOCTYILY.
Ha piarpami, 3 MeTol0 3MEHIIEHHS ii PO3MIpiB,
inTepBan 1po, MO BUTPUMYETHCS CTAHITISIMH TIEPE
Bianpaskoto nakery miarBepmkeHHs TCP:ACK, ne
MOKa3aHUil.

[Iporiec 3akpuTTA 3'€THAHHS TOJNATAE B TOMY,
10 OJIHA i3 CTaHIlIN IMMOBHMHHA BiIIIPAaBUTH ITaKeT 31
BCTAHOBJIEHUM B OJAMHWYHUHN cTaH mpanopom FIN.
[linTBep/KeHHST TPAaHCTIOPTYBaHHS TaKOTO IIaKeTy
3MIACHIOETHCS OKPEMO SK Ha KaHAJIBHOMY, TakK 1 Ha
TPAHCIIOPTHUX PIBHIX.

BiampaBka onHi€0 i3 cTraHId Makery 3i
BCcTaHOBJIeHUM mparnopoM RST mpusBoguts 110
po3puBy  3'enHanHs. YacoBa  jgiarpama  mi€i
MPOIEAYPH aHAJIOTIYHA Aiarpami, o 300pakeHa Ha
puc.1.

STA-1 AP STA-2
Tors | 1 1 Tares
Teo 1 Packet TCP: Data; ACK | 1 Teo
TData Tosta
. 1 | 1
HFE L Framemacack L 1 Teirs
TACK—IUME ‘_(_/__‘_/"' TMK—M&C
BiFs | packet TCP:Dats; ACK | 1 TaEs
Thata Tosta
. 1 A 1
SIFS | FrameMAaC-aCK__| 1 Tsirs
TACK—IU‘IP\E TMK—MﬁC
Toirs | Toirs | Toirs
Too L TB'Z'_ Packet TCP: Date; ACK | 780
TData Tosta

.
SIFS | Tairs

T <+ Frame MAC-ACHK
TACK—IUME__ _‘_////:_ TAEK—I\.IU—‘LC

Toirs | Packet TCP-Data; 20K | Toirs
TData 1 | Tosts
Tairs

; 1 4 Frame MAC-ACK - Tsirs
ACHMAC | | «//_ | Tackmac
Toirs T

. 1 T Packet TCR-ACK - (DIFS
ACK-TCR| / Fack-Tcp
TSIFS 1 1 Frame hMAC-ACH 1 TSIFS
Taginac| 1 | Tacknac
ToiFs Toirs

T + Packet TCPACK r T
ACK-TCP ‘/"’_/__- I TACK_TCP

ik | Framemac-ack 1 Tairs
TMK—IUU—‘\E

I | Tackmeac
t i i
Puc. 2 — Yacosa aiarpama nepeaadi 1aHuX Mix
KJIieHTCbKUME cTaHliavu o TCP-npoTokosry

CymapHi 4YacoBi BHTpPaTd HAa BCTAHOBJICHHS
3'emHanHs Tc, epenady naHux 1pr.rcp 1 3aBEPIICHHS
3'eqHanHs Try O€3 BpaxyBaHHS BTpaT KaJpiB i iX
MOBTOPHOI Tepe/avi  BH3HAYAETHCS HA  OCHOBI
MIPUBEICHUX YaCOBHUX Jiarpam.

Tc = 4(TowstTeot Tack-mac) T2(Tsyn + Tack-tep), (3)
Tro-rer = 4(Toiws + Tso + Tsips + Tack-mac) +
+ 2(Toata + Tack-tcp)s “4)

e TACK—MAC, TACK—TCP 1 TSYN - TpI/IBaJ]iCTB KaﬂpiB
niarBepkeHHss Ha MAC-piBHi, TCP-piBHi 1 makery
CHUHXpOHI3amii BigmoBigHO; TpaTa — Yac mepemadi
MaKeTy JaHUX 3 pO3MipoM iHPOPMALIHOTO TONS B
Kajpi JaHux Npata OQMTIB.

VY 3B'A3Ky 3 THM, LI0 YacoBa niarpama ¢asu
po3'eqHAHHS aHAJOTiYHA JiarpaMi BCTAHOBJICHHS
3'eqHaHHd, TO ITpn = Tc [Ana  po3paxyHKy
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IHTEpBANIB  4Yacy, MNOTPIOHMX IS  Tepenadi
CIIy’)kOOBUX KaJApiB 1 KajpiB Tmepenavi JaHUX,
PO3TISIHEMO CTPYKTYPY KalpiB, IO periaMeHTOBaHa
craamaprom [EEE 802.11g [5]. Ho ckiamy Oynb-
SIKOTO KaJpy BXOJSATH MpeamOyiia, CIy>KOoBe moie
SIGNAL i mone nanux xopuctyBaya (puc. 3).

PLCD Rate
15 | Preambie 4 Bits
LS 17 Reserved
Syrmbals 1 Bit
= o
its
ws | 1 OFDM
Syrmbal Parity
1 Bit
Tail
G Bits
DATA Senvice
OFD- 16 Bits
Svimbals
PSDU
Tail
G Bits
G Signal Pad
HE | Extension Bits

Puc. 3 — CtpykTypa Kaapy nepejavi 1aHux 1o
cranpapry IEEE 802.11g

[Ipeambyna ckimamaeTbcsl 3 KOPOTKHX 1 JOBTHUX
MOCITiJOBHOCTEH HaJaIITyBaHHS, 3arajbHa
TpUBANICTh AKUX cKnagae 16 mxc. Y momi SIGNAL
MICTSATBCS BiIOMOCTI TIpO IIBHIKICTH Teperadi
iHpOpMAaIiiHOT YacTUHH KaApy 1 JOBXKHHY TaKeTy.
Y HBOTO TaKOX BKJIIOYEHHUH OIT KOHTPOJIO NapHOCTI
Ta ImmectuOiToBUil XBocToBHK (Tail), OiTm sikoro
BCTAHOBJIEHI B HYJIbOBE 3HAYEHHS. XBOCTOBHK
npu3HaueHuid 1yist po3mexxyBaHHs monst SIGNAL i
MONIsi JNaHuX 1 CHYXXUTh Ui YCTaHOBICHHS B
MOYaTKOBUM CTaH 3roprajlbHOro kojepa. Iloze
SIGNAL «xonyetrbes omaum  OFDM-cumBomowMm,
TPHUBAIICTh SKOTO Pa3oM i3 3aXUCHHM IHTEPBaJIOM
nopiBatoe 4 wMkc. llepem  iHdopmariitHuMU
CUMBOJIAaMH TIONII JTaHWX pO3TamoBaHo 16-0iToBe
nonie SERVICE, mo BUKOHYe ciy)00BYy (QyHKLIIO i
sske (QOpMambHO BITHOCHUTHCS MO 3arojioBky. Cim
Woro mepmmx OiTiB MarOTh HYJHOBE 3HAYCHHS 1
CIyXaTh IS iHiIiam3amii ICeBIOBUIAAKOBOL
mociiIoBHOCTI ckpemOnepa. Hactymni 9 6itiB €
PE3EpBHUMH 1 TAKOK MAIOTh HYJIHOBE 3HAUYCHHSI.

Ilome pmaHMX 3aBepuIyloTh 6  XBOCTOBHX
HyboBUX OiTiB (Tail) i mekinbka momaTkoBUX OiTiB
(Pad). XBoctoBuk Tail cmykuth s iHimiami3amii
3TOPTAFHOTO Kojaepa, a Oitm Pad momoBHIOIOTH
octaHHI iH(popMaIliiiHi 6iTh 10 MOTPIOHOT KITBKOCTI,

sakoi Opakye mis kKomyBaHHS iXx omamM OFDM-
cuMBoJioM. 3a mpeamOynoto cmigye PLCP-
3arojIoBOK Kajpy, mo Bikiarouae momst SIGNAL i
SERVICE. Ilicna nepenayi OFDM-cumMBomiB mosns
JAHWX BBEJICHO 1HTEPBAJ PO3LUIMPEHHS TPUBATICTIO 6
MKC, TIPOTSITOM SIKOTO CHTHAJIM B KaHAJ 3B'I3Ky HE

nepenatoThest. Llei  iHTepBanm  BBENEHO  JUIA
3aBepIICHHS TpUIIMayeM MpPOIEAYpPH 3rOPTaIbHOTO
JIEKOlyBaHHS.

3 ypaxyBaHHAM TOTO, 110 MaKeTn
MIATBEPDKEHHS  KaHAIBHOTO 1  TPaHCTIOPTHOTO

pIBHIB, a TaKkOX NaKeTH JaHUX MEPENalOThCS Y
cKi1afi KaapiB Gi3UUHOrO PiBHA, TO BUTPATH Yacy Ha
ix mepemady OOYMCIIOIOTBCS — BIAMOBIAHO IO
dbopmymax.

Tsyn= Tor + Tsig+ Tex + Tsym X r(NSERV + Nrail +

+ 8(Hwmac + Hsnar + Hip + Hrcpsyn) ) / Nogps | ,(5)

Tack-mac= Tor+ Tsig+ Tex + Tsym %

X r(NSERV + Nrait T 8 Nack-mac ) /NDBPS—l , (6)

Tack-tp= Tor + Tsig+ Tex + Tsym X r(NSERV + Nrait +

+ 8(Hwac + Hsnap + Hip + Hrepack)) / Nogps | , (1)

Toara = Ter + Tsi6 + Tex + Tsym X |_(NSERV + Nrail +

+ 8(Hwmac THsnar tHip +Hrcp +Npata)) / NDBPS—L (8)

ne Tpr 1 Tsym — 4ac mepeaaui npeamOyJIu 1 OJHOTO
cuMBoOJIa BignoBimHO, Hycp, Hip, Hyac 1 Hsnap —
po3Mmip  3arojoBkiB y  OadTax  BIANOBiTHO
TPAHCIIOPTHOTO, MEPEKEBOTr0, KaHAIbHOTO 1 SNAP
PiBHIB; Nack.mac—PO3MIp Kajpy MiITBEPKCHHS
npuiiomy Ha MAC-piBHI y 0aiitax; Npgps
Kigpkicth 0iT Ha omuH OFDM-cumBon; Tgx —
1HTEpBaJ PO3IINPEHHSI.

[Mapamerpu moniB kagpy anst cranaapty IEEE
802.11g  [5], MmO  BUKOPUCTOBYBAJUCH Y
po3paxyHkoBux (opmynax (5-10) MarTh HACTYIHI
3HAYCHHS:

TPHUBAIICTh TaliM-cIOTy At=9 MKC; MiXKaapOBOi
nay3u SIFS Tsrs =10 Mic; MixkkampoBoi may3u DIFS
Toirs=28 w™kc; mpeamOynmu Tpr=16 MKc; mONA
SYMBOL Tsyy=4 mic; moasg SIGNAL Tgig = 4 MKc;
TPUBATICTh PO3MIUPEHHS [Ex=60 MKC; PO3Mip OIS
SERVICE Nggry =16 0iriB; mons Tail Nr,; =6 OirtiB;
3aronoBky MAC Hyac=34 OaiiTh; po3Mip Kaapy
ACK-MAC Nack.mac=14 06aiiTiB; po3mip 3arojoBKY
SNAP Hsnap=5 OafiTiB; 3aromoBky I[P  Hp=20
OaiiriB; 3aronoBky TCP Hrycp=32 OaiiTa; 3aroioBky
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UDP Hypp =8 0aiiTiB; MiHIMaJbHE 3HAYEHHS
JTYUATIBHUKA 3BOPOTHOTO BiTKY Chin=15.

Sk mokazaB aHadi3 MEpPEKEBOrO TOTOKY Mixk
KIIIEHTCHKUMH CTaHI[SIMH 1 TOYKOIO HOCTYITY, IUIS
YOPaBIiHHSI TOTOKOM BHUKOPUCTOBYETHCS BIKOHHUN
QITOPUTM, 3TiHO SKOMY TepeiaBay BiAmpanisie Ny
MaKeTiB JaHWX, HE YEeKAIOYH ITiITBEPIKCHHS Bill
omepxyBaua. Ilaker miarBepmxenas ACK-TCP
BIAMpPABISETECS HA TPYNy TAKeTiB [aHWX, IO
3aJIa€EThCA MIMPUHOI BikHA Ny. Y IbOMY BUNAIKY
dhopmyna (4) mpuiiMae HACTYITHHIA BUTIIS;

Tro-ter = 2 Nw (TowrstTsot Toata T siestTack-mac) +

+ 2(TowrstTsot Tsies T Tack-mactTack-ter),  (9)

OOMiH [aHMMH Ha TPAHCIIOPTHOMY piBHI II0
nporokoxy UDP 3giiicHIoeThCst 0€3 TMOTepeIHb0To
BCTaHOBJICHHs 3'€qHaHHA 1 0e€3 MiATBEPIKEHHS
MPaBUIBHOCTI NpUiioMy nakeTy. B Takomy pasi uac
rmepemadi TMakeTy BiJ CTaHINi BiANpaBHUKA IO
CTaHWIl oJep)KyBada 3 BpaxyBaHHSM PETPAHCIISLI]
MakeTy TOYKOK JOCTYIY pO3pPaxoBYETHCS IO
HACTYIHIN GopMyi:

Trp-upe = 2(TorestTeot Tsirst ToaratTack-mac), (10)

Y  OesmpoBimHUX Mepexax 3 (pyHKIiEO
po3noaiaeHol KOOpJIUHALIT  JTOCTYITy qac
3BOPOTHOTO BimliKy 7o BU3HAYAETHCS SK JOOYTOK
JNOBXHHHU TaiM-CJIOTy Ha BUmankose uucio Ci, 10
TCHEPYEThCS TEHEPaTOPOM BUIAJKOBHX YHCEN 3
pIBHOMIpHUM 3aKOHOM posmoniny [4]. Y paHii
pobotri mpu pospaxyHKy Tgo B skocti Ci
[IpUiMaocs cepelHe 3HAYEHHs, SIKe BHOpaHe 3
BHIIaJIKOBOT'O IHTEepBaly, 1o (opmyeThCs
reHepaTOpOM BHITAJIKOBUX YHCEN Y Hiama3oHi Bix 0
10 Cupin, T100TO  To=(AtXCiyin)/2. lLleit uyac,
BUXOIAuM 13 craHmaptHux 3HadeHb At 1 Cpin,
JIOpiBHIOE 67,5 MKC.

Ilpu po3paxyHKy NOTCHUIHOT MPOIMyCKHOT
CIPOMO’KHOCTI mependayaniocs, 10 3a 4Yac CEaHCy
3B'I3KYy MEPEIAETHCS Ay)KE BETNKA KUTBKICTh TTAKETiB
manux (>1000). B Takomy pa3i dacom, 110
BUTPAYa€ThCs HAa YCTAHOBKY 3'€QHAHHS 1 Ha HOTro
3aBEpPILICHHS, MOXKHA HEXTYBAaTU 3Ba)KalOUM Ha HOTO
May Belu4uHy. Po3mip BikHa Ny Oyno y3sTo
piBHUM 7, SKHH TPUHHATO 32 YMOBYAHHIM Y
mporokoni TCP. 3MiHIOIOYM KiJBKICTH OalTIB y
osomi Big 256 mo 1460, Ta miaCcTaBIAOYU HOTO Y
dopmymu  (9), (4-8) 1 (1) orpumyemo rpadik
3aJIe)KHOCTI TEOPETUIHOT MaKCUMAaIIbHOI e(peKTHBHOT

MIBUAKOCTI  Tepemadi  JaHUX 3 BIKOHHUM
aIroput™MoM  Vycpws 3 Tepenadero  OJHOTO
MiATBEpPDKEHHS  Ha TpHU MEpedaHi MakeTh 1 3

MiATBEPIKCHHSIM KOKHOTO TIakeTy V rcp.wi (pHUC. 4).

Ha mpomy »x Tpadiky TOKazaHa 3aJeXHICTh
e(eKTUBHOI MIBHAKOCTI Iepenaui JaHux Fypp IO
nporokony UDP. 3naukaMm X Ha MalloOHKY
Mo3HaueHa cepeqHs MIBUAKICTh Mepeaadi MaHuX I10
npotokony TCP, sika BU3HaueHa €KCIICPUMEHTAIBHO
3 BUKopucTaHHaM nakery [xChariot.

15

256 12 Filsis] 1024 1536

Puc. 4 — 3anexxnocti TeopernyHoi i peaabHOL
e(peKTHBHOI MIBHKOCTI Mepeaayi JaHUX HA
TPaHCNIOPTHOMY PiBHi Bif po3Mipy moas gaHux

Bumip eekTHBHOI IBUIKOCTI TPOBOIUBCS TPU
TeXHIYHIM mmBUAKOCTI mepemadui 54 MOit/c. 3a
KOJKEH ceaHC 3B'I3Ky mnepenaBaiocs 10 Moaiir
TEKCTOBHX TOBioMIIeHb. B mporeci BumipiB
3MiHIOBaJIacss JOBXKHMHA iH(OpMAIiitHOT YacTHHH
nakeTy nanux. [lepenaya 3aidicHIOBaIacs MiX IBOMa
CTalLliOHAPHUMH KOMIT'IOTepaMH, PO3TAIIOBAHUMH Ha
BigcTani 3 M OIMH BII OJHOro, 3a0e3ledYeHuMH
pamioamantepamu tumna D-Link, 1mo mpaioroTs mo
aNropuTMy, BHU3HadyBaHoMy craHjgaproM IEEE
802.11g y pexumi "only g". B sxocti 06a3zoBoi
CTaHLil BHKOPUCTOBYBaJacsi TOYKA NOCTYIYy THILY
LinkSys WRT-54GL.

Sk BuAHO 3 HaBeneHHX TpadikiB, po3paxoBaHa
mo oTrpuMaHuXx (opMmynax eQeKTHBHA IIBHIKICTH
nepeiavi JaHWX J0Ope 30iraeThCs 3 JaHWMH, IO
OTpHMaHi IpH  EKCIEPUMEHTAJbHUX  BUMipax
MPOITYCKHOI CIIPOMOXKHOCTI Ha peaJbHUX Mepexkax.
BinxuneHHst peanbHOI NMPOIMYCKHOI CIPOMOKHOCTI
BiJl TEOPETHUYHOI TOB'I3aHE 3 BTPATOIO IMAKETIB 3a
paxyHOK TepelIko]| i TMepenoBHIOBaHHA Oydepa, a
TaKOX Tepenaucio IyOOI0UNX MaKeTiB. Y MpoIleci
EKCIICPUMEHTY  CIIOCTEpIrajcs BHUIAIKH, KOJH
MaKCHUMalbHa  CKCIIEPHUMEHTaJbHAa  IIBHIKICTbH
NepeBHIyBaja TEOPETUUHY Ui BUNAAKY Iepenadi
OJTHOTO KaJpy MiATBEPIHKEHHS Ha KOXEH NepeIaHui
JoxepenioM nakeT (Vrcp-wi), IO IMOBIPHO TOB's3aHE
3 mepejavucro Kaipy MiATBEpAKCHHS Ha NEKUIbKa
makeTiB maHuxX. IlpoTe BUNAAKIB TEPEBUIICHHS
MaKCHUMaJbHOI IIBUAKOCTI BENWYMHU Vrcp.w; HE
criocrepiranocs.
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INTRODUCTION

The purpose of work is the detailed revealing of
the procedure of frame exchange between client
computers and base station in WiFi WLANS during
the data transfer over protocols of a transport level
of TCP and UDP for receipt of expressions, allowing
to estimate maximally possible speed of payload
transfer between the users of the network of IEEE
802.11g in the base mode in default of collisions and
hindrances in a communication channel. It is thus
assumed that the network works in the
infrastructural mode while the frame exchange in the
network is carried out over the access point (AP).

The throughput of virtual channel between two
client stations of the network, created during the
connection establishment on a transport level, is
determined by payload content in the bits of Mg,
given to the recipient during the session of
connection in seconds T7g, i.e. is a transfer of
effective data rate V= Np/ Ts.

Procedure of connection session on protocol of
TCP between two client stations of STA-1 and STA-
2 through the access point AP includes the phase of
establishment of connection between a source and
recipient, phase of data transfer, phase of closing
and disconnection. For determination of duration of
connection phases, data transfer and disconnection
by the author temporal diagrams of connection
sessions between two client computers were built
and the detailed analysis of exchange process of
frames and packages in WLAN, working in
infrastructural mode with the help of program of

monitoring and analysis of network packages of
CommView for WiFi was conducted.

On receipt of calculation formulas it was taken
into account, that the client station of STA-1 during
the transmission of TCP-packages before consuming
the channel analyses its state. On discovering that
the communication channel is free, the station
maintains the obligatory pause Tprs, after expiration
of which the random numbers generator starts and
time of the reverse counting (Backoff) Tso is
calculated. If a communication channel remains free
upon termination of interval of 7Tpo, the station of
STA-1 forms a TCP-segment with the set flag of
synchronization of SYN1:1 and zero data field. This
segment on network-level is supplemented by an IP-
header, in which the IP-address of the destination
station of STA-2 and sender stations STA-1 is
specified. The formed package is encapsulated in the
frame of data link layer, in which MAC-address of
access point (BSSID), recipient STA-2 and source of
STA-1 are contained. The point of access accepts a
TCP-packet with the bit of synchronization and, in
default of errors in it, after self-control of obligatory
short interframed pause of SIFS, the frame of
confirmation sends the stations of STA-1 on the
channel level (a frame MAC-ACK).

On the next stage the access point, along with the
client stations of network, joins competition for the
receipt of access to the environment. For this
purpose it counts off the obligatory intervals of Tpjgs
and Tpo and when there is no supportive in a
channel it sends the package of request for
connection establishment (package of TCP:
SYNI1:1) to the destination stations. STA-2 confirms

53



Victor Chernega / Computing, 2013, Vol. 12, Issue 1, 53-54

the correctness of frame reception on channel level
and after competition for a channel a package with
flags of confirmation of connection establishment
set in the header of TCP (flag ACK is set in 1) and
request for connection establishment from the
station 2 (flag of SYN2:1) are sent. Then in a similar
way a package of TCP:SYN2:1; ACK:1 is delivered
to the station of STA-1. Confirmation of connection
establishment from STA-2 is sent similarly in a
separate package with set in the header of TCP by a
bit ACK or in composition of the next package of
information.

In the article the temporal diagram of exchange
of frames and packages between the client stations
and access point on protocol of TCP in the phase of
data transfer is presented. The case of continuous
transmission of two data packages is shown in the
diagram. During the construction of the diagram it
was taken into account that before the beginning of
packages transmission the station of STA-1 must
win the competition for access to the environment. It
happens only in case when time of the reverse
counting Tgo in this station is the least compared
with an analogical parameter in other stations of
local network, trying to get access to the channel,
including the access point. On a diagram, in order to
diminish of its sizes, the interval 7o, maintained by
the stations before the sending of package of
confirmation of TCP:ACK, is not shown.

The process of closing of TCP-connection is that
one of the stations must send a package with the flag
FIN set in the single state. Confirmation of transfer
of such package is carried out separately both on a
channel and on transport level. The sending of
package by one of the stations with the set flag RST
results in the break of connection. The temporal
diagram of this procedure is analogical to the
diagram of connection establishment.

On the basis of the temporal diagrams built by an
author the formulas are received, allowing counting
temporal expenses on connection establishment 7¢,
data transfer of Tpr.rcp and completion of connection
Triv without considering the losses of frames and
their repeated transmission (5-9). The expenses of
time on the transmission of packages on data link
and transport levels were counted considering that
confirmation packages, and also data packages are
transferred in composition of of theoretically most
effective data rate Vrcp.wsc by a window algorithm
with the transmission of one confirmation on three
sent packages and with confirmation of every
package Vrcp.wiare shown. On the same picture the
graph of effective data rate Vypp on protocol UDP is
represented. The average data rate on protocol TCP,
which is determined experimentally with the use of
package of Chariot, is shown with the symbols x. the
frames of physical level. In the article the formula

(10) of time expense for data transfer is shown also
on transport level on protocol of UDP Trpypp
considering retransmitting of package by the access
point. In the article the graphs of dependence

Measuring of effective rate was made at technical
transmission speed of 54 Mbit/s. For every
connection session 10 MByte of text messages were
transmitted. During measuring the length of
informative part of package of information was
changed. The transmission was carried out between
two stationary computers, located in the distance of
3 meter from each other, supplied with radioadapters
of D-Link type, working on an algorithm,
determined by the standard of IEEE 802.11g in the
mode of “only g”. As the base station the access
point of LinkSys WRT-54GL was used.

Researches showed that the effective data rate
calculated by the obtained formulas coincides well
enough with data, received during the experimental
measuring of throughput on the real networks.
Deviation of the real throughput from the theoretical
is connected with the loss of packages due to spikes
and buffer overflow, and also with the transmission
of doubled packages. In the process of experiment
there were cases, when high experimental rate
exceeded theoretical for the case of transmission of
confirmation frame on every package (Vrcp.wi) sent
by a source, that is obviously connected with the
transmission of one confirmation frame for a few
data packages. However there were no cases of
exceeding of maximum rate of the value Vrcp.ws.

REFERENCES

[1] A.V. Barbosa, M.F. Caetano, J.I. Bordim, The
Theoretical Maximum Throughput Calculation
for the IEEE 802.11g Standard, International
Journal of Computer Science and Network
Security, (11) 4 (2011), pp.136-142.

[2] V. Chernega, E. Glatz, S. Vinichenco, Estima-
tion of effective data rate at transport level in

networks of 802.11b, SevNTU Journal,
Informatics, Electronics, ~Communications,
Sevastopol, (131) (2012), pp.32-36 (in
Russian).

[3] P.Roshan, J.Leary, 802.11 Wireless LAN,
Fundamentals, Moscow, 2004, p. 304 (in
Russian).

[4] V. Chernega, B. Plattner, Wireless Local Area
Computer Networks, Kyiv, 2013, p.238 (in
Ukrainian).

[5] IEEE Std 802.11g — 2003, Wireless LAN
Medium Access Control (MAC) and Physical
Layer (PHY) specifications. Amendment 4:
Further Higher Data Rate Extension in the 2.4
GHz Band.

54



Viladimir Haasz, David Slepicka, Petr Suchanek / Computing, 2013, Vol. 12, Issue 1, 55-61

] computing@computingonline.net
J www.computingonline.net

ISSN 1727-6209
International Journal of Computing

POST-CORRECTION OF ADC NON-LINEARITY USING
INTEGRAL NON-LINEATITY CURVE

Vladimir Haasz ¥, David Slepicka ¥, Petr Suchanek ?

Y Czech Technical University in Prague, Faculty of electrical Engineering, Technicka 2, 16627 Praha 6,
Czech Republic, haasz@fel.cvut.cz, slepicd@fel.cvut.cz, http://measure.feld.cvut.cz
? Evolving systems consulting s.r.o., Cs. armady 14, 160 00 Praha 6, Czech Republic, petr.suchanek@evolvsys.cz

Abstract: The accuracy of AD conversion can be improved using the post-correction of digitizer non-linearity. In
principle two methods could be applied — look-up table or an analytical inverse function of integral non-linearity curve
(INL(n)). Look-up table can be easily implemented but it demands huge memory space particularly for high resolution
ADCs. Inverse function offers flexible solution for parameterization (e.g. frequency dependence) but it also requires fast
DSP for real-time correction. The data or coefficients for both methods are frequently determined from a histogram of
acquired pure sinusoidal signal. Non-linearity curve can also be gained by another procedure demanding significantly
less samples — approximation from a frequency spectrum. The correction of ADC nonlinearity by means of inverse
function of INL(n) curve is analyzed in this paper and the results are presented.

Keywords: analog-to-digital converter, ADC non-linearity, INL, transfer function, approximation, non-linearity

correction, simulations, experimental verification.

1. INTRODUCTION

The ADC non-linearity is inherently described by
the Integral Non-linearity curve /NL(n) which is
defined as the difference of ADC output and input as
the function of the input level. INL(n) can be directly
determined using histogram method [1], but this
method demands a huge number of samples in a
record, thus it is time consuming. However, non-
linearity causes also a distortion in the digitized
signal and the frequency spectrum can provide
similar information as the INL(n) in the code
domain.

The INL(n) curve can be split into its low code

1

frequency component (LCF) and the high code
frequency component (HCF). The LCF (the rough
curve of the INL(n)) — see Fig. 1, dotted curve) is
responsible for harmonic distortion at lower
harmonic components [2, 3, 4], usually the strongest
are 2™ and the 3™ ones. If an approximation of the
INL(n) curve using polynomials is applied, the third
order polynomial is mostly sufficient for the
following integral non-linearity correction.

2. APPROXIMATION OF INL(N) CURVE
Using polynomials the INL(n) is approximated by
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Fig. 1 — An example of INL(n) curve and its low code frequency component (dotted curve)
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Hmax
INL(n) = Z ahxh(n) 1

h=1

where a;, are the nonlinearity coefficients up to the
maximum order H,,,x, which is the highest harmonic
component considered, »n is the normalized ADC
code with a bipolar range, and x the ADC input.
Having the coefficients a;, and consequently the
approximation of INL(n) curve, the non-linearity of
digitizer can be corrected. The approximated transfer
function TF has to be calculated by adding a straight
line to the /NL(n), such that

TF(n)=n+INL(n) (2)

where n 1s the ADC code and after the substitution it
can be expressed as

H

max

TF(n)=n+ Zahxh(n) 3)

h=1

If the transfer function TF is monotonical, its
inverse exists. For this case, let’s propose that the
approximation of the inverted transfer function TF"'

will also be a polynomial of the same
order (K,.x = Huax) defined as
Kmax
TF ()= 2 by* 4

k=1

where y is the ADC output. Substituting y = TF(n)
from (3) into (4)

K

TF ' (TF(n)) = b, [TF(m)]' =

k=1

Ko [Ho k (6))
bk{Zahnh}

k=1 h=1

The distortion of the 2™ and the 3" harmonic
component is usually the most important for
majority of digitizers and the higher components are
usually negligible. Therefore the K. = Hpox= 3 will
be taken into account for the following solution. In
this case the general expression (5) changes to

TF ' (TF(n)) = ibk {i ahnh} =

k=1
=b (an+a,n’ +a,n’)+ (6)
+by(an+an’ +an’)’ +

+b(an+a,n’ +a,n’)’
Considering
TF Y (TF(n))=n (7

and comparing the coefficients of the same powers
of n an over determined equation system arises
(3 unknowns variables b, by, b;, 9 equations).

Two methods for the determination of coefficient
by are presented in this paper. In the first method the
coefficients b, b,, by are determined from 3 low-
order equations, the equations with polynomials
n', 1> 3 are neglected. The coefficients are given by

The second method is more sophisticated. Since
equation (7) can hardly be fulfilled completely the
error function

e=(TF*1(TF(n))—n)2 9)

is minimized (least square).

Let’s integrate the error function over the full-
scale of the ADC to obtain the area below the error
function. The full-scale range of the ADC spans over
(—1;+1) interval because of normalization.

I(b.by.b) = [ (TF (TF (n)) =) dn  (10)
and after the substitution from (6)
4
I(by,by,by) = [ (b (ayn+a,n* +a,n’) +
1+b2(a1n+a2n2 +an’) + (11)

+b,(an+a,n’ +an’)—n)’ dn

Integration (11) eliminates the variable n and only
variables b, remain. Let’s take the partial derivatives
of the I(by,by,b;) function with respect to three
variables and equal them to zero.
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51 _,

oL _, Sl
Sh,

8b,

8 _
Sb,

b 9

0 (12)

The system with three equations of three variables is
obtained

¢b +c,b,+cb, =d,
¢,b +eb, +cb, =d, (13)

c,b +cb, +cyby =d,

where ¢; and d; are collected terms resulting from the
partial derivations (12), e.g.

4 2 4 2 8 4 2 (14)
co=—a +—a, +—a,a, +—a
1 3 1 5 2 5 1%3 7 3
and
4

3

The equations (13) can be rewritten into a matrix
form

Ch=d (16)

and the coefficients b,, b,, b3 can be calculated by
applying the Cramer’s rule based on determinants

det(C))
det(C)’

_ det(Cy)

b = 9et(G)  (17)
det(C)

b= det(C)

The solution is

_ diesy +dyciCs +6,66ds —eieds — ¢y dycg —dicoG

bl C,C5Cy + C,C4C, + C,CCq — C3C5C, — C,CyCo — C,CCy
b, = cd,c, +c,d,c, +dc,c; —c,d,c, —dc,cy — e d,
€,C5Cy + C,C4C, + C,CoCq — C3C5C, — C,CCo — C,CCy
b, = ¢csd, +c,cod, +c,d,c, —dcic, —c,c,dy —cd,cg
C\C5Cy + C4C4C; + C,CeCr — C3C5C, — C,CyCo — C,CCy
(18)
3. SIMULATION OF NON-LINEARITY
CORRECTION
The correction of the simulated ADC

nonlinearity was performed in the second step. The
coefficients of the polynomials of the approximated
non-linearity /NL(n) curve (1) were computed from
the histogram method [1] measured by the digitizer
NI PXI 5122. Spectrally pure (filtered) testing signal
(THD < -130 dB) was used for this purpose [5]. The
approximation of the inverted transfer function was

found applying the polynomials. Only the most
dominant coefficients a; (the 2™ and the 3™ order)
were considered.

The levels of harmonic components of the
simulated output signal and of the same signal after
the correction are presented in Table 1. The
performance of both methods mentioned above is
shown.

Table 1. Results of Correction

Harmonic Digital Digital output after
component output correction
before Direct LSE
correction | inversion | minimization
2 -77dB -131dB -142dB
3 -80dB —136dB —155dB

The modeled input and corresponding output
signal were in a very good agreement with the real
signals. The correction applied on this signal showed
to be very effective. However, the correction on real
output data did not improve the signal as expected.
The reason seemed to be in other ADC
imperfections (additive noise, jitter in sampling,
non-zero sampled signal phase and hysteretic
behavior) which were not taken into account in the
simulation. To find the source of the worse
correction results in the case of real data further
simulations were executed. The influence of the
incoherently sampled signal (with non-zero a) was
suppressed by applying the Blackman-Harris
window of the 7™ order to the recorded data. The
simulated distorted ADC output was generated as

ADC,, =y = isign(a(h)){abs(—a(h)]ADCinpm}
= a(l)
(19)

where a=ladc _full scale,—18,-13]
(adc_full scale =2% for the simulated 23-bit ADC
and the numbers —18 and —13 are the coefficients of
the 2" and the 3™ non-linearity order). No rounding
(quantization in amplitude) of the ADC output was
used in order to better observe the performance of
the correction. The following ADC imperfections
were added to the modeled output signal:

a) additive white noise,

b) sampling jitter,

¢) influence of non-zero sampled signal phase,
d) hysteresis.

The result corresponding to harmonic distortion
only was used as the reference one (Fig. 2). The
influence of the additive noise is presented in Fig. 3.
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Fig. 2 — Non-linearity correction of simulated signal — sine-wave signal with harmonic distortion
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Fig. 3 — Non-linearity correction of simulated signal — sine-wave signal with white noise (¢* = 60 LSB)
and harmonic distortion

This simulation proved that the presence of an
additive white noise does not cause noticeably
influence the results of correction — higher harmonic
components were suppressed to negligible level
below noise. The same result was found for
sampling jitter. The simulation with variable non-
zero sampled signal phase showed also no influence.

The last imperfection of a real ADC, which was
investigated, was the hysteresis. For better
observation the resulting frequency spectrum as well
as the integral non-linearity curve (the deviation
from the ideal transfer function — residual amplitude)
were calculated (see Fig. 4).

The residual amplitude for falling and rising
slopes was plotted individually. The dashed and dot-
dash lines were reconstructed from the falling and
rising slopes of the signal. INLd is so called

"differential-mode" component which corresponds
to ADC hysteresis behavior. The full line represents
the “common-mode” non-linearity component /NLc
[6]. The hysteresis was modeled using equation

Y (x) =B ( ] —1|sign(x), (20)

x
X 1
where y™*(x) is the additive contribution of the ADC
hysteresis to its output, S is a the proportion factor,
X is the amplitude of the input signal, and the
sign(x”) is a binary function with +1 and —1 output
values depending on the slope of the input signal x.
Fig. 4c shows “typical” curves of residual amplitude,

which is significantly different for failing and rising
slopes.

58



Viladimir Haasz, David Slepicka, Petr Suchanek / Computing, 2013, Vol. 12, Issue 1, 55-61

] T T T T
SINAD =96 dB
-50 THD =-96 dB
SNHR =155 dB
— q —
& oo 2 &
p= =
@ L1}
3 5 3
T 7 I
E -150 E‘
o0 _L./ FLI L JJ L
- L 4] : 5 adl,
_oEp I 1 1 I I
0 5 10 15 20 25 20
frequency (Hz)
a) Frequency spectrum before correction
ADC transfer function % 10°
200 5
transfer function
= = falling slope
= = = rising slope
INLc=B3LSB -
[} s | N cl=4.0LSB N
a o
—_ (7]
@ =
2 o
?EL 0 10 3
o o
E I
3 g
3 =
Afu,'x]:—{lE\.Ox]z—{]a.Ox:lg

—200 .
—4 —2 4] 2
ADC input (LSB)

x10°

¢) Transfer function before correction

=50

-100

-150

-200

residual amplitude (LSB)

] T T T T

SINAD =115 dB
THD =-115dB
SNHR = 155 dB

2

NINNEN! LLJ.

L
—250 1 1 1 1 1
o 5 10 15 20 a5 30
frequency (Hz)
b) Frequency spectrum after correction
ADC transfer function % 10°
50 5
transfer function
= = falling slope
= = = rising slope
— [NLc=0LSE
INLd=40LSE N
- @
‘ 3
2
0 10 g
5
]
@
"o T o -
Af{x)=—(0.2x) 2 (0. ?x]g
-50 . .

. 5
-2 0 2
ADC input (LSB) <1

d) Transfer function after correction

Fig. 4 — Non-linearity correction of simulated signal — sine-wave signal with hysteresis o = 40 LSB
and harmonic distortion

The result of the correction is presented in
Fig.4d. The “common mode“ non-linearity was
correctly estimated as Af{x) =— (18.0x)* — (13x)’
LSB and removed. Only the hysteresis remained
after the correction. It corresponds to the premise
that the proposed method can correct only “pure”
non-linearity, but not the hysteresis.

4. EXPERIMENTAL VERIFICATION

To verify the simulation results experimental
measurements using two high quality digitizers (23-
bit Digitizer VXI HP E1430A and 24-bit Digitizer
NI PXI-5922) were performed. High-quality ADC
testing system at the CTU in Prague [5] was applied
for this purpose. The input signal was generated by
ultra-low distortion Stanford Research DS360
generator and it was subsequently filtered by band-
pass filter to achieve high spectral purity of the
signal. The record of 2 MSa was divided into four
segments. One of them was selected as the reference
for calculating coefficients of the inverted

polynomial. The other three data segments were then
corrected. In the case of VXI HP E1430A digitizer
input signal frequency of 20.19 kHz was used. An
example of the frequency spectra of the output
signal before and after the correction is shown in
Fig. 5. The THD was improved by about 15 dB by
means of the correction.

Secondly, the 24-bit Digitizer NI PXI-5922 was
tested. In this case two frequencies of input signal
were used: 20.19 kHz and 1.053 MHz. The other
conditions remained the same. The residuals before
and after the correction show more details than the
frequency spectra in this case (see Fig. 6 and 7).

In case of 20 kHz input signal the hysteresis
slightly influences the result. The “common mode*
non-linearity is well suppressed by the correction but
the residual non-linearity of about 15 LSB caused by
hysteresis (different for falling and rising slopes)
remains. The resulting “common-mode” non-
linearity decreased about 20 times.
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However, for 1 MHz input signal the hysteresis is
about two hundreds times higher then for 20 kHz
and the “differential-mode” non-linearity caused by
the hysteresis is dominant. Common-mode integral
non-linearity is suppressed well by the correction
indeed but the residual “differential-mode” non-
linearity remains and the remaining non-linearity
after the correction is practically the same as before.

5. CONCLUSION

Two methods for calculation of coefficients of
the inverted polynomial used for ADC non-linearity
correction were introduced, derived and compared.
The first one uses more straightforward derivation of
the coefficients; the second one minimizes the least
square error.

The first simulation did not take ADC
imperfections (additive noise, jitter in sampling,
non-zero sampled signal phase and hysteretic
behavior) into account. They showed that the both
methods wused for calculation -coefficients are
applicable. Simulations verified that the correction is
useable also in the cases when other ADC
imperfections are not negligible. This statement was
also confirmed experimentally.

The proposed method of ADC non-linearity
correction using polynomial approximation of the
integral non-linearity /NL(n) and its inverse function
gives mostly good results but not always. It concerns
e.g. digitizers with noticeable hysteresis which is
particularly common for signals with frequency near
the maximum input frequency of digitizers.
Generally, inverse function used for post-correction
of INL is frequency dependent. For this reason it
cannot be directly used for wide-band signals.
However, this issue also concerns other post-
correction methods, e.g. look-up table.
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AnsA BbIABJIEHUA BPEAOHOCHbIX MPOrPAMM
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Pe3tome: ¢ cmamve npogooumcs 0630p Haubonee 3HAYUMBIX pabom 6 0b61aACmuU CO30aHUs Cucmem OOHAPYI’CeHUs U
udenmugurayuu BpeOOHOCHVIX NPOSPAMM HA OCHOBE MemOoO08 UHMELIeKMYalbHO20 aHAIU3a Oanuwlx. [J{is
Gopmanuzayuu  dmo2o npoyecca UCnoavb3yiomcs dnemenmul  memooonocuu SADT, obobwarowue ochosHbie
npoyeodypHvie ACNEeKmbl CYWEeCmYIoWUx pabom, ROCEAUWEHHbIX OAHHOU npeomemuou obaacmu. Beidensiomes
OCHOBHbIE 2PYNNbL CYWHOCTEL, UCNOIB3YEMbIX 05l POPMUPOBAHUSL MUNOBLIX MEMOOUK OOHAPYICEHU BPEOOHOCHBIX
npoSPamMm Ha OCHO8e OAHHOU 2PYNNbL MEMOO08

KuroueBbie CJI0Ba: uHmenieKmyaibHas 06pabomrka OaHHbIX, 8De0OHOCHbIE NPOSPAMMbL, 0OHAPYICEHUE.

INTELLIGENT DATA ANALYSIS FOR MALWARE DETECTION

Dmitry V. Komashinskiy, Igor V. Kotenko

Laboratory of computer security problems SPIIRAS
39, 14th Liniya, St. Petersburg, 199178, Russia
komashinskiy@comsec.spb.ru, ivkote@comsec.spb.ru,
http://comsec.spb.ru/en

Abstract: The paper considers a state-of-the-art survey of systems for malware detection and identification based on
intelligent data analysis. The SADT methodology was adopted to formalize this process in order to generalize common
procedural aspects described in the analyzed papers within the area. The set of basic abstract items specifying the
essence of each concrete approach to detect malware is emphasized.

Keywords: Intelligent data analysis, malware, detection.

1. BBEOAEHUE YTO  TEOPETHUYECKHE  M3BICKAHHUA B  JITAHHOU
MpEeIMETHONH 00JacTH  YCHEIIHO  CTUMYIUPYIOT
pa3pabOTKy W MHTETPAIHI0 MPAKTUIECKUX METOUK
npotuBoneiicteus BII [4, 16, 25]. bomee Toro,
HaOMIOMaeTcs TEHACHITNS YCIOXKHEHUSA 3alad B
JAHHON TPEIMETHON O0JIACTH B COOTBETCTBUHU C
TEKYIIMMHU BBI30BAMH, OIPENEISIEMBIMH 3BONIOIHEH
BII. K npumepy, Macyn u ap. [26] paccmMaTpuBaioT
npobnemy BoisiBneHus BIl kak 3amgauy anammsa
HENPEPHIBHOTO M M3MEHYMBOTO BO BPEMEHHU TMOTOKA
NaHHBIX, YTO JaeT TIOHMMaHHE COBPEMEHHBIX
TEHJCHIIUH B IaHHOW MIPEIMETHON 00JIaCTH.
Hecmotps Ha  Hammume  psga  [EHHBIX
pe3ynbTaToB, Tepe] MCCIeAOBaTEIMA BO3HUKAIOT
HOBBIE, BCe 0OJiee CIOXHbBIC 3ajauu, HAITPaBJICHHBIC

B HacTosmIee BpeMst 0JHON U3 aKTyalTbHBIX 3a/1a4
B 00JacTH BBISBICHUS BPEIOHOCHBIX IPOTPAMMHBIX
00BeKTOB (nayee ucmosbdyercsi abOpeBuarypa BII
OT «BPEJOHOCHAs MporpaMma», aHri. malware)
SIBIISIETCS IPUMEHEHNE METOJIOB HHTEIUIEKTYaJIbHOTO
ananmm3a panablx (MAJl, amrm. Intelligent Data
Analysis, IDA).

Kounenmus MIPUMEHEHUS HAJ ISt
OOHapyXeHHsSI  BpPEIOHOCHBIX IporpamMM  Oblia
chopmymupoBana Kedaprom [3] u ap. B 90-x romax
NPONUIOTO BEKa W  MOJy4YWIa TMPAKTUYECKOE
npoaoipkeHue B padore Cromndo, [lymea u ap. [20]
B 2001 romy. K HacTosimeMy BpeMEHH OYEBHJIHO,
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Ha (opMHpOBaHHE CHCTEM OOHApYyXXEHUS U
UICHTU(OUKAIIMKA BPEIOHOCHBIX MPOrpamMM, OITH-
MaJbHBIX C TOYKH 3pPCHHHM yd4eTa TpeOOBaHHH K
XapaKTePUCTUKAM TOYHOCTH, MPOHM3BOMTEIEHOCTH
U pecypconoTpedeHusl.

ABTOpaM MPEJCTABISAETCS, YTO B CBETC HATHYUS
0O0JBIIOr0 KOJMYECTBA pabOT B JAaHHOW 0O0JacTu
JIOCTaTOYHO  aKTyaJbHOM  3ajgadyedt  sBIAeTCS
MpoBENEHHE WX aHallu3a, KOTOPHIA ITO3BOJUT
WCCIIEIOBATEISIM TPUHUMATh Oojee 3 ¢eKTUBHBIC
pelIeHHS.

CTpyKTypa CcTaTbd MpEACTABISETCS CIIETYFOIIM
oOpazom.

B mepBoMm pasnene mpeniaraercs (GopMaibHOE
MpeJICTaBICHUE MPOIECCOB MCIIOIB30BAHUS METOJIOB
WAl nns mocTpoeHHs cuCTeM OOHApYXKCHUS U
UACHTHU(GUKAIUH BPEITOHOCHBIX MPOTPAMM.

Bo BTOpOM paszjene pacKphIBalOTCS OCHOBEI
CYLIECTBYIOUIMX  TOJXOJOB K  BBIABICHUIO
BPEIOHOCHBIX MPOrpaMM Ha mpumepe (HaiioBbIX
obwekToB ¢opmara Portable Executable (PE32),
SIBIISIIOIUXCSL  OCHOBHBIM CPEJICTBOM pPacmlpocTpa-
HEHUS BPEJIOHOCHBIX MPOTPAMM JIIsl ONEPAITMOHHBIX
cucreM Ms Windows.

B TperbeM pa3nene paccMaTpUBAIOTCS OTIEINb-
HbIC CTATHYCCKHUE W JIWHAMUYCCKHE TOAXOIbl K
BBISIBIICHHIO BPEJOHOCHBIX MPOTrpaMM Ha OCHOBE
HA]J, a Taxxke METOABI UX KOMOWHUPOBAHHUS.

Hroru 0630pa MOABOAATCS B 3aKIIOUEHUH.

2. ®OPMAJIbHOE OMNMUCAHUE
NMPOLIECCOB UCIMOJIb3OBAHUA
METOAOOB WAL

[ponecc oOyuenus: cuctembl obHapyxeHus BII

(puc. 1)  moxer  OBITh  TpPENCTaBIEH  Kak
MTOCIIEIOBATEIPHOCTh  ACHCTBUI  (LIETIOYKa  TIOJI-
MIPOIIECCOB)

Myearn = [Pexts Pset» Prearns Prail, (1)

oOecrieunBaromias MoJydeHue H3 00ydYaromiero
Habopa NaHHbIX Dr,gin 1€TIEBON MoOmenu Mp,.,
IIOCTPOEHHOM  HAa  OCHOBE  IPOCTPAHCTBA
arpuOyToB Ap.. = {ay, ay, ..., an}.

B nanpHeiimemM npocTpaHcTBO aTpUOYTOB Ape. U
paboraromiasi B €ro paMkax meneBas MoAenb Mp,.
HCTIONB3YIOTCS B HPOLIECCE 3KCIUTyaTalldl CHCTEMBI
(puc. 2).

BrieneHHble  dMeMEHTH  Tpolriecca 00ydeHHS
JaHHBIX CHUCTEM MOTYT OBITh OXapaKTepU30BaHEI
CIIeIYIONTUM 00pa3oMm.

Ilognpouecc  wu3BneYeHUs  NPU3HAKOB  Ppyy
obecrieunBaeT ¢dopmupoBaHue HAYaJIbHOTO
NpOCTpaHcTBa aTpuOyTOB Agy,y = {aq,ay, ..., 4.}, B
paMkax KoTtoporo ¢opmupyercsa onucanue Dggy,, =

{dk,dX, .., dR}xaxmoro omemeHTa  BXOJHOTO
Habopa JaHHbIX Dypgin = {d1,d2, ..., d5}.
dopmuposanue Agg,, OCYIIECTBISETCS 33 CUET
HICTIONB30BAHUSA ~ TIPEJBAPUTENBHO  BBIOPAHHOI
HCcCleoBaTeNeM MOJEIH MPECTaBIEHHs 00BEKTOB
My;ew, UETBIO KOTOpOH sBISETCS oOecreueHne
eIMHOr0 TOAXOAAa K PACCMOTPEHHIO HIIEMEHTOB
MHOXKECTBA Drygin B PAMKAX BBIIECIEHHOTO ACIIEKTA,
obecreunBas TeM caMbIM HpeoOpazoBanue My,
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MIPU3HAKOB Pger SIBIISICTCS ONTUMU3ALUS
pasMepHOCTH W J(PPEKTHUBHOCTH HCITOIB30BAHUS
HAa4aJIbHOTO TIPOCTPAaHCTBA aTpudOyToB Apgw, HA
OCHOBE KOTOPOTO MOCTPOCHO MHOKECTBO OMHCAHHMA
AJIEMEHTOB  BXOJHOTO Habopa maHHBIX Dggy
C TIOJTyYeHHEM HOBBIX IIPOCTPAHCTBAa aTpPHOYTOB
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Puc. 2 — Mopenas nponecca 3KCIIyaTAllUHA CHCTEM
oOHapyxxenus BIT

Ha mpaktuke 3amaga onTUMU3aIUN MOXET OBITH
CBsI3aHA KakK C BbIACNeHUEeM Ap,. U3 Agqw, TaK H C
MOJHBIM ~ WJIM  YacTU4YHBIM  (popMHpOBaHUEM
MHOXecTBa Ape. Ha OCHOBE aTpuOyTOB, HE
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BXOJISIIMX B HaYaJbHOE MPOCTPAHCTBO Apg,,. HacTo
B HHTEpECAX MHUHUMMH3aALNN BPEMCHHBIX u
peCypcHBIX ~ 3aTpaT  3agada  KOHCTPYHPOBaHHS
MPU3HAKOB  TIO  YMOJNYAaHUIO  CBOJUTCA K
(hopMHpPOBaHUIO MOJETH TPEIACTABICHUSI OOBEKTOB
Myiey TakuMm o00pa3oM, YTOOBl ONTHMHU3ALMSA
HaYaJbHOTO MPOCTPAHCTBA aTpuOyTOB HE TpeboBaa
(hopMHEpPOBaHUS HOBBIX.

D10 00BsIcHIET (OKyC MaHHOTO TMporecca Ha
WCTIONb30BaHUN  OTPENEICHHONH TIpM TOATOTOBKE
sKcrepuMeHTa mpouenypbl Mg, ¢ Apaw = Apecs
Apec © ARqw BBIIENEHHS 3HAYMMBIX TPU3HAKOB
Apec W3 4MCHa CyMIECTBYIOMNX Agqy, . loanpornece
o0OydeHus MOJIEIH Prearn SIBIISIETCS
OCHOBOIIOJIATalOIM BO BCEM IIpoliecce 00ydeHUs
CHUCTEMBI U obOecrieunBaeT (HOpMHUPOBAHUE IEICBOM
monenu  Mp,. Ha  OCHOBE  HCHOJB30BaHUS
ONTUMU3WPOBAHHOTO  Habopa  JaHHBIX  Dpg.
MIPIMEHUTENIFHO K BBIOPAHHOMY HCCIIEZOBaTEIEM
Merony obOyuenus. lloampouecc — oleHMBaHUA
momenn Py,  TpemocTtaBisieT — BO3MOXKHOCTH
MOJyYUTh KOIMYECTBEHHYIO OIEHKYy KadecTBa
NPEAUKTUBHOW  CIIOCOOHOCTH  TMOJNYYCHHOW  Ha
npedplaylieM miare ueneBod wmopenn Mp,. Ha

OCHOBE TecTOoBOro Habopa HaHHBIX Dcpeck =
c 4C
{d ,dz,...,drcn}.
IIponecc 9KCIUTyaTallux 3BPUCTUYECKOU
cuctembl  oOHapyxkenuss PIIB  moxer  ObITH

MNPCACTABJICH KaK HNCTI0OYKa HO,HHpOI_IeCCOB)

Mpyne = [PExt' PFunc] . ()

OH UCTOJNB3YeT MOMyYEeHHBIC Ha dTare 00ydeHus
MIPOCTPAHCTBO aTPUOYTOB Ap,. It HOPMHUPOBAHUS
ONTUMHM3UPOBAHHOTO  TPEACTaBICHHS  OOBEKTOB
MHOJKECTBa W LIeNeBYI0 Mozaens Mp,.. Ilognpornecc
WU3BIIEUEHUA TPU3HAKOB Pr,; 1O cBoell cyTu
WICHTHYCH aHAJIOTMYHOMY Tojmponeccy  (a3sl
oOydenust cucreM obOnHapyxenus PIIB. Ero
OCHOBHBIM  OTJIMYMEM  SBISIETCS  TO,  YTO
U3BJICKAIOTCSl TPH3HAKU, OTHOCSAIIMECS TOJBKO K
ONTUMHU3UPOBAHHOMY MPOCTPAaHCTBY aTpuOyTOB,
Myiew ' Dioad = Apec- Pasmep MHOXXECTBa
BXOIAMMX O0BEKTOB Dj,,4s B IaHHOM ciIyd4ae He
uMeeT 3HadeHuss U B obmem ciaydae |Djyqql = 1.
Llenpro  mopmpomecca  3KCIUTyaTalidl  [EJIeBOU
Monennt Prpyy,. sBIsercs (QopMHpOBaHHWE METKH
Kj1acca 00bEKTOB MHOXKECTBA Dy yq4-

B cokpamenHoM Buae, wuaes (QOpManbHOTO
IIpe/ICTaBIeHusl cucTeMbl BeisBieHUs BII Ha ocHOBe
WA]I MoxeT OBITH BRIpOKEHA B BHIC KOPTEKA

S= <Mview'Mfsr My, D¢y, E), (3)

rae M,;e, — UCIONIb3yEeMbIEe MOJCIU MPEACTaBICHUS
AHAIM3UPYEMBIX 00BEKTOB,

Mgs  —
MIPU3HAKOB,

M; — meton(s1) 0OydeHMS,

D¢, — ucrione3yemble A1 00y4YeHHsI JaHHBIE U

E — mnpuMeHsemMble NpOrpaMMHBIE CpPEICTBa
MOJACPKKH BBIYHCIICHHH.

ITony4yeHHOE NpeaCTaBICHUE HCIONB3YETCS Ui
CTPYKTYpUPOBaHUS HACTOSAIICH pabOTHI.

MeToA(bI)  BBIIEICHHS  3HAYUMBIX

Mooens npeocmasnenus 00vexmos
yCTaHABIIUBACT (hopmanbHOE npe/CTaBICHHE
00BEKTOB KOHKPETHOTO THIIA, KOTOpoe Oynaer

oOpabateiBaTh cucteMa. Kak mpaBuio, 3ta Mojelnb
BKIIFOYaeT OO0OOMICHHYI0 MOJelh 00OBEKTa W Ha ee
OCHOBE BBOJIMTCSI ITOHATHE MIPU3HAKOB,
COBOKYITHOCTh KOTOPBIX TEM WJH HHBIM 00pa3oM
XapaKTePU3yeT KaXKIbIH YHUKATBHBIH HSK3EMILISAP
00beKTa;

Memoowsl  evidenenuss  3HAYUMbBIX — NPUSHAKOB
MO3BOJISIOT MPOU3BECTH MUHHMHU3AIUIO KOJUYECTBA
MPU3HAKOB, WCTONB3YeMbIX  JUIS OIIHCaHUS
00BEKTOB.

Memoow  knaccuguxayuu  (KIacTepu3aiun)

YCTaHABIMBAIOT KOHKPETHBIN MOAXOI K OOYUYCHHIO,
HCTIOJB3YEMbIM B CUCTEME.

Hcnionb3yembie cpedcmea nodoepaicku 8biuucie-
HUtl  TIO3BOJISIFOT ~ OPraHU30BaTh IPAKTHYECKUC
ACTeKTHI Peai3ali CUCTEMEI;

Hcmounuku  OamHblx  WCTHOJIB3YIOTCS
00y4YeHWU CHUCTEMBl ¥  HaYadbHOU
MoKa3areyiell TOUHOCTH PEIICHUM.

npu
OLICHKE

3. OCHOBHbIE NOAXOAbl K AHAIINU3Y

UCMNOJNTHAEMbIX ®AUNOBbLIX
OBBEKTOB
Ha puc.3 TpeIcTaBicHa 00001IeHHAS

MOCJIEIOBATEILHOCTh JIEHCTBHM, HEOOXomumas st
MOJTyYEHUS! OTHOCUTEIBHO TOJIHOTO IPEICTABICHUS
0 BHYTPEHHHX CTPYKTYPHBIX H (yHKIIHOHAIBHBIX
0COOEHHOCTSIX OWHAPHBIX WCIOTHIEMBIX (haliIoB
¢dopmata  Portable  Executable (PE32), 1no
HACTOSIIETO BPEMEHW SBISIONIETOCS OCHOBHBIM
HMCTOYHUKOM yrpo3 TUTS MePCOHATBHBIX
KOMIIBIOTEPOB.

Kax mokazano ©Ha pwuc.3, cyliecTByeT [Be
OCHOBHBIC  TPYyNNBl  TOAXOAOB K  aHAIN3Y
WCTIOTHSEMBIX (halfIIOBBIX OOBHEKTOB.

3T0 moaxosl, peanusyromue (1) cratTuyeckue u
(2) nmuHAMHWYECKHME METOAMKH WX O0paboTKH U
TIPUHATHS PEUICHHUS O CTENIEHHN UX BPEJOHOCHOCTH.

CraTuueckue TMOAXOIbl NPEIOCTABISIIOT 0oJiee
OBICTpBIE W MeHee 3aTpaTHhIE CIIOCOOBI aHajm3a
00BEKTOB, HE TPEOYIOMHNE WX BBITOJHEHUS (WIH
MOJICJIMPOBAHUS  TpOIlecca  BBINOJIHCHHS) B
HUHTEPIPETUPYIOLICH UX Ccpelie.

B 3aBucumocTu ot tumna (aiioB, HHTEPIIPETUPY-
IOIIeN Cpeloi MOXKET OIepallMOHHAs CHUCTeMa WU
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Kakoe-Ti00  CIeHaTN3UPOBAaHHOE IPOTrPAaMMHOE
npusoxenue, Hanpumep MHTepHEeT-0paysep.
OCHOBHBIM  HEJOCTaTKOM  JAHHOW  TPYMIIBI
MOAXOOB SIBISIETCS UX HECTIOCOOHOCTH (P (PHEKTUBHO
pemars mpobieMy MHOKECTBEHHOCTH CTaTHYECKHX
MpeICTaBICHU 00beKTa, 00JIaAalOUIeT0 YHHUKaIb-
HBIM [TOBEICHYECKHUM NATTEPHOM (IIOBEJICHUEM).

Crarnyecknii anaan3 00beKTa

JdunamMuyecKkuii aHa U3 odbeKTa

Puc. 3 — Ananu3 o0bekToB (popmara Portable
Executable

3TO OrpaHUYHMBACT MPUMEHUMOCTh CTATHYCCKUX
METOZIOB M, B HTOre, OOBACHSIET HEIOCTATOYHYIO
TOYHOCTh TPH HCIOJb30BAaHMM HX B OTPBIBE OT
JIpYruX TMOAXOJI0B. B KkadecTBe mpocreiiiero
npuMepa MOXHO I0Ka3aTh, 4YTO TMOCTPOCHUE
KOHEYHOTO HCIONHsIeMOoro (aiiina Ha OCHOBE OJHOTO
U TOro e Habopa  HMCXOAHBIX  (ailioB
(mporpaMMHOr0  TPOEKTa) C  HCIHOJb30BAHHEM
pasHOro  WHCTpyMEHTapusi  (pasHbIX  OMIUH
KOMITHJISIIINH ) MO3BOJISET chopMUpOBaTh
MHOXECTBO ero CTaTUYCCKU Pa3MUYHBIX
(byHKIMOHANBHBIX ~ KOMUW. OJTO, MO CyTH, |
NPUBOJIUT K HEOOXOAWMOCTH UCIONB30BaTh BCE
Oonee u Oomee CIOXHBIE METOABI CTaTHYECKOI'O

aHaJIM3a. HaHHaH 0COOEHHOCTh IPOKO
HCIOJIB3YCTCA 3JIOYMBIIIIJICHHUKaMHA 3a CUeT
HUCIIOJIb30BaHUA  pPa3JIMYHBIX HWHCTPYMCHTAJIbHBIX

CPEICTB KOMMMIWIAIUHN, OO0(QyCKaluW, YHIaKOBKH U
MporpaMMHONM  3amuThl. [Ipr KOMOMHHpOBaHWH
JAHHBIX  CPEIACTB MOXHO C  YBEPECHHOCTHIO
YTBEpXKJaTh O BO3MOXHOCTH  (popMHpOBaHUS
HECKOJIbKHX  JIECSITKOB  THICSY CTPYKTYPHO
pa3IUYHBIX KOMUU 00BEKTa, 00JIaA0IIETO OTHUMU
Y TeMH k¢ (PYHKIIMOHATHLHBIMU CBOWCTBAMHU.
I'pynma nuHAMUYECKUX MOIXOJO0B OOBEAHHSET

Oojee MEIUICHHBIE W JOPOTHE C TOYKH 3PEHHUS
HCTIOJIb3yEeMBIX BBIUHCITUTEIBHBIX pecypcoB
CHocoOBl TONyYeHHs] JIOCTOBEPHON WHQOpMAaIUH
0 QyHKIMOHATBHOCTH aHAIM3HPYEMOTO OOBEKTa.
Onnako, JIaHHBIC CII0COOBI MO3BOJISIOT
HUBEIHUPOBATH MPOOJIEMBI, PUCYIIUE CTATHUECKUM
noaxonaMm. Bmecte ¢ TeM, AMHAMUYECKUN aHaIW3
TOXKE 00JIaflaeT PSAAOM HEIOCTATKOB.

B nepByio ouepenp, Kak ObUIO MTOKA3aHO BBIIIE,
3TO  OTHOCHUTCA K TpoOJeMe  COOTBETCTBUS
MOJIETUPYEMOM TIpU aHaJIM3€ BHEUIHEH cpeJbl
(OKpykeHHs) W OXHAAaeMoil (peambHOH) Cpenbl.
Hanpumep, HEKOTOpbIE BPEAOHOCHBIE MPHIIOKEHUS
BBIMIOJIHSAIOT ~ SIBHBIE  J€CTPYKTHBHBIE  JIEWCTBUS
TONBKO MpPU HAJUYMHU YCIIOBUH, OIpPENEICHHBIX
BHEIIHEN cpenoi. MX OTCyTCTBHE HE MO3BOJISET
BBUSIBUTh B IMIPOLIECCE aHANU3a JAECTPYKTUBHBIN
(GYHKIIMOHAN, W, TeM CaMbIM, MOXET IMPHBECTH K
JIO’)KHOMY PEIICHUI0 aHAJINTHKA.

Bo-BTophIX, IIeHAa pa3paldOTKH U TOAACPKKH
KOPPEKTHBIX ~ MOJEJEH  OKa3bIBaeTCs  MHOrIa
HEIIOMEPHO BBICOKOW 3a CUeT TPYAOEMKOCTH U
CIIO)KHOCTH TOA00HOH paboTtel. Kak mpasuio,
M000H IPOrpaMMHBIH WHCTPYMEHTapHil,
MOAJIEP>KUBAOLIUI npotecc JUHAMUYECKOTO
aHaJlM3a, WMeeT OIpeleieHHble  HeIOCTaTKH,
MO3BOJISIIOLIME  BPEJOHOCHOMY  KOAY  YCIICLIHO
BBUIBISITh MX HAJIWYUE WU NPOTUBOCTOATH UM. B
KayecTBe MpHMepa, MOXKHO TPUBECTH IMOHITHUSA Tak

HA3bIBACMBIX MOJIX0JIOB MPOTUBOICHCTBHS
OTJaJOYHBIM  CpEACTBAM W MPOTPAMMHBIM
smyasTopam (anti-debugging and anti-emulation
tricks).

Hamuume nmpoOneM B yKa3aHHBIX —TpyImax

MOIXO0JIOB M 0OYCIIaBIMBAaeT MPHUPOTY MOKA3aHHOTO
Ha puc.3 UTepaTUBHOrO Tpollecca aHaju3a
HEU3BECTHBIX OOBEKTOB OT MPOCTOTO K CIOKHOMY,
aTakke OOBSACHSIET TMPHYMHY, MO KOTOPOH B
HaCTOsIIee BpeMs HCIONB3YIOTCA U Te, U IpyTHe
MOJIXOJIbI, HECMOTPS Ha BCE UX HEAOCTATKH.

4. AHATIN3 UCCNEOOBAHUA

Ha puc.4 mnokazaHO OTHOCHTEIBHOE MECTO
KaXJIOW HCIOJIB3YeMOM TIpynmnbsl MPU3HAKOB B
pamkax  0asuca,  OINpeNeIsieMOro  CTENEeHBIo
CII0KHOCTH pa3paboTku TEXHOJIOTHUU,
obOecnieunBaromeii ux cOOp, W CpeJHHM BpEeMEHEM
camoro Tporecca coopa.

Hanpumep, ngoctaTrouHo OuY€BHIHO TO, YTO
MPOIIECC TMPOTPAMMHOM pealu3aliil MPOCTEUIIero
cpeactBa cOopa N-TpaMM 3HAYMTENHHO TPOIIE, a
MOJIy4aeMoe Cpe/ICTBO YHUBEpcalbHee U ObICTpee o
CPaBHEHHIO C TIPOLIECCOM Pa3pabOTKH CHCTEMBI
Iu3acceMONMMpoBaHus, TpeOyromeld  ydera, 1O
KpaifHell Mepe, TOJIEpPKUBaeMbIX  (paiimoBoro
¢dopmara u Habopa komann CPU.O063op Hamboiee
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Cpeonee epems U361€4CHUA HPUIHAKOS

Puc. 4 - [lokazaTenu npoueccoB c60pa NPpU3HAKOB

3HAUYUMBIX PabOT B 00JAacCTH NMPHUMEHEHHS METO/OB
MAJl nns  3agaud  BBIABJICHHUS  BPEIOHOCHBIX
[IPOTPaMMHBIX OOBEKTOB MIPOBEJIEM B COOTBETCTBUH C
OCHOBHBIMH HCITOJIb3yEMBIMHU TPYIIIaMU MPU3HAKOB.
N-epammut. TlepBoii paboTol, B KOTOPO#l OBLIO

IIPEACTABIIEHO npuMeHeHne  N-Tpamm ULt
W3BJICUYCHUA  TPHU3HAKOB  BPEJIOHOCHOTO  KOJa,
sprsiercss  pabora  Kemxapra wu  gp.  [3],

omyOonmukoBaHHas B 1995Tomy W TOCBAIICHHAS
aKTyaJIBHOﬁ Ha TOT MOMCHT np06ﬂeMe BBISIBJICHUS

3apaXEHHBIX 3arpy30YHBIX CeKTOpoB. OmHON U3
OCHOBOIIOJIAr AFOIIHX pabor, B KOTOPBIX
uccinenoBaiach  3QQGEKTUBHOCTh  N-TpaMM ISt

nocTpoeHusi cucreMsl oOHapyxeHus BII dopmara
PE32, sBnsietrcs padora Llymeia, Crondo u ap. [20].
OHM TpUMEHWIM JaHHYI TIpYIIy [PHU3HAKOB
C YCTaHOBJICHHOW JJIMHOM, paBHOU IBYM OaiiTam.

B nmampmeiimmem  3¢d¢exTrBHOCTE  N-rpamm
HEOJHOKPAaTHO oO0CyKAanach JIpyrMMH TIPyIIamMu
uccnenopareneii. Konrep u Manyd [5] B 2004 roay
MPOJIOJKIIIM MCCIIEIOBaHUE BOMPOCAa OOHApYKEHHS
BpenoHOCHBIX PE32-daiinoB ¢ momormpo N-rpamMm
CUIMHOM B auamasoHe ot 1 mo 10 Oa¥it,
W3BJICYECHHBIX M3 00JacTel, coaeprKalluX MalIMHHBIH
KOZX. ABTOpBI COOOLIMJIM, YTO HPH BBIIOJHEHUH
9KCIIEPUMEHTOB OHHU BBIIBHIM ONTHUMAIbHOE I
3a1a4d  COOTHOIIEHWE JiuHb  N-rpaMMbl  H
konmnyectBa N-rpamm B Buzae 4:500. B 2007 -
2008 romax Macya, Kxan u ap. [12-14] aktuBHO
UCTIONB30BaI N-TpaMMbl ISl TIOCTPOSHUSI OOILETo
moaxoga K 00HapYIKEHUIO BII 3a cyeT
KOMOWHHMpOBaHUs Tpymn npusHakoB. B 2009 rogy
MenaxeM u nip. [15] mpuMEeHMIHN TaHHYIO MOATPYTIITY

NpU3HAKOB 111  OOOCHOBAaHUS ~ NPUMEHHMOCTH
HEePapXUUECKUX METOIOB KOMOMHUPOBAHHS CPEICTB
knaccudukaimu s Boisieiaenus BII. B 2010 roqy B
psine pabor [7, 19] N-rpaMMbl HCHONB30BATHCH IS
MpoAoDKeHus: skcnepuMenToB. Cantoc u np. [19]
BBITIOJTHAJIN MICCIIIOBAaHUE MPUMEHUMOCTH MeToza k
ommwkaiimmx cocezeit (k Nearest Neighbours, kKNN) u
BBISIBJICHUS ONTUMAJbHBIX 3HadeHud N u k g
3amaun BeusiBneHus BII. Jlpyras paGorta [7] Obuia
MOCBAIIEHA aKTyaJlbHOM TpobiieMe MHHUMH3AINUU
HayaJIbHOrO KonnudecTBa N-rpaMM 3a CUeT BBEJCHHUS
MOHATUS MO3ULUMH N-TpaMMbl B paMKax 3HAYUMOTO
pErroHa aHaINM3UPYEMOro OOBEKTa.

OnHuM U3 BaXHEUIIMX TpEeuMyIIecTB N-rpamw,
Kak npusHakoB BII, siBisiercst mpocToTa mpouecca ux
W3BJICUYEHHS M HAIVIAHOCTHh. BmecTe ¢ TeM, naHHas
rpynmna MpU3HAKOB 00JagaeT M CYIIECTBEHHBIMHU
HelocTaTKaMHt, ONpeAesieMbIMUA B TEPBYIO O4Yepenb
MX TOTCHITHAIIEHO OOJBIINM KOJHUYESCTBOM [7], 4TO
YCIOXKHSET MPOBEICHUE JANbHEHWIIMX MPOLELyp
BBIJICJICHUS] 3HAYUMBIX Ipu3HakoB. Kpome Toro,
CHCTEMBI, HCIIOJB3YIOIIUE TOJBKO MAHHYIO TPYIILY

NPU3HAKOB,  YSI3BHUMBI [0  OTHOIIGHHIO K
UCIIOJIb30BaHUIO Pa3HOOOpa3HBIX METO/I0B
o0Qyckaumy  KOHTeHTa (HampuMep, YIaKoBKa,
YCTaHOBKa JOTIOJIHUTEJIbHBIX 3aIIUTHBIX

IMPOTpaMMHBIX CJIOCB JJId YCJIOKHCHUA PEBCPCUHIA U
T.J.).

Cmpoxu. CTpOKOBbIE JaHHBIC, TaKXKe YacTo
YIIOMAHAEMBIE KaK WHTEPIPETHPYEMBIE (YUTAEMEIE)
CTPOKH, MOXKHO PAacCMaTpHBaTh B KAYECTBE TPYIIIEI
MPH3HAKOB, CEMaHTHYECKH OIH3KOM K
PacCMOTPEHHBIM BBIIIIE 6aliTOBBIM
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rocienoBaTenbHOCTIM (N-rpammam). MIX OCHOBHBIM
OTIMUMsAMHU  cienyer cunutath (1) mepeMeHHYIo
IuHy, (2) TpUHAIISKHOCTh 3HAUYCHWH CHMBOJIOB
CTPOKM K OINpEIeJICHHOMY [Hala3oHy 3HaueHUi,
ompenenstonieMy  andasur, u  (3) HaiMuue
TEPMUHMPYIOLIETO CHMBOJIA, 3aBEPIIAIOIIETO CTPOKY.
Kak mnpaBwiio, 3HaueHHE MOCIEAHETO 3aBUCHT OT
KOHTEKCTa MPOLEIypbl U3BICUCHUS NMpU3HAKOB. Tak,
HampuMep, U TpoUeAyphl aHanmu3a  (aiiioB
(hopmara PE32 TEPMHUHUPYIOLIUI CHUMBOJI
HCTOPHUECKHU CBSI3aH C MOHATHEM HYJIEBOI'O CHMBOIIA,
OTIpEICTISIONIETO 3aBepiineHne CTpoku (C-cTpoKn).

Vixe ynomsaytyo paboty Ulymbma [20] MoxkHO
CUUTATh TIEPBO paboroit, ourmambsHO
HCIIOJIB30BABILEH CTPOKOBBIE JIAHHbIE Ui
nocTpoeHusi cucrteM oOHapyxkeHus BIl nHa ocHoBe
HNA/. Hecmotpss Ha 3TO, cienyeT OTMETHTb, YTO
[OJOOHBIE TPHU3HAKM AKTUBHO MCIONB30BAJIHUCH B
AHTUBUPYCHOM  MHAYCTpMH W paHee A
¢dopmupoBanus curaatyp. Konrep u Manyd [5] Ha
[IPAaKTUKE IIO0Ka3ajH, 4YTO OuY€Hb 4acTo Hauboiee
3HauYMMble JJiA Tpolecca aetexktupoBanus BIT N-
rpaMMBbl COOTBETCTBYIOT OTIpeICIEHHBIM
[IOCJICIOBATENIBHOCTSIM ~ CUMBOJIOM,  OTHOCSIIAMCS
KCTpoKkaM. B  Hacrosmee BpemMa B  CHIy
OTIpeIeNIEHHbIX HE/I0CTaTKOB CTaTUYECKHUE
CTPOKOBBIE MPU3HAKKA B MEHBILCH CTECIICHU 3HAYMMBI
IIpU TIPOBEIECHUM HCCIIEIOBAHUM, OZHAKO BCE PABHO
NpUHUMaloTcd BO BHUMaHue. Hampumep, Jly u
apyrue [11] UCTIONB3yIOT CTPOKOBBIE MpPHU3HAKU
B KauecTBE OIHOW W3 Tpynn NPU3HAKOB IIpH
MOCTPOEHUN KOMOMHHPOBAHHON CXEMbI METOMIOB IS
obnapyxenus BIL

K moctomHCTBaM CTpOK, Kak NMPHU3HAKOB, CIECIYET
OTHECTM  yKa3aHHblE  BBIIIE  IPEUMYIIECTBA
UCTIONIB30BaHUA N-TpaMM M HHTEPIPETUPYEMOCTb.
OCHOBHBIMM ~ HENOCTaTKAMHU  CTPOK  SIBISIIOTCA
npoOuiemsl, Ipucynme N-rpamman.

3aconosxku u mabauyvl. JIaHHBIE 3aroJIOBKOB

WCTIOJNHAEMBIX  (haiiJIoB  SBISIOTCS ~ BaKHBIM
HCTOYHHKOM nHGOpMaAUH JUTSt cHCTEM
obcyxmaemoro kmacca. Ilymem w  gp.  [20]
NPUMEHSFOT ~ JIaHHBle ~ TaONWI[  WUMIopTa  JUIs

(hopMHpOBaHUS TIOAMHOXKECTBA ITPU3HAKOB, HECYIIIIX
nHGOPMAITHIO 00 HCIONB3YEMBIX OHOIMOTCUHBIX
BbI30BaX  (DYHKUIWHA  ONEPalMOHHONH  CHUCTEMBI.
Menaxem u ap. [15] wucCHodAB3ylOT 3HAYCHUS
3aromoBkoB PE32 w wuwHbopMarmio aupexkTopuit
UMIIOpTa, 3KCIIOPTa M PECypcoB I TMOCTPOCHUS
MHOT'OCJIOMHOM HEPAPXUUECKOU CUCTEMBI
Kimaccu(uKali, OCHOBAaHHOW Ha TPUMEHEHHH
MIPU3HAKOB Pa3M4HbIX Tpymi. [lepmucku u ap. [17]
UCIIOJNB3YIOT JJAHHBIE 3ar0JIOBKOB LTS (POPMUPOBAHHUS

HaOOpa TMPOM3BOAHBIX TNPHU3HAKOB (TaKWX, Kak
SHTpomws  cekmui). Martuk [16] wucmonb3yer
YHCJIOBBIC JaHHBIC 3aroJIOBKOB u HCKOTOPKBIC

MPOU3BOAHBIC IPU3HAKU UIS aHAJIM3a TPUMECHUMOCTHU

cratmdeckoro aHanmmsa. lllaxszang w  gap.  [22]
NPOU3BOJIUT  AHAIW3  3arojOBOYHBIX  CTPYKTYP
HCTIOJTHSAEMBIX (aiinoB ¢dopmara ELF
(ucnonp3yembix B Unix-momo6Hpx OC) 1 TeM caMbIM
000CHOBBIBACT MPUMEHUMOCTb MOAXOO0B,
TPaAULMOHHO HCIOJB3YEMBIX [UIl CTPYKTYpHOTO
aHanm3a ucronHseMbix (daitmos OC Windows (PE32)
JUII  CTaTUYeCKOTO OOHApyXEHHsI  BPEIOHOCHBIX
¢daitmoB  Ha apyrux 1wiatpopmax. OCHOBHBIM
JIOCTOWHCTBOM JTAHHOW TPYTIITHI MTPU3HAKOB SIBIISIETCS
OTHOCWTENIbHA TPOCTOTa WX  W3BJICUCHHSA U
uHTepnperanyy. lcrmons30BaHWE JAaHHBIX  JTOTO
YPOBHS, B KOHEYHOM CUETE, MO3BOJSET IMOIYUHUTh
3HAYUTENBHYI0 O HMH(OpMAMH O HadallbHOM
COCTOSIHUM  OOBEKTa  HEMOCPEICTBEHHO  IIepen
HayaJioM €ro MHTepIpeTaiy UCTIONHSIOMIEH cpeqoil.
Hampumep, 3aronoBouHble W TaOIMYHBIC IaHHBIC
¢daitmoBoro  ¢opmara  PE32  mo3BomsioT ¢
JOCTaTOYHOH TOYHOCTBIO CYJUTh O HAYaJbHOM
COCTOSIHUM a/IpeCHOTO MPOCTPAHCTBA MPOLIECCOB, €To
BBITIOJTHSIOMNX. BMecTe ¢ Tem, HaM4ne IMHUPOKOTO
CIEKTpa METOJIOB IMPOTHUBOJCUCTBUS CTATHYECKOMY
aHaM3y Ha NMPaKTUKE HE BCET/a MO3BOJISAET B IMOJIHOU
Mepe BOCTIONTE30BATHCS MPEeNMYIIeCTBAMH
3ar0JIOBOYHBIX M TAOJIMIHBIX JAHHBIX.

WNHcTpykumu M MX  COBOKYNHOCTH. ['pynmbl
MPU3HAKOB, W3BIEKAEMBIX W3  aHAIU3UPYEMBIX
O0OBEKTOB HAa ypOBHE aHaIW3a  BJIOXXEHHOTO
MPOrpaMMHOTO KoJa (7151 MCHOJHSIEMBIX (OpMaToB

3TO, KaK [IPaBUIIO, JIOCTUTAETCS
I3acCeMOIMPOBAaHNEM),  TO3BOJIIOT  IOJY4aTh
HU3KOYPOBHEBYIO  CTaTMYEeCKyl0  HH(OpMaIHIO,
ONMKCBHIBAIOLIYI0 IOBENCHYECKHE ACIHEKTHI, NAOLIUE
NpEeACTaBI€HHE 00  OTHEIbHBIX  YNPAaBIAIOLINX
KOMaHIax u ux COBOKYITHOCTSIX

(mocnenoBaTeNFHOCTAX KOMaHA M HX JIOTHYECKUX
obbemmuennit). Me wu  gp. [24] wucrmoms3yior
MIPOM3BOHBIE YACTOTHBIE XapaKTEPUCTUKU HATMIHS
MAIIMHHBIX KOMaHIl ¥ WX IOCJIe0BaTeIIbHOCTEH B
paMKax OTHOENbHBIX (YHKIHOHANBGHBIX  OJIOKOB.
Macyn u Ip. [12-14] MPUMEHSIOT
MOCIIEI0BATETFHOCTH OMUCAHWI MAIIMHHBIX KOMaH]I

(ceMaHTHUYeCKWUI ~ TUI ~ ONEpallM W THIIBI
aprymenroB). Cumgukm u np. [23] mpemmararor
TTOJTXO]T K (hopMHPOBaHUIO OTIHCaHUI
MOCJICIOBATEILHOCTEH  MAITMHHBIX ~ KOMaHJ  Ha
OCHOBE 3HAYCHHMH WX ONKOIOB. Ana3ab [1] u np.
WCTIONB3YIOT ~CTAaTWYCCKHE JaHHBIE O BBI30BAX

GYHKIMA U yJIydIIeHHsl TI0Ka3arelie CHCTEMBI
BeisiBiieHHs BIl Ha ocHoBe N-rpamm. Kunsiion u
Kocrakuc [4] IpeaiaraoT METOJIUKY,
UCTIONB3YIOIIYI0 CTaTHYECKHE [JaHHBIE O CBS3SX
COBOKYIHOCTeW  HMHCTPYKIHMHA  (QyHKOMH) s
MOATOTOBKM CTaTHYECKOTO rpada BHI30BOB (YHKIUH,
UCTIONB3YEeMOro U1 OLEHKUM I0#00Ms  paHee
HEHM3BECTHBIX OOBEKTOB CYIIECTBYIOUIMM OMHCAHUAM
BpPEIOHOCHBIX.  JlaHHBIE  TpyHmbl  NPHU3HAKOB
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SBIISTIOTCS ~ Hamboilee  WH(POPMATHBHBIMH  TI0
CpaBHCHUIO C OINMMCAHHBIMH BBINIC W IIO3BOJIAIOT
JOCTHTHYTh MAaKCHUMaJbHOH (M0 CpaBHECHUIO C
JPYTHMH CTAaTHYCCKUMHU THUMAMH JAHHBIX) TOYHOCTH
MPUHATUA PCIICHUSA. Bwmecte ¢ TEM, UX OYCBHUIHBIM
HEJIOCTaTKOM SIBJIICTCS  JIOCTATOYHAS  CJIOXKHOCTB
00pabOTKH ¥ HEBO3MOXXHOCTh HX IOJHOIIGHHOTO
WCIIONIb30BaHUS B YCIOBUSIX HIMPOKOTO TPHUMEHEHHUS
3JIOYMBINUICHHUKaMU CPECTB HpOl'"paMMHOﬁ 3alllUThI

U YIaKOBKH.

Junamuueckue npusnaxu.  ABTOpPBl  JTAHHOTO
o030pa mpeacTtaBuwiM MOAXOX [8] K BEISIBICHHUIO
BPEIIOHOCHBIX MpOTrpaMMm Ha OCHOBaHUU
HCIONIb30BAHUS UMH B MPOIIECCE PAOOTHI CHCTEMHBIX
ceppucoB  sapa g OC  Windows  XP.
Hcnonp30BaiuCh  YMCIIOBBIE ¥ KaTErOpUAIBHBIC
MIPOU3BOTHBIC MPU3HAKH, XapaKTepU3YIoIIune,

HamnpuMep, KOJMYECTBO BBI3OBOB M THIIBI JOCTyMHa K
OT/AENBHBIM 00bEKTaM KOHTPOJIHUPYEeMOW cucteMbl. B
ormmune ot sroro, Me u nap. [25] mpenmoxuiu
WCTIOJTb30BaTh B KadecTBe MIPU3HAKOB
MIOCTIEIOBATEILHOCTD TIEPEXBATHIBAEMBIX BHI30BOB.

Jlanmm wm Ip. [10] hilpt: MIOCTPOEHUS
(hopman30BaHHOTO OTMCaHUS mporiecca
BBITIOJTHEHHA KOHTPOJIHPYEMOTO TIPAIIOKEHUS
WCIIONB3YIOT TaK HAa3bIBAEMBIE «TIOBeICHUECKHE N-
rpaMMmb»,  (OpPMHpPYEMBbIE  METOIOM  IPOXOja
«IJIABAIOUIET0 OKHa» 3aJaHHOM jmuHel N 10
HaOIro1aeMoi MIOCIIeI0BAaTeIbHOCTH BEI30BOB
CHCTEeMHBIX cepBuCcOB. OHU MOKa3aiu, 4TO Hanboee
a¢dexTrBHBIE 3HaYeHUsT N JIeXaT B WHTEpBaJe OT 2
10 4 BKIIIOUUTENsHO. [IprMeuaTensHO TO, 9TO JIOTHKA
cOopa TOCIe0BaTeIbHOCTA BBI30BOB OIMUPACTCS HA
MOHATHE  KOHTPOJS  JOCTyMa K KPUTHYECKHM
00BEKTaM CHUCTEMBI (OTHENbHBIC (Gaililbl, KIIOYA U
3HAYEHUSI CHCTEMHOTO PeecTpa).

Puk u gp. [18] g omucaHusi BBINOIHSIEMBIX
MIPUJIOKEHUH TIPUMEHWIM CHMBOJIbHBIE LIEMOYKH,
XapaKTepU3yIOIUE  CEMAaHTUKY  BBITOJIHSEMBIX
CHUCTEMHBIX BBI30BOB U HX apryMeHTHL. BriaeneHue
OTICTBHBIX TPHU3HAKOB TOXE MPOHM3BOAMIOCH C
ITOMOIIIHI0 METO/IA «TUTABAIOIIETO OKHAY.

[Max3ag wu ap. [21] mpeacraBwin MOAXON K
BoIsiBIeHUIO BII, onwuparommiics Ha KOHTpOJb
COCTOSTHHSI OTIpENeNIeHHBIX TIOJIell CTPYKTYp smpa,
ACCOIMUPOBAHHBIX C aHATM3UPYEMBIMHU TIPOIIECCAMH.
OneHKa MNPaKTUYECKONH NPUMEHUMOCTH IOAX0Ja
Obla TpoBeleHAa 1O  OTHomeHmtoo Kk BII,
¢ynkunonupytomuM Ha OC cemeiictBa Linux. beiio
MOKa3aHO, YTO JUIS  YCICIIHOTO  BBISIBICHUS
HEKOTOpBIX KiaccoB BII mocraTodHo mnpoBeneHus
MOHHTOPHHTA CTPYKTYP S/Ipa Ha Ha4aJIbHBIX CTaIHIX
KU3HEHHOTO IMKIa mporeccoB. C TeopeTHuecKon
TOYKH 3peHus, moxxon mnpumennM u a1 OC
Windows B pamkax cucrem kimacca HIPS (Host
Intrusion Prevention System).

UccnenoBanne  mpuMeHUMOCTH  (hOpMalTbHBIX
MPECTABICHUN  BHITIOJHCHHUS  AHATU3UPYEMBIX
O0BEKTOB Ha OCHOBE MOHUTOPHHIA BBITOIHICMBIX
MAaIlMHHBIX KOMaHJ TMPOBOIWIOCH B padorax [2] u
[6]. ITepBbIit moAXO OpUEHTHPOBAaH Ha OOHAPY)KEHHE
BII Ha ocHOBe mOHMCKAa HENPEPHIBHBIX IEMOYCK
WCTIOJTHSAEMBIX WHCTPYKIHH, CBOWCTBEHHBIX
BPEIOHOCHBIM TTporpaMM. Bropas pabora pacmmpser
JMAHHBIA TIOMXOJ 3a CYET OpUEHTAIlMM €ro Ha
uaeHTH(pUKAIUIO OTACTbHEIX ceMeiictB BII, BBoauT
(opmanpHOE OTpezieTieHre MOJENN aHAIN3UPYEMOTO
00BEKTa W HCIIONB3YET COOCTBEHHBIC KpPUTEPUH,
3aJalolIUe MOHITHUE IIETIOYKH MAIIMHHBIX KOMaHI U
HEoOXoMMoe BpeMst ux coopa.

Kombunuposanue kiaccughuxamopos. Bompoc
MPUMEHEHUS METOJOB KOMOWHHUPOBAHUS METOJIOB
UAJl ms oOnapyxkenuss BII wuccrmemyercs, kak
MIPaBUIIO, B KOHTEKCTE 3a/]a4 MTOBBIIICHUS TOYHOCTH
TNPUHATHS PEUICHUS] W YyIy4IIeHHs IoKa3aTelneit
SKCIUTyaTallUOHHBIX ~ XapaKTepUCTUK. B  kauecTBe
mpuMepa  pabOThl, OCBEMIAIOMIEH  MPHUKIIAJHBIC
ACTIEKThl KOMOWHUPOBAHUS, MOXXHO pacCMaTpUBaTh
MoHorpaduto Kynueoii [9].

PaGora Menaxema u ap. [15] nocesiieHa 3amade
VIIydIIeHUs] TIOKaszaTellell TOYHOCTH ¥ BpPEMEHHU
obnapyxenus BII 3a cuer ucnonp3oBanus aHcamOIs
KIIaCCU(UKATOPOB. Juts (hopmupoBaHus
MIPOCTPAHCTBA MPU3HAKOB MTPUMEHSITUCH CTATHIECKHE
MIPU3HAKY, TMOMyUYEeHHBICE HA OCHOBE W3BIICUCHHS N-
rpaMM B Juamna3zoHe or 3-x Ao 6-tu. Beinenenue
3HAYMMBIX TIPH3HAKOB OCHOBaHO Ha Meronax Fisher
Score u Information Gain, 4YTO IO3BOJIHIO
M3HAYaIIbHO COKPATUTH KOJUYECTBO UCIIOJIb30BAHHBIX
npusHakoB 3Toro kjacca 10 300 S-rpamm u 600 6-
rpamMm. Kpome Toro, B KadecTBE HCTOYHHKA
HH(pOPMAITUH MIPUMEHSUIHCH CTPYKTypHBIC
XapakTepucTuku (ainoB. Vcnonb30BaMch JaHHBIC
O0IMMX 3arojIOBKOB, CEKIHH WMIIOpTa M 3KCIIOPTa,
mupekropun  pecypcoB.  [lpemnoxena — rpymma
MPU3HAKOB, OTOOPaXKAIOMUX KOJMYSCTBEHHBIC U
Ka4eCTBCHHbIE  XapaKTEPUCTUKA  MPOTPAMMHBIX
GYHKITHHA, coAep Kaluxcs B aHATM3UPYEMBIX (aiiiax
U OTHOIIEHHWS o0beMa Koja K oOIeMy pasmepy
¢aitna u ero ordenbHBIX yacted. [locme cnmsHus
JAHHBIX TPYTIT MPU3HAKOB M MPOBEICHMUS TOBTOPHOU
OIICHKM WX 3HAYUMOCTH C TIOMOIIBI0 METOJa
Information Gain ObLI BBIAENEH OKOHYATEILHBIN
Habop u3 140 TpPU3HAKOB, WCHOJIL30BAHHBIX B
JMATBHEHTIIeH JacTh paboThl. B KadecTBE OCHOBHBIX
METOZIOB OOY4YeHHs OBUIM pPEaM30BaHBI METOJIbI

Majority Voting, Performance Weighting,
Distribution Summation, Bayesian Combination,
Naive  Bayes  Combination, Stacking u

MPE/UIOKEHHBIA aBTOPAMH METOJ] KOMOWHHUPOBAHHUSI
Troika. Meronx Troika ocHOBaH Ha YeETBHIpEX-
YPOBHEBOM HMEpapXW4eCKOW CHUCTeME KacCU(H-
KaTOPOB, I B Ka4eCTBE 0a30BBIX KJIACCH(DUKATOPOB
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HCIIONB3YIOTCST METOBI JIepeBbeB penteHnii (Decision
Tree, DT), kNN, Voting Features Interval (VFI), One
Rule (OneR) wu  HauBHbi  baiiecoBckuii
knaccugukarop (Naive Bayes, NB), a B kauectBe
KIIacCU(PHUKATOPOB TpOoMeKyTodHoro ciost - DT u
KNN. OueHuBaHHE TOYHOCTH PacCMOTPEHHBIX
METOJIOB KOMOHHHUPOBAHHS TMPOBOAMIACH KAk JIjist
3a7a49M Kiaccu(UKaIUK C IByMa METKaMH, TaK U JIIs
3a7a4l KJIACCU(PHKAIMH C KOJMYESCTBOM KJIACCOB,
paHbM § (7 Turo BII u Ge3omacHbIe iporpaMmBbl).
OreHka pe3ysbTaToB Ha OCHOBe 10-kpaTHOW Kpocc-
NPOBEPKM TIOKa3aja BBICOKYI0 TOYHOCTH METOAA
Troika. OpgHako, 3TOT METON Hapsgy C METOAOM
Stacking, TpeOoBanm CyIECTBEHHOTO KOJIMYECTBA
BpeMeHH is oOydenus. I[lommepikka BBIYMCICHUH
OCYULIEC/IBIIAIACH C TOMOLIBIO MPOrPAMMHOTO ITaKeTa
Weka.

We, Jlu u gp. [24] wccienoBammm BOIPOC
UCIIOJNIB30BaHUSI aHCAMOJIsl METO/OB KIIaCTepH3alliy
U1l TIOCTPOGHUSI  CHCTEMBl  aBTOMAaTHUYECKOM
KaTeropu3aliii HOBBIX, paHee HEM3BECTHBIX (hailyioB
¢dopmara PE32.

OCHOBHBIM ~ DJICMEHTOM  MOTHBAIMH  PabOTHI
SBISIACH  HEOOXOMUMOCTh  CHHJKEHHS  BPEMEHHU

MIPUHATHS PEMIeHNS O CTENEHH OMACHOCTH Ka)KIIOTO
MIOCTYTIAIOIIETO B CUCTEMY OOBEKTa U €r0 CEMENCTReE.
OOydeHne pemaromeld MoIend W ee Baluianus
MIPOBOAWJINCh HA MJaHHBIX Koproparmu KingSoft,
npeacTaBisonmx Habops! BII, 3apernctprupoBaHHbIX
Ha TMpPOTSHKEHUM HECKOJNBKHX CyTOK. B kauecTe
OCHOBHBIX TPH3HAKOB HCIOJIh30BAINCH CTATHIECKUE
aTpuOyTHI, XapaKTePU3YIOIIHe YacTOTHBIC
XapaKTEPUCTUKU TIOSBICHUS MAIIMHHBIX HHCTPYKIIUN
U HaIWM4Me IIeTIOYeK WHCTPYKIUH, BXOISIIUX B
(yHKITMM, XpaHWMBIE HCCIICAYEMbIMH  (haitiaMu.
Wnes MMOCTPOCHUS aHcaMOIIst METO/I0B
KJIacTepr3aluy ObUIa OCHOBaHA Ha WCIIOJIb30BaHUU
IByX 0a30BBIX MeTomoB. llepBbIM sBISUICS Tak
HA3bIBACMBI METOA THOPHIHON HepapXHUeCKOM
KJIacTepU3aluy, OOBCIUHSIONIUN  MPEUMYIIECTBA
MeTOJa MepapXxuIecKoi KiacTepu3aliu, KaKk 00IIero
MOJIX0/la K  TIOCIIEOBATENBHOMY  OOBEIWHEHUIO
KJIACTEPOB Ha KaXJIoM mare, u merona k-medoids,
KaK METoJla pa3JelIeHHs MOIyYeHHOW COBOKYITHOCTH
KJIacTepoB. JlaHHBIH METOJ MCIONb30BAICT IS
00pabOTKM CTaTMYECKUX YACTHBIX IOKa3aTeleH
HAIMYYS WHCTPYKIMA. BTOpBIM SIBISUICS  METON
Weighted Subspace K-Medoids, momumo mpodero
pemramui  3amady MHHAMU3AIWAA TMPOCTPAHCTBA
3HAYMMBIX MPU3HAKOB HAIUYUS TeX WM WHBIX
MOCJIeIOBATeNNFHOCTE MAIUHHBIX HHCTPYKIMHA B
paMKax OTHENBHOTO KiacTepa. PaboTta BBIOIHATIACH
c WCIIOJIb30BaHUEM COOCTBEHHOTO Habopa
MIPOTPaMMHOTO HHCTPYMEHTApHsL.

Jly n nmp. [11] mpemioXumim Toaxon K PErieHuro
npoOieMbl TouHOCTH oOHapy:xenuss BIl 3a cuer
KOMOWHHUPOBAaHUSI KaK MPU3HAKOB, TaK U METOJIOB.

Nnes xoMOMHMpOBAaHMS TPHU3HAKOB 3aKIIIOYaIach B
UCTIONIb30BaHUU 00BEIMHEHHOTO MHOXKECTBa
CTaTHYECKUX W AWHAMUYECKHX IPU3HAKOB, TOE B
KauecTBe  CTAaTHYSCKUX  BBICTYNAIM  NPU3HAKU
HaJIMYKS BBI30BOB CUCTEMHBIX OMOmmoTek Buaa «mst
oubnmmorekn - Wms ¢yHkoum», a OUHAMHYECKHE

MPU3HAKK  TIPEJCTABISUTA  HA0Op TOTEHIUAIBHO
MO03PUTETBHBIX JICHCTBHUH, BBINOJHAEMBIX
MIPIJIOKEHUSIMHU. Bcero TUTS MIPOBEICHUS

SKCIICPUMCEHTOB HUCIIOJIB30BAJIUCh JAHHBIC U3 psAAa
OTKPBITBIX HCTOYHHKOB. I[J'IH BBIJICIICHUA Ha60pa

3HAQUUMBIX  IPHU3HAKOB  KCIOJB30BAICA  METO[
Information  Gain. KomOuHHMpoBaHWE  METOJOB
OCHOBAaHO  Ha  TPHUMCHCHHUH  JBYXYpPOBHEBOI

HEPApXUICCKON MOJCITH, OOBCIUHSIONICH METOIbBI
OIMOPHBIX BeKTOPOB (Support Vector Machine, SVM)
n Association Rules. [TokazaHo, 4To TpeaoKeHHBIN
aBTOpaMHU TOJTXO/T CTHoco0eH YCIIEUTHO
KOHKYPHPOBATh c W3BECTHBIMU METOAaMH
KOMOWHHMpOBaHUS (B IUIaHE MOBBINICHUS TOYHOCTHU
obHapyxerus BIl) u mMeeT cpaBHUMOE C APYTUMH
MeToAaMu Bpemsi oO0ydeHus. Jlyis  cpaBHEHUS
UCTIONIB30BAIUCh 0a30BbIC METOBI KIacCU(UKAIUN
NB, SVM, kNN, DT, OneR wu wMeronmsl
koMOmHHUpoBaHus Voting, Bagging DT, Boosting DT,
Stacking u Grading.

Hcnonvsyemvie npocpammmble cpedcmea
ROOOEPIUCKU  BLIYUCTCHUNL U  UCMOYHUKU  OGHHBIX.
AHanu3 paboT, MPeCTaBICHHBIX B IaHHOM pasfee,
MOKa3plBaeT  CIEAyIOImKe  OCOOCHHOCTH  TIpH
OpraHu3aIMX SKCTIEPUMEHTOB.

Kax mpaBmio, wuccienoBarend MPEANOYATAIOT

HCIONIB30BaTh CYIIECTBYIOIIKE CBOOOIHbIE
MpPOTpaMMHBIE  CPEJCTBA, pEaH3yIONIHe METOIbI
NAJL. Haubomnee MOMYJIAPHBIM SIBJISIETCS

nporpammubiii maker WEKA (Waikato Environment
for Knowledge Analysis), HCroip3yeMbIii BO MHOTHX
YIOOMSIHYTBIX TyOmmkammsx [5, 7, 8, 15 — 17, 21].
Ilomumo storo, B psime pador [21, 23-25] WEKA
UCTIONIB3YEeTCS COBMECTHO ¢ OuOmmorekoit libSVM,
peanu3yroniell aurOpUTMEI, pealn3yeMble METOJ0M
OTIOPHBIX BEKTOPOB (3Ta OMOIMOTEKA WCIIONIB3YETCS
cama 1o cebe B pabote Anazaba u np. [1]). Cunukku
u 1p. [23] B CBOHUX 3KCHEPUMEHTAX HCHOJIB3YIOT
BO3MO>KHOCTH $3bIKa MTporpaMMupoBanusi R. ABTOpbI
JTaHHOTO 0030pa B OTHOI M3 CBOMX IMOCICTHIX PadoT,
MOCBSIIEHHOW JaHHOW TeMe [6], HCHOIB3YIOT
mporpaMMHBIA TlakeT RapidMiner, mo3BossronTHit
00BeAMHATL COOCTBEHHBIC BO3MOXKHOCTH CO BCEMH
YKa3aHHBIMH BBILIE NPOTPaMMHBIMH CpPEICTBaMH B
paMKax enuHOW TpauuecKold HEe3aBHCUMOW OT
ratopmel  cpenpl. [loXokMMH  BO3MOYKHOCTSIMU
obnamaer nporpammublii maker KEEL (Knowledge
Extraction based on Evolutionary Learning),
ucnonp3oBaHHbl  [llaxzamom w  mp.  [22] moos
JIOTIOJTHEHUST BO3MOXKHOCTEW IPOrPaMMHOr0 MakeTa
WEKA.
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®opmupoBanre HaOOPOB AAaHHBIX, B YAaCTHOCTH,
BPENOHOCHBIX, ISl TIPOBEACHUS OKCIECPUMEHTOB
SIBIICTCSL CHOXHOM 3amadel B CHIIy JOCTATOYHO
OUYEBHIIHBIX TPUYMH, TJIABHOH M3 KOTOPBIX SBISETCS
TO, YTO HWCTOYHHWK JAHHBIX JOJDKEH 3aciy’KUBaTh
JIOBEpHSL. IIpennodruTensHBIM HUCTOYHUKOM
SIBIISIIOTCSL ~ BHYTPEHHHE  XpaHWIWINA  JIaHHBIX
KOMITaHHUH, CHENMaTH3UPYIONINXCS Ha 00HApYKeHUN
BIL

B kauectBe mpumMepa MOZOOHBIX  padoT,
BBIIIOJIHEHHBIX ~ C  HCIIOJb30BAaHHUEM  JIAHHBIX
AQHTUBUPYCHBIX ~ KOMIIAHMH, MOXXHO  TIPUBECTH

nyomukanuu Kunsitona u Kocrakuca (F-Secure) [4],
Marruka (McAffee) [16], e u ap. (KingSoft) [25].

BMmecte ¢ Tem, HCHONB3YIOTCS U Jpyrue, Oolee
JIOCTYITHBIE, KOJUICKTUBHO OJIICP>KUBACMEBIC
HCTOYHMKH JIAaHHBIX, HalpuMep Ha00p KOJIICKIUi
VXHeavens (ucmonb3yrores B [2, 5-8, 12-14, 21-23]),
JTaHHBIE OffensiveComputing (ucronb3yeTcst
[Max3anom [22]) u Malfease (ucmonbsyercs
[Tepaucku [17]).

4. 3AKINIOYEHUE

B craree Ha
(hopManM30BaHHOTO  TIPEICTABICHUS  BBIJEICHBI
0a30BbIC  COCTaBJIAIONINE, HCHOJIB3yeMble  JUIS
(hopMHpOBaHUS CTPYKTYpPHI OCHOBHOW YacTH PabOTHI.
[Iporiecc TpynmUpoOBKH HMCHOIB30BAaHHBIX B paboTte

OCHOBAHUH IIOKAa3aHHOT'O

myONMKaiuii  OCYIIECTBICH B  COOTBETCTBHH  C
BBCJICHHBIM TMOHATHEM MOJCIU  MPEACTABICHHS
00BEKTA.

HOKa3aHO, qTo METOAbI I/IHTeJ'IJ'IeKTyaJ'IBHOFO

aHaIM3a JAHHBIX MOTYT OBITh HCIOJB30BaHBl HE
TOJBKO B KauecTBE CPEACTB (HOPMHUPOBAHUS CHCTEM
aBTOMaTHYECKOro BBISBJICHUS BPEIOHOCHBIX
O0OBEKTOB, HO M [UIi OUEHKH 3(PPEKTHBHOCTH
MIpUMEHEeHUsT HOBBIX Mojeneil. [lampHelimas paborta
Mo 3TOM Teme OyAeT CBs3aHa C MHCCIIEAOBAHHUAMHU
CHCTEM OOHapy>XeHHS COBpeMeHHbIX HTepHeT—
yrpo3.

Pabora  BemomHSACTCST  TpU  (PUHAHCOBOU
nojiepkke MuHHCTEpCTBA 00pa30BaHus U HayKu PO
(xonTpakt 11.519.11.4008), PODU (mpoext Nel3-
01-00843-a), MIPOTPaMMBI (hyHITaMEHTATEHBIX
uccnenosanuii OHUT PAH (mpoekt No2.2),
npoekToB EBpocoro3a SecFutur 1 MASSIF.
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Abstract: The paper considers a state-of-the-art survey of systems for malware detection and identification based on
intelligent data analysis. The SADT methodology was adopted to formalize this process in order to generalize common
procedural aspects described in the analyzed papers within the area. The set of basic abstract items specifying the
essence of each concrete approach to detect malware is emphasized.
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1. INTRODUCTION

The research is dedicated to issues of using
Intelligent Data Analysis (IDA) techniques for
designing systems able to detect and identify
malicious executable binaries (malware)
automatically.

The paper comprises three main structural parts
named as follows: “The formal description of using
Intelligent Data Analysis techniques”, “Primary
ways on analyzing executable binaries” and “State
of the art”.

2. FORMAL DESCRIPTION OF USING
DATA MINING TECHNIQUES

The first part introduces main results for SADT —
based modelling of the learning and functioning
processes of systems aimed at automatic malware
counteraction (Fig.1).

Methods of feature Ohjects’
selection (Mfs) and representation
learning(MI). model (Mview)

Learning

set (Dtr)

Accuracy

Atiribute
spce

{Adec)

R —

Learning

Model
(Mdec)

—

Unclassified objects
(Dunk)

. .. Results
Functioning

AN

Environments’
infirastructure (E)

Fig.1 — High level representation of the model

The formal description of such systems is
expressed by following statement:

view? tr?

S =(Myu:M.M, D, E),
where M, — used representation model(s) of
analyzed objects,

M ts — method(s) to select valuable features,

|\/|I — used learning method(s),
D, - used data for learning and validation and

E - adopted software for preparing necessary
environment.

3. ANALYZING EXECUTABLE BINARIES

The second part generalizes essential aspects of
modern approaches to executable malware’s
detection and identification.

The main static and dynamic groups of malware
attributes (features) are distinguished and described.

The main purpose of the section is to emphasize
the interconnection of the introduced above

representation model’s concept M ., with listed in

this part groups of attributes which are most
valuable for malware detection process.

4. RELATED WORK

The third part of the research is organized as
a survey of a number of existing publications [1-14]
devoted to the topic of using Intelligent Data
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Analysis methods for detecting and identifying
executable malware samples.

The survey’s structure is based on the formal
description posed above (statement 1) and considers
the following issues:

(1) static [2-10, 12, 13] and dynamic [1, 11, 14]
detection of malicious software; in particular, the
practices of combining representation models and
learning methods [5, 8, 13],

(2) adopted Intelligent Data Analysis software
kits and

(3) used sources of data for performing learning
and validation procedures.

The survey discusses different types of attributes
and their validity for designing IDA - based
automatic malware detection systems.

It goes through following static attributes types:

e n-grams [2, 10],

e strings [4, 5, 10],

o headers and tables [8-10],

e instructions and their sequences [6, 7, 12,

13],

e static call dependency graphs [3].

The similar approach is used for considering
dynamic attributes’ feasibility for preparing such
automatic decision making systems at levels of
machine instructions [1], operating system’s calls
[14] and structures [11].

The paper also encompasses main sets of
Intelligent Data Analysis tools used nowadays by
researchers for arranging proper experimental job
(WEKA, libSVM, RapidMiner) and touches on the
issu of data sources.

This research is being supported by grant of the
Russian Foundation of Basic Research (project #13-
01-00843-a), Program of fundamental research of
the Department for Nanotechnologies and
Informational Technologies of the Russian Academy
of Sciences (contract #2.2), State contract
#11.519.11.4008 and partly funded by the EU as part
of the SecFutur and MASSIF projects.
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Abstract: The class of distributed Real-time Online Interactive Applications (ROIA) includes such important
applications as Massively Multiplayer Online Games (MMOGSs), as well as interactive e-Learning and simulation
systems. These applications usually work in a persistent environment (also called world) which continues to exist and
evolve also while the user is offline and away from the application. The challenge is how to efficiently make the world
and the player characters persistent in the system over time. In this paper, we deal with storing persistent data of real-
time interactive applications in modern relational databases. We analyze the major requirements to a system for
persistency and we describe a preliminary design of the Entity Persistence Module (EPM) middleware which liberates
the application developer from writing and maintaining complex and error-prone code for persistent data management.
EPM automatically performs the mapping operations to store/retrieve the complex data to/from different types of
relational databases, supports the management of persistent data in memory, and integrates it into the main loop of the
ROIA client-server architecture.

Keywords: Massively multiplayer online games (MMOG); persistency; virtual worlds; object-relational mapping;

real-time applications.

1. INTRODUCTION

Distributed  real-time  online interactive
applications (ROIA) can potentially be used
simultaneously by thousands of users. They make
high demands on availability, responsiveness and
scalability. The probably most demanding
applications of this type are Massively Multiplayer
Online Games (MMOGSs). The number of users in
this area increases sharply in recent years: the most
successful Massively Multiplayer Online Role
Playing Game (MMORPG) is the “World of
Warcraft” [1] with more than 11 millions of active
individual players. To manage the huge amount of
involved data, data in such games are often stored in
relational databases which are based on a solid and
mature technology. For example, World of Warcraft
[1], Guild Wars [2] and the virtual world Second
Life [3] employ this technology.

In a MMOG, players stay together in a large
virtual world to communicate and interact with each
other. The players are being represented by virtual
characters called avatars. In addition to interacting
with other players, an important incentive of a player
is to develop his avatar: e.g., the avatar can become
equipped with new objects or learn new skills. To
make this development persistently, i.e. such that
changes are not lost when the game is interrupted,

they must be saved (persisted). To increase the
reliability of a gaming application, not only the
states of avatars should be stored, but also the global
state of the game world is usually stored
permanently.

Through the actions of the user in the game, his
avatar changes or evolves. To avoid losing the recent
development of the avatar and the new states of the
game world, there is a need to store these data
persistently.

To store the changed entities, a system for
persistent data storage is required. The persistent
data storage is used when the player enters the
virtual world at arbitrary time, such that all previous
changes become available again. The saving is
usually made at so-called key points of the game, for
example, when the avatar completes a specific
mission, acquires new objects or learns new skKills.
To increase reliability, it must be possible to save
the changes of the game world continuously.
Persistent data management takes a significant part
of the code of a game, up to 40% [4]. Writing and
maintaining this code is complex and error-prone,
especially if new features are added to the game.
The persistence code is usually tailored to a specific
application use case, and thus poorly reusable.
Therefore, providing generic solution that supports
the game developers in this task is desirable.
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In this paper, we discuss the problem of
efficiently storing the persistent data of real-time
interactive applications. We target applications
which a) are developed in C++, the programming
language used for most ROIA, and b) store their
complex data in relational database management
systems (RDMS). As the result of our analysis, we
present a preliminary design of our persistency
system — the Entity Persistence Module (EPM) —
which we design as a middleware, i.e. a software
layer that connect the application with different
types of relational databases. We also describe how
EPM provides the application developer with a
programming interface (API) in order to simplify the
use of the presented persistency system.

In this paper, we discuss the problem of
efficiently storing the persistent data of real-time
interactive applications. We target applications
which a) are developed in C++, the programming
language used for most ROIA, and b) store their
complex data in relational database management
systems (RDMS). As the result of our analysis, we
present a preliminary design of our persistency
system — the Entity Persistence Module (EPM) -
which we design as a middleware, i.e. a software
layer that connect the application with different
types of relational databases. We also describe how
EPM provides the application developer with a
programming interface (API) in order to simplify the
use of the presented persistency system.

The paper is organized as follows. In Section I,
we present basic fundamentals about the MMOG
architecture. Section Il describes how persistent
data can be represented in relational database
management systems. In Section IV, we describe
and analyze the common approaches of persistence
layers. Section V describes the preliminary design of
EPM and explains how it works as a middleware
software layer.

2. PROPERTIES OF MULTIPLAYER
ONLINE GAMES

MMOGs are a class of online games in which
thousands of players participate simultaneously in a
game by communicating and interacting with each
other. This game class has been growing in several
distinct categories, such as: Role-Playing Games
(RPG), First Person Shooters (FPS), Real-Time
Strategy Games, and others. Although each category
has its specific game logic, they basically have a
similar structure as follows:

e The game comprises a virtual world where
players reside and operate.

e The actions of players change the state of the
game world, including player avatars, according
to the rules of the game logic.

e The game logic dictates what actions are possible
and how they affect the game world.

In MMOG, a player with his character, called
avatar, moves and interacts with other objects in the
game world. All changeable world objects are called
dynamic objects or entities. These include, for
example, computer-controlled characters, weapons,
and the avatars of other participants. The entities
have different attributes which describe them or
their state. For example, an avatar may has
information about its position in the virtual
environment, its life force, its name and carried
items. In role-playing games a user can, for example,
move an avatar, collect items, and trade with other
avatars. Through the actions of the user in the game,
his avatar may change or evolve. To avoid losing the
recent development of the avatar and the new states
of the game world, there is an essential need to
storing these data persistently.

To store the changed entities, a system for
persistent data storage is required. The persistent
data storage is used when the player enters the
virtual world at arbitrary time, such that all previous
changes become available again. The game
developers need such a system in order to save, load
and delete entities. The saving is usually made at so-
called key points of the game, for example, when the
avatar completes a specific mission, acquires new
objects or learns new skills. To increase reliability, it
must be possible to save the changes of the game
world continuously.

The basic architecture used for MMOGs is the
traditional client-server architecture, enriched with
multiple servers. A client is responsible for
presenting the game world to a player and
interacting with that player. The client takes the
inputs from the player and initiates changes in the
game world. The server is responsible for the
simulation of the game world and updating its state;
it is usually called game server.

Fig. 1 shows the main functions of the game
server, which are realized in the following three
steps:

e The game server manages all entities of the
virtual game world by continually receiving the
actions of the players from the clients and
analyzing them (Step 1);

e The new game state is computed by applying the
actions of the players and the rules of the game
logic to the entities (step 2);

e The new state is sent to the players (step 3).
These three steps run within the game in a loop,

called mainloop. A single iteration is called a tick

and the number of cycles per second is called the
tick-rate of the game. For a smooth gaming
experience, it is essential that a certain tick-rate is
kept. For example, Quake3 Arena [5] is a fast FPS
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game which requires a tick-rate of minimum 20
ticks/second.
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Fig. 1 — Steps of a ROIA mainloop

3. DATABASES FOR GAME
PERSISTENCY

Database Management systems (DBMS) are
classified according to the way of data
representation, i.e., according to the data model of
DBMS. The two most popular data models are
record-oriented (i.e. relational data model) and
object-oriented (i.e. object-oriented data model). The
nature of the work environment and the
requirements of an application determine which
database model is more suitable [6].

An object-oriented DBMS supports complex data
stored as objects; it employs a data model with
object-oriented features: encapsulation, inheritance,
and polymorphism. However, this data model lacks
advanced searching facilities, therefore it sometimes
called no-query. The underlying model in a
Relational DBMS only supports simple data, rather
than complex objects, but it strongly supports
various advanced searching facilities [7], e.g., the
relational SQL. To store the persistent objects of
MMOG applications into a database and then
retrieve them in an efficient way, we need both these
facilities, complex data and query support.

In a relational DBMS, users can query any table
in the database and combine related tables using
special join functions to include relevant data
contained in other tables into the results, and if
needed, filter the results. We call this property the
ease of data retrieval. The relational database model
is naturally scalable and extensible, providing a
flexible structure to meet changing requirements and
increasing amounts of data. The relational model
permits changes to the database structure which can
be implemented easily without impacting the data or
the rest of the database. There is theoretically no

limit on the number of rows and columns of tables.
In reality, growth and change are limited by the
relational database management system (RDBMS)
and the hardware used for implementation.

In order to create a relational database, it is
necessary to define a schema, i.e. its structure
described in a formal language supported by the
DBMS. It refers to the organization of data and is a
blueprint of how a database will be constructed
(divided into database tables), i.e. it is a set of
formulas (sentences) called integrity constraints
imposed on a database. These constraints ensure
compatibility between the parts of the schema. In
relational databases, the schema defines tables,
columns or fields, relationships, views, indexes,
packages, types, database links, and other elements.
In MMOGs, for example, two objects — the avatar
and its inventory — are usually presented in two
tables (relations), and their properties (attributes) are
presented in the columns of these tables. Therefore,
the properties of an avatar: AvatarlD, Name,
PositionX, PositionY, PositionZ, Energy, and
InventorylD can be presented as columns in the
avatar table, and the properties of inventory:
InventoryID, Iteml, Item2, and Item3 are presented
as columns in the inventory table.

For defining and managing data and data
structures in RDBMS, Structured Query Language
(SQL) is used as a standardized special-purpose
programming language. SQL acts as an interface to
the RDBMS on the application development side.

Our approach is to develop a middleware for
converting the complex data or complex objects of a
MMOG application into simple data. Then we can
use the relational DBMS as a database for MMOG
applications. Relational DBMS are used in most
popular MMOG applications, such as Second Life
[3], and Guild Wars [2].

Nowadays, most popular multiplayer games,
especially MMOGs, are developed using C++,
because these modern games have high performance
requirements which are best addressed with a
relatively low-level, object-oriented programming
language. Since the system for persistent data
storage, which is presented in this paper, is used in
the field of MMOG:s, it is also developed in C++.

In order to access a relational database from C++,
i.e. use SQL in a C++ program code, there are two
main possibilities: native and general database
libraries. Database vendors provide native libraries
that can be used via a special API to establish a
direct connection between the program code and a
specific database without any mediation; this is what
is called native connection. The native libraries that
are represented as APl wrappers include for
example, MySQL++ [8] for MySQL database, and
libpgxx [9] for PostgreSql database. A native library
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is usually better suited than general database
libraries because of its ability to establish a direct
connection with database, but the disadvantage is the
restriction to a specific database. This may be a
problem when using native libraries with MMOGs
because the latter need to establish connections to
not specified database types that are distributed on
multiple servers. The solution is to use a database-
independent library (or general database library).

Our approach relies on Simple Oracle Call
Interface(SOCI) library [10] which allows to access
different databases, and at the same time it is a
native database library. Fig. 2 shows the modular
structure of the SOCI library allowing the
integration of different database backends. SOCI
makes SQL queries embedded in the regular C++
code, i.e. staying entirely within the standard C++.
SOCI is integrated with databases via database
backends. The backend forwards the data queries of
an application into the appropriate database.

Application
L)
(R *
: C+
Interface
Common Backend Interface
Database Database
o o o
Backend Backend

S, SEm——

Fig. 2 - SOCI modular structure

The SOCI current version (3.1.0) supports
various database types: Oracle, PostgreSQL,
MySQL, SQLite3 and Firebird, as well as the
generic backend: Open Database Connectivity
(ODBC). Thus, by using SOCI we can combine the
performance advantage of native libraries and the
variety database access of ODBC. The SQL
commands are passed to the RDBMS without
conversion as it happens in ODBC. Additionally,
SOCI offers a flexible support for user-defined data
types and also an extensive integration with Boost
data types of many Boost C++ Libraries, i.e.
representation of nonstandard data type during
storing and retrieving to/from databases. The Boost
libraries of C++ are used to store arbitrary

Database

information in a variable, e.g. the Boost.Tuple
library offers the boost::tuple class which offers the
ability to store a virtually unlimited number of
values in one variable in a C++ program.

4. KINDS OF PERSISTENCE SYSTEMS

There are three common approaches to

persistence regarding the connection with database:

Database access by means of user classes

In this approach, particular methods for persistence
are realized in the classes of users, i.e. the code is
used for implementing the access to the database and
to SQL commands directly by the classes written by
the user. This approach is particularly suitable for
small projects.

Database access by data access classes

Here, the code to access the database is placed in
additional classes which separate the classes of users
from the database. The class instances are called
Data Access Objects [11] and are responsible for
storing the persistent data of a class. To exchange
data between user classes and the Data Access
Objects, Data Transfer Objects are used to
encapsulate the persistent data which is loaded
from/to database. As a result, an additional code is
needed in the classes of users to match the persistent
data with the Data Transfer Objects. Furthermore,
when replacing the employed database by a new
one, all the data access classes should be adjusted.

Database access by an abstraction layer

In this approach, the user classes and the
communication with database are strictly separated.
Fig. 3 shows, as an example, a schematic
representation of an abstraction layer to access and
store a user class (persistent class) using mapping
information. Communication with the database is
performed at a central point of the abstraction layer
used by all persistent classes of the user. With an
abstraction layer, the developer does not write any
additional code for database access, but rather
defines meta-information which describes the
mapping of objects to the database tables. For each
user class required to be persistent, such mapping
information must be specified. Using this mapping
information, the code for database access and the
necessary SQL commands are created by the
abstraction layer.

This approach of using an abstraction layer (also
called persistency layer) is used in our system
presented in this paper. This approach has
significant advantages over the two previous
approaches: it is reusable for different projects, and
furthermore, it is more easily extendible and
customizable. These advantages are especially
important for large projects.
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Fig. 3 — Schematic representation of the abstraction
layer

The system of persistent data storage is a link
between the entities of MMOGs (i.e., the objects of
the application) and the RDBMS. Our analysis
reveals the following basic requirements towards
such a persistency system:

e The system should persist the state of the MMOG
game world, i.e. the states of individual objects
and entities of an application are continuously
stored into a relational DBMS. One of the
difficulties here is converting the data between
incompatible type systems. The data type of
objects is almost always a non-primitive value
(composite value), while relational DBMS can
only store and manipulate scalar values, (i.e.,
primitive data types), such as integers and strings
that are organized in tables and stored as records.
Therefore, the system should be able to convert
the object values into groups of simpler values
for storing in the database, and then, when the
game logic requires it, convert them back upon
retrieval from the database without mismatch.
This task is usually called Object-Relational
Mapping [12]. Particularly important is how the
attributes of objects and the relationships
between objects are stored. The system should
support object-oriented concepts, such as
inheritance and polymorphism.

e The system should be able to store entities
continuously at certain times (e.g., when an
avatar gets new objects or learns new skills, or
completes a specific task in the game). Not
always the entire entity is to be stored; it should
be possible to define which particular attributes
should be stored. For this purpose, the persistent

data management system must provide an
appropriate  interface for the application
developer. This interface will provide an
abstraction from the direct interaction with the
database, such that the developer does not need to
write a database-specific code.

e The system should not be limited to a particular
database, but rather be able to work with different
RDBMS. Therefore, it must abstract from
specific types of databases by providing general
supporting interfaces for database connections.

5. THE EPM SYSTEM FOR DATA
PERSISTENCY

This section describes the basic concepts and
preliminary design of our system for persistent data
storage called Entity Persistence Module (EPM).
EPM serves as an interface between real-time
interactive applications and the relational database
management systems (RDBMS).

a. Integration of persistence in MMOG

We design our EPM system to work as a
software layer between MMOG and RDBMS. To
integrate persistence into the complex infrastructure
of MMOG applications, EPM resides on two types
of servers: login server and game server as shown in
Fig 4. The login server checks whether a player is
eligible to participate in the game. If necessary,
corresponding data of the player, such as name,
address, and list of avatars owned by the player is
loaded from the database. To play the game, the
player retrieves data from the account-database to
the game-client; therefore, EPM works between the
login server and the account-database. Based on this
retrieved data, the game logic determines where the
avatar has stopped in the previous game session.
When the player exits the game, the game-client is
logged out at the login server and the account data is
stored in the account-database.

L Game-Client

Game- Game- Game- Login-Server
server 1 sarver 2 server 3
coo
EPM EPM EPM EPM
A ‘T\ A

Account-
Database

Logging-
Database

Tt
Game persistency-
Database

Fig. 4 — Integration of EPM in the architecture of an
MMOG
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Fig. 5 shows the integration of EPM with the
mainloop performing the continuous processing of
the game state. The mainloop receives the actions of
players from the clients and analyzes them (Fig. 5
step 1), then it calculates the new state (step 2),
which is persisted using EPM (step 3), and then sent
back to the clients (step 4).

'y A —F—— Enlity

User Input

Virtual World

New Slate

A
Game Server

Managemant of entities ‘

Receiving the
Player Actions

Calculation of
new state

Persistence of the

new State @ ‘

Sending the - - EPM (Entity Persistence Module)
new stale

Fig. 5 — Integration of EPM in the application
mainloop

b. Architecture of the persistence module

The essential part of the EPM architecture
comprises the software components in the gray
rectangle in the middle of Fig. 6.The bottom side of
the figure represents the database side, while the
upper side represents the application side as well as
mapping and database information files. These files
are the supplementary part of the EPM which allows
the essential part of EPM to work in an efficient
way. The architecture of EPM follows some ideas of
an abstract design in [13].

c. Information about persistency

In order to allow for our persistency layer — the
EPM system — to establish a connection between the
persistent classes of MMOGs and one or more
RDBMS, EPM needs meta-information about: 1) the
classes which need persistency, and 2) the desirable
database for storing. This meta-information is
provided by the application developer and presented
to EPM by: mapping file, PersistencelD, datatype
mapping, and database config.
Mapping File

Mapping files describe where and how persistent
objectsare stored. EPM provides its own XML
representation of the data structures of mapping
information as XML files. The mapping information
specifies which classes and which attributes should
be persistent and where they should be stored.

—— e

F Application
e s Mapping | |Datatype
4? ?’Sﬂteﬂ(em ?fsmmem File Mapping
Database| i
Config j| UserClass UserClass ClassMapCreator ]
Essential Part of the EPM N
' r————— — N\
f : PersistenceManager W\
| - my ClassMapManager |
i| Active Automatic | §
| = i | persistent Persistent | € |
o ] j Objects | §
I u‘%u . 4 I
I 8 °
S sQL-Statement |
I % ° |
8
I o
1]
| [a] |
| [ Database ] |
| |
Specific Specific /]
) | J
N -~
< —

Fig. 6 — Architecture Overview of the Entity
Persistence Module (EPM)

Listing 1 shows an example of XML mapping
file that contains a part of the mapping information
for a base class called Avatar with one of its
attributes. This attribute in the example is the name
of avatar. The first four lines define the mapping
information of the avatar class, the given name for
persistent class is specified in line 2, then the name
of the database in line 3, the database schema in line
4, and the table in which the avatars will be stored in
line 5. After we have accessed a specific table of a
specific database depending on the first five lines,
we need access to a specific column of that table
(Avatar table) to store the specific name of the
avatar (line 7). The data type of the name is
specified in line 8 and the column in which the name
should be stored is specified in line 9.

1 <class>

2 <name> Avatar </name>

3 <database> GameDatabase </database>
4 <schema> gamedatabase </schema=>

<table> Avatar </iable>

on

G <attribute>

T <name= AvVname </name>

8 <glementlype> sid : : string </elementlype>
9 <columnname> name <columnname>

10 </attribute>

11 =</class>

Listing 1 — Part of an XML mapping file that
describes an avatar class
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Shadow information

Shadow information is an additional information
added to a persistent object by the application
developer, as shown in Fig. 6 within the UserClass.
This information is required by EPM to manage the
persistent objects and is not required by the actual
application. An object within an application is
uniquely identified by its address in the memory
which is only valid as long as the object exists in the
memory. Records of a table, in contrast, are uniquely
identified by a primary-key that is valid as long as
the database exists. Therefore, persistent objects
require a unique ID to identify them in the
application, as well as in the database. This ID is
referred to as EPM PersistencelD, see Fig. 7; it
consists of Universally Unique Identifier (UUID)
and type information that indicates the type of the
persistent object. Shadow information is an indicator
of whether the object already exists as a record in
the database or not. This information is used to
generate an appropriate SQL command to store or
update the object. The “insert” SQL command is
used if the object has not been stored before,
otherwise, the “update” SQL command is needed.

08042eb9-4929-4321-9750-955f3d9956ae-Classname
| I I

uuib Type

Fig. 7 — Example: presentation of PersistencelD as
database key

d. Object-Relational Mapping

One of the most important issues in the design of
EPM is object-relational mapping that converts
complex data and objects of MMOG applications
into simple data of primitive types for using a
relational DBMS. The software components located
on the right side of Fig. 6 are responsible for this.
These components work across three stages of the
persistence process:

(1) First, after reading the mapping information
of persistent classes according to what the game
developer  specified in  MappingFile and
DatatypeMapping, the ClassMapCreator creates one
ClassMap for each persistent class in the application;
the ClassMap component works in the next stage.

(2) The MappingClasses are located within the
essential part of EPM as shown in Fig. 6; they
consist of two components: ClassMapManager and
ClassMap. These components cooperate with the
main EPM component (PersistenceManager) to store
the persistent objects in an efficient manner. The
ClassMapManager manages all the system’s
ClassMaps and ensures that they are initialized and
made available to PersistenceManager. The
ClassMap can access all data of an object at run time

to generate the appropriate SQL commands, and
thus the current state of an object becomes ready for
storing in a relational database. These SQL
commands are encapsulated within the essential part
of EPM and used in the next stage.

(3) Finally, the persistent object is sent to
permanent data storage (relational database). After
obtaining the SQL statements from ClassMap, the
DatabaseSchema defines the necessary tables,
columns, relationships, data types, database links,
and other elements which are necessary to store the
persistent object.

With regard to the mainloop, our strategy with
the mapping components focuses on separating the
SQL generation from SQL execution. Thus, the
ClassMap interrupts the mainloop to generate the
SQL statements, and thereafter, the DatabaseSchema
can execute the SQL statements concurrently with
the mainloop (as a separate thread).

In sophisticated applications, most objects have
one or more relationships with other objects. To
avoid their separate storing, the ClassMap performs
transitive persistence by storing the object with all of
its associated objects to the database automatically.
This recursive process of storing is called cascading.
For example, the ClassMapAvatar of avatar object
will cascade the storing operation to its associated
object (inventory object). The (save: Inventory) task,
included within ClassMapAvatar, holds mapping
information that indicates a relationship between
avatar and inventory. In EPM, any entity is
automatically saved, loaded, and deleted to/from
database, together with its associated objects.

e. Connection with databases

To connect with various RDBMS during the
establishment of persistence, EPM provides a
standard  database interface, with different
configuration possibilities for the game developer.
The database interface accepts SQL statements and
returns query results as result sets which are actually
an object-oriented representation of relations. The
RDBMS then stores the rows and columns that are
represented in these result sets.

Listing 2 shows an excerpt from the EPM’s
database interface. The methods in line 3 and 4
initialize the database connection, i.e. opening and
closing a connection with a specific database. The
getName() method in line 5 identifies the specific
name of the database with which the connection is
established. The methods in lines 7 through 10
insert, retrieve, update, and delete data to/from
database, correspondingly.
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class database {

[/ methods to initialized the database connection

virtual void open ()= 0;

virtual void close () = 0;

std : : string getName ( ) { return this-> name ; }

virtual Resultset * processSqgl (std : :string &)=0;

virtual void processSal { InsertSqlStatement &)=0;
virtual ResultSet * processSgl (SelectSqlStatement &)=0;

0D 00~ @k W R e

virtual void processSql ( UpdateSqlStatement &)=0;
10 virtual void processSql ( DeletetSqlStatement &) =0;};

Listing 2 — Excerpt from the database interface

The DataTypeMapping and DatabaseConfig files
are provided for the application developer as
database configuration files as shown in Fig. 6.
Since different databases use different data types to
store data, DataTypeMapping file defines which
C++ data type is mapped to which data types of the
database. The DatabaseConfig file is used to
configure a connection with a specific database. For
example, this file can include: name of the database,
database type, network address of the database
server, and the authentication data for logging in; the
file is configured during the initialization of the
EPM. The database library used by EPM is also
specified in this configuration file. Currently, EPM
employs the SOCI library [10] which provides
different backends supporting connection to various
databases.

Fig. 8 shows the sequence of the database
connection initialization. Here, the DatabaseConfig-
Loader is the component located inside the essential
part of EPM.

DatabaseConfig

T file

- Database name
- Database type

Reading the
information | es— -
P A
1 Database 1
1 Loader !
Selectinga [ |
corresponding | | : o
loader _:_, Specific | ﬁ
I Database o
Creating a _:_ Loader : E}
database | g
configuration L4 Specific (=N
1 Database :(E
Utilizing the [ — Config 13
database | | 1%
configuration L1y, Specific :
! Database |
_:_ Initializer :
Initializing the I\ |
connection N —— -
— Specific
Database
| S

Fig. 8 — Initialization of database connection

f. Management of persistent objects

The components of EPM that support the
management of persistent objects at runtime are:
ClassMaps and SpecificDatabases. The main
component of EPM  (PersistenceManager)
cooperates with these componentsand with shadow
information to manage the persistent objects. The
PersistenceManager  provides the application
developer with a programming interface to store,
load and unload the persistent objects to/from
database. We propose two methods within the
PersistenceManager: to manage the active persistent
objects in the main memory and to manage the
registered persistent objects during the mainloop, as
explained in the following.
Active Persistent Objects

To manipulate an object, it must be copied from
the database into the main memory. The object that
resides in the main memory is called active object.
To manage the active state of the persistent objects,
the EPM module checks if the persistent object is
newly loaded to the main memory or already resides
there. The PersistenceManager makes a list of IDs
for persistent objects which currently reside in the
memory. Here, the ID is the EPM persistencelD
introduced at the beginning of this section. For
instance, if EPM requests an active persistent object
for a second time (Fig. 9 step 1), then the
Persistence-Manager checks whether this object is
already in main memory by checking the list of IDs
(step 2), and after finding it, the PersistenceManager
returns to the active object in the main memory (step
3). Therefore, the PersistenceManager can store the
object copy which contains all changes without any
data loss (step 4).

fid=1}

Load object
with Id =1

PersistenceManager

active persistent objects

Check (in the list) if the object
is already in the main memory

Return to the active object
in the main memory

@The final storage of the object

Fig. 9 — Loading an already active object
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Automatic storage of objects

EPM allows for saving persistent entities during
the mainloop. The API of the PersistenceManager
offers a possibility for the application developer to
register any persistent entity which needs to
beautomatically and continuously  stored.The
complete storing of all persistent entities cannot be
implemented efficiently at each iteration of the
mainloop, rather the application developer should
specify which attributes should be stored at what
time: e.g., theattributes that do not change often can
be stored at longer intervals than other attributes.
Fig. 10 illustrates the process of automatic
persistence for an object with two attributes. The
first attribute (black) should be saved every 20 ticks,
and the second attribute (gray) should be saved
every 4 ticks. For this reason, the object is registered
twice in the PersistenceManager for automatic
storage (Fig. 10 step 1): once for storing the first
attribute and once for storing the second attribute.
The PersistenceManager holds a list that contains:
the persistencelD of the registered objects, the
attributes, and the tick-numbers. When the automatic
persistence method is initiated (step 2), the
PersistenceManager checks which object must be
saved during the mainloop-tick. In the 4th tick, the
second attribute is not stored, rather it is updated and
remains in the main memory for a limited time.
However, in the 20th tick, both attributes will be
stored in the database because 20 is a multiple of 4.
EPM combines all suspended updates of the
persistent object and then stores them using only one
access to the database (step 3).

id=1
. \ @ Registering objects
with id = 1 to
Attribute | Storing attributes: automatic storage

. every 20 ticks

nd @Mainloop - Tick:
every 4 ticks

triggering the
autmatic storage

PersistenceManager

automatic persistent objects

List of registered objects
Tick: 20 | Tick: 4

@ Every 20 ticks,
storing both attributes.

4" tick

8"tick
th Updating the second attribute
RDBMS I{ht{ck)
16 tick
20" tick ) Updating hoth attributes and storing them into the database

Fig. 10 — Automatic saving of an object

g. Persistence of entities

EPM aims at ensuring persistence for two kinds
of objects: (1) states of game world, and (2)
individual entities. These objects are mapped onto
database tables for persistency. For this Object-
Relational mapping [12], various kinds of
information are required by EPM: the mapping
information which specifies where and how the
entities are stored, and the shadow information that
is needed by EPM at runtime for managing
persistent objects. The mapping strategy of EPM for
dealing with the tables of the database is divided into
three areas of mapping: (a) mapping of attributes, (b)
mapping of hierarchies, and (c) mapping of
relationships.

6. CONCLUSION AND RELATED WORK

Persistent data storage plays an important role in
many distributed Real-time Online Interactive
Applications (ROIA) such as modern Massively
Multiplayer Online Games (MMOG). For the game
developer, programming the connection between
MMOG applications and RDBMS is not only time-
consuming and error-prone, it is also poorly
reusable. Therefore, a flexible and reusable solution
is desirable.

In this paper, we analyze the problem of
persistency for ROIA applications and present a
preliminary design of the Entity Persistence Module
(EPM) as a middle software layer to store the
persistent data of MMOG applications. The game
developer is provided by EPM with a comfortable
API that relieves him from writing any additional
code for both database access and object-relational
mapping. The developer creates a configuration file
to define which objects and attributes of the objects
are persistent and in which database they should be
stored. Depending on this information, the Mapping
Classes and the required database schemas are
automatically generated by EPM. The Mapping
Classes then prepare the persistent data of the
application and make it compatible with structures
and data-types of RBBMS, as well as generate the
required SQL commands to retrieve and store data
from/to database.

The presented methods block the mainloop of
ROIA as short as possible by generating the SQL
commands to update the database, and executing
them asynchronously, running in a separate thread.
EPM provides a method for partial storage of objects
because not always the whole object needs to be
saved if only few attributes have changed. With this
method, the time to build and run the SQL
commands is shortened. After registering an object
in the automatic storage method, the application
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developer has the opportunity to store an object
continuously in a database.

Although there are several sophisticated
persistent data systems for Java such as Hibernate
[14], or Java Data Objects [15], only few systems
have been developed for C++. For example, LiteSQL
[16] focuses on object-relational mapping by
providing a layer that integrates C++ objects into a
relational database; our persistence layer is specified
to persist the state of real-time applications, and in
addition to persist the C++ objects by our approach
of object-relational mapping. DataXtend CE [17] has
been used for applications with demanding real-time
and object persistence requirements, particularly, in
the fields of financial applications, flight booking,
and courier delivery services. But it could not be
applied in the field of MMOG applications, because
the complexity of MMOG-architecture requires an
efficient approach to manage the persistence of both
objects and game state that are distributed across
multiple game servers.

In comparison to existing approaches in the field
of object persistence middleware for MMOG
applications like Versant [4], EPM provides more
generic middleware which allows to store the
persistent data to major types of relational databases,
while [4] depends upon a native persistence for
objects. Hence, the core database engine of [4]
requires a specific database technology while our
approach overcomes this drawback.

As future work, we plan to integrate EPM with
the Real-Time Framework (RTF) [18] that was
developed at the University of Minster [19] within
the edutain@grid project. After integrating the
features of EPM (object- and game state-persistence)
with the features of RTF (high-level game design),
we will obtain a comprehensive middleware for
developing and running online games.
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KOHLUENUWA rMBPUOHON AOANTUBHOW 3ALLUUTDI
MHO®OPMALIMOHHbLIX CUCTEM

Uropb KoteHko, ®dununn Hectepyk, AHapen LLlopos

JlabopaTopus mpodnem komnbroTepHOI Oe3omacHocT CITMMPAH
14 muuans, 39, Caakr-IlerepOypr, 199178, Poccus
ivkote@iias.spb.su, 08p@mail.ru, ashorov@comsec.spb.ru
http://comsec.spb.ru

Pe3rome: 6 pabome npednacaemcs  KOHyenyusi  2UOPUOHOU — AOGNMUBHOU — 3AUUMbl  UHGOPMAYUOHHO-
MEeNeKOMMYHUKAYUOHHBIX CUCHEM HA OCHO8e Ouomemag@opbl HEPEHbIX U HEUpOHHBIX cemell. Bepxnui ypoeeHb
cucmembl 3auumul, OCHOBAHHLIL HA NOOX00E «HEPEHASL CUCHEMA Cemuy, 06a3upyemcs Ha pacnpedeieHHOM Mexanusme
cbopa u obpabomxu unpopmayuu, Komopwviil KOOPOUHUpYyem Oeticmeusi OCHOBHBIX YCMPOUCME KOMNbIOMEPHOU Cemil,
udenmuuyupyem amaxu u npunumaem Koumpmepul. Peanusayuio uHhopmMayuoHHblX npOYecco8 Ha HUNCHEM YPosHe
npeonazaemcst 6blNOIHAMb C NPUGTIEYEHUEM (UHDOPMAYUOHHO-NONEB020» NPOSPAMMUPOBAHUSL, KOMOPOE NO360Jsem
ONUCHIBAMb PACHPedeNeHHble UHDOPMAYUOHHbIE NOJSL 8 BUOE NAKEMHBIX HEPOCEnesblX NPOSPAMM.

KiawueBble ciioBa: KOMnvlomepHas 6e30nacyocmb, 2M6pu()HCl}Z 3awuma, Heperas cucmema, HeﬁpOHHble cemu.

CONCEPTION OF A HYBRID ADAPTIVE PROTECTION
OF INFORMATION SYSTEMS

Igor V. Kotenko, Filipp G. Nesteruk, Andrey V. Shorov

Laboratory of computer security problems SPIIRAS
39, 14th Liniya, St. Petersburg, 199178, Russia
ivkote@iias.spb.su, 08p@mail.ru, ashorov@comsec.spb.ru
http://comsec.spb.ru/en

Abstract: The paper suggests the conception of a hybrid adaptive protection of information and telecommunication
systems which is based on a biometaphor of nervous and neural networks. A top level of a protection system, based on
an approach of “nervous system network” is a distributed mechanism for collecting and processing information. We
suggest to implement the information processes on the low level with the assistance of an “information field”
programming. It allows specifying the distributed information fields in the form of neural network software packages.

Keywords: Data mining, malware, detection.

1. BBEOAEHUE OpraHu3Mbl CYIIECTBYIOT W OSBOJIOLMOHUPYIOT, B
TOM 4YHCe Ojarogaps COBEPUICHHOW 3aluTe OT
pa3jMyYHBIX ~ yIpo3,  BHIPAOOTAHHOH  BEKaMH,
UCTIONB3YsT MHOOPMAIIHIO, ITUPKYIUPYIONYI0O B HX
pacrpeesiCHHOW CTPYKTYpe Ha OCHOBE Pean3alliu
Pa3INYHBIX MEXaHU3MOB 3aIllUTHI.

[Mosromy mpeacraBisieTCs, YTO HEOOXOAUMO
HAJENATh CUCTeMBbI 3amuThl uHpopMmaruu (C31)
HHPOPMAITHOHHO-TEIICKOMMYHHUKAIIMOHHBIX ~ CETeH
3BOJIFOLMOHHBIMU CBOMCTBaMU, TPUCYIITIMHA
OHoCcHUCTEMaM, TaKMMU KaK BO3MOYKHOCTb Pa3BHTHS

AKTyallbHOCTh TIPOOJIEMBI 3alUTBl WH(}OpMa-
LIMOHHBIX CHCTEM, NPOAMKTOBAHA CIOXXHOCTBIO
OpOrpaMMHOTO M ammapaTHOTO  OOecledeHHUs,
o0ycnaBiuBaronien HaIIM4ne ySI3BUMOCTEH,
MpOTrpecCcCUpyIoNmie AMHAMUKOM WX  pa3BUTHS,
pacrpeneneHHo W pa3HOPOIHOM CTPYKTYypoll u
MHOTHMH  Jpyrumu  Qakrtopamu.  OdeBuaHa
AHAJIOTHS MEXIy OBOJIONUEH U eCTeCTBEHHBIM
orbopoM B mpupome ©u  HWHOOPMAIMOHHO-
TEJIEKOMMYHHKAIIHOHHBIX CUCTEMax. ’Kusbie
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(caMOCOBEpIICHCTBOBAHMSI), AMaNTHBHOCTH (IIPH-
crocoOJieHne K TEKyIIUM YCJIOBUSM OOCTaHOBKH),
pempONyKIMs W  HacleJoBaHUE. ODTOT  TE3HUC
MOJITBEPIKAACTCA  TEKYIIMMH  TEHACHLIUSAMH B
WHIYCTPUH TIPOTPAMMHBIX CHCTEM — M3BECTHBIC
MTPON3BOAUTEIH MIPOTPaMMHOTO obecrieueHus
3asBIISIOT, Harpumep, 0 HEOOXOIUMOCTH
MPUMEHEHUSI TEXHOJIOTUH aKTUBHOM aJanTUBHOU
3allATHI, OCHOBAaHHOM Ha OIEHKE IIOBEIACHMS
MIPOTPaMMHBIX KOMITOHEHTOB C TOYKH 3pPEHHUS HX
MIOTCHIMAILHOM OITACHOCTH.

B CBETE COBPEMCHHBIX MIpeICTaBICHUN
ITOCTAaHOBKA 3a/1add pa3padOTKH MOeNeH, METOIUK
U anroputMmoB co3faHus axantuBHbIX C3M HOCHT
KOMIUICKCHBIM XapaKTep U MOXKET OCHOBHIBAThCS Ha
OMOCHCTEMHON aHAJNOTWU. OBOJIONHUS  CPEICTB
00paboTku  WH(pOpPMAIIMK  OCYIIECTBIACTCS B
HampaBliCHHUH CO3JAaHUSA CHUCTEM C JIIeMEHTaMHU
CaMOOpPTaHM3alid, B KOTOPHIX MPHUCYTCTBYIOT
MPOIECCHl  3apOXICHUS (3aIycka) HEOOXOIUMBIX
byHKIHIH, CEpPBUCOB u HIPOLIECCOB, 150.¢
MIPUCTIOCOOJICHUST W pa3BUTHA. Ha Ha3BaHHBIX
IIPOIECCax OCHOBAaHBI OMOIOTHYECKHE CUCTEMBI, IS
KOTOPBIX XapaKTepHBI BBICOKAs 3alllUIICHHOCTbD,
HAKOILJICHHE OIIBITA DBOJIIOLMUA W CEJIEKTUBHBIN

otbop.
3aUMCTBOBAaHHUE APXUTEKTYPHBIX MPUHIIUIOB
OWocUCTeM TpUBENO K  pa3paboOTKe  Teopui

ueiiponnsix cereit (HC), Helipo-HedeTKHX cHCTEM
(HHC), WMMyHOKOMIIBIOTHHTA ¥ DBOJIOITMOHHBIX

METOAMK, JIKAIUX B OCHOBE HCKYCCTBEHHBIX
WMHTEIUICKTYaIbHBIX CHCTEM, 0a3upyIOIMXCsS Ha
pacrpeneneHHon HelpoceTeBoi 0b6paboTke
nHpOpPMAIMK ¥ WCIOJNB30BAHUM  NPUHIIUIIOB

MMMYHHOH 3aIUTHl OMOCUCTEM.

B Hacrosmieit paboTe mpeanaraeTcs KOHIICTIIUS
THOPUIHOM aanTUBHON 3allUThl HH()OPMAITUOHHBIX
CHCTEM Ha OCHOBE THOPHIHBIX MEXaHH3MOB,
coueTarmux onomMeradopsl HEPBHBIX U HEUPOHHBIX
cereil. CTaThsl OpPraHU30BaHa CJICIYIONIUM 00pa3oM.
B paznmene 2 nmaH KpaTkuili aHaiW3 HCCIECIOBAHUM,
OCHOBAHHBIX Ha OHOCHCTEMHOM aHAJIOTHMH U
rHOpUIHBIX Tomxonax. B pasmene 3 mpencraBieHO
BHJICHHE IOJAXO0/la «HEpPBHAsl CHCTEMa CETH», Kak
BEPXHETO YPOBHS CHUCTEMBI 3amuThl. B pasmene 4
ONUCHIBACTCSI HUXHUW, HEUpPO-HEYETKUM YpPOBEHD
CHCTEMEI, u MIPUBOJIUTCS pUMep ero
CXEMOTEXHUYECKOM peanuzanuu. B paznene 5
BEpXHUI M HUXKHUM YpPOBHHM paccMaTpUBAIOTCS B
COBOKYITHOCTH C IIE€TBI0 OINUCAHUS KOHIICTIIIHH
THOPHUIHOTO AJaNTHBHOTO TIONXOMAa K  3alluTe
MH()OPMAIIMOHHBIX CHCTEM Ha OCHOBE HEPBHBIX U
HEUpOHHBIX ceTed. B 3axmrouenun, pasmene O,
000011IeHBI BBIBOJIBI 110 TIPEITIOKEHHON KOHIICTIITHH.

2. AHAII3 UCCINEOOBAHUA

o0iamaroT MHOTOYpPOBHEBOM
HUepapXUyecKol  CHUCTEeMOH  KH3HEOOeCIeYeHus,
pearm30BaHHOW C HCIIOJIb30BaHUEM KOMILIEKCa
MEXaHU3MOB  HMH()OPMALMOHHON  M30BITOYHOCTH,
3alMUTBl W HWMMYHHUTETa. MeXaHW3MBl 3aluThl
WHGOpPMAIIMK TI0 BO3MOXKHOCTSM  JTAIEKH  OT
OMOJIOTUYECKUX TMPOTOTHUIIOB, MOATOMY pa3paboTKa
TEXHOJIOTUU CO3/aHMsI ANaNTUBHBIX CHCTEM C
BCTPOEHHBIMU (YHKIUSAME JKA3HEOOECTIeUeHUsT W
3alUThl, OCHOBAHHBIX HA OMOCHCTEMHOW aHAJIOIHH,
npezacraBisieTcs akTyansHOH [1-5]. Ocobenno 3ta
3aja4ya aKTyaibHa JUIsi WHPOPMAIMOHHBIX CHCTEM
KPUTHUYECKUX HHPPACTPYKTYP, KOTOpPBIE IOJDKHBI
BBITIOJIHATE CBOE  HA3HAYCHUE B  YCIOBUAIX
BO3JCHCTBUI YIrpO3 BCEBO3MOMKHBIX KaTETOPUM.

OmHrM W3 OCHOBHBIX HAIpPaBIEHHH pPa3BUTHA
HHGOPMAITMOHHBIX ~ CHCTEM  MOXHO  CYMTaTh
co3JaHue TUOPUTHBIX aanTUBHBIX C31,
peaTM3yIONNX MEXaHU3MBl KHU3HEOOECIIeUeHUs |
3aIINATH OMOJIOTHIECKUX CHUCTEM, Oa3UPYIOMNXCS Ha
TEXHUYECKOM  peanu3alud C  IPUBICUYCHUEM
COBPEMEHHBIX TEXHOJOTHHA B BHJE CBEPXOOIBIINX
nHTerpanbHeIX cxeMm (CBUC).

Ocobyr0 poilb B DBOIOIUN OHOCHCTEM HIpPaeT
HEpBHAs CHCTEMa KaK aJalTUBHBIA HWHCTPYMEHT
B3auMonelcTBus co cpenod. HepBHas cucrtema
HeoOXxoauma it (GopMHUpOBaHUS pPedIIeKCOB B
OTBET Ha BO3ACUCTBUA. Peduiekcus — TPOIYKT
BEPXHUX YpOBHEW WH(OPMAIMOHHBIX CHCTEM, a
nH(OpMAITHI 0 MEXaHN3MaxX pean3aIiui peqIIeKkcoB
XPaHUTCA Ha HIKHUX YPOBHSX (B TECHETHYECKOM
namsTH) u Hacneayetcs. [loBeneHueckne peakiu B
OmocucreMe — pe3ynbTaT  (QYHKIIMOHUPOBAHWS
HEpBHOM  CHUCTEMBI,  CBUAETEILCTBYIOUIUH O
Pa3BUTHH CBA3U MEXKIY BO3ICHCTBUSMU U peakiuei
opraam3ma. OTMeUaroT paslelneHne WH(pOpManuu
MEXAy HocuTensMu pasznuuHoi npuponsl: JHK u
HEPBHBIMU KJIETKaMu — HepoHamu. [loBeaenueckas
nHpopMaIys GopMHpPyeTCs Ha OCHOBE MEXaHHU3MOB,
mepenaBaembix  depe3 JHK, u duxcupyercs B
WHGOPMAI[MOHHOM  IOJIE  HEPBHOM  CHCTEMBI.
buocucremam CBOMCTBEHHO HaKOIUJICHUE
KU3HEHHOTO OIbITa M Tepefada ero IMOTOMKaM
yepe3s oOydenue [6, 7]. lLlenenampaBieHHOCTH
MOBeIeHUs] OMOCHCTEMBI pa3BUBAcT (HOpMy MaMsTh
B BHJE aJalTUBHOTO WH(QOPMAIMOHHOTO OIS
HEUPOHHOMN CETH HEPBHOU CUCTEMBI.

AHanmu3  HCTOYHHMKOB  HAYYHO-TEXHUYECKOU
nH(pOpPMAINH TTOKa3aJl, YTO UCCIEIOBAHUIO CPE/ICTB,
OCHOBaHHBIX Ha paclpeelieHHON HelpoceTeBoi
00paboTke WHGOPMAIMK W MPHHIUIIAX UMMYHHON
3alIUTBl  OMOCHCTEM, THUOPUIHBIM  TIOJXOMAaM,
yaensieTcs OOJNbIIoe BHUMAaHUE.

Kommanns HP mnpomaranaupyeT TEXHOJIOTHIO
ProCurve, B OCHOBE KOTOpPOM JIEKUT TMOMBITKA

buocucremsl
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MHTEIICKTYaIM3aIMHA TAKUX CETEBBIX YCTPOHCTB KaK
KOMMYTaTOpBl, MapIIpyTH3aTOPhI, TOUKH JOCTyHa K
OecnpoBogHOM cetn. B wactHocTH, [nenmaetcs
MIOTIBITKA HANEIWTh 3TH YCTPOWCTBA (YHKIIHSIMH,
OTBEYAIOMIMMH 3a OE30MacHOCTh CEeTH, HampHuMep,
TaKUMU KaK TpoBepka U (UiIbTpalys IaKeTOB,
3alUTa OT BUPYCOB, UG POBAHUE TAHHBIX.
Kommammst Cisco  mpuMeHSET  KOHIISIIIHIO
camozamuinaromeiicst cetu (Cisco’s Self-Defending
Network). Jlas 3amurTel mepenaBaeMbIX IO CETH
JMAHHBIX HCIOJB3YIOTCS 3aIIUIICHHbBIE TIPOTOKOIBI U
texHonorua VPN. Jljis 3aliMThl OT BHELIHUX YIPo3

3aﬂeﬁCTByeTCH HWHTCTpUpPOBAaHHAA CUCTCMaA,
COCTOAIIaA M3 PA3TUYHBIX KOMIIOHCHTOB 3alllUTHI,
TaKHuX Kak MCIKCCTCBEBIC OKpaHkbl, CHUCTCMBI

NPEAOTBPAIICHUS] BTOPKEHUN, CUCTEMBI 3alIUTHl OT
DDoS-ataxk u ap. g 3ammThl  KIMEHTa
HCIIOJIB3YOTCS CHIELUAIbHBIEC IPOrPAMMHBIE ar€HTHI,
KOTOpBIC CITy’KaT il KOHQUTYPUPOBAHUS KIMEHTA
B COOTBETCTBHUHU c 3a/IaHHON MIOJIUTUKOM
0C30MacHOCTH, WCIOIB3YEMOM B KOMITBIOTEPHOM
CETH. Tarxoke oOecrnieunBaeTcst 6azoBast
ayTeHTU(UKAIM TOJIb30BaTelIed W TpOBEpKa Ha
COOTBETCTBHE KIIMEHTA 3aJaHHOM B CETHU MOJIUTUKE
Oe3omacHocTH. Ha OCHOBE MONYYeHHBIX JaHHBIX
MOJIb30BaTeNb MOXKET MOJYYHUTh JOCTYH B CETh WU
€My MOXeT OBITh OTKa3aHO B jmocryme. Mmeercs
BO3MOKHOCTh CO3/IaHHMsI 30H KapaHTHHA, KyJa
MIEPEHATPaBIISIOTCS MIOJIb30BATENH, He
yIOBIETBOPSAIOLINE YCIOBUSM, KOTOPBIE TPEOYIOTCS
JUTSI IOJYYEHUsl JOCTYIA B CETh.

IlepcniexkTuBHOM cuyuTaeTcs KOHLICTIIUS
CaMO3alMINAOLIEeIicsT  ceTH, KOTOpas  MOXET
pacmo3HaBaTh Bce OOBEKTHI MO MPUHIUIY ‘‘CBOM-
qy)KOH”, aTakKe 3alliuTa Ha OCHOBE IIPOBEPKHU
CETEeBBIX OOBEKTOB Ha COOTBETCTBUE MPUMEHIEMBIM
MOJIUTUKAM 0e30IacHOCTH. B ciayvae
HECOOTBETCTBUS TpedyemMomy YPOBHIO
3aIUIIEHHOCTH, POBEPAEMBIH 00BEKT (KOMIIBIOTED,
nporpamma, ¢ain) MoXeT OBbITh OTIpaBieH Ha
KapaHTUH, TJ€, €CIM O5TO BO3MOXHO, IyTEM
YCTaHOBKM TaT4ell, OOHOBJIEHHA aHTHUBHpyCa U
JpYTUX OIepalui, ypOBEHb €ro 3alllUIIeHHOCTU

OyIer TOBBINIEH, WIH K& O00beKkry Oyx;er
IIPENOCTaBICH  OrPaHUYEHHbIM  JocTyn  Ju0o
OTKa3aHo B JIOCTYIIE.

TuGpunabIT TIPUHIUIIL, UIn MPUHLINAI

TUOPUIHOCTH, 3a9aCTYIO 3aKJII0YAETCS B COUCTAHUM,
Ka3aJoch Obl, HECOYETaeMOro, BCJIEICTBUE HYEro
TPaIUIIIOHHBIC CUCTEMBHI, MPHOOPETAIOT
COBEPIICHHO HOBBIC CBOMCTBA W  CTAaHOBSTCA
VHHKaJIbHBIMA B CBOEM pone W obnactu. Tak,
HampuMep, JHIEp SIMOHCKOTo aprompoma Toyota,
BBIMyCKAEeT C 3aKaTa MPOINUIOr0 BeKa THOPHIHBIC
Mozenn Prius [8], mo3BoNAIOIIEE CYIIECTBEHHO
CHHU3UTH HOTpeGHeHI/Ie TOIUIMBaA IPU COU3SMEPUMBIX
MOIIHOCTH, CKOPOCTH, MacCe€ M XapaKTePUCTHUKAX

QHAJIOTUYHBIX ~Monened MammuH. Heocnopumsl
yCIIeXH HUcclienoBaresiei B 00acTd OHOJIOTHH 10
0TOOpY, CEJEeKIHH, CKPEIIMBAHHIO M IONyYCHHIO
HOBBIX  MONe3HbIX rubpumoB [9]. Ilpomykr
«Jlaboparopun Kacnepckoro» Kaspersky Internet
Security 2012, B KOTOpPOM peain30BaH NPHHLIUI
TMOPUAHOCTH, OCHOBAH Ha COYETaHUH KJIACCUYECKUX
AQHTUBUPYCHBIX U HOBEWIIMX IIOBEACHYECKUX W
00JauHBIX TEXHOJOTMH 3aIUTHI, YTO MO3BOJISET HE
TOJBKO MHHUMH3HPOBAaTh BpeMs pPEaKUUH Ha
YIPO3bl, HO U CHHU3UTh HArpy3Ky Ha KOMIIBIOTEDHI
[10].

B Hacrosmiee BpeMsi CIOXHIICS ONpelesICHHBIH
3amen B oO0NacTH HeWpoceTeBOW 0oOpabOTKH U
MMMYHOKOMIIBIOTHHTA, MMEETCS PpsA pe3yJbTaToB,
peann3yonmx HelpoceTeBbIe cpencTBa
MHTEJUICKTYJIBHOTO aHaJN3a JaHHbBIX, IPUMEHUMBIX
IUIs 3armuTel nHpopMaru. OTMETHM 37eCh paboThI
[11-20], BaxHBIC TSI KiCCIIEAyEeMON 00TIacTH.

PaccMoTpuM HWKe CHayana OTHEJNBHO JBa

pa3IMIHBIX OMOMHCTIMPUPOBAHHBIX MOJIX0/1a,
MpeiaraeMbpIXx  aBTOpamMH  paboTBl, a  3areMm
chopmynupyem IpearaeMyo KOHIIETIIIHIO
rHOpUIHOW  aJanTHBHOM  3alllUTHI,  KOTOpas

6a31/1pyeT05{ Ha HCIIOJIB30BAHHMHM OTHX IIOJAXOJOB Ha
pa3INYHbIX  YPOBHAX NPCACTABICHUA CUCTCMbI
3alInThI.

3. MEXAHU3MbI PEANTU3ALINUN
BEPXHEIO YPOBHSA C3U

HepBhas cuctema dyenoBeka Oblla B3sATa Kak
OCHOBa IMOJXO/a K 3alUTE KOMIBIOTEPHBIX CETei,
Ha3bIBAEMOT'0 “HepBHas cucrema cetu”,
MpeI0KEHHOT0, Hampume p, B pabore H0.Yena u
X.Yena [21].

Ha ocHoBe Owoanamoruu, mnoaxon ‘‘HepBHas
CHCTEMa CeTH’  HWCIONB3yeT  paclpeaciIeHHBIN
MexaHu3M cbopa U 00pabOTKH WHPOPMAIMH IS
oOHapyXeHHs aTrak W TPOTUBOICHCTBUSL WM.
[Togo6HO  OHONIOTHUYECKOW  HEPBHOW  CHCTEME,
MHOKECTBO KOMIIOHEHTOB 3allIUTHl CBS3aHBI MEXKIY
CO0OH, YTO MO3BOJSIET ONEPAaTHBHO OOMEHHBATHCA
nH(pOpMAIe, KOOPIWHUPOBATH NEHCTBHS Y3JIOB
BXOJAIIAX B “HEPBHYIO CHUCTEMY , NETEKTHPOBATH
aTaKu ¥ MPUHUMATh MEPHI JUIS UX HEHTpaTH3allim.

CtpykTypa  JaHHOW  CHUCTEMBI  IOBTOpSET
CTPYKTYpy HEPBHOW CHCTeMBI delloBeka (puc. 1).
MexaHu3M paboOThl HEPBHOM CHCTEMBI CETH —
pacrpeleneHHblld, T.e. MpeAroyiaraeTcs, 4ro HeT
€JIMHOTO IIEHTPa, KOTOPbIA KOOPAUHUPYET ACHCTBUS
BCEH CeTH.

[Ipeamonaraercsa, 4YTO  CETEBBIE  JOMCHBI
Wnrepuer-nipoBaiinepoB (ISP) wnm aBTOHOMHBIE
cucteMbl (AS) coeaWHEHBI MeEXTy COOOH Kak
(u3MUECKH CBSI3aHHBIE HEMPOHBL. B KakaoM gomeHe
€CTh CHeIHaJbHBIN cepBep (MK KiIacTep CEpBEpOB).
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CepBep «HepBHOMN
CUCTEMbI CETU»

AKCOH

CTpyKTypHOe npeacTaBieHne

MapuupyTtusatop

MMUTauMoHHas mogenb

v

KaHan ceasu ¢
yAaneHHbIMn
cepBepamn

cetu»

«HEPBHOMN CUCTEMBI

Puc. 1 - IlpeacraBiaeHue 6MOJOTHYECKOr0 HE{POHA B MO/IeJIM KOMIIBIOTEPHOI ceTH

OTOT cepBep HCIONHSAET pOJb COMBI B HEHpOHE.
CoMa siBiIsieTCsl HEHTPAbHOM 4acThl0 HEMpOHA, OHA
peayiu3yeT OONBIIYI0 YacTh MPOIECCOB 00PaOdOTKU U
aHaIM3a HHPOPMAIHH.

pyrue cereBble ycTpoiicTBa (MapLIpyTH3aTOPHI)
(YHKIMOHUPYIOT KaK JEHIPUTHl HEWPOHA, KOTOphIE
nepeaaoT OONBINYI0 YacTh MHGOpMAIUU HEHPOHY.
Buprtyansnas uactHas cerb (VPN), k kotopoii
MOJKITIOUCHBI BCE CEPBEPHI, COOTBETCTBYET AKCOHY,
MepearolieMy CHTHalIbl OT COMBI K JPyTUM
HeilpoHam  (moMeHaMm), a TaKkXke II0Jydaer
“H(OPMAIUIO OT 3TUX HEHPOHOB (JJOMEHOB).

st obecrieueHust 6€30MaCHOCTH CUCTEMBI B [21]
npeanaraercs npotokon IFSec  (InFrastructure
Security protocol). DtoT mpoTOKON paboTaeT Ha
CETEBOM ypoBHE (YpOBeHB 3)  ompenersier Gopmar
1 MEXaHU3M IU(PPOBAHUS, KOTOPbIE MOAIEPKUBAIOT
OesonacHelli  oOMeH  WHpOpPMaLUed  MEXIy
JOMEHaMH  (HeWpoHaMu), a TaKkKe  MEeXIy
MapuipyTuzaTopamMu (IEHAPUTAMH) M CEpPBEPOM
(coma) B momene. [FSec crpoutcs kak HaacTpoiika

1P u pabotaer MPO3pavHo, 4TOOBI
TPaHCIIOPTUPOBATh IPOTOKOJBI 00Ji€e BBICOKOTO
YPOBHSI.

IIporokon IFSec mnpenocraBnger Tpu YpOBHS
KOMMYHHKAaILUH.

CaMplif HU3KHM ypOBEHb AT BO3MOXKHOCTD
MapLIpyTU3aTopaM B OJHOM JOMEHE OOMEHHBATHCS
nHpOpMaIen sl KOHTPOJISI COCTOSIHUS CETH.

Bropoii ypoBeHb — KOMMYHMKAaLMSl MEXIY
MapLIpyTU3aTOPaMH U CEPBEPOM, PACIIOIOKEHHBIMU
B OJTHOM JIOMEHE.

Ha  camom  BBICOKOM  ypOBHE  cepBep
oOMeHHuBaeTcs uHpopManmen c JIpyTHMHA
cepBepaMH, pacloloXKeHHbIMU B APYTHUX TOMEHAX.

Takum o6pazom, mporokon IFSec paGoraer B
Tpex pa3nuuHbiX cnosx. Crmoit 1 cmyxur npus
KOMMYHMKALIUU MEXAY OIMHOYHBIMU y3namu. Cioit
2 peanu3yeT B3aUMOJCHCTBHE MEXIY y3JIaMH U HX
cepBepoM. Cnoit 3 oObeauHsET cepBepbl B pa3HBIX
JIOMEHAaX.

ApXUTEKTypa CHCTEMbl, OCHOBAaHHOW Ha JaHHOM
MOAX0Ne, MPEACTaBIACTCS CICAYIOUIMM 00pa3oM.
JIoMeHBI ceTH, KOTOpble MOAKIIOUEHBI K HEPBHOU
cucreMe ceTd, (OpPMUDPYIOT OBEpJICHHYIO CEThb U
B3aUMOJICUCTBYIOT MEXIy COOOH € TOMOIIBIO
MIPOTOKOIA [FSec. MapuipyTtuszaTopsl,
pacrloNoXeHHblE B pa3HBIX  TOYKaxX  CETH,
B3aMMOJICUCTBYIOT HE TOJBKO JAPYT C APYTrOM, HO U
CO CIIEIHMAJIM3UPOBAHHBIM CEPBEPOM 0O€30MacHOCTH
B CBoeil mojcetu [22 — 26].

OyHKIMOHAIbHBIE BO3MOKHOCTH JAHHOU
ApPXHUTEKTYPBl MOTYT OBITh MpPEACTaBICHBl Ha ABYX

YPOBHSIX: JIOKaJbHAs 00pabOTKa IMOCTYIUBIICH
uHOpMaIMM HA  OTHCIBHBIX YCTPOMCTBAX U
00paboTka nHpOpMaIIH B Maciirade

pacrpeseneHHON KOOTepaIiui MpoBaiIepoB.
KoHKkpeTHEII mporiecc mo 00eCcIeYeHHIO 3alTUThI
OCYIIECTBJISIETCA  JIOKAIbHO, T.6. B  KaKIOM
otaensHOM y3ie. KpymHomacmirabHash Koomeparus
BEITIONHSETCS  JUIsl  peaju3allii  3allHIIeHHOTO
oOMeHa wuH(pOpManueld Kak BHYTpH JoMeHa (OT
MapupyTu3aTopa K  MapuipyTH3aTopy, oT
MapmpyTu3aTopa K CepBepy), TaK W MEexay
nmoMeHaMmu (OT cepBepa K cepBepy). B atom cimydae
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nH(pOpMaIMs aBTOMATUYECKH pacIlpeneisieTcs I0
Ppa3IuIHBIM y37am CeTH. CBOEBpEMEHHOE
moinydyeHue  uHpoOpMAIMM  TO3BOJSET  Ooee
3¢ (heKTUBHO pearnpoBaTh Ha pa3jNYHBIC BHEIIHHE
YTPO3bI.

Kaxnpiii y3en cocTtouT w3 (yHKIIMOHAIBHBIX
OJIOKOB CO CTaHIAPTHBIM HHTEpdecoM mepenadn
JAHHBIX, 9TO 00ECIIeYNBaeT OOJBITYIO THOKOCTh TIPH
JUHAMHYECKOM OOHOBJICHMHM W  OOCITYyXMBaHUU
y3JI0B.

Jna Hadanma TpeacTaBEM OOIIYIO apXHUTEKTYpPY
«HEepBHOU cucteMbl cetu» (puc.?2). B moncern 1
KOMITBIOTEPHON CETH HUMEETCS CepBEp «HEPBHOU
cucteMbl cetn». OH CBsI3aH C cepBepaMi «HEPBHOH
CUCTEMBI» B APYTUX MOJICETSIX.

nHOpMaITEeH ¢ y3TaMu W cepBepaMHu «HEPBHOM
CHUCTEMBI CCTH, momaagaroT B MO4yJb
MPHOPUTE3AIUH, rae B COOTBETCTBUU c
YCTaHOBJICHHBIMH TTOJINTUKAMHU KJacCH(pUIMPYIOTCS
CO6I)ITI/IH, " OIIpE€ACIACTCA, HACKOJIBKO BaKHa Ta UJIN
uHas uH(pOpMaIUs, HA OCHOBE YEro MPUHUMAETCS
pelreHue 006 0YepeTHOCTH BBIOMHEHUsS IEHCTBHIA B
clemyromux OJoKax.

3areM JaHHbBIE TOMAAAI0T B MOIYJIb KOPPEIALIUHY,
KOTOpPBIH, B COOTBETCTBHM C MPHOPHUTETOM,
BBEIOMpAaeT COOBITUA ¥  3alpaiiuBacT ITOXO0XKHE
coOpiTuss m3 6a3el jmanHBIX (BZl) ¢ momormrsio
KOMIIOHEHTa «00OMeH naHHbIMU ¢ BJ]».

[Tocne wero mMpoMcXoMUT COTOCTaBIeHUE Habopa
COOBITHH, W OIpeAenseTcs ypoBEHb Yrpo3bl. Jlms

Mogcetb N Mopgcetb 1

CepBepa «HepBHON
cUCTEMbI CeTU» B |«
APYrux ceTax

MpoTtokon
IFSec, 3 yposeHb

Mpotokon

€—IFSec,1 ypoBeHb——P»

Y3en «HepBHOM
CUCTEMbI CeTU»

—

CepBep «HepBHOMN
CUCTEMbI CeTU», B
OAHHON ceTu

Mpotokon
IFSec, 2 yposeHb

¥Y3en «HepBHOM

Y3en «HepBHOMN
P CUCTEMbI CETU»

CUCTEMDbI CeTU»

A

Puc. 2 — CTpyKTYypHOE NpeacTaBjIeHNe «HEPBHOI CUCTEMBbI CETH»

K xaxmomy cepBepy TOAKIIOUEHBI  Y3JIBI
«HEPBHOM CHUCTEMBI CETH», HaXOJAIIHUECs B OJHOU
MOACETH C TJaBHBIM cepBepoM. Kpome Toro,
KOKIBIA W3 Y3JI0B UMEET CBSI3H C APYTUMH y3JIaMHU
«HEPBHOM CUCTEMBbI» B JaHHOW mojaceTH. Ha ocHoBe

MIPEI0KEHHOM APXUTEKTYPHI oToOpazum
KOMIIOHEHTHYIO CTPYKTYypy «HEPBHOH CHCTEMBI
ceTw». B  4YacTHOCTHM packpoeM KOMIIOHEHTHI

cepBepa M y3j1a «KHEPBHOM CUCTEMBI CETHY.

CepBep «HEPBHOM CUCTEMBI CETH» UMEET MOJYITH
oOMeHa TaHHBIMHU C TIOJJYMHEHHBIMU €My y3JIaMH, a
TaKXKE C CepBepaMH, HAXOIANIMMHUCA B JIPYTHX
nmojaceTsax. Moaynu oOMeHa NaHHBIMH COCTUHEHBI C
KOMITOHEHTOM, OTBEYAIOIIUM 3a aHAIHW3 JAHHBIX U
MPUHSTUE PEIICHUH.

C IMOMOMIBIO HETO, OHM MOJYyYaroT KOMaHIbl U
JAHHBIC JUIsl OTIPABKH Ha Y3IIbI U JPYTHE cepBepa
«HEPBHOW  CHCTEMBI» M  JIOCTaBISIOT €My
HH(POPMAITHIO O COOBITHAX, TIPOUCXOSAIINX B CETH.

K wMonmymo aHamm3a ¥ TPUHATUS PEIICHUH
MONKIIOYeHa 0aza JaHHBIX, KOTOpas CIyXHUT
XpaHWIHIIEM [aHHBIX, MONyYEeHHBIX W3 BHEITHUX
UCTOYHHMKOB, U TIOCTaBJIIECT paHEe COXPAHCHHYIO
WHPOPMALHIO.

B wmonyne ananu3za W OpUHATUA —pEHICHUMN
JaHHBIC, TMIOJIYYCHHBIE OT MOAyJeH oOMeHa

oOHapy>KeHHsT HMCTOYHHKA
QITOPUTM HAa  OCHOBE
WU3MEHSIEMBIX JIepeBbEBy [4].

[Tocne sToro B 650Ke «pemieHHE O OJIOKUPOBKE)
Ha OCHOBE IIOJWTUK U IOPOIOB OINpPENeIAeTCs
peaxIys Ha TeKYIIyI0 CUTYallliO B CETH.

B nanHOM Monyne mpoBepsieTcs, HMPEBBICUI JIU
nono3putenbHeld [P-agpec moporoBoe 3HaueHue.
Ecnmu  mpeBbicWI, TO MpPUHUMAETCS  peEIIeHHe
0 OJIOKMpPOBKE  aiapeca  aTakyloLIero, KOTOpoe
OTIIPABJISIETCS. BCEM MOJYMHEHHBIM Y3J1aM, a TaKXKe
yAAJIEHHBIM CEepBepaM «HEPBHOM CHCTEMBI CETH.

VY3e1 «HEpBHON CHCTEMBI CETH»  SBISETCS
MOIyJeM M TEepBUYHOM 00paboTKM IaHHBIX,
IOCTYNAKIIUX C CEHCOPOB, U  YIPaBJICHUS
peKUMaMu WX paboThl. B kadecTBe CEHCOPOB MOTYT
BBICTYIIATh KaK MPOCTbIE MOHUTOPHI Tpaduka, TaKk U
Oonee CIOXKHbIE MEXaHU3MBbI 3aLUTHI.

Ha mepBom 3Tame o0pabOTKH y3€lI ¢ ITOMOIIBIO
Onmoka mepeHanpaBlICHUsI IOTOKOB pacIpeienseT
noroku  Tpapuka, wucxoas u3  IP-agpeca
OTIIPAaBUTEIIS. Harnee, UCIIOJIB3YSI 010K
Kilaccu(UKalMM MAaKeTOB, OH OINpEAessieT THIIBI
MIAKETOB, OTIIPaBIAEMbIX UCTOYHHUKOM. [locne aToro
IPOM3BOAMUTCSA aHaIM3 Tpaduka, IOJYyYCHHOIO
nmocne obpabotku. K  wmomymio aHanmza U

aTaku WCIIOJIb3YeTCs
oAXo4a «MHOXKECTBO
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[IPOTUBOAEHCTBUS NOJKIIOUCHA 0a3a [aHHBIX, W3
KOTOpOW OH ToJy4aeT HH(OpPMANHWIO, Ha OCHOBE
4ero MpOMU3BOAUTCS aHAU3 TpaduKa.

Ecru  y3en oOHapyxwmn, dYro Tpaduk —
BPEJOHOCHBIN, OH TepenaeT MH(GopMalmoo 00 3ToM
BMECT€ C JaHHBIMA O BPEJOHOCHOM TpaduKe
MOJIYJIIO cIOepKuBaHMs aTak. JlerutumHblil Tpaduk
BO3BpAIIAETCs B C€Th. MOAYJb CHEPKUBAHUSA aTaK, C
MOMOIIBI0  KOMIOHEHTOB ~ OOMEHa  JaHHBIMH,
MEPEeChUIAaeT 3Ty MH(POPMALHMIO CepBepy M y3JaMm, a
TaKKe MoJTydaeT HHPOPMAIIHIO OT HUX B OOHOBIISAET
0a3y IaHHBIX TPaBUI ¥ CUTHATYD.

B Mopayne anannza u mpOTUBOJCHCTBHS MAKETHI
U3 MOZyJIsl KjaccuuKauus MonagaT B KOMIOHEHT
«aHaJIU3 Ha OCHOBE NpaBWI», IIe Ha 0aze IpaBuil
¢uIbTpaMy MPUHUMAETCS PEHIeHHE O OJOKHPOBKE
Tpaduka.

Hanee Tpaduk pPOXOAUT MOIYIM IIOMCKA
aHOMaJui M CUTHATYpHOro aHanu3a. Eciam kakoii-
au00 MOAYNb TPHUHSI pelIeHne O OJOKHUPOBKE
Tpaduka, NMaKkeT, HE MPOXOAS depe3 MOCIEeAYIOIUe
(unpTpHl, TOMagaeT Ha MOAYJIb OJOKHPOBKH,
KOTOPBIi B Cllydyac MOJOXKHUTEIBHOTO pELICHHS
yHanseT MakeT W nepeAaeT MH(OpMaLHi0 O HEM B
MOIyJb CAEP’KUBAaHUA aTak. B ciyuae ecnm maker
JICTUTUMHBIN, OH BO3Bpalaercs B ceThb. Ecnm y3en
o0OHapyHBaeT BPEJOHOCHBIE MOTOKH Tpaduka, OH
OTIIPABIISIET COOOIIEHNE 00 PTOM CEPBEPY «HEPBHOM
CEeTW», C KOTOPBIM OH CBSI3aH.

CepBepbl «HEPBHOW CHUCTEMBI CETH» MOCTOSHHO
aHATM3UPYIOT HMH(OpMAINIO, TOCTYHAOLIYI0 OT
NOJKJIIOYCHHBIX K HUM Y3JIOB U JPYTHX CEPBEPOB,
BCJIEACTBUE 4Yero MNPUHAMAIOTCS peleHus o0
OTpaHMYCHHUHU PaOOTHI TEX MU MHBIX TONb30BaTeIeH
BBIYUCIIUTEIBHOM CETH.

4. MEXAHU3MbI PEAJIU3ALIU
HUWXHEIO YPOBHA C3U

B kagectBe 0a3pl A1 HOCTPOCHUS aJalTHBHBIX
C3M wmoxer OBITh HCIONB30BaH TEXHUUYECKHUH
aHajmor OWOCHUCTEMBI B BHJIE B3aUMOCBSI3aHHBIX
uHTEpEricoM HEWPOCETEeBBIX KOMAaHIHBIX IIyJIOB,
YIPABISLEMbIX IOTOKOM JAaHHBIX [27].

B coorBercTBMH € NpUHIMIIAMH MOHOJIMTHOCTH
HCTIOTHEHHUS u MHOTO(YHKIHMOHAIEHOCTH,
00paboTKy JTAHHBIX enecooopasHo
OpPTaHM30BbIBATE B KOMAaHIHBIX IyJlax IIyTeM
BBIITOJTHEHUST ONEepaluii YTCHUS, MOTU(PHUKALNUU U
3aITUCH.

dopmanbHas MOAEIb MPOLECCOB, MPOTEKAOIIUX
B MHQOPMAIMOHHBIX IOJSX HEHPOCETEBBIX CPEICTB
3amMTel  MHGQOpMAlMM B OCHOBHBIX PEXHMax
paboTel, HeoOXoauMa ISl AAEKBATHOTO 3aJaHUS
METOAOB  TPOEKTUPOBAHUSA M  BepUUKaIUH
amantuBHeIX C3U, cienuduuupyeMbix ¢ MOMOIIBIO
MAKETHBIX HEHPOCETEBBIX MIPOTPAMM.

[IporpammupoBanre WH()OPMAITMOHHBIX ITOJICH
HEHpOHHBIX ceTel (M HEeHpOo-HEUETKUX CHCTEM) B
C31 MOXHO CBECTH K OIHCAaHUIO CTPYKTYpPBI
MHQOPMALIMOHHBIX MOJEeH C IOMOIIBIO IAaKETHBIX
HellpoceTeBbIX IMporpamMm [27], 4YTO MO3BOJIAET
JeTalu3upoBaTh U HCCIEAOBaTh  IPOIIECCHI,
NPOMCXOASIINE B HEHPOHHBIX CETSIX Pa3IHYHBIX

YpPOBHEW CHCTEM aJanTUBHOM 3alllUThl IyTEM
MOACINPOBAHUA B3aHMO)Z[eI>'ICTBI/I$I OIICPATUBHBIX
JNAHHBIX C  PacHpeleNieHHBIMA  W30BITOYHBIMU

WH()OPMAITMOHHBIMH TIOJIIMA HEHPOHHBIX CETEH.

AnantuBHocts C3U mpemmaraercss oOecnieunThb
UCIIOJIb30BaHNEM  (DYHKIHMOHAIBHO  YCTOWYMBOM
AJIEMEHTHON 0a3bl — OOBIYHBIX M JOTapU(PMUIECKIX
(hopMaTbHEIX HEHPOHOB, CIIOCOOHBIX K OOYYECHHIO.
AnantuBHbele cpenctBa C3U cornmacHo HpUHIUITY
OnoaHanoruu cleayer IpeACTaBIATh B BUIC
ommcaHus WHGOPMAMOHHBIX IIOJICH HEHPOHHBIX
ceTeii MMMYHHOIO U PELENTOPHOrO  YpPOBHEH
3amuTel. HellpoHHas ceTh MpencTaBiseTcs B BHIE
COBOKYITHOCTH  B3aMMOCBSI3aHHBIX  KOMAaHIHBIX
MAKeTOB, KOTOpas pa3MellaeTcss B KOMaHIHBIX
nynax. Ilpy  onucaHuuM  HEUPOHHBIX  CETEH
MaKeTHBIMU HEHPOCETEBBIMU porpaMMamu
BO3MOXKHA  pa3iUyHas CTENEHb  JETaJN3alliu:
KOMAaH/IHbI IIAKET MOXET COOTBETCTBOBATH OJHOMI
n3 GyHKUMI HeiipoceTeBOro jormyeckoro Oasuca,
¢byaknun  GopMallbHOTO  HEHpOHA, Clos U3
(opMaJbHBIX HEHPOHOB WM HEWPOHHOH ceTH B
L[EJIOM.

BaxxHpIM NpuHIKUIIOM OMOCHUCTEMHON aHAJIOTHH
SBIISETCSI  TPEACTaBIEHHE JKU3HEHHO  Ba)KHBIX
¢yHkuuit u uHpOpManuu B (oOpME TOIMOJIOTHH,
HampuMep, TeHoMa Owonorndyeckoro Buma [27].
H3BecTeH MOAXOX IPEACTaBIEHHUS  TOIMOJIOTHH
WHPOPMAIIMOHHON CHCTEMBI B BHJIE COBOKYITHOCTH
KOMaHIHbIX [aKEeTOB, KaKABIM W3  KOTOPBIX
COOTBETCTBYET OTIEIbHOMY (parMeHTy TOIMOJIOTHH
W ompelmeNseT — pealu3yeMylo  (QparMeHTOM
(YHKLMIO, a TaKKe MECTONOJNOKEHHE HCTOYHHKOB
UCXOIOHBIX JAaHHBIX W TPHEMHHUKOB pE3yJbTaTOB
[28]. IlakeTsl JaHHBIX TPEIHA3HAYCHBI IS
nepefavyn pe3yiabTaToB 00padoTKH MH(pOpManuu OT
OHMX KOMAaHAHBIX MaKeTOB (MCTOYHUKOB) IOPYTUM
KOMaHIHBIM TlakeTaM (mpueMHUKaMm). JlaHHBII
MOJIX0J] COOTBETCTBYET MOTOKOBBIM BBIYHCIICHHUSM,
noJo0HbIe MHQOPMAIIMOHHON CHUCTEMBl HAa3bIBAIOT
MalllMHAMH, YTIPaBIIEMBIMH [IOTOKOM JaHHBIX.

[IporpammupoBanne B OHOCHCTEMax HOCHUT
W30BITOUYHBIA  paclpelesieHHbI  XapakTep, YTo
oOecrieunBaeT BBICOKYO (GYHKIHOHATBHYIO
YCTOMYMBOCTh ~ MH(QOPMAIMOHHBIX  IPOLECCOB.
OtnenbHBIE HWCKaXeHHA WH(popManuu, C OJHOU
CTOPOHBI, KOMIIEHCHPYIOTCS ~ H30BITOYHOCTBIO
WH()OPMAITMOHHEBIX TIOJICH, a, ¢ APYTroH, — CO37aroT
MPEINOCHUTKH [Tl pealli3allii MeXaHu3Ma MyTalui
Y DBOJIOIMOHHBIX MPOLECCOB Pa3BUTHSA U OTOOpa.
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st mcenenoBanmsi HHPOPMAITHOHHBIX TIPOIIECCOB B
amanTuBHEIX C3M MOHO MCIIOIB30BaTh ITAKETHEBIE
HEUPOCETEBbIE MPOTPAMMBI, KOTOpBIC IO3BOJISIIOT

OIHCHIBATH TOTIOJIOTHIO M30BITOYHBIX
pacnpeneneHHbIX HH(popManmoHHeix moneit HC
[29].

KoMmannHple 1mynsl OpraHusyroTcs B BHJIE
MHOTO()YHKIIMOHATHHOM peryJisipHon
BBIYHCIINTEIBHOU CTPYKTYPBHI, B KOTOpOH

pa3MeNIeHbl TaKeTHbIE HEeWPOCeTeBbIE MPOTPAMMEL.
B kagectBe cpencTBa hopMaM3aiiiil BEIOPAH S3BIK
rpau4eckoro OmmcaHus OOBEKTOB, a B KadyecTBE
MeXaHH3Ma YIPaBICHUS BBIYUCICHUSIMH — MAILIUHBI,

yOpaBisieMble  TOTOKOM  JaHHBIX,  KOTOpBIC
obecIreunBaroT 0e30MacHOCTh XpaHUMOH
nH(pOpMaIUK: oreparus 3aImcu JTAHHBIX

MIPOU3BOAUTCSA HE MO0 KOHKPETHOMY aJIpecy MaMsTH,
a M0 COJePKaHMIO; OTCYTCTBYET OIEepaus BHIOOPKU
JaHHBIX W3  TaMsATH W,  CIEAOBAaTEJbHO,
HETIOCPEACTBEHHBI  OCTYN K  HMH(pOpMaLuu.
l'oToBBIE K 00pabOTKE MaHHEIE, MPEACTABICHHBIE B
BUJIC  TAKETOB,  W3BJCKAIOTCS W3  MaMITH
aBTOMaTu4ecku (0e3 ynpaBieHUs U3BHE).

O0benuaenne GpyHKIUN XpaHeHHs U 00pabOTKH
nHpOpMAIM B MHOTO(DYHKIMOHATBHBIX —ITyJIax
YIPOIIAET X CTPYKTYPY 32 CUET UCKIIOUCHHS YaCTH
KOMMYHHKAIIMOHHBIX IIeTIeH, peaHa3HaYeHHON s
mepeaadyd  TOTOBBIX K  00pabOTKe KOMaHIHBIX
MaKeTOB OT JIOKAIBHBIX IyJIOB KOMaHA K
MPOLIECCOPHBIM ~ y37laM, H CHIKAET 3arpy3Ky
naTep(deiica. MUHMMH3aNKS TIOTOKOB  JIaHHBIX
MEXIY KOMAaHIHBIMA nyJaMu TI03BOJISIET
UCTIONB30BaTh NpoCTeiie BUAb HHTEp(EHcoB mIst
repesavn MMakeToB NaHHBIX. [lo Mepe mMOBBIIEHUS
(hyHKIIMOHANBHON MOIIHOCTH KOMAaHIHBIX ITaKETOB
HaOmoaeTesi CHUKEHUE 00beMa mepeadu MakeToB
1 (yHKIUOHANBHAS CIEUATN3alisl KOMaHIHBIX
mynoB. M HaoO0OpOT, CHIKEHHE (QYHKITMOHAIHLHOMN
MOIIHOCTH KOMaHIHBIX TaKETOB MPUBOIUT K
YHHUBEPCANTBbHOCTH KOMaHIHBIX Iy JIOB,
vHTeHcH(pUKanuu Tpaduka Tepeaadyd COOOIICHHIA,
YTO TPEIBSIBIACT TOBBIIICHHBIE TpeOOBaHUS K
CKOPOCTHBIM BO3MOXHOCTSIM MHTep(eiica.

Hanmuue coBpeMeHHON TEXHOIOTHYECKOW Oa3bl
JenaeT LIeIeCO00Pa3HBIM HCTIONIb30BaHHE
KOMAaH/IHBIX TAaKEeTOB, COOTBETCTBYIOIIMX YPOBHIO
JeTanu3aldl  KOMaHIHBIH  MakeT —  CJIOi
(opMamTbHBEIX ~ HEWPOHOB. Hns  peanuzanuu
KOMaHAHBIX  mynoB Ha  ©0Oaze CBUC ¢
IpOrpaMMHUpPyEMOi CTPYKTYpOH claenyer
OTPaHUYHUTHCS YPOBHEM KOMAaHAHOTO TIaKeTa —
(hopManbHBIX HEHPOHOB, a MHHAMH3AITAIO
uHpOpMAIMOHHOTO oOMeHa obecnedynBaTh IIyTeM
pa3MeINIeHns] MaKeTHBIX HeHpPOCEeTEeBhIX MPOrpaMM B
npexnenax 6a3oBoro Ojoka (psma 6a30BBIX OJIOKOB)
JUISL 3aMBIKaHUS WHQOPMAIIMOHHBIX TTOTOKOB MEXKIY

ciosmu wid  popmanbHeIMH Helponamu HC B
pamkax otnenbHbx CBUC.

CpencTBa aJanTUBHOW 3alUTBI MOTYT OBITH
pacrpeneneHHpIMH 110 0a30BBIM  OokaM, J0O
JIOKAJIM30BAaHHBIMU B OTJCIBHOM 0a30BOM OJIOKE.

[Ipennoxen CXEMOTEXHUUECKHUI BapUaHT
peanuzanuu aJanTUBHOU HelpoceTeBOr
BBIYHCIIMTEIIFHON Cpebl, OTIINYAIOIITHMCS
opraHmzanueil  uHTepdeiica MEXIy MaMATHIO

KOMaH/IHBIX TAKETOB W OIEPAlMOHHBIMH OJOKaMu
[27]. OTmedeHa B3aUMOCBSI3b CTPYKTYPHI 0a30BBIX
OIOKOB ¢ YpOBHEM JICTallM3allMd  OMHCAHUS
npoueccoB B HC, dopmoii mnpeacraBieHuss u
MOPSIKOM MTOCTYTUICHHUS ITAKETOB JTaHHBIX.

Peammzanmro mH(pOpPMAIMOHHBIX MPOIECCOB HA
HIOKHEM ypOBHE TMPEIAraeTcs BBINOJHATh C
MPHUBIICYCHUEM Tak HAa3bIBAEMOT0
“nH()OPMAITMOHHO-TIONEBOTO”  TPOTPAMMHPOBAHUS,
KOTOpOC IIO3BOJISICT OITMCHIBATh A30BITOYHEIE
pacrpenieneHHble MH(OPMALMOHHBIE TOJS B BHIC
MaKeTHBIX HelpoceTeBbIX mporpamm [27, 30].
AanTuBHBIE MPOLECCH B MH()OPMAIIMOHHBIX TOJSIX
no3BoiisitoT C3U pa3BUBaThCs M HAKAIUIMBATH OMBIT
MpH  pacIiUpeHWHd  MHOXECTBa  yrpo3, a
HACJIEZIOBaHWE OIBITa CBOOUTCS K TMepenade
WHQOPMAIOHHBIX TMOJIEH B aHAJIOTMYHBIC IIO
HA3HAYECHUIO CUCTEMBI.

B xagectBe 0a3pl I CO3MaHUS aJalTHBHOM
CHUCTEMbI 3alMThl HH(pOpManuu (TEXHUYECKUI
aHaJIOT XHMBOTO OpPraHW3Ma) MOXKHO HCIIONb30BaTh
HEHpoCeTeByl0  cpemy —  B3aWMOCBSI3aHHbBIE
uHTepPericoM KOMaHIHBIE MYJbl, HCIIOJIB3yEeMbIC
JUISE  pa3MEIICHUsT  MaKeTHBIX  HEHPOCETEeBBIX
mporpaMM H  BBINOJIHEHUS  pacmlpeiesieHHON
00paboOTKM 3a CYET B3aMMOJCHCTBHUS ONEPATHBHBIX
JaHHBbIX C aJalITUBHBIM N30BITOYHEBIM
nHpopMaroHHeM rosieM HC.

Jlnst obecnieueHusI IENOCTHOCTH WH(OPMAITUH B

HeripocereBeix ~ C3M  MOXHO  HCIIOJIB30BaTh
anmapaTHble  CHOCOOBI  3alUTBHl  WH(POPMAIIHH,
HampuMep, Ha OCHOBE OpTraHM3alMd KOMaHIHBIX

ITyJIOB B BHJIE HAKOTUTEJEH, He NMEIOIIINX BHEITHIX
IIMH 3aMUCH/4TEHUs], B KOTOPHIX JOCTYIHBI TOJEKO
BXOJHAas W BBIXOJHAS OYEpeNd, YTO 3aTPyAHSET
OCYIIIECTBJIECHUE HECAaHKIIMOHUPOBAHHBIX JEHCTBUM,
HapyIeHNWEe IEJIOCTHOCTH M KOH(UICHIUMATBLHOCTH
uHpOpMAIMK, B COYCTAHUM C KOMOMHHPOBAHHUEM
pa3IMYHBIX MEXaHW3MOB 3aIllUThI, HANpPHUMEp, C
KOMOMHHpOBaHNWEM OOHApyX eHHsS CKAaHHUPOBAHHS B
KOMITBIOTEPHBIX ceTax [31].

5. 'TMBPMOHbIV Noaxon
K 3ALUUTE UHOOPMALIUA

[Ipeamonaraercs, 4YTO  KOHIENTYalbHBIE W
ApPXUTEKTYypHBIC peIIeHus o MIOCTPOEHUIO
amantuBHeIX C3U, H0KHBI OBITH OCHOBAHBI Ha
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npuHMnax oOwoanamormu [11]. Ilpemmaraemas
KOHICMIUS THOPUAHONW  QHanTHBHOW  3aIUTHI
MH(OPMAITMOHHBIX CHUCTEM (OpMHUpPYETCS MyTeM
00BeIMHEHU MPEICTABICHHBIX BHIIIE MTOAXO0I0B.

B xagectBe 6a3bl ISl MOCTPOCHUS aJalTUBHBIX
C3U mpepnaraeTcsi HUCIHOJB30BaTh TEXHUYECKHMA
aHallor  CTPYKTYphl ~ OMOCHCTEMBI B BHJIE
B3aMIMOCBSI3aHHBIX ~ HEHPOCETEeBBIX  KOMaHIHBIX
nyJnoB  (IIGHTPOB), yHpaBIseMBIX Ha OCHOBE
MTOCTYNAIOIINX JTAHHBIX O COCTOSHUU CHCTEMBI.

ApXUTEKTYpHOII  OCOOCHHOCTHIO  OHMOCHCTEM
SIBJISICTCSI BHYTPUCHUCTEMHEBIN XapakTep MEXaHU3MOB
3amuthl. [losToMy B mpoliecce NPOEKTUPOBAHUS

C31 npeamnonaraeTcs, YTO (QYHKIUW 3allUTHI
nHpOpMAIMM ~ NOJDKHBEI  OBITh  BHYTPEHHUMH
(DYyHKIUSIMY IPOSKTUPYEMOM CUCTEMBI.

Uepapxusa  amantuBot  C3UM  orpaxkaer
pazmenenue (YHKIUM 3amUTel HA HWMMYHHBIE,
MIPOBEPSIIOIITIE dopmy MIPEICTABIICHUS
nH(pOpMAIUK, W PEUENTOPHBIC, peATU3yIOIINe

B3aUMO/ICUCTBUE CO CPEION U HAKOTJICHUE OIBITA.
BrimenuMm, B KadecTBe ~ 0a30BELIX,  IIATh
CJICIYIOIIUX TPUHIUIIOB TOCTPOSHUS THOPHUIHBIX
amanTuBHBIX C31, OCHOBAaHHBIX Ha OHMOJIOTMYECKOMN
meTtadope.
1. UnTennextyanpHas oOpaboTka HMH(pOpMAaIu,
WHTEIUICKTYaIbHBIN aHa 3 HHPpOpMAaLIUH:

e obecmeucHue Hepapxuu 3JIEMEHTOB
00paboTkn  wHpOpPMANMK  HEOOXOIUMBIMHU
pecypcamu;

e Ha HIDKHUX YPOBHSX Hepapxuu
OCYHIICCTBIISICTCS ~ XpaHEeHHWEe W aHaIu3
TFCHETHYECKOH  HMHGOPMALUK,  pealTnu3arusl

MEXaHU3MOB MYTAallMd W PaCIpeaelIeHHOTO
npeoOpa3oBaHusi WHPOpPMAIUU, pa3zcicHUe
COOOIIEHN B COOTBETCTBHU C aHAIHM30M IIO
KPUTEPHIO “‘CBOM/IYy’KO0#”’, HAKOTUICHHE OIBITa
o UACHTU(DUKALIUN MaToreHa B
UMMYHOJIOTHIECKON TaMSITH;

® Ha BEPXHUX YPOBHIX HEPAPXUHU pealu3yeTcs
CBSI3b CHUCTEMBI CO Cpelod uepe3 “opranbl
4yyBCcTB” (CEHCOpPHI) W HAKOIUICHHE OIBITa B
pacnpenencHHbIX  WH(OOPMAIIMOHHBIX  ITOJISIX
HEPBHOU CHCTEMBI;

e U3MEHEHHEe TeHEeTHYecKod  WH(OopMaIuu
CBS3BIBACTCS C WM3MEHEHHEM HE (OPMEI
MIPEJICTABIICHUS, a COJIepKaHusI HH(DOPMAIUH;

e 3amurTa uHpopMauu 00eCIICUNBACTCS, B TOM
Yyuclle, 3a CYeT peaju3alliii  CBOWCTBA
aJaNTUBHOCTH — TIPUOOPETEHHS JKU3HEHHOTO
OTIBITA, TIO3BOJISIIOIIIETO YCIIENTHO
ONEepUpPOBaTh CUTYyallUsIMH, B YaCTHOCTH,
pacro3HaBaTh CBOMX M YYXXHX, BBIOMpAaTh
IIOBEJACHUE B CJIOKHOH H3MEHSIOLIEHCS
0o0CTaHOBKe.

2. buocuctemMHas aHaJIOTHS:

e wuHbopMarms B
nHpopMaru

aNeMeHTax  00paboTKu

XpaHUTCS B BUIIE
CTPYKTYpPUPOBAHHBIX UHQOPMAIIOHHBIX
noJjieli: ~ BHU3Yy  HWepapXud  —  HOJA
UACHTH(GUIUPYIOMETO  yrpo3bl,  BBEPXY
WepapXvd — TOJIs OMNbITa, CTaBSIIETO B
COOTBETCTBHE IIOJII0O  HM3BECTHHIX  YIpoO3
MEXaHHU3MBbI 3alUThl HHPOPMALIH;

e HIDKHME (MMMYHHbBIE) YPOBHH  CpPEICTB
3aIIUTHI OCYILIECTBIISIIOT IIPOBEPKY
COOTBETCTBUSI  (OpMBI  TEpelaBacMbIX B
CHUCTEME  COOOWIEHWH MO  KPUTEPHIO
“CBOH/TyKOI”;

e uaeHTUUIUPYIOMIAass HWHPOpPMAITUI — CBOS
JUIsl KQKJIOH CHCTEMBI W CBsizaHa ¢ (HOpMOH,
HO He cozaepkanueM wuHpopManuy; (Kax,
HanpuMep, HacnopTa pa3InyHbIX TOCYAAPCTB,
COZIepIKaIluX UICHTUDUITAPYIONIYIO
HHPOPMAIHIO, TAKYyI0 KakK (oTorpaduuecKui
o0pa3, uMsl, TMYHYIO HOIMKCH, 1aTy U MECTO
poXIeHHus, WIACHTU(GUKAIMOHHBIA  HOMEp
[IPUCBOCHHBI  OPraHOM  TOCYJAapCTBEHHOM
perucTpanuy, axpec MpoXXKUBaHUs, W T.II., IO
HNPUHATBHIMH, 3aKOHAMH KOHKPETHBIX CTpaH
dopmaM, HO HE  HECYNIUX IOJHYIO
WHQPOPMAIUIO O BIIaJENbLE MaciopTa)

e BepxHUE (PELENTOpHBIE) YPOBHH 3alIUTHI
HEOOXOOUMBI IJIsl CBS3M C BHELIHEW cpeloi U
HaKOIUICHUS OIIbITA;

® [MEpeHOC M HaclieJoBaHHe HWHGOPMAIUK —

nepepada  wepapxum  MHGOPMALMOHHBIX
nojei, CcQPOpPMUPOBAHHBIX B  MpoLecce
XKHU3HEHHOTO LIUKJIA aJlanTUBHOM

MH(POPMAITMOHHON CHCTEMBI, B ITOCIIEIYIONTHE
peanu3anuu CUCTEMBIL.

3. Tlomaepxanue CBOWCTB, HEOOXOIUMBIX IS

peanu3aiuu QYyHKIUH UHTEIUIEKTYaJIbHOTO aHan3a

WHPOPMAITIH:
® BO3MOXXHOCTb HacJleIOBaHUs panee
HaKOIUICHHOTO OIIBITa aJlaNITUBHOM

WH(OPMAIIMOHHOW CHCTEMBI B BUJE MepapXUHU
MH(OPMAIIOHHBIX TTOJEH;

® BO3MOYKHOCTb pelieHus 3a1a4
KIacCUUKAIlMM W KIACTepU3aluul  C
OTICpAaTUBHOHN amamnTariueii HHPOPMaITHOHHBIX

MOJICH;

L] KOppeKHI/IH JKU3HCHHOI'O OIIbITa
MH(GOPMAIIMOHHOW  CHUCTEMBI Ha  OCHOBE
KOPpEeKIIMM ¥ paCIIUpPeHHs  CUCTEMBI
HCUCTKUX HpaBI/IJI, aganrangus
MH(OPMAITMOHHBIX TIOJICH MEepapXuu YPOBHEH
CHUCTEMBI,

e BO3MOXXHOCTh  aHaliN3a, KOPPEKIHH W

rmepeHoca (HaciuenoBaHWs) HWHGPOPMANUA B
Jpyrue HHPOPMAITHOHHOH CHCTEMBI.
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4. HeilpoHHble W  HEUpPO-HEUYETKHE  CETHU
MPEACTABIAIOT Cco00M HwkHMA ypoeHb C3U,
npeqHa3HaYeHHbIH g oOMeHa uWHQoOpMauen c
BHEIIHEH Cpelod U Iepelayd €€ Ha BEpXHUM
ypoeens C3U, npuema mH(pOpMaLMU OT BEPXHETO
YPOBHS, a Takke (GOPMUPOBAHUS OTBETHBIX PEaKLUit
Ha BO3JEHCTBUI.

5. Bepxamii ypoBeHb amanTuBHBEIX C3U
MpPEACTABICH  “HEPBHOM  CHUCTEMOW cetn’ |
NpeAHAa3HAYeH [Js  yOpaBICHUA  Mpoleccamu
CUCTEMBl W B3aUMOJCIHCTBUS C DJJIEMEHTaMHU W
O/loKaMH HIKHETO YpOBHA. BepxHui W HIDKHUH
YpOBHHU paboTaloOT KaK OTHO IIeJ0€, B IMOCTOSHHOM
“H(OPMAITHOHHOM B3aUMOJICHCTBUU u
COrJaCOBAaHMM PEIICHUH B PEXUME pPeanbHOro
BpPEMEHH.

6. SAKITIOMEHUE

B crartee mpemiokeHa oO0mas  KOHIIETIIHS
rHOPUAHON aJanTUBHOHN 3alIUTHl HHGOPMALUOHHBIX
CHUCTEM, codeTaromas OmomeTradopsl HEPBHBIX W
HEUPOHHBIX CETEH.

Ha ocHoBe Metadop HepBHOW U HEHPOHHOU CETH
B pabore mpemaraercs THOpUIHAS aJalTHBHAS
ceTeBas uH(ppacTpyKTypa, obecrmeunBaromas
[OJly4YeHue, TepeAady, XpaHEeHHEe U 3aluTy
uHpOpPMALMK, MPUHATHE PELICHUH, HCXOAS W3
CIIOKMBILEHCS CUTyallud, B COOTBETCTBUU C
aHajorued paboThl HEPBHOM M HEWPOHHOH cHCTEM
KHBBIX CYIIECTB.

Koomepamust  pacripeneneHHBIX  KOMIIOHEHTOB
MPOUCXOJUT TMOAOOHO pEaKIUU  YCIOBEUYCCKOMH
HepBHOH cucTeMbl. OIMHOYHBIE KOMIIOHEHTHI

paboTalOT HE TOJIBKO KAK MCIOJHHUTENHN, HO TAKXKE H
Kak ceHcopbl. [lomMuMo oOIIeH 3alMThI, KOTOpas
OCYIIECTBIISIETCS. UMH CaMOCTOSITENIHO, OHHM TaKkKe
NPEIOCTABISIIOT ~ pe3yJIbTaThl  aHAIW3a  JTaHHBIX
JIPYTUM KOMIIOHEHTaM CHUCTEMBI.

[Mnanupyercss B pesynbraTe HCCIEIOBaHUIM
pa3paboTaTh  TEXHOJOTHIO  CO3JaHUS  CETEBBIX
KOMIIOHEHTOB ~ CO  BCTPOGHHBIMH  (DyHKIMSIMHU
3aIIHTHI, OTIIHYAOIIYIOCS npeAcTaBICHIEM
CTPYKTypbl ~KOMIIOHEHTa B BHJIE HEpapXHH
KOMIIOHCHTOB, ~ BBIIIOJIHEHHBIX  C  Pa3NUYHON
CTETICHBIO JeTaNn3aIiH, OIHCaHUEM
WHPOPMALMOHHOH  CTPYKTYpel €  TIOMOLIBIO
rpadu4ecKoro s3bIKa, (YHKIIMOHAIBHBIM OJOKaM
KOTOPOH  COOTBETCTBYIOT KOMAaHIHBIE IIAKETEHI,
WHPOPMAITMOHHBIM [TOTOKaM — MAKEThl JTaHHBIX.

JlocTOMHCTBAaMH ~ Takoro IMOAXOJA  SBISIFOTCS
NPUMEHEHHE  TOAXO/Aa  YNPaBIEHUS  IIOTOKOM
JNaHHBIX  JJsl  OpraHM3aldl  paclpeleNeHHbBIX
BBIYUCIICHUH, a TAKXKE CPEICTB MHTEIUIEKTYaJIbHOTO
aHanM3a JaHHBIX B COCTaBE AJAlTUBHOM CHCTEMBI
3aIUATHI uHpOpMaITIH VTS obecrieueHus

ONEpaTHUBHON peakIuM Ha H3MEHEHHE MHOXKECTBa
YIpO3 U YCIOBUHM 3KCIUTyaTalUu.

Bynymas pabora cBsizaHa ¢ MOJCTHMPOBaHUEM
KOMIIOHEHTOB TPEJICTAaBICHHOIO KOHIENTYalbHOTO
MOJX0/la K TOCTPOCHHI0 THOPHUIHBIX aJanTHBHBIX
CHCTEM 3aIlHTEhI.

PaGora  BemonHsercss npu  (UHAHCOBOM
nojzepkke MuHucTepcTBa 00pa3oBaHUS M HAYKH
P® (rocymapctBennslii koHTpakT 11.519.11.4008),
POOU (mpoexr Nel3-01-00843-a), mporpammsl
dbyamamenTansaeix  ucciemoBanumii OHUT PAH
(mpoext Ne2.2), mpoexktoB EBpocoro3a SecFutur u
MASSIF.
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HNeopb Bumanwbesu4 KomeHko,
3asedyrowuti nabopamopueli
npobriem KomrbromepHoUu 6e30-
nacHocmu CIMMWPAH. 3akor4yun
c ommnu4yuem  BUKU um.
A.®. Moxadlckozo (1983 2.) u
BoeHrHyto akademuto cesa3u (1987

: e). B 1990 e 3awumun
KaHOuGamckyr duccepmayuto, a 8 1999 e -
dokmopckyro. B 2001 e. npuceoeHo y4yeHoe 38aHue
npogheccop no kagpedpe "TerneKoMMyHUKaUUOHHbIE
cucmembl". Aemop 6onee 450 HaydHbIx pabom.
Obriacmb Hay4HbIX UHMepPecos — UHGhopMaylUOHHas
b6e3onacHocmb, 8 MOM u4ucsie yrnpaesieHue rosu-
mukamu be3onacHocmu, pasgpaHudeHue docmyrna,
aymeHmudbukayus, aHanu3 3awuweHHocmu, obHa-
Py)XeHUe KOMIMbIOMEPHbIX amak, Mexcemesble
3KpaHbl, JI0XHbIE UHGOPMAUUOHHbLIE CUCMEMbI,
3awuma om 8upycos U cemesbix Yyepeel, aHanu3 u

sepuchukauusi  rpomokosios  beszonacHocmu U
cucmeM  3awumsl UHgopmayuu, 3awuma
npoezpaMMHo20 obecrieyeHuss om  e3foma U

ynpaeneHue yughposbiMu pasamu, MexHoo02uu
modenuposaHusi u eusyanusauyuu Ors rnpomueo-
Oelicmeusi  KUbep-meppopusMy;  UCKYCCMBEHHbIU
UHmMenaeKkm, 8 MmMOM Yucrie MHO20a2eHMHbIEe
cucmembl, MsigKkue U 380JI0UUOHHbIE B8bI4YUCIIEHUS,
MauwuHHoe oby4yeHue.
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®ununn NeHHadbesu4y Hecmepyk,
Cmapuwul Hay4HbIU compyOHUK fa-
bopamopuu  npobnem  KOMIbHO-
Lt ™) mepHou 6esonacHocmu ClITNPAH.
boid Bakonyun OMITY (2000 e.) lNocmy-
(\\_ o ) nun 8 acnupaHmypy Cl16I'YoOu®, e
m 2005 2. 3awumun KaHOUOamCKyo
duccepmauyuro no meme «Pa3pa-
bomka modenu adanmueHol cucmemb! 3awumesl
UHhopMmayuu Ha 6ase Helpo-Heyemkux cemeliy,
cneyuanbHocmb 05.13.19, 8 Cl16I'Yy UTMO.

AHOpel Bnadumupoeud Lllopoe,
HayuHbii  compydHuk  nabopa-
mopuu npobnem KomrbtomepHoU
6eszonacHocmu CIMWPAH. OkoH-
¥ uyun Caukm-lemep6bypackuii o-
/ cydapcmeeHHbIl UH)xeHepHo-
OkoHomuueckuli  YHusepcumem
(2008 a.), 8 2012 a. 3awumun
KaHOuUOGamcKyro duccepmauuro rno meme
«MIMumayuoHHoe mModenuposaHue MexaHU3Mo8 3a-
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Abstract: The paper suggests the conception of a hybrid adaptive protection of information and telecommunication
systems which is based on a biometaphor of nervous and neural networks. A top level of a protection system, based on
an approach of “nervous system network™ is a distributed mechanism for collecting and processing information. We
suggest to implement the information processes on the low level with the assistance of an “information field”
programming. It allows specifying the distributed information fields in the form of neural network software packages.

Keywords: Data mining, malware, detection.

1. INTRODUCTION

There is an analogy in evolution and natural
selection in nature and technical systems. Living
organisms exist and evolve through improved
protection against a variety of threats by using
information circulating in their distributed structure
and implementing various security mechanisms.

Therefore, it seems that it is necessary to endow
the information security systems by evolutionary
properties inherent biological systems. These
properties are the possibility of progress (self-
improvement), adaptability (accommodation to the
current conditions of the situation), reproduction and
inheritance.

This thesis is confirmed by the latest trends in the
industry of software systems. For example, known
software vendors claim that they need active
adaptive security technologies, based on an
assessment of the behavior of software components
in terms of their potential danger.

In the paper we propose the conception of
adaptive protection of information systems based on
hybrid mechanisms that combine bio-metaphors of
nervous and neural networks.

First we outline a brief analysis of investigations
based on the bio-metaphors and different hybrid
approaches. Then we define an approach “network
nervous system” as the top-level protection system,
determine the lower protection level as neuro-fuzzy
system, and present an example of their realization.

2. TOP LEVEL PROTECTION
MECHANISMS

One of approaches for protection of computer
networks is a bio-inspired approach “nervous
network system” [1-3].

The protection system is based on a distributed
mechanism for collecting and processing
information, which coordinates the activities of
the main devices of the network, detected of
attack and take countermeasures.

The structure of the “nervous network” follows
the structure of the human nervous system
(Fig.1). The mechanism of the “nervous network”
is distributed, i.e. no single center which
coordinates the activities of all network.

The protection system consists of two main
components — the server of the “nervous network
system” and the node of the “nervous network
system”. Servers are installed in different subnets
and implement most functions of information
processing and analysis, as well as the
coordination of nearby network devices.

Nodes are used for data collection, initial
processing and transmission of network status
information to servers. Nodes can be installed on
routers. Servers are located in different subnets
and exchange information on the status of their
subnets.
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Fig.1. — Metaphor of the biological neuron in the computer network model

Thus, based on the metaphor of the “nervous
network system”, the paper proposes an adaptive
network infrastructure which provides information
collection and its transfer to the special server and
making decisions based on the current situation.

3. LOWER LEVEL PROTECTION
MECHANISMS

We suggest implementing the information
processes on the lower level with the assistance of
an “information field” programming [4, 5].

It allows specifying the distributed information
fields in the form of neural network software
packages.

Adaptive processes in the information fields
allow developing the security systems which can
evolve and gain experience when expanding the set
of threats. In this case the inheritance of the
experience is reduced to transferring of information
fields.

4. HYBRID APPROACH FOR
PROTECTION MECHANISMS

It is assumed that the conceptual and architectural
solutions for building adaptive hybrid information
protection systems should be based on the principles
of bio-analogy. The proposed concept of a hybrid
adaptive protection of information systems is formed
by combining two above approaches.
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Naksit Anantalapochai, Axel Sikora
INTEGRATION OF BACNET OPC UA-DEVICES USING A JAVA OPC UA SDK SERVER WITH
BACNET OPEN SOURCE LIBRARY IMPLEMENTATION

The variety of technologies used in modern Building Automation Systems (BAS) calls for methods to
support interoperability of the devices from different technologies and vendors. OLE for Process Control
Unified Architecture (OPC UA) provides the possibility to enable secure interoperability of devices with
platform independence and efficient information model features. However, OPC has not found broad space
in the world of building automation, yet.

In this paper, results and experiences from a project are presented, where BACnet devices were
implemented with OPC UA standard models. The values and controls are presented by the OPC UA server
running on an embedded device. In the method, we map the BACnet information models into the
corresponding OPC UA information models. The information model (in OPC UA form) of the BACnet
devices can be accessed by connecting the OPC UA Clients to the OPC UA Server. This objective should be
pursued by using as many available open-source projects as possible.

Andrew J. Kornecki, Slawomit T. Wierzchon, Janusz ZalewskKi
REASONING UNDER UNCERTAINTY WITH BAYESIAN BELIEF NETWORKS ENHANCED WITH
ROUGH SETS

The objective of this paper is to present a new approach to reasoning under uncertainty, based on the use
of Bayesian belief networks (BBN’s) enhanced with rough sets. The role of rough sets is to provide
additional reasoning to assist a BBN in the inference process, in cases of missing data or difficulties with
assessing the values of related probabilities. The basic concepts of both theories, BBN’s and rough sets, are
briefly introduced, with examples showing how they have been traditionally used to reason under
uncertainty. Two case studies from the authors’ own research are discussed: one based on the evaluation of
software tool quality for use in real-time safety-critical applications, and another based on assisting the
decision maker in taking the right course of action, in real time, in the naval military exercise. The use of
corresponding public domain software packages based on BBN’s and rough sets is outlined, and their
application for real-time reasoning in processes under uncertainty is presented.

Vitaly Deibuk, lon Grytsku
OPTIMAL SYNTHESIS OF REVERSIBLE QUANTUM SUMMATORS USING GENETIC
ALGORITHM

The paper suggests a new way of chromosome coding in a genetic algorithm for simulation of reversible
one-bit full summators with propagate function in Fredkin basis. The circuits obtained with the use of such
an approach demonstrate better delay parameters and better number of inputs/outputs compared with the
known analogs. It confirms the effectiveness and applicability of the proposed approach.

Vladimir G. Red’ko
INTERACTION BETWEEN LEARNING AND EVOLUTION IN POPULATIONS OF AUTONOMOUS
AGENTS

The model of interaction between learning and evolution for the evolving population of modeled
organisms is designed and investigated. The mechanism of genetic assimilation of the acquired features
during the numerous generations of Darwinian evolution is studied. The mechanism of influence of the
learning load is analyzed. It is showed that the learning load leads to a significant acceleration of an
evolution. The hiding effect is also studied. This effect means that a strong learning inhibits the evolutionary
search in some situations.

Victor Chernega
PERFORMANCE OF A TRANSPORT LEVEL OF WLANS IEEE 802.11g FUNCTIONING IN
INFRASTRUCTURAL MODE

The procedure of frames exchange between client computers and a wireless access point based on
802.11g standard is analyzed in details. We have obtained the expressions which allow calculate the potential
bandwidth of such wireless network.
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Vladimir Haasz, David Slepicka, Petr Suchanek
POST-CORRECTION OF ADC NON-LINEARITY USING INTEGRAL NON-LINEATITY CURVE

The accuracy of AD conversion can be improved using the post-correction of digitizer non-linearity. In
principle two methods could be applied — look-up table or an analytical inverse function of integral non-
linearity curve (INL(n)). Look-up table can be easily implemented but it demands huge memory space
particularly for high resolution ADCs. Inverse function offers flexible solution for parameterization (e.g.
frequency dependence) but it also requires fast DSP for real-time correction. The data or coefficients for both
methods are frequently determined from a histogram of acquired pure sinusoidal signal. Non-linearity curve
can also be gained by another procedure demanding significantly less samples — approximation from a
frequency spectrum. The correction of ADC nonlinearity by means of inverse function of INL(n) curve is
analyzed in this paper and the results are presented.

Dmitry V. Komashinskiy, Igor V. Kotenko
INTELLIGENT DATA ANALYSIS FOR MALWARE DETECTION

The paper considers a state-of-the-art survey of systems for malware detection and identification based on
intelligent data analysis. The SADT methodology was adopted to formalize this process in order to
generalize common procedural aspects described in the analyzed papers within the area. The set of basic
abstract items specifying the essence of each concrete approach to detect malware is emphasized.

M. Knemeyer, M. Nsaif, F. Glinka, A. Ploss, S. Gorlatch
TOWARDS DATA PERSISTENCY IN REAL-TIME ONLINE INTERACTIVE APPLICATIONS

The class of distributed Real-time Online Interactive Applications (ROIA) includes such important
applications as Massively Multiplayer Online Games (MMOGSs), as well as interactive e-Learning and
simulation systems. These applications usually work in a persistent environment (also called world) which
continues to exist and evolve also while the user is offline and away from the application. The challenge is
how to efficiently make the world and the player characters persistent in the system over time. In this paper,
we deal with storing persistent data of real-time interactive applications in modern relational databases. We
analyze the major requirements to a system for persistency and we describe a preliminary design of the
Entity Persistence Module (EPM) middleware which liberates the application developer from writing and
maintaining complex and error-prone code for persistent data management. EPM automatically performs the
mapping operations to store/retrieve the complex data to/from different types of relational databases,
supports the management of persistent data in memory, and integrates it into the main loop of the ROIA
client-server architecture.

Igor V. Kotenko, Philipp G. Nesteruk, Andrey V. Shorov
CONCEPTION OF A HYBRID ADAPTIVE PROTECTION OF INFORMATION SYSTEMS

The paper suggests the conception of a hybrid adaptive protection of information and telecommunication
systems which is based on a biometaphor of nervous and neural networks. A top level of a protection system,
based on an approach of “nervous system network” is a distributed mechanism for collecting and processing
information. We suggest to implementthe information processes on the low level with the assistance of an
“information field” programming. It allows specifying the distributed information fields in the form of neural
network software packages.
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Naksit Anantalapochai, Axel Sikora
IHTEI'PALLS ITIPMUCTPOIB BACNET OPC UA 3A JIOIIOMOI'OIO CEPBEPA JAVA OPC UA SDK 3
PEAJIIBALIEIO BIAKPUTOI BIBJIIOTEKM BACNET

Pi3HOMaHITHICTh TEXHOJOTIH, 10 BUKOPHUCTOBYIOTHCS B CYYaCHHUX CHUCTEMaxX aBTOMAaTH30BaHOI MOOYA0BU
(CAII) Bumarae MeTOIB I MIATPUMKH CYMICHOCTI TIPUCTPOIB Pi3HUX TEXHOJOTIH 1 moctadansHuKiB. OLE
JUIS YIIpaBJIiHHSA mpoliecaMu yHidikoBanoi apxitekrypu (OPC UA) Hamae MOXIMBOCTI JUisl 3a0€3MeUeHHS
0e3mevHoi B3aeMOIii 3 MPUCTPOSAMH HE3aJIeKHO Bif muatdopmu i ocodnuBocTel edekTHBHOT iHpOpMaiiHHOT
mozerni. Tum He Mermr, OPC MoKy 10 He 3HAWIIA MTHUPOKOTO 3aCTOCYBAHHS B MTOOY0BI aBTOMAaTH30BaHUX
CHCTEM.

VY naHiii cTarTi, IpeACTaBICHI pe3ylbTaTH Ta AOCBII MPOEKTY, Ae npuctpoi BACnet Oynu peanizoBaHi i3
crangapTHumMu Monessimu OPC UA. 3minHI Ta ynpasniHHs npencrasieHoro cepsepa OPC UA mparoroTs
Ha BOyIOBaHOMY TMIPUCTPOi. Y MHOMYy cmocob0i My BimoOpaswmm iHdopmamiiai momeni BACnet y
BignoBigHux iHdopmariiinux moaensix OPC UA. [udopmariiiiny monens (y ¢opmi OPC UA) 3 npuctporo
BACnet moxna orpumaru, migkmounBmu kimieHTIB OPC UA nmo cepsepa OPC UA. lle 3aBmanHs Mae
BHPINTYBaTHUCS IIJITXOM BHKOPHUCTAHHS SKOMOTA OIITBIIOI KITBKOCTI MPOEKTIB 3 BIAKPUTHM KOJIOM.

Andrew J. Kornecki, Slawomit T. Wierzchon, Janusz Zalewski
APTYMEHTYBAHHS B YMOBAX HEBM3HAUYEHOCTI 3 BAIECIBCbKUMU JIOBIPYUMU
MEPEXAMU, 1O ITOKPAIIEHI HABJIM>)KEHUMU MHOXXKUHAMU

Mertoro gaHoi poOOTH € MPENCTaBICHHS HOBOTO MiIXOAYy A0 apryMEHTYBaHHsS B YMOBaxX HEBH3HAYEHOCTI,
mo 0a3yeThCsi Ha BHUKOpPUCTAaHHI bakeciBchkoi moBipuoi mepexi (BJIM) mokpameHnoi HaOmWKEHUMHU
MHOXHHaMH. Poiib HaOMMKeHOT MHOKHHH TIOJISITa€ B HaJaHHI JOMATKOBHUX apTyMEHTIB, OO0 JOITOMOTTH
B/IM B mpoteci reHepaiii BUCHOBKY, y pa3i BiACYTHOCTI JaHMX ab0 HpW TPyIHOIIAX 3 OLIHKOIO 3HA4YeHb
BiMOBIMHUX ¥WMOBipHOCTEH. KOpoTko mpescTaBineHi ocHOBHI MOHATTS 000x Teopiit, BJIM Ta HaOmmKeHHX
MHOXHH, 3 IPUKJIQJIAMH, 10 TOKa3yIOTh, SIK BOHU TPaJULifHO BUKOPHCTOBYBAINCH JUI apTyMEHTYBAaHHS B
yMOBaX HEBH3HAYCHOCTI. PO3MNIAaloThCs JBa TeMaTHYHMX BUIIAJKH Ha OCHOBI BJIACHUX JOCHIPKEHb
aBTOPiB: OIMH 0a3yeTbcs Ha OLIHLI SKOCTI MPOTPaMHOTO MPOAYKTY, IO BHKOPHUCTOBYETHCS B PEKHMI
peanspHOTO Yacy i Oe3NMEeKO-KpUTHIHUX MOAATKIiB, a IHIMWH, I HaJaHHSA JOIIOMOTH 0C00i, Mo IpuiMae
pilleHHST B peajbHOMY 4Yaci MpO NpPaBWIBHUA Kypc A y BiHCBKOBO-MOPCHKHMX HaBuaHHsX. OmmcaHo
BHUKOPHUCTaHH BiAMOBITHUX MaKeTiB MPOrpaMHOro 3ade3neueHHs: Ha ocHOBI B/IM 1 HaOmmkeHNX MHOXKHH, a
TaKOXX MPEJCTABIICHO 1X 3aCTOCYBaHHS B PEaIbHOMY Yaci Ul apryMEHTYBaHHS B YMOBaX HEBH3HAYEHOCTI.

Bimanii /leuoyk, Ion I'puyxy
OIITUMAJIBHUI CUHTE3 3BOPOTHUX KBAHTOBUX CYMATOPIB 3 JJOITOMOI'OIO
IT'’EHETUYHUX AJITOPUTMIB

Y poOoTi 3amporoHOBaHO HOBHH CIOCIO KOAYBaHHSA XpPOMOCOM Yy TEHETHYHOMY allTOPUTMi ISt
MOJICITIOBAHHSI CXEM 3BOPOTHHX IMOBHHUX OJHOPO3PSAJAHUX CyMaTopiB 3 (YHKIIE TpaH3uTy y 0Oasuci
enemenTiB @penkina. OTpuMaHi 3 JOTIOMOTOI0 TAKOTO IMIXOMy CXEMH MAalOTh Kpallli TapaMeTpH 3aTPUMKH
Ta KUTBKOCTI 3aliBMX BUXOMAIB(BXO/IB) MMOPIBHIHO 3 BIJIOMHMH aHAJIOTaMH, IO IEMOHCTPY€E e()eKTHBHICTh Ta
3aCTOCOBHICTh TAKOT'O MiAXOY.

Bonooumup I'. Pedvko
B3AEMO/IIS1 MIDK HABUAHHAM 1 PO3BUTKOM B IO YJIALIAX ABTOHOMHUX ATEHTIB
Po3pobiieHo Ta moCiKeHo MOIeNb B3a€MO/IiT MK HABYAHHSAM Ta €BOJOIIEI0 ISl BUIIJICHHS ITOMYJIISIIT
MOJICIIbOBAaHUX OpraHi3MiB. BuBUeHO MeXaHI3M T'eHETHYHOI acHMUIAMii HaOyTHUX pHC i Yac YUCICHHHX
MOKOJIIHb JIapBiHIBChKOT eBoutomii. [IpoaHanizoBaHO MeXaHi3M BIUIMBY HABYaJbHOI'O HAaBaHTAKCHHS.
[TokazaHo, 110 HaBYaJIbHE HaBaHTAXKEHHS MPU3BOJUTH IO 3HAYHOT'O MMPUCKOPEHHS eBOIIoLIi. Takok BUBYCHO
MIpUXOBaHUKA e(eKT; 1eil edekT o3Hadae, MO MOCWICHEe HaBUYAHHS CTPUMYE EBONIOIIHHUN TOMIYK B JSIKHX
CHUTYaIlisIX.

Bixmop Yepneza
IMTPOITYCKHA CITPOMOXHICTb TPAHCITOPTHOI'O PIBHS BE3ITPOBIJIHMX JIOKAJIbHUX
MEPEX IEEE 802.11g, 11O ®YHKUIOHYIOTH B IHOPACTPYKTYPHOMY PEXUMI

JertanpHO mpoaHalizoBaHa MpoIeaypa OOMiHY KaIpaMH MiX KITI€HTCBKAUMH KOMIT FOT€PaMH i TOYKOIO
JIOCTYITy OE3MPOBIAHOI JIOKAIEHOI KOMII' IOTEpHOI Mepexi cranmapTy 802.11g i oTpmmani Bupasw, IO
JO3BOJISIIOTH PO3paxyBaTH MOTEHIIIHY MPOMYCKHY CHPOMOKHICTD TaKOi MEpexi.
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Viadimir Haasz, David Slepicka, Petr Suchanek
[OCT-KOPEKLIIS HEJIIHIMHOCTI ALIIT 3A JOTIOMOI'OFO IHTEI'PAJIBHOT HEJIIHIMHOI
KPUBOI

To4HICTh aHANOrO-IU(PPOBOTO MEPETBOPCHHS MOXE OYTH MOKpAIlleHa 3a JOMOMOTOK MOCT-KOPEKIIil
HETIHIHHOCTI MUQPOBOTO MEPeTBOPIOBada. B MpUHITHIII MOYKHA 3aCTOCOBYBATH JBa METOIN — JTOBITHUKOBY
TabnuI0 abo aHaNITUYHY 3BOPOTHY (QYHKIIIO iHTerpanpHOi HemiHiiHOT kpuBoi (INL(n)). JloBimkoBa
TaOIUI MOKe OyTH JIETKO peai3oBaHa, ajie [I¢ BUMAara€ BEIMYE3HOTO OOCATY maM’siTi, 0COOIMBO TpHU
BeNUKii po3ainbHii 3matHOCTI AIIIL. 3BopoTHA (DyHKINS MPOMOHYE THYYKE PIICHHS IS TapaMeTpu3arii
(HampuKIaa, YacTOTHA 3aJIKHICTH), ajle Ile TaKOXK BUMArae IIBHIKOTO Ipoiiecopa HuppoBoi oOpoOKu
CUTHAJIIB AJIs1 KOpeKuii B peanbHOMY 4aci. JlaHi abo xoedilieHTH a1t 000X METOIB YacTO BU3HAYAIOTHCA 32
riCTOrpaMor0 OTPUMAHOTO YHCTOTO CHHYCOIIaTbHOTO CUrHATY. HenmiHiliHy KpUBY MOXKHA TaK0XX OTPHUMATH B
paMKax iHIIOI MpoIenypy, IO BUMAarae 3HAYHO MEHIIE 3pa3KiB — IMUITXOM amnpoKCUMaIlii 4acTOTHOTO
cnekTpy. B maHiit crarTi aHamizyerhcs kKopekiis HemiHidHocTi AIIIT 3a momomororw 3BOpOTHOT (yHKIT
kpuBoi INL(n). [IpencrasieHo BifmoBiHI pe3yabTaTh JOCIHIKECHb.

Jmumpo Komawuncokuii, Izop Komenko
IHTEJIEKTY AJIbHUI AHAJII3 JAHUX JIJId BUSIBJIEHHS IIKIJJIMBUX ITIPOTPAM

VY crarTi MpOBOAUTHCS OTJISA HAWMOUTBIN 3HAUYIIMX POOIT y Talxy3i CTBOPEHHS CHCTEM BHUSBIICHHS Ta
ineHTH}iKanii MKiIIMBUX MPOrpaM Ha OCHOBI METO/IB IHTENIEKTYalbHOTO aHamizy naHux. s ¢popmanizamii
LBOTO MPOLECy BUKOPUCTOBYIOThCS eneMeHTH Metonoiorii SADT, mo y3aranbHIOIOTh OCHOBHI MPOLEAYpHi
ACTMeKTH ICHyrouuX poOiT, MPHUCBAYEHUX [aHiil TpeaMeTHId o0macTi. BUAIMAIOTECS OCHOBHI Tpymu
CYTHOCTEH, 110 BUKOPUCTOBYIOThCS 11l (POPMYBAHHS TUIIOBUX METOJMK BHUSBIICHHS LIKIAIMBUX IPOrpaM Ha
OCHOBI JJaHO1 TPYyIH METOIIB.

M. Knemeyer, M. Nsaif, F. Glinka, A. Ploss, S. Gorlatch
JIO CTIMKOCTI JAHUX B OH-JIAMH IHTEPAKTUBHUX JIOJATKAX PEAJILHOI'O YACY

Knac posnoaineHnx OH-JIaliH IHTEPaKTUBHHUX NOJATKIB PealbHOTO Yacy BKJIIOYAaE B ceOe Taki Ba)KJIUBI
JIOAaTKW, SK OH-JAiH ITPH BEIMKOTO MAacCHBY TpaBIliB, a TaKOX IHTEPAKTHUBHI CHUCTEMH EJICKTPOHHOTO
HaBYaHHs Ta MopeiroBaHHs. L[i mporpaMu 3a3BU4ail MpaIIOIOTh y IMOCTIHHOMY OTOYEHHI (IO 3BETHCS
CBITOM), SIKHH MTPOIOBKY€E iICHYBATH i pO3BUBATHUCS TAKOXK, KOJIM KOPUCTYBau HE B MEPEXKi 1 He BUKOPHCTOBYE
JIOAATOK. 3aBAaHHs IOJATa€e B TOMY, K €()EKTUBHO 3MYCHTH CBIT 1 NEPCOHAXIB 3aJUILATHCA B CUCTEMI 3
IDTMHOM dacy. Y HaHiii poOOTi MH MaeMO CHpaBy 3i 30epiraHHSAM IOCTIMHMX JaHWX B IHTEPaKTUBHHX
JOJaTKaxX OH-TallH B CyYacHHX peJsidHMX Oa3zax JaHuWX. MM aHali3yeMO OCHOBHI BHMOTH JI0 CHCTEMHU
CTIMKOCTI Ta OMHCYEMO €CKi3HHH MPOEKT MPOMIKHOTO MOAYJS TpuBaioi crifikocti (MTC), skuit 3BibHSE
po3poOHWKA MOMATKIB Bill HAMWCAHHSA 1 MATPUMKHA CKIATHOTO KOAY 3 MOMUIMBUMH TIOMHJIKAMH IS
noctiiiHoro  ynpammiHHS ~gaHumMu. MTC  aBTOMaTMYHO BHKOHYE oOmepaimii  3iCTaBieHHS, JUIs
30epeKCHH/BITHOBIICHHS. KOMIUIEKCY HaHWX B/3 PI3HUX THUIIB pesiUifHuX 0a3 NaHuX, MiATPUMYE
yOpaBliHHS MOCTIHHMMU HaHUMH B IaM’sTi, Ta IHTerpye iX B OCHOBHUH IIMKI KJII€HT-CEPBEPHOI
apXITeKTypH.

I20p Komenko, Ilunun Hecmepyk, Anopiu Lllopos
KOHIIEIIL{IA ['TBPUIHOIO AJJATITUBHOI'O 3AXUCTY IHOOPMALIIMHUX CUCTEM

Y  po0OTi MpONOHYEThCS  KOHUEMIis TiOpWAHOTO  aNanTUBHOTO  3aXUCTy  iH(opMamiiHO-
TEJIEKOMYHIKAI[IHHUX CHCTEM Ha OCHOBI Oiomeraopw HEpBOBUX 1 HEHpOHHHX Mepex. BepxHili piBeHb
CHUCTEMH 3aXHCTy, IO OCHOBAaHWU Ha TIIXOMiI «HEPBOBA CHCTEMa MEpeki», 0a3yeTbcs Ha PO3MOIIICHOMY
MexaHi3Mi 300py Ta 00poOKu iHpOpMAILii, SIKHi KOOPIUHYE JIii OCHOBHUX MTPHUCTPOIB KOMI FOTEPHOT MEpexi,
izeHTHdiKye artaku i mpuiiMae KoHTp3axonu. Peamizamito iHQopMamiiHHX MpPOLECIB HA HIKHBOMY DiBHI
MIPOTIOHYETHCS BUKOHYBAaTH 13 3aJy4eHHSAM «iH(OpMaliiHO-MOIH0BOrO» MPOrpaMyBaHHS, IO AA€ 3MOTY
OIMCYBAaTH PO3MO/isIeH] iHQOpMaIiliHi OIS Y BUTIISIII TAKETHUX HEHPOMEPEIKEBHIX IIPOrPaM.
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Naksit Anantalapochai, Axel Sikora
UHTEI'PALIS YCTPOMCTB BACNET OPC UA C I[TOMOIILBIO CEPBEPA JAVA OPC UA SDK C
PEAJIN3AIIVEN OTKPBITOM BUBJIMOTEKHA BACNET

Pa3nooOpasue TEXHONOTWH, HCHOJB3YEMBIX B COBPEMEHHBIX CHCTEMaX aBTOMAaTH3UPOBAHHOTO
noctpoenus (CAII) TpeGyer MeTOAOB IS MOAAEPKKA COBMECTUMOCTH YCTPONUCTB PA3IMUHBIX TEXHOJIOTHH
u mnocraBmukoB. OLE mms ympaBneHus mnporeccamu yHUGHUIIUpPOBaHHONH apxutekTypbl (OPC UA)
MIPEeIOCTaBIsAET BO3MOXKHOCTH Ui oOecredeHus: ©0e30MacHOTO B3aWMOJEHCTBUS C  YCTPOMCTBaMHU
HE3aBUCUMO OT TIaTGOpMBI B ocoOeHHOCTEH 3 dekTnBHON nHDOpMarmonHoi Moaenu. Tem He meree, OPC
[TOKa HE HaIllIa ITUPOKOTO MPUMEHEHHUS B IOCTPOSHIH aBTOMATU3HPOBAHHBIX CHCTEM.

B nmamHOW cTaThe, MpEACTaBICHBI PE3YNbTATBl M OIBIT IMPOEKTa, rae ycrpoiictBa BACnet Obumm
peanmzoBanbl co cTta”maptHeiMH MogenamMu OPC UA. IlepeMeHHBIE M ymnpaBiIeHHE NPEICTABIEHHOIO
cepBepa OPC UA paboTaroT Ha BCTpOEHHOM ycTpoiicTBe. B 3ToM criocobe Mbl 0Tpasuiu HHGOpMaIOHHbIE
monenn BACnet B cooTBeTcTBYyIOIIX MHMOopMaIoHHEIX Moaenssx OPC UA. MudopmanonHyo Moens (B
¢dopme OPC UA) u3 ycrpoiictBa BACnet MoxHO monyunTs, noaknouns karnentoB OPC UA k cepeepy OPC
UA. Dra 3aga4ya NOJDKHA peIIaThes MyTEM HCIIONb30BaHUS KaK MOXHO OOJBIIEro KOJMYECTBA MPOCKTOB C
OTKPBITHIM KOJIOM.

Andrew J. Kornecki, Slawomit T. Wierzchon, Janusz Zalewski
API'YMEHTUPOBAHUE B YCJIOBUSAX HEOITPEIEJIEHHOCTU C BAMECOBCKUMMU
JOBEPUTEJIbHBIMU CETAMMU, YJIYVUILIEHHBIMU ITPUBJIMXKEHHBIMUA MHOXECTBAMU
Iensto maHHOUW pabOTHI SABIAETCA MPEACTABICHHE HOBOTO IMOAXOMAa K apryMEHTHPOBAHHUIO B YCIOBHIX
HEOTIPEJICIICHHOCTH, OCHOBAaHHOMY Ha ucIonb3oBaHuu baitecoBckoit moeputensHoil cetu  (BC)
YIIyYIIEHHON TPUOMMKEHHBIMA MHOXECTBaMH. Poilb TpHMONMKEHHOTO MHOXKECTBA 3aKII0YaeTcs B
MIPEIOCTAaBIICHUH OTIOJIHUTENBHBIX apryMeHToB, 4ToO0sl momods bJIC B mporecce reHepanuu BBIBOAA, B
Clly4ae OTCYTCTBHA NAHHBIX M NIPU TPYIOHOCTSIX C OIEHKOW 3HAYEHHWH COOTBETCTBYIOIINX BEPOSTHOCTEH.
Kpatko npencraBieHbl oCHOBHEIE TOHATHSA 00enXx Teopuit, bJIC 1 mprOImKeHHBIX MHOXKECTB, C IPUMEPAMH,
[MOKA3bIBAIOIIMMH, KaK OHH TPATUIMOHHO WCIIOJNE30BAINCh ISl apTYMEHTHPOBAHHS B  YCIOBHSIX
HEOIpeIeTICHHOCTH. PaccMaTpuBalOTCs Ba TEMAaTHYECKHUX CIIydas Ha OCHOBE COOCTBEHHBIX HCCIEIOBAHUN
ABTOPOB: TEPBBIA 0a3upyeTcs Ha OIEHKE KauecTBa MPOTPAMMHOTO MPOIYKTa, UCIOIB3yEeMOTO B PEKUME
PCAILHOTO BpEMEHH il 0€30MacHO-KPUTUYCCKUX MPUIOKCHUN, a APYTOH, JJIs OKa3aHWs MOMOIIU JIUILY,
NPUHUMAIOILIEMY pEIICHUS B peajbHOM BpPEMEHHM O MPaBUIBHOM Kypce ACUCTBHM B BOCHHO-MOPCKHX
yueHusx. ONUCAaHO HCIIOJIb30BAaHUE COOTBETCTBYIONIMX IMAKETOB MPOTPAMMHOIO OOECIEYEHHUs HAa OCHOBE
BJIC u mpubnuKeHHBIX MHOXECTB, a TaK)XE MPEACTABICHO WX NPUMEHECHHS B PEATHHOM BPEMEHH IS
apryMEHTAIUH B YCIIOBUSIX HEOMPEACTICHHOCTH.

Bumanuu /leuéyx, Hon I’ puyxy
OIITUMAJIBHBIM CUHTE3 OBPATHBIX KBAHTOBBIX CYMMATOPOB C ITOMOILBIO
I'EHETUYECKUX AJITOPUTMOB

B pabote mpemiokeH HOBBI Crmocod KOAMPOBAHWS XPOMOCOM B TEHETHYECKOM aNTOPUTME IS
MOJICJIMPOBAHHUSA CXEM OOPAaTHBIX TMOJHBIX OJHOPA3PSIHBIX CyMMAaTOpoB C (yHKIHMEW TpaH3WTa B Oasmce
anemeHToB ®penkuHa. llodydyeHHBIE C MMOMOIIBIO TAKOTO IMOAXOJA CXEMBI WMEIOT JIyYIHe IapameTpsl
3a/lep’)KKA W KOJHMYECTBA JIMITHUX BXOJOB (BBIXOJOB) CPaBHUTENHHO C HM3BECTHBIMH aHAJOTaMH, YTO
JIeMOHCTpUpPYyeT 3 PEKTHBHOCTh U TPUMEHUMOCTh TAKOTO MOIX0Ia.

Bnaoumup I'. Pedvko
B3AUMOJIEMCTBUE MEX/Y OBYUYEHHMEM U PASBUTUEM B ITOIYJISALMAX ABTOHOMHbBIX
ATEHTOB

Pa3zpaGorana u ucciiejoBaHa MOJIETh B3aMMOACUCTBUS MEXKITYy OOYUYCHUEM U SBOJIOIMEH ISl BBIICICHUS
MOMYJISILIMA MOJISTUPYEMBIX OPraHU3MOB. M3yueH MeXaHW3M T'€HETHYECKON acCHUMWIISIIIMK MTPHOOPETCHHBIX
4YepT BO BpEMA MHOTOYHCIICHHBIX MMOKOJIECHUMN I[apBHHOBCKOﬁ OBOJIFOIIUH. HpOElHaJ]I/ISI/IpOBaH MEXaHU3M
BIUSIHUS y4eOHOUW Harpy3ku. IlokazaHo, 4ro yueOHas Harpy3ka IMPHBOIUT K 3HAUYUTEIHLHOMY YCKOPEHUIO
aBotonH. Takke U3ydeH CKphIThIi d(h(ekT; 3ToT 3G (HEeKT 03HAYAET, YTO YCUICHHOE 00YUCHUE CIEePKUBACT
3BOJ'IIOHI/IOHHI)II71 IIOUCK B HCKOTOPLIX CUTyalludX.

Buxmop Yepneca
[POITY CKHA T CTIOCOBHOCTb TPAHCITIOPTHOI'O YPOBHS BECITPOBO/IHBIX JIOKAJIbHBIX
CETEMU IEEE 802.11g, PYHKIIMUOHWPVYIOIINX B UHOPACTPYKTYPHOM PEXXNME

JeranpHO IpoaHaIM3WpOBaHa Mpolenypa OOMEHa KaJpaMu MEXAy KINEHTCKUMH KOMIBIOTEPaMU U
TOYKOH J0CTyma OEeCIpOBOJHON JIOKAJILHOW KOMITBIOTEpHOH ceTn craHgapra 802.11g w momydeHs
BBIPa)KEHHSI, TIO3BOJISIOIINE PACCUUTHIBATH TOTCHIUATBHYIO IIPOITYCKHYIO CIIOCOOHOCTH TaKOW CETH.
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Viadimir Haasz, David Slepicka, Petr Suchanek
[IOCT-KOPPEKLIUS HEJTMHEMHOCTU AL C ITOMOILbIO MHTEI' PAJIBHOM HEJIMHEVHOM
KPUBOU

TouHoCTh aHaMOro-1M(pPOBOro Mpeodpa3zoBaHUsl MOXKET OBITH YJIYyYIIEHa C MOMOIIBIO MOCT-KOPPEKIUH
HeJlmHeWHocTH 1udpoBoro mnpeobpasoBatens. B mpuHOMIE MOXKHO HCIONB30BaTh [Ba MeETOAa —
CIIPABOYHYIO TAONMIy WJIM aHATUTHICCKYI0 OOpaTHYIO (QYHKITUIO WHTETPaTbHOW HEITWHEHHON KpHUBOM
(INL(n)). CrpaBoyHast Tabiuiia MOXeT OBITh JIETKO peajin30BaHa, HO 3TO TpeOyeT OrpoMHOro obbema
namsiT, 0co0eHHO TpH OonbiioM paspernenun ALl OOpatHas QpyHKIMS npemiaraeT THOKoe pelieHue A
rmapamMeTpu3aIy (HalpuMep, YacTOTHAsl 3aBHCHUMOCTB), HO 3TO TakkKe TpeOyeT OBICTpOro mporieccopa
QpoBoil 00pabOTKH CUTHAIOB Il KOPPEKIMU B pealbHOM BpeMeHH. [laHHbIe WK KO3(QQHUIUEHTHI IS
000HX METOJIOB YacTO OMPENENSAIOTCS MO0 THCTOrpaMMe MOJTYYEHHOTO YHCTOrO CHHYCOMIAIBHOTO CHUTHAIA.
Henunelinyio KpHUBYIO Takke MOKHO IOJYYUTh B paMKax IPYrol MpoLeayphl, YTO TPeOyeT 3HAYUTEIHHO
MeHblIe 00pa3loB — IyTEM AanlpOKCHUMAIlMM YacTOTHOTO CIEKTpa. B naHHOW cTaThe aHAIU3UPYETCs
koppekuusi HenmuHeWHoctn ALl ¢ momombio obOparHoW ¢yHkuun kpuBoi INL(n). IIpencraBnensr
COOTBETCTBYIOIINE PE3YIIbTAThl HCCIEOBAHHMH.

Jmumpuii Komawunckuii, Hzope Komenko
UHTEJUJIEKTY AJIbHBINA AHAJIN3 JIAHHBIX J1J151 BBISIBJIEHU S BPEJJOHOCHBIX ITPOTPAMM

B crathe mpoBomuTcs 0030p Hambosee 3HAYUMBIX padOT B OOJIACTH CO3MAHUS CHCTEM OOHAPYKEHUS H
UACHTU(UKAIUN BPEIOHOCHBIX MPOTPaMM Ha OCHOBE METOJOB MHTCIICKTYaJIbHOI'O aHaIn3a JaHHBIX. J{is
(hopManM3anuy 3TOTO MPOIEcca UCTONB3YIOTCS 3MeMeHTh MeToqoiorud SADT, o0obmaromnye OCHOBHBIC
MIPOLIEAYPHBIE ACTIEKTHI CYIIECTBYIOMIUX paboT, MOCBAIICHHBIX JaHHOW MpeaMeTHOH obOnactu. Beigenstorces
OCHOBHBIE TPYMIIBI CYIIHOCTEH, HUCIOIB3YEeMbIX s (HOPMUPOBAHUS THIIOBHIX METOAWK OOHApyKEHUS
BPEIOHOCHBIX MPOTrPaMM Ha OCHOBE JaHHOM IPyIIIbl METOOB.

M. Knemeyer, M. Nsaif, F. Glinka, A. Ploss, S. Gorlatch
K YCTOMYMBOCTU JAHHBIX B OH-JIAMH UHTEPAKTHUBHBIX ITPUJIOXXEHUSIX PEAJIBHOI'O
BPEMEHU

Knacce pacnpeneneHHbIX OH-TallH MHTEPAKTUBHBIX IPWIOKEHUN PEabHOTO BPEMEHM BKIIOYAET B CEOs
TaKkWe Ba)KHBIE MPHUJIOKEHUs, KaK OH-JAH Urpbl OOJBIIOTO MaccHBa HIPOKOB, a TaKXKe HHTEPaKTHBHBIC
CHCTEMBI DJIEKTPOHHOTO OOYyYEHHS M MOJEIMPOBaHHA. DTH MPOrPaMMbl OOBIYHO PabOTalOT B MOCTOSIHHOM
OKpY>KeHHH (Ha3bIBAEMOM MHUPOM), KOTOPBIH HPOJOJDKACT CYIIECTBOBATh M Pa3BHBATHCS TaKXkKe, KOTIa
[I0JIb30BATEJIb HE B CETH U HE UCIIOJNIb3YET NMPUIIOKEHHUE. 3aiaua COCTOUT B TOM, KakK 3((EKTHUBHO 3aCTaBUTh
MHUp U TEepCOHaKeH OCTaBaThCS B CHCTEME C TeUCHHEM BpeMeHH. B nmaHHOW paboTe MBI UMeeM AeJo C
XpaHEHUEM NOCTOSHHBIX JAaHHBIX B MHTCPAKTHBHBIX OH-TallH MPUJIOKEHUSIX B COBPEMEHHBIX PEIISILIMOHHBIX
0a3zax naHHBIX. MBI aHAJIM3UPYEM OCHOBHBIE TPEOOBAaHUS K CHCTEME YCTOMUMBOCTH M OIMCHIBAEM 3CKH3HBIHA
MPOEKT TPOMEKYTOUHOTO MOJYJs JANUTENbHOH ycroiumBoctn (MJLY), KoTOphIi 0OCBOOOXKIAET
pa3paboTunKa NPUIOKEHUH OT HAIMCAHUS U MOAJEPKKH CIOKHOTO KOJAa C BO3MOKHBIMU OIIMOKaMH IS
[IOCTOSHHOTO ynpaBineHuss pAaHHbIMH. MTC aBToMaTHuecku BBINOJHSET OINEpaluyd CpPaBHEHUS, MAJIs
COXpaHEHUS/BOCCTAHOBIICHHS KOMILICKCA JAaHHBIX B/H3 PAa3IMYHBIX THIIOB PEISIIUOHHBIX 0a3 JaHHBIX,
MOJIEPKUBAET YIPABICHUE MOCTOSHHBIMU JaHHBIMH B NaMSITH, U HWHTETPUPYET UX B OCHOBHOM LMK
KIIMCHT-CEPBEPHOI apXUTEKTYPHI.

Hzopv Komenko, @uaunn Hecmepyk, Anopeit Illlopos
KOHLIEILMS TUEPUJIHOM AJTATITUBHOM 3AILIMTHI MHOOPMAITMOHHBIX CUCTEM

B pabore mpemnmaraercs KOHICHIMS THOPWUAHOW  amanTHBHOH  3amUTHl  WHGOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMUOHHBIX CHUCTEM Ha OCHOBe OnomeTadopbl HEPBHBIX M HEHPOHHBIX ceTeil. Bepxuuit
YPOBEHb CHCTEMbI 3alllUThl, OCHOBaHHBI Ha TOAXOIEC «HEPBHAs CHCTEMa CeTW», Oa3upyeTrcs Ha
pacrpeieicHHOM MeXaHm3Me cOopa W 00paboTku WHQOpPMAIMH, KOTOPBIA KOOPAWMHHUPYET ICHCTBHUS
OCHOBHBIX YCTPOICTB KOMIIBIOTEPHOH CETH, HACHTU(DULIMPYET aTaku U IPUHUMAeT KOHTpMephl. Peanu3ariuio
WHPOPMAIIMOHHBIX TPOLIECCOB Ha HIDKHEM YPOBHE MpeIJiaracTcs BBIIONHITH C  MPUBJICYCHHUEM
«MH()OPMAIMOHHO-TIONIEBOT0» TPOTPAMMHPOBAHUS, KOTOPOE TIO3BOJISET OIMCHIBATH paclperesicHHbIe
rH(OPMAIMOHHBIE TIOJIS B BU/IE TAKETHBIX HEHPOCETEBBIX MPOTPaMM.

103



Requirements / Computing, 2013, Vol. 12, Issue 1

Prepare your paper according to the following requirements:

Unconditional requirement - paper should not be published earlier.

(i)

(ii)
(iii)
(iv)
V)
(vi)
(vii)
(viii)

(ix)

(x)
(xi)
(xii)
(xiii)

Suggested composition (frame) of paper:

Issue formulation stressing its urgent solving; evaluation of recent publications in the explored issue

short formulation of paper’s purpose

description of proposed method (algorithm)

implementation and testing (verification)

conclusion.

Use A4 (210 x 297 mm) paper. Size of paper has to be extended up to 6-8 pages.

Please use main text two column formatting;

A paper must have an abstract and some keywords;

Place a full list of references at the end of the paper. Please place the references according to their
order of appearance in the text.

An affiliation of each author is wanted.

The text should be single-spaced. Use Times New Roman (11 points, regular) typeface throughout
the paper.

Equations should be placed in separate lines and numbered. The numbers should be within brackets
and right aligned.

The figures and tables must be numbered, have a self-contained caption. Figure captions should be
below the figures; table captions should be above the tables. Also, avoid placing figures and tables
before their first mention in the text.

As soon as you have the complete materials, the final versions should come electronically in MS
Word'97 of MS Word 2000 format to the address computing@computingonline.net.

A hardcopy of your article is needed to be sent by regular mail for our publishing house.

Please send short CVs (up to 20 lines) and photos of every author.

There is no other formatting required. The publishing department makes all rest formatting
according to the publisher’s rules.

Journal Topics:

Algorithms and Data Structure
Bio-Informatics

Cluster and Parallel Computing, Software Tools and Environments
Computational Intelligence

Computer Modeling and Simulation

Cyber and Homeland Security

Data Communications and Networking

Data Mining, Knowledge Bases and Ontology
Digital Signal Processing

Distributed Systems and Remote Control
Education in Computing

Embedded Systems

High Performance Computing and GRIDS
Image Processing and Pattern Recognition
Intelligent Robotics Systems

Internet of Things

Standardization of Computer Systems
Wireless Systems
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OCHOBHI BUMOTH 10 IOAAaHHS 1 0OpMIICHHS MyOiKamiid HayKoBoro xypHaiy “Kommn’roTur’”:

Be3yMOBHOI0 BUMOIOIO € T€, 100 CTATTS He 0yJia ony0JikoBaHa paHinie!

(M)

(i)

(iii)
(iv)

(v)
(vi)
(vii)
(viii)
(ix)
(x)

(x1)
(xii)

(xiii)

(xiv)

(xv)

HaykoBi cTaTTi TOBHHHI MaTH TakKi HEOOXIIHI €JIEMEHTH:

MOCTaHOBKA MPOGIIEMH Y 3aralibHOMY BHIIISIIL Ta 1i 3B’5I30K 13 BYKIMBUMA HAYKOBUMU YU MIPAKTHIHIMH
3aBIAHHSAMU,;

aHaJIi3 OCTAaHHIX JOCIIIKEHb 1 MyOJTiKaIlii, B IKUX 3aII09aTKOBAHO PO3B’SI3aHHS JaHOI ITpobiIeMH 1 Ha sIKi
CIIUPAETHCA aBTOP, BUALICHHS HEBUPIIICHNX PaHIIIe YaCTHH 3arajibHOI MPoOIeMH, KOTPUM IPUCBAIYETHCS
O3HaYeHa CTATTSI;

(dbopMmyroBaHHS ITiIeH CTAaTTi (MOCTAHOBKA 3aBaHH);

BUKJIa/I OCHOBHOTO MaTepiajy JIOCIiPKEHHS 3 TIOBHUM OOTPYHTYBaHHSIM OTPHUMaHHUX HAYKOBUX PE3yJIbTaTiB;
BHUCHOBKH 3 JJAHOTO JIOCHIIKCHHS 1 MEPCIIEKTUBY MMOAAJIBIINX PO3BIJOK Y TAHOMY HAMPSIMKY.
Bukopucrosyiite A4 (210 x 297 mm) ¢opmar cTopiHku. 3arajJbHUN pO3Mip CTAaTTi Mae MICTUTH 6-8
CTOPIHOK.

BukopuctoByiiTe 1BOKOJIOHKOBE (hOpMaTyBaHHS OCHOBHOTO TEKCTY;

CrarTs TOBHHHA O0OB’SI3KOBO MICTHTH OCHOBHHMH TEKCT YKpPaiHCHKOIO MOBOIO, aHOTAII0 (HANUCaHy Ha
AHTIIACHKIHN 1 YKpaTHChKiH MOBaX) 1 CIIUCOK KJIFOUYOBHX CIIiB;

B KiHIIi CTaTTi PO3MICTITh CITUCOK JIiTepaTypH. Po3MilllyiTe CIIMCOK JIITepaTypH B MOPSIKY il MUTYBaHHS.
Heo6xinHoto € iH(opMallis PO HAYKOBi 3BaHHS, TUTYJIHX Ta IIOCAIH aBTOPIB.

TekcT moBuHEeH OyTH HaOpaHWM OJMHAPHUM IHTEPBAJIOM i3 BUKOpHcTaHHAM mpudTty Times New Roman
(11 points, regular).

DopMynH MOBUHHI BIAJUIATUCH BiJi OCHOBHOTO TEKCTY MYCTUMH CTpiYKaMH a TaKOXX MPOHYMEPOBaHi y
KpYDJIMX JTy’KKax Ta BiAIIEHTPOBAHI 10 MPaBOMY Kparo.

Tabmuii 1 pUCyHKH TTOBHHHI OyTH MPOHYMEPOBAHWMHU. 3ar0JIOBKH PUCYHKIB PO3MIMIYIOTH ITiJ] PUCYHKOM
0 LIEHTPY. 3aroJOBKH TaOIUIb PO3MILLYIOTh [0 LEHTPY 3BepXy TaOIHULI.

3aBepIieHi Bepcii craTel NOBUHHI OyTH HajiclaHUMU B enekTpoHHOMY MS Word’ 97 abo MS Word 2000
(dhopmarti 3a agpecoro computing@computingonline.net.

[Ipocumo HaaCUIaTH MOMITOIO PO3APYKOBAH1 KOIii cTaTel.

B kiHmi koHOI cTarTi MOTpiOHO mojatyu ii Ha3By, pe3toMe (aOCTPaKT) i KJIIOYOBI CIOBa aHIIIHCHKOIO
MOBOIO.

[Ipocumo HaacumaTy HaM KOpoTKi Giorpadiuni nani (o 20 psaakiB) 1 ckaHoBaHi GoTorpadii KOXKHOTO i3
aBTOPIB.

BunmaBHUNTBO 371liCHIOE OcTaTOYHE (hOpMATYBaHHS TEKCTY 3TiJHO 13 BUMOTaMH JPYKY.

VY 3aKOpAOHHUX YUTAYiB MOKYTh BUHHKHYTH IPOOIIEMH NP 03HAHOMIICHHI 3 MPaIlsIMHU HA POCIHCHKil Ta
YKpaiHCBKii MOBax. B 3B’SI3Ky 3 IIMM penakiiifHa KOJETis MPOCHUTh aBTOPIB JOIATKOBO MPHUCIATU
po3mmpeHuii pedepar (pesrome), MO0 O MICTHIO JBI CTOPIHKA TEKCTY AaHTIIIHCHKOIO MOBOIO, 1
CYIPOBOKYBAIOCH 3arOJIOBKOM, MpI3BHINAMH Ta agpecaMH aBTOpiB. ABTOpaM pEKOMEHIYETHCS
BUKOPUCTOBYBAaTH y PHCYHKaX CTaTTi IMO3HAYCHHS IICPCBAXKHO AaHMIIHCHKOIO MOBOIO, abo0 JaBatu
nepexsian y Iyxkax. Tofl y po3LIIMpeHOMY pe3loMe MOKHA Oyie IMMOCHIIATHCS HA PUCYHKH Y OCHOBHOMY
TEKCTI.

TemaTHKa XKypHaly:

AJNTOPUTMH Ta CTPYKTYPH AaHUX
Bio-indopmaruka

Kractepni Ta napasnesbHi 004HCICHHS, IPOrpaMHi 3ac0o0M Ta cepeIoBHUILE
OGuucCIIOBaNbHHUIN HTEIEKT

Komm’roTepHe Ta imiTaliitne MOJCTIOBaHHS
KiGepHeTnyHa Ge3meka Ta 3aXHCT BiJl TEPOPUMY
OOMiH TaHUMU Ta OPTraHi3allis Mepex
BupmoOyBanHst JaHux, 634 3HaHb Ta OHTOJNOTIT
Mudposa 06pobdka curuamis

Po3nopineni cucremMu Ta JUCTaHLIHHE YIPaBIiHHSI
OcBiTa B KOMIT'IOTHHTY

BOynoByBaHi cucteMu

Bucoxonponykrusai obuncnensas ta ['P1]
O6pobka 300pakeHb Ta po3Mi3HaBaHHsI [1a0JIO0HIB
[HTenexTyanbHi poOOTOTEXHIUHI CUCTEMHU
Inrepuer peueit

CranmapTH3arist KOMI I0TePHUX CHCTEM
BesnpoginHi cuctemu
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OcHoBHbIE TpeOOBaHMS K Mojaue 1 opopMIeHHUIO MyOIMKauil HayqYHOTO KypHaia “KoMIbloTHHT:

Be3ycaoBHOE TPeOOBaHHE — YTOOLI CTATHS He OLLIA ONYOJINKOBAHA paHee!

(M)

(i1)
(iii)
(iv)
(v)

(vi)
(vii)

(viii)
(ix)
(x)

(x1)
(xii)

(xiii)
(xiv)

(xv)

HayuHnbie cTaThul JOIDKHBI IMETh TaKHe HEOOXOIUMBIE AIIEMEHTHI:

MOCTaHOBKA POGIIEMBI B OOIIEM BHIIE H €€ CBSI3b C BA)KHBIMH HAYYHBIMH HJIM IPAKTHYCCKAMH 331a9aMH;
aHAJM3 TOCIICIHUX UCCIICIOBAHMUI 1 ITyOIMKaLiii, B KOTOPBIX HAYaThl PEIICHHS JAHHON NPOOIeMBI U Ha
KOTOPBIC OIMPAETCS aBTOP, BBIACICHHIE HEPEIICHHBIX IPEX/Ie YacTell 00mIeil mpobieMbl, KOTOPHIM
HOCBSIIACTCsI 0003HAYCHHAS CTAThS,;

(dbopmynpoBaHue 11ej1ei cTaThu (IOCTAaHOBKA 3a/1a4a);

HN3JI0KCHUEC OCHOBHOI'O MaT€puaia UCCICAOBaHUA C IMOJHbBIM 06OCHOBaHl/IeM TMOJYUYCHHBIX HAYYHBIX
pe3yJbTaToB;

BBIBOJIbI U3 JAHHOI'O MCCIICAOBAHUA U MCPCICKTHUBLL [laﬂ]:-HelelldX U3bICKAHUH B JaHHOM HaIpaBJICHUU.
Ucnonw3yiite A4 (210 x 297 mm) popmat crpanuibl. OOmuil pa3mep cTaTbu 6-8 CTpaHUIL.

HcnonpayiiTe TByXKOIOHOYHOE (POPMATHPOBAHIE OCHOBHOTO TEKCTA;

Cratbsl JOIDKHA 0053aTENBFHO COJEPIKaTh OCHOBHOM TEKCT Ha PyccKoM si3bIKe, aHHOTANUIO (HATUCAHHYIO
Ha AHTJIMACKOM U PyccKOM sI3bIKax) U CIIMCOK KITFOUEBBIX CJIOB;

B koHIE cTaThM pa3MecTHUTE CIHCOK JHUTEPaTyphbl. PasmemnialiTe CHMCOK JHUTEpaTypbl B HOPSIOKE €e
OUTHPOBAHNS.

HeoOxoanma nHpOpMaIus 0 HayYHBIX 3BAaHUAX, TUTYJIAX U JTOJDKHOCTSAX aBTOPOB.

TekcT AomKeH OBITh HaOpaHHBIM OJMHAPHBIM HWHTEPBAJIOM C HCIOJb3oBaHWeM mmpudTa Times New
Roman (11 points, regular).

DopMyIIBI JOKHEI OTIEIATHCS OT OCHOBHOTO TEKCTA IyCTHIMU CTPOKAMH, a TAKKE IPOHYMEPOBAHHBIC B
KPYTJIBIX CKOOKaX M OTLIEHTPOBAHHEIC IO IIPABOMY Kparo.

TaOmumpl ¥ PUCYHKHA AOIDKHBI OBITH MPOHYMEPOBAHHBIMH. 3arojOBKA PHUCYHKOB pPa3MEIIAIOT IO
PHUCYHKOM IO HEHTPY. 3ar0J0BKU TaOJIHIl pa3MEIAIOT MO ICHTPY CBEPXY TAOIHIIBL.

3aBepLICHHBIC BEPCUM CTAaTCH MOJDKHBI OBITH MpHCIaHBl B 3ekTpoHHOM MS Word'97 mnmu MS Word
2000 dopmate o aapecy computing@computingonline.net.

[IpocuM mpuCHLIATE pacliedaTaHHbIC KOMUK CTAaTeH Mo modTe.

B xoHIle ka0l cTaTbu HEOOXOJMMO MPEJOCTaBUTh €¢ Ha3BaHHE, pe3toMe (abCTpakT) U KIHOYEBBIE
CJIOBA Ha aHTJIMHCKOM SI3BIKE.

[IpocuM mpuCEUIaTE HAM KOpPOTKHE Oworpaduueckre naHHble (M0 20 cTpouek) M CKaHHPOBAHHEIC
(dhoTorpaduu KaKIOro U3 aBTOPOB.

W3natenbCTBO OCYIIECTBIISICT OKOHYATENFHOE (OPMAaTHPOBAHHUE TEKCTa B COOTBETCTBHH C TPEOOBAHUSIMU
TICYaTH.

VY 3apy0exHBIX YUTATENCH MOTYT BO3HHKHYTH MPOOJIEMBI MTPH O3HAKOMJICHUH C TPYAaMH Ha PYCCKOM U
YKPAaMHCKOM sI3bIKax. B CBS3M ¢ 3TUM pEOakIMOHHAS KOJUICTHS IMPOCHT aBTOPOB JOIOIHHUTEIHEHO
MpUCIIaTh PACIIUpeHHBIH pedepaT (pe3roMe), KOTOPHIA comepkaid OBl IBE CTPaHHUIBI TEKCTa Ha
QHIJIMACKOM SI3BIKE, W COIPOBOXKIAJNCS 3arojoBKOM, (GaMIJIMAMU M agpecaMd aBTOPOB. ABTOpaM
PEKOMEHJIyeTCsl HMCIIONB30BaTh B PUCYHKaX CTaTbd O0O3HAUEHMs MPEHMYIIECTBEHHO HA AHTIHHCKOM
SI3BIKE, WIN JaBaTh IEPEeBOX B CKOOKax. Torna B pacmIMpeHHOM pe3foMe MOXHO OyJeT MOCHIIaThCS Ha
PUCYHKH B OCHOBHOM TEKCTE.

TemaTuka xypHana:

AJITOPUTMBI U CTPYKTYPBI JaHHBIX

Bro-undopmarnxa

Knactephsle n napauiebHbIe BEIYUCICHNS, IPOTPAMMHBIE CPEACTBA U CPEIIBI
BoruncnurenbHbIi HHTEIEKT

KoMmnbroTepHOE 1 MMUTAILIMOHHOE MOAEIUPOBAHNE
KubepHernueckast 6€30macHOCTb ¥ 3alliTa OT TEPPOPH3Ma
OOMeH TaHHBIMHU U OpTaHH3aIHs ceTeil

JloObr4a aHHBIX, 6a3bl 3HAHUH M OHTOJIOTHH

Hudposas 06paboTka CUTHAIOB

Pacripenenennble CHCTEMBI M AUCTAHI[HOHHOE yIIPaBIECHNUE
O0pa3oBaHKe B KOMITBIOTHHIE

BcerpanBaemblie crcTEMBI

BricokonpousBogurenbable Borauciaenus 1 I'PUJ
O06paboTka H300paKeHNH U pacio3HaBaHUE MIa0JIOHOB
HHTtennexryanbHble pOOOTOTEXHUUECKUE CHCTEMBI
WuTepuer Beweit

CraniapTH3aiys KOMIIBIOTEPHBIX CHCTEM

BecnipoBozHbIe cCHCTEMBI
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Conference Co-Chairmen
Anatoly Sachenko, Ukraine
Jurgen Sieck, Germany
International Programme Committee Co-Chairmen
Vladimir Haasz, Czech Republic
Kurosh Madani, France
IDAACS International Advisory Board
Dominique Dallet, France
Richard Duro, Spain
Domenico Grimaldi, Italy
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Robert Hiromoto, USA
Theodore Laopoulos, Greece
George Markowsky, USA, Chair
Vladimir Oleshchuk, Norway
Fernando Lopez Pena, Spain
Peter Reusch, Germany
Anatoly Sachenko, Ukraine
Wieslaw Winiecki, Poland
Important Dates
Abstract submission: 1 March 2013
Notification of Acceptance: 15 April 2013
Camera ready paper: 1 June 2013
Early registration: 15 April — 30 June 2013

CORRESPONDENCE
The correspondence should be directed to
IDAACS Organizing Committee:
IDAACS Organizing Committee
Research Institute of Intelligent Computer Systems
Ternopil National Economic University
3 Peremoga Square
Ternopil 46020 Ukraine
Phone: +380352-475050 ext.: 12234
Fax: +380352-475053 (24 hours)
E-mail: orgcom@idaacs.net

Topics

The conference scope includes, but it’s not limited to:

Special Stream in Wireless Systems

Special Stream in Project Management

Special Stream in Cyber Security

Special Stream in High Performance Computing

Special Stream in eLearning Management

Special Stream in Advanced Information

Technologies in Ecology

7. Advanced Instrumentation and Data Acquisition
Systems

8. Intelligent Distributed Systems and Remote
Control

9. Virtual Instrumentation Systems

10. Cluster and Parallel Computing, Software Tools
and Environments

11. Embedded Systems

12. Artificial Intelligence and Neural Networks for
Advanced Data Acquisition and Computing
Systems

13. Advanced Mathematical Methods for Data
Acquisition and High Performance Computing

14. Pattern Recognition and Digital Image and
Signal Processing

15. Data Analysis and Modeling

16. Intelligent Information Systems, Data Mining
and Ontology

17. Robotics and Autonomous Systems

18. Information Computing Systems for Education
and Commercial Applications

19. Bio-Informatics

20. Safety, Security and Reliability of Software

21. Intelligent Testing and Diagnostics of
Computing Systems

22. Internet of Things

23. Special Stream in Intelligent Robotics and
Components
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It’s our pleasure to invite the interested scientists to
organize own Streams.






