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PREFACE

Emergence of the digital economy, the growing number of global
hybrid conflicts, social distancing and remote operation of enterprises in a
pandemic has led to an increase in cyber threats to economic systems at
micro and macro levels. The active development of computer and
communication technologies in the digital economy has led to a variety of
cyber threats aimed at providing third parties with economic benefits or
causing enterprises economic damages due to the expansion of facilities and
vulnerabilities in information system of enterprises. Since accounting is the
main generator of economic information, accounting information requires
foremost cybersecurity. Ensuring cybersecurity involves not only protecting
accounting data, but also making accounting the actor in the security
processes. It is necessary to involve accounting specialists in the issues of
enterprise cybersecurity.

Cybersecurity of enterprises, sectors and industries entails information
protection and prevention of organisational, technological, PR and
investment losses using accounting techniques. Regardless of the type of
cyberattack, it is important to focus on universal principles of prevention,
avoidance and elimination of the consequences of threats to the security of
accounting information. Ensuring effective cybersecurity of enterprises
requires improvement of the theory, methodology, applied and organization
of accounting.

Therefore the monograph consists of three chapters: "Theoretical
foundations of the relationship between accounting and cybersecurity of
enterprises”, "Improving accounting methods for the purposes of
cybersecurity of enterprises”, "Organization of accounting to ensure cyber
protection of enterprises”. The monograph is intended to be used by
researchers, lecturers, teachers, doctoral and post-graduate students of
economic and technical specialties specialties of higher education
institutions as well as for managers, accountants, economists and
cybersecurity professionals at the enterprises.
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CONCLUSIONS

1. The increasing number of cyberattacks as part of the hybrid
influence on social and economic processes and the threat of confidential
information leaks dictate the need to ensure cybersecurity for enterprises,
sectors and branches of the economy. The accounting system should be used
as the basis for ensuring the cybersecurity of enterprises since much of the
accounting information is confidential, modern accounting specialists are
qualified in multiple different areas of expertise, numerous cyberattacks are
perpetrated via accounting software, and internal regulations document
information processes. Effective cybersecurity requires the enterprise to
review the operational responsibilities of accounting specialists so that they
acquire additional skills and abilities, document their responsibilities in the
employee handbooks, establishing liability for violating cybersecurity, and
improve internal and external regulations that pertain to information and
security processes.

The main regulation documenting the method of processing and
protecting information is the accounting policy of the enterprise. The
accounting policy or additional derivative internal regulations should
determine the procedure for identifying trade secrets, managing access to
information with digital authentication, using software and hardware in
order to automate accounting and management, external communication
with the stakeholders, and the security of physical and information networks
of the enterprise. Additionally, the accounting policy should provide for the
creation of the security audit service or the involvement of independent
external auditors from consulting and auditing firms to monitor the
cybersecurity of the enterprise. Conducting security audits helps to better
prepare the management of the enterprise detect cyber threats by developing
efficient ways to predict, prevent and eliminate them,
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2. Activization of cyber threats requires development of effective
methods of cyber defense. In order to unify the means of cybersecurity of
enterprises, it is necessary to focus on single fundamental principles of
cybersecurity of accounting information. The main principle in the secured
value of accounting information is its reliability. Reliability of accounting
information indicates the absence of errors, distortions, inaccuracies caused
by third parties, as well as it guarantees availability and confidentiality.

The principles of confidentiality, integrity and accessibility are
connected with the reliability of records. Adherence to these principles
ensures that high-quality accounting information reaches internal and
external stakeholders without losing the company's trade secrets. The
theoretical foundation of cybersecurity of accounting information is
supplemented by the principles of completeness, sanction, adressness,
reliability and comparability. These principles are the basis for the
development of guidelines for cybersecurity of enterprises to prevent, avoid
and eliminate the consequences of threats to the security of accounting
information. Very important for obtaining reliable accounting information
is adherenceof the theoretical principles of accounting and computer
science. However, with the further improvement of computer and
communication technologies and the evolutionary complication of cyber
threats to the functioning of enterprises, it is possible to supplement the list
of fundamental principles of cyber protection of accounting information.

3. The need for effective cybersecurity of accounting data requires
adaptive consideration of various cyber threats. The type of cyber risks can
determine the significant differences in measures to prevent, avoid and
eliminate potential consequences. Therefore, it is advisable to group the
cyber risks of accounting data using the classification criteria of intent,
mode, information and financial interest, location, instigator, origin, goal,
target, scale, form of manifestation, legality, aspect, duration, latency,
probability, and consequences.
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Classification by other criteria related to the activities of criminals or
stakeholders is not very informative for the purposes of protection against
cyber threats. The increasing complexity of information processes and
advancements in computer and communication technologies precipitate the
need for improvements in the suggested classification of cyber threats to
accounting data, and therefore, further scientific research.

4. The implementation of computer and communication technologies
in all socio-economic processes has led to the growing number and intensity
of cyber threats to enterprise operation. The ultimate goal of cyber threats is
to obtain economic benefits for third parties or to cause economic damage
to businesses. There is a direct relationship between cyber risks and the
economic condition of the enterprise.

Accounting should be considered an innovative mechanism of
ensuring the interaction between the economic and cybersecurity of the
enterprise. Accounting links are present at five accumulative levels and
explain the impact of cyber risk activity on the increase in threats to the
economic security of economic entities. At the methodological level, the
cyber threats concern the principles and functions of accounting; at the
quality level — the quality of accounting data; at the methodical level —
accounting items and types; at the communication level — accounting
communications with stakeholders; at the reputation level — business image
of the enterprise, which leads to economic losses for the enterprise. At the
same time, the accounting methods create the conditions for the feedback
between economic and cybersecurity, which consists of reliable
identification and assessment of economic losses from the manifestation of
cyber risks.

5. Activation of cyber threats due to global hybrid conflicts, COVID-
19 pandemic, economic imbalances, requires the organization of an
effective system of enterprises’ cyberdefense. The main object of cyber-
attacks in digital economy is accounting information. Cyber threats are
manifested at all stages of processing of accounting information and its
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transmission to users (stakeholders).For developing effective measures to
minimize cyber threats, it is necessary to understand their impact on the
functioning of stakeholders in terms of their various types.

The traditional classification of accounting information users is
irrelevant for the purposes of enterprises cybersecurity, as it does not take
into account the activation of variable cyber threats that requires improving
the classification of stakeholders. Users of accounting information should
be classified according to the criteria: the ability to manage the activities of
the business entity, the right of access, the likelihood of cyber threats, the
ability to dispose of access rights, access to accounting objects, functional
law, information processing, economic activity, age of individuals,
organizational and legal form of legal entities, type of used communication
channels, frequency of information acts.

6. Traditional electronic document management in accounting has a
number of functional limitations, which is the cause of cybersecurity
vulnerabilities of enterprises. To implement effective internal and external
electronic communications, it is advisable to implement blockchain
technology in document management, which meets modern requirements
for cybersecurity of enterprises. The fact of collecting primary data initiates
the start of further information processes of processing and distribution of
accounting information. Documented data using blockchain technology is
fragmented, encrypted and sent in dosed form to internal and external users
in accordance with the information needs and access rights to trade secrets.
The permissive mode of accounting information processing should be
implemented using a system of digital signatures and cloud placement of
distributed databases.

The use of blockchain technology in electronic documentation and
document management provides: fragmentation, complementarity,
scalability, duplication, chronology, confidentiality, distribution,
accessibility, openness of accounting information processing, which is the
basis for effective cybersecurity of the enterprise. The organization of
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cybersecurity in the conditions of distributed structuring of the accounting
information promotes openness of document circulation at the enterprise
that reduces need for application of isolating information practices. The
openness of information exchange using blockchain technology for
cybersecurity of information minimizes organizational constraints in the
formation of the digital economy and creates favorable conditions for the
progressive innovative development of social formation.

7. The need to obtain prompt access to funds through electronic
communications, protecting investment after the global financial crisis has
led to the emergence of a new type of electronic money - the
cryptocurrencies. Cryptocurrencies gain significant popularity due to the
advantages of their use, such as: comfort, independence, accessibility, lack
of engagement, confidentiality, no documents, full automation of
accounting, and cost optimization.

Cash as a means of money turnover is losing popularity progressively
in commercial settlements that allows to refuse such organizational structure
as a cashier and with that, from documents and accounting professionals
responsible for cash transactions. The possibility of integrated support of
personal wallets for electronic money in mobile devices provides non-cash
settlement for purchased goods (services) similar to bank cards.

Evolutionary development of electronic money, international payment
systems, information systems of remote notification and fund management
requires adequate changes in the organization and methods of automated
management accounting of non-cash transactions. Modern systems of
remote management of the "Client-Bank™ and "Internet-Bank" accounts are
characterized by certain organizational constraints that do not meet the
modern notions of non-cash transactions with help of the cryptocurrencies
and other electronic money. Combining the functional capabilities of the
blockchain technology, positive qualities of the communications "Internet
Bank" and "Client-Bank" will allow to create a hybrid system of non-cash
payments by cryptocurrencies, electronic money, funds on accounts in a
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bank with free conversion of existing funds and opportunities for
information exchange with all the participants in settlement operations.
Collection of accounting information on settlements with the
cryptocurrencies and other electronic money is carried out without
formation of the traditional payment documents and bank statements.
Electronic information from the hybrid communication system is the
foundation for providing cybersecurity, fully automated documenting,
formation of accounting records, informing accountants and management of
non-cash transfers. Automation of accounting of cash transactions helps to
increase the level of cyber defense control over execution of money
transactions due to timely and remote informing sharing about the
parameters of non-cash payments.

8. Areas of loT using in the accounting automation and enterprise
cybersecurity are: the transformation of accounting, improving the audit
control of economic activity and optimization of accounting and control
specialists work. The use of 10T devices provides: reducing the participation
of the human factor in the processing of accounting information, distancing
the capturing and processing of primary data, automation of business
documentation, delegation of accounting and security authorities,
compliance with quality information and improving the form of accounting
for Big data ready.

Along with the significant advantages of the implementation of loT
technology in the activities of enterprises there are disadvantages - active
cyber risks. Threats to entities cybersecurity are: theft, substitution and
blocking of information, gaining control over the equipment or denial of its
operation, increasing the access rights of employees and outsiders to enter
the prohibited territorial information boundaries of the enterprise.
Prevention and avoidance of cyber threats IoT devices using requires
regulation of communication channels of credentials, regulation of access
rights to confidential data, use of a policy of permanent password renewal
for access to databases and technology sensors, correct distribution of
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information flows between different stakeholders. Therefore, the risks of
implementing 10T technology are significantly minimized provided the
effective organization of accounting with its positioning as a basis for
establishing cybersecurity of information flows.

9. To ensure control over the access of employees to information and
material flows, automated checkpoint systems are used to admit employees
to the premises and buildings of the enterprise. The operation of the system
mainly involves the implementation of security functions. However, modern
conditions of growing cyber threats caused by the hybrid conflicts around
the world and looming biological threat of the COVID-19 pandemic
necessitate the introduction of biometric authentication of employees,
leading to the transformation in the accounting and control over time worked
by the employees, accrual of basic and additional wages, as well as creation
of digital primary documents and reports consequently sent to stakeholders.

Biometric employee authentication should be used when they cross
between separate functional areas of the enterprise and its individual
buildings. The entire territory of the entity should be divided into different
functional areas for different groups of staff in order to restrict access to
confidential information, which will help ensure a sufficient level of
cybersecurity of the enterprise. It is recommended to pay wages in
accordance with the time spent within the areas that correspond to the
functional duties of the employee or the time spent operating equipment
connected to their official duties (including from home). For the purposes
of automated accounting and control, functional and time regulations for the
implementation of functional responsibilities and stay in certain types of
premises are developed in advance for each employee. Regulating the time
parameters of employees’ work helps to avoid overcrowding on the
premises of the enterprise, which helps to minimize biological threats
(COVID-19 infection).

It is advisable to introduce one minute as the measure unit to ensure
effective accounting and control of the time worked. The use of a more
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detailed unit of measure creates an opportunity to account for and control
deviations from the standards of working time, ensure self-management of
employees, and increase their productivity. Failure to comply with the work
schedule may be grounds for review of working conditions or the need for
professional retraining of the relevant specialist. On the other hand,
information on overtime work (including remote performance of official
duties from home) should lead to the accrual of additional compensation and
incentive payments to employees.

Information from the system of biometric employee authentication on
the performance of functional duties at the employees’ workstations at home
or work can be used to help optimize the accounting of employee costs.
Automation can also be used in accounting for the cost of food, operation of
common areas, overhead costs with a clear distribution between production,
administrative, marketing and other costs. Information on time worked and
wages created by the system of biometric employee authentication is
summarised in electronic form and sent to internal and external
stakeholders.

10. The progressive development of communication technologies
creates new requirements for data transfer speeds. The use of 4G cellular
communication and the new generation of 5G is not able to meet the
information needs of users of artificial intelligence technologies, total
virtualization of communications, unmanned and autopilot vehicles,
connection to the Internet of all technical devices, which requires the
concept of 6G mobile communications.

An important advantage of the sixth generation of cellular
communication is the three-dimensional reliable determination of the
subscriber's location and direct information connection between the
elements of the cellular network, which allows transformation of accounting
of enterprises in various fields. In particular, fundamental changes are made
to the accounting of costs with the use of: production equipment connected
to the information system of an enterprise, for permanent timely
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determination of the cost of industrial products; vehicles with controlled
movement by agreed routes and preventive identification of the cost of
providing transport services;, swarms of unmanned aerial vehicles for
aerovisual observation of agricultural and construction works with reliable
definition and distribution of income and expenses; technologies for
counting the number of visitors to the company's premises to determine the
popularity of retail space and advertising in order to inform customers about
their value.

At the same time, the information system of enterprises using 6G
cellular networks is threatened by significant cyber risks: attacks using
artificial intelligence, previously unknown vulnerabilities of “Zero Day”,
risks based on quantum calculations, attacks using fast (TeraHertz)
equipment, hybrid wars etc. To ensure cybersecurity, it is necessary to use
6G cellular networks to monitor: the location of employees on the territory
or premises of an enterprise; routes of movement and performance of works
by vehicles; access of persons to production equipment, construction sites
or places of agricultural work; the presence of criminals at the scene of
offenses in order to prevent the loss of material and information resources
of economic entities.

11. In the accounting policy of an enterprise or in separate internal
regulations it is offered to fix: the list of the information which is a trade
secret; the procedure for updating software and methods of information
synchronization with cloud services; implementation of external
communications with users of information; the procedure for using software
and hardware; algorithm of distribution and application of electronic keys
for access to information; classification of premises by the right of
admission and organization of the system of protection of the territory of an
enterprise; classification of employees according to the hierarchical level of
access to information resources of an enterprise, etc.

Information protection in conditions of automation of accounting and
management involves a combination of organizational actions of employees
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of an enterprise, which should be reflected in the accounting policy and
internal regulations. The security provisions of the regulation of processing
of accounting data require establishment of an effective division of
functional powers of staff and granting of access rights to confidential
information. Access to databases is realized through the issuance of personal
digital signatures, logins and passwords. Thanks to the technologies of
authorization, the responsibility and track of the staff’s actions concerning
data processing and transmission is established.

Through reflecting the time criteria for conducting checks of the state
of information security, data exchange protocols, exchange types of
documents, certificates and licenses for the use of software at an enterprise,
the reliability of accounting information in the process of performing
functional and accounting responsibilities by accounting and management
specialists is guaranteed.

12. Shift to digital economy, growing number of global hybrid threats,
and remote processing of information caused by the COVID-19 pandemic
necessitate accounting to be improved. One of the methods for optimizing
accounting is the delegation of accounting functions (outsourcing). Transfer
of accounting information and functions is accompanied by active cyber
threats. Under conditions of outsourcing accounting, it is necessary to
identify cyber risks in terms of variable accounting factors to ensure the
enterprise cybersecurity.

The organizational factors of accounting that affect the cybersecurity
of enterprises include the subject of accounting, number of employees,
uncertainty, remote work, communication with the outsourcer,
communication with stakeholders, automation, frequency of information
updates. According to the selected organizational options, it is possible to
assess the probability of cyber risks in terms of different forms of accounting
outsourcing.
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Cyber risks are significantly minimized when delegating accounting
operations to cloud information-processing services. However, the cloud
version of delegation is complicated if there is need for continuous
communication of the outsourcer with the management of the company and
stakeholders, which make it impossible to recommend such an option of
outsourcing for all businesses. Therefore, the optimal form of outsourcing
for each business entity is the one with the minimum total probability of
cyber risks for all organizational accounting factors.

13. Integrated positioning of accounting and security authority
outsourcing is necessary to optimize the functioning of enterprises.
Combined delegation of accounting and cybersecurity functions will help
synergistically minimize administrative costs, reduce the likelihood of
information and financial risks. The integration of outsourcing is possible in
two ways, depending on the objects and types of accounting (object model)
or the organizational structure of the enterprise (structural model).

The implementation of the object model involves the delegation of
processing and cybersecurity of financial accounting information about
individual objects of accounting. Operation of management accounting
information, which may contain trade secrets, is performed only in the
accounting department of the enterprise. According to the structural
organizational model, outsourcing of accounting and security powers is
possible only for the operation of business units of the enterprise (structural
units) with the consolidation of information in the accounting of the parent
company. Due to the manifestation of significant cyber risks, a
comprehensive delegation of all accounting and security powers in the
object and structural model of outsourcing is impossible.

To avoid organizational constraints on the implementation of object
and structural options for outsourcing, it is advisable to use a combined
(mosaic) model, which is a mosaic delegation of accounting and security
functions to many outsourcers. All accounting and cybersecurity powers are
divided into subsets and delegated to various outsourcers, which are
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informationally combined using blockchain technology. With the help of
blockchain technology, disparate accounting information is integrated and
transmitted to the accounting and management of the enterprise for further
processing. The implementation of the proposed model provides
comprehensive outsourcing of accounting and security functions with an
effective system of cybersecurity of enterprises.
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