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Abstract

Introduction. To ensure cyber protection, the company’s management resorts to
isolating accounting information containing trade secrets from other information flows.
However, confidential document management attracts significant attention from internal
users and outsiders in order to gain unauthorized access. Due to active cyber threats,
the isolation practice in the implementation of electronic information communications is
ineffective for cybersecurity, which requires the development of new methods documentation
and document circulation at the enterprise.

The purpose of the article is to study the benefits of open document management of
enterprises based on blockchain technology to abandon the isolation of information flows
in order to ensure cybersecurity of enterprises.

Methods. In the process of researching the disadvantages and advantages of isolation
and open document management, general theotrtical( empirical, logical and historical)
methods of cognition of reality are used. The research is based on scientifical methods of
dislosing the economic processes, facts and phenomena from the standpoint of accounting
and cybersecurity of enterprises. The information base of the article is selected historical
documents on the development of blockchain technology, scientific works of scientists on
block-chain structuring of accounting information, eftc.

Results.The fundamental principles of blockchain technology in the conditions of
its use for the organization of cybersecurity of accounting information are formed. The
expediency of refusing to isolate information in favor of open document management
in terms of maintaining trade secrets of the enterprise is substantiated. The method of
documenting and document circulation on the principles of block-chain structuring of the
database, which determines the order of fragmentation and recombination of accounting
information at the internal and external levels of electronic communications, is studied. The
procedure for using the electronic key system to gain access to confidential accounting
information in accordance with the information needs of users and their classification in the
enterprise management system.

Perspectives. In order to organize cybersecurity of enterprises, it is important to
improve the methodology of implementation of other elements of the method of accounting
in the process of automated information processing, which requires further research.

Keywords: accounting, cybersecurity, blockchain, document flow, cyber risks of
accounting information.
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Introduction. In order to ensure cybersecurity, business management, regardless of
the size of the business, resorts to isolating confidential information from other information
flows. Corporate associations create a separate confidential document management
service. For this purpose, use specialized software for processing, movement and storage
of confidential documents isolated from the general document management system.
Employees who handle information containing trade secrets are prohibited from using
media and the Internet for personal purposes in the workplace. Temporal and semantic
regulations of information processing are introduced. In particular, it regulates the time of
access and content of information, access to which must be limited.

In addition to the above approaches to cybersecurity of information, document
management is protected, as proved by V. A. Shpak, based on the implementation of
additional rules:

— personal responsibility of employees for the preservation of the media and the secrecy
of information;

— restriction of business necessity of access of personnel to documents, cases and
databases;

— strict regulation of the procedure for working with documents, files and databases for
all categories of staff [1].

However, the isolation approach to documentation and document management does
not guarantee effective cybersecurity of the enterprise. Separate credential databases
are attracting the attention of cybercriminals. There is also always an insider influence on
cybersecurity, which is realized through the possible recruitment of employees by third
parties. Insiders with access to confidential information may pass it on to cybercriminals.
Another option is to secretly embed malicious software in the system of confidential
document management for the purpose of information espionage by regular officials. As a
result, there are cyber threats to the isolated information flows of enterprises. Therefore, to
ensure effective cybersecurity, it is necessary to study new formats of documentation and
document management.

Analysis of research and problem statement. Scientists have studied various
aspects of the use of blockchain technology in accounting. For example, Bansal S. K.,
Batra R. Jain N. [2] and Bonson E., Bednarova M. [3] investigated promising trends in
accounting development; O’Leary D. E. — technology architecture with the definition of
flows of accounting information [4]; Rindasu S. M. - benefits and threats to accounting
[5]; Cai C. W. — the ability to implement a triple account [6]; Coyne J. G. and McMickle P.
L. — overcoming organizational barriers to accounting [7]; Sarkar S. — transformation of
knowledge, skills and professional skills of accounting professionals [8]; Karajovic M., Kim
H. M. and Laskowski M. — a new way of structuring accounting information [9]; Sheldon
M.D. [10] and Sinha S. [11] — threats to the accounting profesion; Kokina J., Mancha R. and
Pachamanova D. — threats to the accounting system [12].

There are also studies on the use of blockchain technology to improve information
systems that are informationally related to accounting: Schmitz J. and Leoni G. — prospects
for the development of audit and other types of control [13]; Kozlowski S. — permanent
audit with the formation of the control ecosystem of the enterprise [14]; Liu M., Wu K. and
Xu J. — synergetic relationship of accounting and auditing [15]; Gomaa A. A., Gomaa M. I.
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and Stampone A. — implementation of ERP systems and the role of accounting information
in enterprise management [16]; Tan B. S. and Low K. Y. — formation of databases for the
purposes of different user groups [17]; Wu J., Xiong F. and Li C. — the relationship with
other types of computer and communication technology for variable information users [18]
and other scientists.

In the scientific space there are generalizing and review works concerning the application
of blockchain technology in accounting. In particular, Pimentel Erica and Bouliann Emilio
identified seven main areas of implementation of blockchain structuring of accounting
information: the future of accounting, accounting functions, audit and control procedures,
the display of cryptocurrencies in enterprise reporting, training of accounting professionals,
administrative management, taxation. Scientists summarize the need to establish parity
between theoretical research and practical developments on the implementation of
blockchain technology in accounting [19].

Alsaga Zeyad Hashim, Hussein Ali Ibrahim and Mohammed Mahmood Saddam
concluded that the use of blockchain technology radically changes the accounting
information system in the enterprise. In other words, the use of the principles of chain-block
structuring of accounting information is impossible in the traditional accounting system,
and requires a radical improvement of methodology, methodology and organization of
accounting [20].

Tiron Tudor Adriana, Deliu Delia, Farcane Nicoleta and Dontu Adelina explored the
main obstacles to the introduction of blockchain technology in accounting and auditing
organizations. Scientists have identified the unwillingness of enterprises to innovate as the
main organizational constraint on the use of innovative technologies and formed a method
of SWOT-analysis of the use of blockchain technology for various accounting and auditing
organizations. There are also seven promising areas of research on the implementation
of blockchain technology in accounting practice: ensuring information transparency and
accessibility; formation of start-up contracts between participants of contractual relations;
participation of accounting specialists in the formation of the blockchain ecosystem;
optimization of daily operation of accounting staff; providing training and retraining
on activities with innovative technologies; transformation of accounting and auditing
professions; institutional changes and improvements of regulatory and legal support [21].

Intensification of scientific research on the peculiarities of the use of blockchain
technology for accounting purposes took place in 2018. The most relevant research on
the implementation of accounting and auditing functions in terms of block-chain structuring
of information. The problem of formation of primary and reporting documents and training
and retraining of accounting specialists in the conditions of implementation of the newest
computer and communication technologies has appeared as unpopular research objects.
The peak of activity in the formation of global scientific thought on the accounting aspect of
the implementation of blockchain technology was in 2021, due to significant public attention
to cryptographic assets (Fig. 1).
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Fig. 1. Popularization of blockchain technology in 2018-2025
Source: formed on the basis of [22; 23].

Investment in blockchain technology is expected to increase from $ 4.5 billion to $ 6.8
billion in 2021, and will reach $ 24 billion in 2025. The number of information operations
using the principles of block-chain structuring of information is increasing in each of the
geographical regions. The leaders in the introduction of blockchain technology are the
countries of the Far East and China and Europe, which is confirmed by the nationality of
researchers in the field of blockchain structuring of information.

However, scientists in the field of accounting and related research and application areas
have paid inadequate attention to the possibilities of using blockchain technology to ensure
cybersecurity of accounting information.

Summarizing the work of scientists in the field of blockchain technology, it is possible
to systematize its fundamental principles for positioning the possibility of cybersecurity of
information in table. 1.

Table 1
Principles of blockchain technology in terms of cybersecurity
of accounting information

Ne Fundamental Implementation for purposes
s/n principle cybersecurity accounting information
. Division of accounting information into separate fragments (blocks),
1. Fragmentation

which separately have no value for cyber attackers
Each block complements other blocks of information through a chain
combination. When creating a new block, data about it is entered into
all other related blocks, which prevents the fictitious appearance of new
credentials

2. |Mutual complement
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continuation of table 1

New blocks and modules can be added to the database without
restrictions, which facilitates the use of unified cybersecurity systems for

3. Scalability P e . . ;
accounting information in all enterprises, regardless of business size,
legal form or other organizational factors.
s Each block can be duplicated in other storage locations, allowing you to
4. Duplication

recover accidentally lost or destroyed credentials
A chronological list of changes in accounting information is maintained,
5. Chronology which allows to detect unauthorized actions that led to deviations from
the reference sample

All accounting information processing operations are performed outside
6. Confidentiality of official or government services, which makes it impossible to control
and track the actions of accounting or management professionals.

Accounting information is placed in a distributed database, in which each
of the fragments can be stored on many directly unrelated technical
devices that are not owned by the enterprise. Cyber threats to software
and hardware are impossible.

Credentials are stored in public cloud databases, which prevents
cybercriminals from blocking access

The technology is open to use, making it popular in the financial,
commercial, fiscal, administrative and, most importantly, security sectors.

7. Distribution

8. Accessibility

9. Openness

Source: systemized and improved by the author.

In the scientific search for prospects for cybersecurity of enterprises based on the use of
blockchain technology in accounting, it is necessary to focus on its fundamental principles:
fragmentation, complementarity, scalability, duplication, chronology, confidentiality,
distribution, accessibility, openness of accounting information processing. Adherence to
and disclosure of the above principles is a necessary prerequisite for achieving the goal of
the scientific article.

The purpose of the article is to study the benefits of open document management of
enterprises based on blockchain technology to abandon the isolation of information flows
in order to ensure cybersecurity of enterprises.

Research results. Most of the documents in the information cycle of enterprises are of
accounting origin. Accounting generates primary economic information. Documentation of
economic processes and phenomena is a primary element of the method of accounting.
Therefore, economic data collected and documented are called «primary». Primary
documentation is the initial stage of processing accounting information. Cybersecurity of
the entire information system of the enterprise depends on the reliability and reliability of
the information contained in the primary documents.

Cyber threats to paper documentation and document management have traditionally
been positioned as internal malicious manipulation of employees or accidental errors.
Another source of external receipt of unreliable documents are the company’s counterparties,
which may change the credentials for a certain economic gain. Instead, in the conditions
of transition to electronic documentation and document circulation, external cyber threats
of the enterprise become more active. Primary credentials become a valuable information
resource and, accordingly, the object of cyberattacks.
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In ftraditional document management with elements of isolation of accounting
information, it is mandatory to regulate the path of the document from sender to recipient.
Potential recipients of credentials generate information requests and send them to the
database. From the general information array is a selection of indicators that are useful and
necessary for a particular type of stakeholders. Restricting access to confidential documents
is important to ensure cybersecurity. Dosing of accounting information takes place through
a system of filters that select and block documents on the way to the recipient. That is,
the stakeholder receives information in accordance with information requests and access
rights. The initiator of the information process in terms of traditional document management
at the enterprise are users of accounting information, which is detrimental to the timeliness
and security of accounting.

Instead, the organization of document flow based on blockchain technology minimizes
the need to regulate information flows. The fact of occurrence of a financial and economic
phenomenon or event and its reflection in the primary documents triggers a further information
process. Based on the study of information preferences of stakeholders, identification of the
right of access to trade secrets, job descriptions, an automated management system is able
to cluster and distribute information. The documented array of credentials at the time of its
occurrence and fixation in the accounting system can be automatically sent to the target user.

Accounting information is promptly received by the stakeholder, who is responsible for
its processing or requires a full information resource for timely management decisions. The
time criteria for processing accounting information are optimized. Unlike traditional document
management, documented data with a small time lag is transmitted simultaneously for
further processing or consumption. In the system of electronic document management, it
is advisable to provide a method of controlling the feedback to the accounting information
received by stakeholders. It is necessary to control the fact that the user receives primary
data, their processing by officials, the availability of appropriate management decisions
to adjust the activities of the business entity, etc. Errors are impossible when controlling
feedback; information duplication;

With blockchain technology, accounting information is fragmented into numerous
components, which can be duplicated with the accumulation in different blocks and
supplemented for future integration into a single set. Each piece of information can be
stored on various technical devices or cloud information processing services. With the use
of blockchain structuring information, the need for additional means of cyber security of the
enterprise disappears.

Enterprise cybersecurity based on blockchain technology is implemented through
fragmentation and random distribution of accounting information immediately at the time
of its documentation. After collection, the primary data are broken down into separate
information arrays, directly unrelated to each other. Additionally, it is possible to encrypt
information and write to a distributed cloud environment. Each piece of credentials does
not carry a semantic load. Only the end user integrates the elements of accounting
information into a single information model, which can be useful and valuable for further
use. Fragmented credentials can be open because without further aggregation it has no
informational value for cybercriminals. The need for the organization of isolated document
management systems decreases,
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Through the use of blockchain technology, reliable security protection of business
communications is implemented. Documentary support of business relationships requires
effective cyber defense in order to prevent the manifestation of cyber threats. Documents
entered by the counterparty must be fragmented and encrypted when entered into a single
database. Contractual relations contracted in the documents are protected from third-
party changes. Unconditional changes by the parties to the business relationship are also
impossible. It is expedient to control the fulfillment of contractual obligations on the basis
of monitoring of primary documents on realization of material values (works, services) and
monetary transactions.

To implement cyber protection of accounting information between counterparties by
mutual agreement, it is advisable to use a single cloud document management service.
In other words, all parties to the contractual relationship choose the Internet platform for
joint paperwork for the execution and execution of commercial agreements. It is advisable
to integrate cloud document management services into the internal information systems
of enterprises. As a result, the original design or incoming receipt of electronic copies
of documents are recorded simultaneously in two databases: each company and the
information association of contracting companies. Promising in the context of the digital
economy is also the information integration of all counterparties into a single database of
electronic document management based on blockchain technology.

Blockchain technology detects arrays of information that have been the object of
internal or external cyberattacks. For example, on the basis of monitoring the history of
changes in certain documents and comparing them with reference samples, it is advisable
to identify persons - violators of the information regime. Instead, the fact of the appearance
of unauthorized external changes in the information environment of the enterprise, which
differ from similar information arrays from other sources, may be evidence of cyber
intervention. The detected incident, which took place in violation of the time, information
and legal regulations, should be regarded as a cyberattack. In case of loss, distortion
or destruction of information fragments by attackers, their automatic recovery from the
distributed database is possible.

Chain-block structuring of accounting information simplifies the process of archival
storage of documents. The distributed database of credentials should be placed in a network
of interconnected cloud services, which ensures the availability of archival information for
users. Cloud archiving of electronic documents on a network of interconnected servers
guarantees their storage, round-the-clock access and cyber security. At the request of
stakeholders, disparate arrays of archival accounting information are removed from
electronic archives and recombined to display the document in the traditional form as a set
of certain details. Such stakeholders can be both internal users of information (accounting
or management specialists) and external — controlling or fiscal institutions.

To access electronic documents, a system of digital signatures is used, which is
already actively used for fiscal purposes and to obtain various government administrative
services. The use of electronic keys should take place in two stages: the formation of
primary documents and their recovery from a distributed database. After collecting the
credentials, it is advisable to digitally sign the persons responsible for the formation of
primary documents, which provides control of information authorship. Then there is the
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fragmentation and encryption of accounting information, which after reaching the target
consumer is recombined to the original form. To gain access, the user of the recovered
information also uses a personalized digital signature, which is evidence of the fact of
information processing or consumption.

It is advisable to restrict the access rights of stakeholders to the credential database by
setting the validity period of electronic keys. The need to organize cybersecurity encourages
frequent changes in the digital signature of staff. The need to reissue digital signatures
encourages stakeholders to update security discipline. Each user is forced to apply to
the issuer for a new electronic key, which facilitates permanent control and verification
of stakeholders. The company’s management has an effective method of controlling the
legality of the use of electronic formats for verification of a person trying to gain access to
confidential information.

Through the use of electronic key systems, users gain access to the dosed amount
of information within the open document flow. The proposed information scheme of open
document management based on blockchain technology is shown in Fig. 2.
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Fig. 2. Information scheme of open document flow based on blockchain technology
Source: developed by the author.
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Implementation of electronic documentation and document management based on
the principles of data openness using blockchain technology is the main organization of
cybersecurity in all enterprises, regardless of ownership, business size, etc. The rejection of
isolation practices in the organization of information exchange in the business environment
of enterprises is an element of the formation of an open national economy. The circulation of
accounting information in terms of effective cybersecurity at the internal and external levels
is an incentive for further development of new technologies in the financial and economic
sphere («fintech industry»). Further implementation of computer and communication
technologies with the development of effective methods of cybersecurity of information
helps to avoid obstacles to the further development of the digital economy and information
society. Consequently,

Conclusions. Traditional electronic document management in accounting has a
number of functional limitations, which is the cause of cybersecurity vulnerabilities of
enterprises. To implement effective internal and external electronic communications, it is
advisable to implement blockchain technology in document management, which meets
modern requirements for cybersecurity of enterprises. The fact of collecting primary
data initiates the start of further information processes of processing and distribution of
accounting information. Documented data using blockchain technology is fragmented,
encrypted and sent in dosed form to internal and external users in accordance with the
information needs and access rights to trade secrets. The permissive mode of accounting
information processing should be implemented using a system of digital signatures and
cloud placement of distributed databases.

The use of blockchain technology in electronic documentation and document
management provides: fragmentation, complementarity, scalability, duplication,
chronology, confidentiality, distribution, accessibility, openness of accounting information
processing, which is the basis for effective cybersecurity of the enterprise. The organization
of cybersecurity in the conditions of distributed structuring of the accounting information
promotes openness of document circulation at the enterprise that reduces need for
application of isolating information practices. The openness of information exchange using
blockchain technology for cybersecurity of information minimizes organizational constraints
in the formation of the digital economy and creates favorable conditions for the progressive
innovative development of social formation.

Jlimepamypa

1. LWnak B. A. OpraHisauis 3axmucty obnikoBoi iHdpopmauii. byxeanmepcbkull 06K,
aHanis ma ayoum: rnpobnemu meopii, memodorioeii, opaaHrizauii. 2015. Ne 2. C.
181-187.

2. Bansal, S. K., Batra, R., Jain, N. (2018). Blockchain and the future of accounting.
The Management Accountant Journal, 6, 60—66.

3. Bonson E., Bednarova, M. (2019). Blockchain and its implications for accounting
and auditing. Meditari Accountancy Research. Vol. 27, Ne 5, pp. 725-740. DOI:
https://doi.org/10.1108/MEDAR-11-2018-0406.

4. O'Leary, D. E. (2017). Configuring blockchain architectures for transaction
information in blockchain consortiums: the case of accounting and supply chain

ISSN 2786-4537 (print). BicHuk ekoHomiku Ne 4, 2021 p. 165
ISSN 2786-4545 (online). Herald of Economics Ne 4, 2021



V. Muravskyi, N. Khoma, L. Khokhlova, Liu Chengyu
Open document flow based on blockchane technology for cyber security of the accounting system

10.

11.

12.

13.

14.

15.

16.

17.

systems. Intelligent Systems in Accounting, Finance and Management. Vol. 24, Ne
4, pp. 138-147. DOI: https://doi.org/10.1002/isaf.1417.

Rindasu, S. M. (2019). Blockchain in accounting: trick or treat? Quality Access to
Success. Vol. 20, Ne 170, pp. 143-147.

Cai, C. W. (2021). Triple-entry accounting with blockchain: how far have we come?
Accounting Finance. DOI: https://doi.org/10.1111/acfi.12556

Coyne J. G., McMickle, P. L. (2017). Can Blockchains serve an accounting purpose.
Journal of Emerging Technologies in Accounting. Vol. 14, Ne 2, pp. 101-111. DOI:
https://doi.org/10.2308/jeta-51910.

Sarkar, S. (2018). Blockchain accounting the disruption ahead. The Management
Accountant Journal, 6, 73—78.

Karajovic, M., Kim, H. M., Laskowski, M. (2019). Thinking outside the block:
projected phases of Blockchain integration in the accounting industry. Australian
Accounting Review. Vol. 29, Ne 2, pp. 319-330. DOI: https://doi.org/10.2139/
ssrn.2984126

Sheldon, M. D. (2019). Using Blockchain to aggregate and share misconduct issues
across the accounting profession. Current Issues in Auditing. Vol. 12, Ne 2, pp.
27-35. DOI: https://doi.org/10.2308/ciia-52184

Sinha, S. (2019). Blockchain — opportunities and challenges for accounting
professionals. Journal of Corporate Accounting and Finance. Vol. 31, pp. 65-67.
DOI: https://doi.org/10.1002/jcaf.22430.

Kokina, J., Mancha, R., Pachamanova, D. (2017). Blockchain: emergent industry
adoption and implications for accounting. Journal of Emerging Technologies in
Accounting. Vol. 14. Ne 2, pp. 91-100. DOI: https://doi.org/10.2308/jeta-51911.
Schmitz, J. and Leoni, G. (2019). Accounting and auditing at the time of Blockchain
technology: a research agenda. The Management Accountant Journal. Vol. 29. Ne
2, pp. 331-342. DOI: https://doi.org/10.1111/auar.12286

Kozlowski, S. (2018). An audit ecosystem to support Blockchain-based accounting
and assurance book continuous auditing: theory and application. Continuous
Auditing: Theory and Application (Rutgers Studies in Accounting Analytics), Emerald
Publishing, Bingley, pp. 299-313. DOI: https://doi.org/10.1108/978-1-78743-413-
420181015

Liu M., Wu K. and Xu J. (2019). How will Blockchain technology impact auditing
and accounting: permissionless vs. permissioned Blockchain, Current Issues in
Auditing. 2019. Vol. 13. Ne. 2, pp. 19-29. DOI: https://doi.org/10.2308/ciia-52540
Gomaa A. A., Gomaa M. |., Stampone A. A. (2019). transaction on the Blockchain:
an AlS perspective, intro case to explain transactions on the ERP and the role of the
internal and external auditor, Journal of Emerging Technologies in Accounting. Vol.
16, Ne 1, pp. 47-64. DOI: https://doi.org/10.2308/jeta-52412

Tan B.S., Low K.Y. Blockchain as the database engine in the accounting system,
Australian Accounting Review. 2019. Vol. 29. Ne. 2, pp. 312-318. DOI: https://doi.
org/10.1111/auar.12278

166

ISSN 2786-4537 (print). BicHuk ekoHomiku Ne 4, 2021 p.
ISSN 2786-4545 (online). Herald of Economics Ne 4, 2021



O6rik i ono0amkyeaHHs1

18.

19.

20.

21.

22.

23.

24.

Wu J., Xiong F., Li C. (2019). Application of internet of Things and blockchain
technologies toimprove accounting, IEEE Access, 20, pp. 1-10. DOI: https://doi.
org/10.1109/ACCESS.2019.2930637

Pimentel, E., Bouliann, E. (2019). Blockchain in Accounting Research and Practice:
Current Trends and Future Opportunities. Accounting Perspectives, 19 (3), pp.
325-361. DOI: https://doi.org/1111/1911-3838.12239

Alsaga Zeyad H., Hussein A. I. & Mohammed Mahmood S. (2020). The Impact of
Blockchain on Accounting Information Systems. Journal of Information Technology
Management, 11, pp. 62—80. DOI: https://doi.org/10.22059/jitm.2019.74301

Tiron Tudor A., Deliu D., Farcane N., Dontu A. Managing change with and through
blockchain in accountancy organizations: a systematic literature review. Journal
of Organizational Change Management. ahead-of-print. 2021. DOI: https://doi.
org/10.1108/JOCM-10-2020-0302

Worldwide spending on blockchain solutions from 2017 to 2025. Statista. Retrieved
from: https://www.statista.com/statistics/800426/worldwide-blockchain-solutions-
spending/

B2B cross-border transactions on blockchain in various regions worldwide in 2020
with forecasts from 2021 to 2025. Statista. Retrieved from: https://www.statista.
com/statistics/1228825/b2b-cross-border-transactions-on-blockchain-worldwide/
Zadorozhny, Z., Muravskyi, V. V., Shevchuk, O. A., Sudyn, Y. A.. Management
accounting of the settlements with contractors in innovative environment of business
communications. Marketing and Management of Innovations. 2018. 2. pp. 103—112.
DOI: https://doi.org/10.21272/mmi.2018.2-09.

References
Shpak, V. A. (2015). Organization of protection of accounting information.
Accounting, analysis and audit: problems of theory, methodology, organization, 2,
181-187 [in Ukrainian].
Bansal, S. K., Batra, R., Jain, N. (2018). Blockchain and the future of accounting.
The Management Accountant Journal, 6, 60-66 [in English].
Bonson, E., Bednarova, M. (2019). Blockchain and its implications for accounting
and auditing. Meditari Accountancy Research. Vol. 27, No. 5, 725-740. DOI: https://
doi.org/10.1108/MEDAR-11-2018-0406
O’Leary, D.E. (2017). Configuring blockchain architectures for transaction
information in blockchain consortiums: the case of accounting and supply chain
systems. Intelligent Systems in Accounting, Finance and Management. Vol. 24, No.
4, 138-147. DOI: https://doi.org/10.1002/isaf.1417
Rindasu, S.M. (2019). Blockchain in accounting: trick or treat? Quality Access to
Success. Vol. 20, No. 170, 143-147.
Cai, C. W. (2021). Triple-entry accounting with blockchain: how far have we come?
Accounting Finance. DOI: https://doi.org/10.1111/acfi.12556
Coyne, J. G., McMickle, P. L. (2017). Can Blockchains serve an accounting purpose.
Journal of Emerging Technologies in Accounting. Vol. 14, No. 2, 101-111. DOI:
https://doi.org/10.2308/jeta-51910

ISSN 2786-4537 (print). BicHuk ekoHomiku Ne 4, 2021 p. 167
ISSN 2786-4545 (online). Herald of Economics Ne 4, 2021



V. Muravskyi, N. Khoma, L. Khokhlova, Liu Chengyu
Open document flow based on blockchane technology for cyber security of the accounting system

8.

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Sarkar, S. (2018). Blockchain accounting the disruption ahead. The Management
Accountant Journal, 6, 73-78.

Karajovic, M., Kim, H. M., Laskowski, M. (2019). Thinking outside the block: projected
phases of Blockchain integration in the accounting industry. Australian Accounting
Review. Vol. 29, No. 2, 319-330. DOI: https://doi.org/10.2139/ssrn.2984126
Sheldon, M. D. (2018). Using Blockchain to aggregate and share misconduct issues
across the accounting profession. Current Issues in Auditing. Vol. 12, No. 2, 27-35.
DOI: https://doi.org/10.2308/ciia-52184

Sinha, S. (2020). Blockchain — opportunities and challenges for accounting
professionals. Journal of Corporate Accounting and Finance 31, 65-67. DOI:
https://doi.org/10.1002/jcaf.22430

Kokina, J., Mancha, R., Pachamanova, D. (2017). Blockchain: emergent industry
adoption and implications for accounting. Journal of Emerging Technologies in
Accounting. Vol. 14 No. 2, 91-100. DOI: https://doi.org/10.2308/jeta-51911
Schmitz, J., Leoni, G. (2019). Accounting and auditing at the time of Blockchain
technology: a research agenda. The Management Accountant Journal. Vol. 29 No.
2, 331-342. DOI: https://doi.org/10.1111/auar.12286

Kozlowski, S. (2018). An audit ecosystem to support Blockchain-based accounting
and assurance book continuous auditing: theory and application. Continuous
Auditing: Theory and Application (Rutgers Studies in Accounting Analytics),
Emerald Publishing, Bingley, 299-313. DOI: https://doi.org/10.1108/978-1-78743-
413-420181015

Liu, M., Wu, K., Xu, J. (2019). How will Blockchain technology impact auditing
and accounting: permissionless vs. permissioned Blockchain. Current Issues in
Auditing. Vol. 13, No. 2, 19-29. DOI: https://doi.org/10.2308/ciia-52540

Gomaa, A.A., Gomaa, M.l., Stampone, A. (2019). A transaction on the Blockchain:
an AlS perspective, intro case to explain transactions on the ERP and the role of the
internal and external auditor. Journal of Emerging Technologies in Accounting. Vol.
16, No. 1, 47-64. DOI: https://doi.org/10.2308/jeta-52412

Tan, B.S., Low, K.Y. (2019). Blockchain as the database engine in the accounting
system. Australian Accounting Review. Vol. 29 No. 2, 312-318. DOI: https://doi.
org/10.1111/auar.12278

Wu, J., Xiong, F., Li, C. (2019). Application of internet of Things and blockchain
technologies toimprove accounting. IEEE Access, 20, 1-10. DOI: https://doi.
org/10.1109/ACCESS.2019.2930637

Pimentel, E., Bouliann, E. (2020). Blockchain in Accounting Research and Practice:
Current Trends and Future Opportunities. Accounting Perspectives, 19 (3), 325—
361. DOI: https://doi.org/10.1111/1911-3838.12239

Alsaga Zeyad, H., Hussein, A. |., Mohammed Mahmood, S. (2020). The Impact of
Blockchain on Accounting Information Systems. Journal of Information Technology
Management, 11, 62-80. DOI: https://doi.org/10.22059/jitm.2019.74301

Tiron Tudor, A., Deliu, D., Farcane, N., Dontu, A. (2021). Managing change with and
through blockchain in accountancy organizations: a systematic literature review.

168

ISSN 2786-4537 (print). BicHuk ekoHomiku Ne 4, 2021 p.
ISSN 2786-4545 (online). Herald of Economics Ne 4, 2021



O6rik i ono0amkyeaHHs1

Journal of Organizational Change Management. ahead-of-print. DOI: https://doi.
org/10.1108/JOCM-10-2020-0302

22. Worldwide spending on blockchain solutions from 2017 to 2025. Statista. Retrevied
from: https://www.statista.com/statistics/800426/worldwide-blockchain-solutions-
spending/

23. B2B cross-border transactions on blockchain in various regions worldwide in
2020 with forecasts from 2021 to 2025. Statista. DOI: https://www.statista.com/
statistics/1228825/b2b-cross-border-transactions-on-blockchain-worldwide/

24. Zadorozhny, Z., Muravskyi, V. V., Shevchuk, O. A., Sudyn, Y. A. (2018). Management
accounting of the settlements with contractors in innovative environment of business
communications. Marketing and Management of Innovations, 2, 103-112. DOI:
https://doi.org/10.21272/mmi.2018.2-09

Bonoaumup MYPABCbKUN,

LOKTOP €KOHOMIYHMX HayK, OOLIEHT,
npocpbecop kadenpun obniky i onogaTkyBaHHs,
3axigHoyKpaiHCbKMI HaLioHaINbHUA YHIBEPCUTET,
Byn. JlbBiBCbKa, 11, M. TepHonink, 46020, YkpaiHa,
e-mail: vwwmur@gmail.com
ORCID ID: https://orcid.org/0000-0002-6423-9059

Hapia XOMA,

KaHOuaaT (pisnko-maTeMaTUyYHUX HayK, AOLIEHT,
JoueHT kadheapu eKOHOMIYHOI KibepHeTUKKU Ta iHpopMaTmKu
3axigHOoyKpaiHCbKMI HaUiOHamnbHUI YHIBEPCUTET,

Byn. JlbBiBcbka, 11, M. TepHonink, 46020, YkpaiHa,
e-mail: nadiiakhoma@gmail.com
ORCID ID: 0000-0003-2981-0296

Napuca XOXJI0OBA,

KaHaMaaT ismko-MaTeMaTUYHNX HayK, OOLIEHT,
OOLEHT Kadenpn matemMaTUKN Ta METUAMKM 1T HaBYaHHS,
TepHONINbCbKMIA HaLiOHaNbHWIA NefaroriyHui yHiBepcutet
iMm. Bonognmupa MHatioka,

Byn. Makcnma KpusoHoca, 2, M. TepHoninb, 46027, YkpaiHa,
e-mail: larysa_khokhlova@tnpu.edu.ua
ORCID ID: 0000-0002-9818-1051

o YeH’1on,
acnipaHT kacbegpw obniky i onogaTkyBaHHS,
3axigHoyKpaiHCbKMIN HauioHanbHUA YHIBEPCUTET,
NpakTUYKylo4Ynin OyxranTep, BUKagad,

HaH4aHCLKUIM HayKOBO-TEXHIYHUI IHCTUTYT,

HaHb4aH, nposiHuia Li3aHci, Kutan,

e-mail: 1657426641@qqg.com
ORCID ID: 0000-0002-0572-9322

ISSN 2786-4537 (print). BicHuk ekoHomiku Ne 4, 2021 p. 169
ISSN 2786-4545 (online). Herald of Economics Ne 4, 2021



V. Muravskyi, N. Khoma, L. Khokhlova, Liu Chengyu
Open document flow based on blockchane technology for cyber security of the accounting system

BIOKPUTUA OOKYMEHTOOBII HA OCHOBI TEXHONOT I BIIOKYEWH Ans
KIBEP3AXUCTY CUCTEMU OBIJIIKY

AHOmauis

Bcemyn. [ns 3abesneqyeHHsi Kibep3axucmy meHeOxmeHm nidnpuemMcmea 80acmbcs
0o i3onAyii 0bnikoeoi iHghopmauii, Wo Micmumb KOMePUIUHY MaeMHUU0, 8i0 IHWUX
iHgpopmauyitiHux nomokig. [lpome KoHgpidOeHuyitiHUlG ~ doKymeHmoobie npusepmae
3HayHy yeazy 6HYMPpIWHIX Kopucmysadie ma 308HIWHIX Oci6 3 Memot ompuMaHHs
HecaHKUjoHogaHo20 docmyny. YHacnidok akmueHUX kibep3azspos i3onsyiliHa npakmuka 8
peanizayii ennekmpoHHUX iHgbopmauiliHux KoMyHikauit € Hediegoro 015 uinel Kibepbesneku,
wo rnompebye po3pobku Hosux MemoOuK OOKyMeHmy8aHHs U OOKymMeHmoobigy Ha
nidénpuemcmei.

Mema cmammi nonszae y docnidxeHHi nepesaz 8i0Kpumoz2o JOoKymeHmoobiey
niénpuemcme Ha 0CHo8i mexHorioeii 6riok4yeliH Arisi gidmosu 8i0 i30/15YilIHUX IHEbOpMaUitHUX
rnomockie 3 Memotro 3abeariedeHHs1 Kibep3aaxucmy nidnpuemcms.

Memodu. Y nipoueci docridxeHHs1 Hedoriikie U nepeeaz i30/5UiIHO20 ma 8iOKpUMoao
OoKyMeHmMoobigy sukopucmaHi 3a2aiibHOMeopemuyYHi (eMripuydHi, J102i4Hi ma icrmopuYHi)
mMemoOuyHi fpudomu nisHaHHs OiticHocmi. [locnidxeHHs1 6a3yrombCsi Ha OCHOS8I
KOHUerymarsnbHUx memodie abcmpakimHo20 8USHEHHST EKOHOMIYHUX rpouecis, hakmie ma
seuwy 3 no3uuyii byxeanmepcbko2o obniky ma kibepbesneku nidnpuemcms. IHghopmauitiHor
6a3zoro cmammi o6paHo icmopu4dHi OOKymMeHmMu wodo po3sUMKY mexHoroezii 6r10KYelH,
Haykogi npaui y4eHux w000 6I/10KOBO-1aHU208020 CMPYKMypy8aHHs 0651iKo8oi
iHgbopmayii mouwjo.

Pe3ynbmamu. CgopmosaHO yHOaMmeHmarbHi MpuHUUNnU mexHosoaii 6rok4elH
8 ymoeax ii eukopucmaHHs 01 opeaHisauii kibepsaxucmy o06rikoeoi iHghopmaui.
O6rpyHmosaHo douinbHicmb 8idMosu 8i0 i3onauii iHgpopmauii Ha Kopucms 8iOKpUMozo
OoKkymeHmMoobiey 6 ymosax 306epexeHHs KOMepuiliHoI maeMHuui nidnpuemMcmea.
HocnidxeHo memoduky GoKymeHmysaHHs ma OoKymeHmoobiey Ha npuHyunax 6r10koeo-
JIaHUt0208020 CMpyKmMypyeaHHs 6a3u 0aHux, Wo eu3Hadae rnopsi0oK ¢hpacMeHmy8aHHs
ma pekombiHauii 0b6sikogoi iHghopmauii Ha 6HYymMpIlUHbOMY ma 308HILUHLOMY PIBHSIX
€/IeKMPOHHUX  KOMYyHikauiti. — BcmaHoerieHo  ropsi00K  8UKOPUCMAaHHS  cucmemu
erleKmpOoOHHUX Ktodie 01151 ompumMarHsi docmyrny 00 KoHghideHU,iliHoT 0b6nikogoi iHgbopmayii
8i0rnosidHo 0o iHhopmayiliHux nompeb Kopucmysadie ma ixHbOI Knacugikauii y cucmemi
yrpaesiHHs nidrnpuemMcmaeom.

lMepcnekmueu. 3 memoro opeaHisauil Kibepbesneku nidrnpuemMcms 8aXxugum €
yOOCKOHaieHHs1 MemoOuKU peani3ayii iHwux enemeHmie memody Oyxa2arimepcbKo2o
0bniky y npoueci asmomamu3o8aHoi 06pobku iHgbopmauii , wo nompebye nodanbuwiux
HayKkogux O0CITiOXeHb.

Knroyoei cnioea: o6rik, kibepbesneka, 6rokdelH, OOKymeHmMoobie, Kibeppu3uku
obnikoeor iHgbopmaui.
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