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AHOTAIIISA

Ksamnidikariitna po6oTta Ha TeMy «AJITOPUTMH Ta OLIHKA (YHKI1IOHATHHOCTI
MPOrpaMHOTro 3aXUCTy JJsi MiHiMi3alil BuBy Slowloris atak Ha BeOGcepBep» Ha
3100y TTsI OCBITHBOTO cTymeHs «Marictpy» 31 cnemianbHocTi 125 «Kibepbesneka ta
3axUCT iHQOpMaIli» ocBITHRO-TIpodeciitHoi mporpamu «Kibepbesneka» HamucaHa
obcsiroM 92 cropiHkHM 1 MicTUTh 38 umtocTparii, 3 g0matoku Ta 35 pkepena 3a
MIEPEITIKOM TTOCUJIaHb.

Metoto poboTH € MiABUIICHHS €(QEKTUBHOCTI AJITOPUTMIB BHUSBJICHHS
BIUTMBY Ha BeOcepBepu Apache mix ynpasiiaHIM onepamniiiHoi cuctemu Linux.

Metonu pocnipkeHb. Jias po3B’s3aHHA TOCTAaBICHUX 3ajad Yy JIaHIi
kBai(ikamiitHii poOOTI BUKOPUCTAHO: aHAII3 3arajbHUX METOIB 3aXHUCTy BIJ
Slowloris arak, CTBOpEHHS MpPOrpaMHOro 3a0e3MeyYeHHs] 3 BUKOPUCTAHHAM
BJIOCKOHAJICHOT'O aJTOpUTMYy 3axucTy st BusiieHHs Slowloris artaku Ta
omoxyBaHHs [P-ampec 3TOBMHCHHKIB, MPOBEACHHS EKCIEPUMEHTAIBHUX aTaK Ha
BeOCepBep M1 TECTYBAHHS ITPOTPAMHOTO 3a0e3MeUCHHS.

Pesynbratu mocnmimpkeHHS. YIOCKOHANIEHO alTOPUTM BUSBICHHS aTakd Ta
CTBOPEHO MpOTpaMHUN 3aci0, SKMH CHpPSAMOBAHHMM Ha 3aXHCT BeOCEpBEpPIB BiA
Slowloris atak Ha mmardgopmi Linux. Po3pobnenwmii 3axuct BKJIO4Yae B cebde
1HTerpaiio 3 OpaHaMayepom Jisli MOXJIMBOCTI OJOKYBaHHSI aTaku B peajbHOMY
yaci, CHCTeMY JIOTYBaHHS aTakd Ta MOXMJIMBICTh OTPUMAHHS CIIOBIIIEHb Ha
Telegram Bot mpo iHIIuAEHT.

OTpuMaHi  pe3yjbTaTh  CBiYaThb PO  MOXKJIUBICTH  MPAKTUYHOTO
BUKOPUCTAHHS PO3POOJIEHOTO 3aXUCTy IS MIABUIIEHHS CTIMKOCTI Ta OE3IMeKH
BeOcepBepiB Apache.

KimouoBi cmoBa: SLOWLORIS, LINUX, APACHE, BPAH/IMAYVEP,
IPTABLES, TELEGRAM BOT.



ABSTRACT

Qualification work on "Algorithms and evaluation of software protection
functionality to minimise the impact of Slowloris attacks on a web server " for the
degree of "Master" in the specialty 125 "Cybersecurity and Information Protection™
educational and professional program "Cybersecurity" is written in 92 pages and
contains 35 illustrations, 3 appendice and 34 source according to the list of links.

The aim of the study is to improve the efficiency of Slowloris attack
detection algorithms, develop and evaluate the functionality of a mechanism for
minimising their impact on Apache web servers running the Linux operating
system.

Research methods. To solve the tasks set in this qualification work, the
following methods were used: analysis of general methods of protection against
Slowloris attacks, creation of software using an advanced protection algorithm to
detect Slowloris attacks and block attackers' IP addresses, conducting experimental
attacks on a web server to test the software.

Research results. An attack detection algorithm has been improved and a
software tool has been created to protect web servers from Slowloris attacks on the
Linux platform. The developed protection includes integration with a firewall to
block the attack in real time, an attack logging system, and the ability to receive
notifications on Telegram Bot about the incident.

The results obtained indicate the possibility of practical use of the developed
protection to improve the resilience and security of Apache web servers.

Keywords: SLOWLORIS, LINUX, APACHE, FIREWALL, IPTABLES,
TELEGRAM BOT.
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BCTVII

AKTyaJIbHICTh PO0OTH. [HTEpHET-TEXHOJIOTIT BiAIrPalOTh KIOYOBY POJIb Y
GyHKIIOHYBaHHI pi3HOMaHITHUX cdep HamanHsg nociayr OpaHak, pasoMm 13
3pOCTaHHSIM OOCSATIB OHJIAMH-TpadiKy, 30LIBIIYEThCS 1 3arpo3a AJsi BeOcepBepiB y
Burianl kibeparak. OnHiero 3 Takux arak € Slowloris, sika cmpsiMoBaHa Ha
3aBOJIOJIIHHS pecypcamMu BeOcepBepa Ta MNPU3BOJAUTHL 10 Horo BiamoBH. Ll
npoOremMa cTae Ieajai akTyalbHIIIO0, ICHYI04l 3ac00M 3aXHCTY BiJ Hel HE 3aBKIN
€ e(pEeKTUBHMMM Ta BUMAaralThb MOJAJBLIOTO  BJAOCKOHAJIEHHA. Tomy,
BJIOCKOHAJICHHS aJITOPUTMIB, PO3pOoOKa Ta OLIHKAa HOBOTO MPOTrPaMHOI0 3aXHUCTY
JUTsl MiHIMI3alli BIuMBYy Slowloris arak Ha BeOcepBepU € BaXJIMBUM 3aBJIaHHAM Y
rajry3i KibepOe3neKu Ta akTyalbHOI HayKOBO-TIPUKJIAJIHOIO 33/1a4U€l0.

Mera i 3aBaaHHs [JocjailzKeHHsl. Meroro poOOTH € TiABULICHHS
e(eKTUBHOCTI anropuT™MiB BusBieHHS Slowloris artak, po3poOka Ta oOIliHKa
GyHKIIOHATBFHOCTI MEXaHI3My MiHiMi3allll iX BIUTUBY Ha BeOcepBepu Apache mif
YIOPABIIHHAM olepauniiHoi cucteMu Linux.

JlocATHEeHHs] BU3HAYEHOT METH Tepeidavae BUPIIICHHS TaKUX 3aBJaHb:

— TPOBECTHU OIJISII METOJIUKH 3/ikicHeHHs Slowloris ataku;

— TpOaHaji3yBaTH 3arajbHl METOAM 3axucTy BiJ Slowloris aTtak;

— HaJalTyBaTHU TECTOBE CepeloBHINE s MojentoBaHHs Slowloris aTaku Ha
BeOcepBep;

— YIAOCKOHAJHUTH aJTrOPUTM Ta PO3POOUTH TMPOTpPaMHE 3a0E3MEUYCHHS IS
BusiBiIeHHs Slowloris aTaku Ta OnokyBaHHA |P-agpec 3710BMHCHUKIB;

— peanizyBaTH MOXJIMBOCTI 3aIlyCKy MPOTPAMHOI0 3a0€3MEUYEeHHs 5K CepBICY
JUTs TIOCTIMHOT poOOTH Ha BebcepBepi;

— pO3pOoOHUTH MeXaHI3M 3anucy iHdopmarllli npo BUIBJIEHI aTaku B JOr-(aiin
JUIS1 IOAQJIBIIIOTO aHATI3Y,

— pO3poOUTH MeXaHi3M croBiiieHHs B Telegram Bot npo 3aificHeHHS aTakH;

006’exkr pocaimkennsa. OO'ekToM MOCHIKEHHS € BeOcepBepHu, IO

GYHKIIIOHYIOTh TiJ YIOpaBIIHHAM oOlepaiiiiHoi cucremu Linux, 30kpema



BeOcepBep Apache, siki mignatoTbes arakam Tumy Slowloris.

IIpenmer aocaimKeHHs. [IpenmMeToM AOCHIIKEHHS € METOAM Ta
QITOpUTMHU BUSIBJICHHA 1 MiHIMIZalii BmiuBYy Slowloris arak Ha BeOcepBepw,
BKJTFOYAI0YM PO3POOKY MPOTPaMHOTO 3a0e3MeUeHHs sl 3aXUCTy BeOCEepBEpIB Bl
TaKUX aTak.

Metoaun pociaigxenb. [[ns po3B’s3aHHS TOCTABJICHMX 3a/Jad y JIaHIi
kBasTi(ikaIfiitHiii poOOTI BMKOPHCTAHO: aHAJI3 3arajJbHUX METOJIB 3aXUCTy BiJ
Slowloris arak, CTBOpEHHS MpPOTrpaMHOro 3a0e3MeuYeHHsT 3 BUKOPUCTAHHAM
BJIOCKOHQJICHOTO QJITOPUTMYy 3axUCTy nJa BusiBieHHs Slowloris araku Ta
omoxyBanHs [P-agpec 3710BMUCHUKIB, MPOBEACHHS EKCIEPUMEHTATBHUX aTaK Ha
BeOCepBep ISl TECTYBAaHHS IPOrPAMHOT0 3a0€3MEUEHHS.

HaykoBa HoBHM3Ha ojep:xkaHux pe3yiabTaTiB. HaykoBa HoBuU3Ha
OJIepKaHUX pe3yibTaTiB KBadidikaliiiHoi poOOTH TMOJSITaE B yJIOCKOHAJEHHI
QITOPUTMY Ta MPAKTHYHIA peaizallii mporpaMHOro 3aXUCTy, SIKUM CHpSIMOBaHHMA
Ha 3axucT BeOcepsepiB B Slowloris atak Ha matgopmi Linux. Po3pobnenuit
3aXMCT BKJIIOYa€E B cebe 1HTerpaimiro 3 OpaHaMayepoM [JIsi MOKJIMBOCTI
OJIOKYBaHHS aTaku B PealbHOMY Yaci, CUCTEMY JIOTYBaHHSI aTakd Ta MOXKIUBICTh
oTpuMaHHs crioBimeHb Ha Telegram Bot mpo iHIMIEHT.

IlpakTuyHe 3HAYEHHS] OTPUMAHMX pe3yJbTaTiB. [IpakTuuHe 3HAYCHHS
OJIep>)KaHUX PE3YyJIbTATIB MOJSATa€ B MOXKJIMBOCTI BUKOPUCTaHHS pPO3pOOJIEHOrO
MPOTrPAMHOTO 3aXUCTY JUIsl MIJIBUILIEHHS CTIHKOCTI BeOcepBepiB 10 Slowloris aTak.
BukopuctanHs 1BOTO 3aXHCTy MOXKE JOMOMOTTH aaMiHiCTparopaMm Ta
crierjiaictam 3 KibepOe3neKku MoKpalaTu HaAiiHOCTI Ta Oe3MeKy BeOCepBiCiB.
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1 OTJISIJI [TPEJIMETHOT OBJIACTI

1.1 OcuosHi [Tousrrsa Slowloris aTaku

Slowloris araka - 1e BuUJ aTakd Ha BeOcepBep, CHOPSIMOBAaHUN Ha
3aBOJIOJIIHHS HMOro pecypcaMud 1 BIIMOBY Y OOCIYyroBYBaHHI JICTITUMHHUX
kopuctyBauiB [1]. Ha3Ba "Slowloris" moxoauTe Bijg Ha3BU TBapUHU - JIOpUCa
(anrin. "loris"). Jlopuc - 1e Manuii HIYHMM OpUMaT, SKUH JOCUTH MOBUIBHUN Ta
MaNCTEpHO TEpPEeCyBA€EThCS 4Yepe3 TUIKU AepeB. AHAJIOTIA MOJISATa€ B TOMY, IO
Slowloris aTaka mye MOBLJIbHA 1 CIIOKIMHO PO3TATYETHCS B 4acl, CIIOCTEPIrarouu
32 CBOEI0 IKEPTBOIO 1 CIOXKHMBAKOYM 1l PECypCH IMOCTYIOBO, SIK JIOPHUC
MEePEMIIIYETHCS IO T1IKAX.

OcHoBHI TOHATTA, TOB's3aHl 3 Slowloris aTakoro, BKIIOYAalOTh KIJIbKa
BaXIMBUX MOMEHTIB. [lo-nepie, cepBep — 1e BeOcepBep, kUil 00poOsie 3annuTu
Bl KIIIEHTIB, IO € aTakyrouuMu. KJi€eHT, y CBOIO dYepry, € mporpamoro, Iio
3anuTye B BeOcepBepa iH(opMmailito Ta BUKOpPUCTOBYE Slowloris TeXHIKY s
3MiicHeHHsT aTtakd. Slowloris TexHika Tmoyisirae B TOMY, ULIO0 aTaKylO4ui
HAMara€eThCsl yTPUMAaTH BEJIMKY KUIbKICTh BIAKPUTHX 3'€THAHb 3 BEOCEPBEPOM, IIIO0
NPU3BOINTH J0 BUAUICHHS CEPBEPOM PECypCiB Ha KOXKHE BifKpUTe 3'eTHaHHS [2].

[le BUKIMKaE HETOCTYNHICTH BeOcepBepa ISl JIETITUMHUX KOPUCTYBAdiB,
OCKIJTbKM BCI JIOCTYIHI pecypcH CHpsIMOBaHI Ha OOCIyTOBYBaHHSI aTaKyIOUHX.
OmuuM 3 kIOYOBUX MOMEHTIB Slowloris araku € 3aTpuMka 3amuTiB, KOJU
aTaKylOUMd HaMaraeTbCsl 3aTPUMaTH BIAMPABKY IMOBHHUX 3allUTIB, BIAKPHUBIIH
3'€lHaHHsA, ajle HE 3aBepllyloud iX NoBHIcTIO. Lle 3myinye cepBep odiKyBaTH
3aBEPIICHHS 3aIUTy Ta yTPUMYBATH BIIKPHTI 3'€ THAHHS.

Slowloris mparttoe, BukopucToByroun 3arosnioBok «Keep-Alive» 3amuty
HTTP. Ileit 3aronoBok iHpoOpMye cepBep Mpo Te, M0 B MaOyTHHOMY OYIyTh
JIOJIATKOB1 3alUTH, TOMY 3JOBMHUCHUK MOXXE HAJICIaTH KUIbKa HE3aBEPIICHUX
3anmuTiB 1 TpuMatu iXx Bimkputumu [3]. Lle mpu3BOAUTHE 10 TOrO, IO CEpBEp
Jocsirae JIMITY 3’€JHaHb 1 HE MOXKE€ OOpOOJATH HOB1 3alUTH BIiJlT 3aKOHHHUX

KopucTyBauiB. [I0TIM 37TOBMUCHUK HAJCHJIA€ JOAATKOBI HEMOBHI 3alHTH, 1100

10



30eperTe KOHTPOJIb HaJl ICHYIOYMMU 3’ €JHAHHSMHU Ta 3aI00ITTH OCTYITY 3aKOHHHUX
KOPHUCTYBadiB 10 cepBepa. Haacwimaroum HOCTATHIO KUTBKICTh JAHUX 3 KOXKHUM
3aIUTOM, alie He 3aBEPIIyIOYH HOTO, 3IIOBMUCHUKN €(hEKTHBHO 3B’ SI3yIOTh peCypCcH

BeO-cepBepa Ha TpuBauii epion yacy (pucyHok 1.1).

Normal HTTP connection (complete HTTP request -
response cycle)

3

user web server

Slowloris attack (incomplete HTTP requests) A

YyYYyYyyyy

threat actor web server

Pucynok 1.1 —ITpunuun 3aiiicaensst Slowloris ataku Ha BeOGcepBep

3JI0BMUCHUKH MOXKYTh BUKOPHUCTOBYBAaTH OOT Mepexi abo 1HIIN MepexeBl
pecypcu A OJJHOYACHOTO HaJCHIIaHHA 0aratbox 3amuTiB Ha BeOcepBep (PUCYHOK
1.2). e no3Bosie 30UTHITUTH CUTy aTak® 1 11 3MaTHICTh NEPEBAHTAXKHUTH CEPBEP
[4]. Atakyroumii TOCTYHOBO BHCHAXY€E pECypcH cepBepa, 1 Iie¢ MOXe OyTh

HAJ3BUYaiHO €()EKTUBHUM IIPU BEJIMKINA KUIBKOCT1 OJJHOYACHUX 3'€THAHb.

11



threat actor

Incomplete HTTP
requests

user

web server

\ botnet

e — — —

/

Pucynox 1.2 —I1punuum 3aiiicHeHHst Slowloris aTaku 3 BAKOPUCTaHHSIM 00T Mepexi

Buxopucranns mnpuctpoiB loT nns  Slowloris araku € 0coOauBo
HEOE3MEeYHUM, BPAXOBYIOYM 3pOCTAIOUy KUIBKICTh TaKUX TPHUCTPOIB Ta IXHIO
oomexeny Oesneky. IIpuctpoi 10T 3a3Buuail MaroTh 0OMeEXeH1 OOUYUCITIOBAIBHI
pecypcu Ta MpOCTi HANAIITYBaHHS O€3MEKH, 110 POOUTH iX Bpa3JIMBUMU JI0 B3JIOMY
Ta MOJAJBIIOTO BUKOPUCTAHHS B OOTHETax isl 3MIMCHEHHS arak. ATakyroui
MOJKYTh 3aXOIUTH KOHTPOJIb HaJl yncieHHuMU loT-tipuctposmu, 06’ €IHyI0UH iX Y
6ot Mepexi. [lotim 11 60T Mepexa MOKEe BUKOPHCTOBYBATHUCS MJIsi 3M1MCHEHHS
Slowloris aTak Ha BeOcepBepH. 3aBIAKU BEIUKIN KIJIBKOCTI IPUCTPOIB, aTaKa MOXKE
OyTH HaI3BUYAMHO €(PEKTUBHOI, HABITH SKIIO KOXEH OKPEMHUU MPHUCTPIH
HAJICUJIA€ JIUIIE HEBEJINKY KUIbKICTh 3aIUTIB.

Ockinbku Slowloris aTaka XapakTepus3yeTbCs HU3BKUM 00CSToM Tpadiky,
IO BIANPABISETHCS aTaKyIOUUMH 1€ pOOUTH 11 BaXKKOIO JUIsl BUSIBJICHHS, OCKIJIBKU

BOHA HE I'eHepYy€E 3HAYHUM OOCAT JaHUX.
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1.2 Iini Ta pe3ynbratu Slowloris ataku

Onniero 3 ocHoBHUX winedl Slowloris ataku € 3aBOJIOMIHHA pecypcaMu
BeOcepBepa. ATaKkylounidi HaMaraeThCs BUKOPUCTOBYBATHU BCl JOCTYIIHI 3'€THAHHS
710 cepBepa, MePEeBaHTAKYIOUN HOTO PECYPCH Ta CIIOKUBAIOUH 1X

Omun 3 oueBHAHUX pe3ynbTaTiB Slowloris ataku - me TuMuacoBa abo
TpHUBaja HEJAOCTYIHICTh BeOcepBepa /Il JETITUMHUX KOopucTyBadiB. CepBep MoOxke
OyTH TIepeBaHTaXCHHM 1 HE 3JaTHUHN BIANOBiAaTH HA 3amuTH. lle MOXe BIUIMHYTH
Ha KOPUCTYBAuiB Ta MPU3BECTH O BTPATH NPUOYTKY /7S BIACHUKIB BeOcepBepa.

Slowloris aTaka Moke MPU3BECTH /10 TOTO, IO CEPBEP pearye MOBLILHO Ha
3anuTH. Lle Mo)ke BIUIMHYTH Ha KOPUCTYBAYIB, K1 CIOCTEPITal0Th 332 3MEHIICHHIM
HIBUKOCTI OOPOOKH IXHIX 3alUTIB.

Slowloris araka Mae cepiio3HMI1 BITMUB Ha BeOCEpBEPH Ta 1XHI KOPUCTYBAYi.
Bona chopsiMoBaHa Ha JOCSATHEHHS PI3HUX IUJIeH, BKIIIOYAIOYM 3aBOJIOJIHHS
pecypcamu cepBepa, BUMOI'M BHUKYILY, CTBOPEHHS HEJOCTYNHOCTI Ta BIUIMB Ha
penyTaiito. 3axucT Bia Slowloris aTaku € BaXJIMBUM JJisl 3a0€3MEUCHHST Oe3MeKu
BeOcepBepiB. Ll aTaka mMoxe MPU3BECTH A0 3HAYHUX BTpAT ISl Oi3HECY, KU

00CITyroBY€eThCSI BEOCEPBEPOM, 1 MOKE 3aBAATH IIKOJly peryTalii opraHizarii.

1.3 Orunsan 3araabHUX METOIB 3aXuCTy Bif Slowloris aTak

3axucty Big Slowloris arak Bkiroyae B ceOe PI3HOMAaHITHI TEXHIKH Ta
M1IXO0/IH, CTIPSIMOBAHI Ha 3MEHILICHHS] pU3UKY Ta MiHIMI3all1F0 HACIIIKIB II1€1 aTaKy.

Onun 3 mepmux KpokiB y 3axucTi Big Slowloris - 1me BIOCKOHAJICHHS
koH(irypamii BeOcepBepa, 30Kpema 30UTBIIEHHS MaKCUMAalbHOI KIJIBKOCTI
OJIHOYACHUX 3'€JHaHb, SKy cepBep Moxe oO0poOsaTH. TakoX, BaXKIMBO
HaJIAIITYBaTH TaWMayTH JIJIs 3aBEPIICHHS HEAKTUBHUX 3'€ THAHb.

[TapameTp 110 BKa3zye MaKCHUMajlbHy KUIBKICTh OJHOYACHUX 3'€HAHb, SIKI
BeOcepBep MoXke OOpOOJISATH MOXKE 3HAUYHO MOKPAIIMTH CTIMKICTH A0 L€l hopmu
aTakd. 3a3BUYail BCTAHOBIIOETHCSA 3HAYHO BUIIE, HIK 32 3aMOBUYBAHHSM, OCKUTBKH
OJIHIE0O 3 OCHOBHHMX XapakTepucTuk Slowloris araku € Beauka KUIBKICTh
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OJTHOYACHUX HE3aBepIIeHWX 3'eqHaHb. HamamTyBaHHS I[hbOTO MapaMeTpa Ha
3HAUCHHS, SIKE BUIIE BIiJ] TUIIOBOTO HABAaHTAXKCHHS, MOXXE 3poOUTH BeOCepBep
MEHIII BPa3JIMBUM JI0 aTak. AJle MOTpiOHO BpaxoOBYBAaTH 10 MOKJIMBOCTI cepBepa
HE € 0e3MeXHI 1 TAKOXK MOXKYTb OyTH BUYEpIIaHi.

[lapameTp, MmO BHU3HAYA€ Yac OYIKYBAHHS [JIsl 3aBEPIICHHS AKTHUBHOTO
3'€lHaHHS TMICJIsI OTPUMAHHS 3alUTy MOXE 3MEHIIWTH IIKOIY BiJI AaTaKu.
3MEHIICHAST I[LOTO 3HAYCHHS JONOMarae€ 3MEHIIMTH 4Yac, MPOTITOM SKOTO
aTaKyloYui MOXKEe YTPUMYBaTH aKTUBHE 3'€IHaHHS 0€3 BIANPABKU MOBHOTO 3aIUTY.
3a3BUuall pEeKOMEHAYEThCS HANAIITOBYBAaTU 1€ 3HAYCHHS HAa HU3BKUW pIBEHb,
Hanpukiaza, 5-10 cexyHa. Aje npu BUKOPUCTAHHI BEJIMKOI OOT-MEPEXi 3 BEIUKOIO
KUTBKICTIO OJTHOYACHUX 3aMHTIB e(PEeKT BiJl 3aCTOCYBaHHS JIAHOTO MapaMeTpy Oylie
3MECHIITYBaTHUCh.

BeGcepBepu MaroTh Mojyni abo IUIariHd, K1 po3poOJieHi 3 BpaxyBaHHIM
MOTEepeIHIX MapaMeTpiB JIJIsl 3MEHIIIeHHS BIUIUBY Slowloris ataku.

[Ipu 3pgilicHeHH1 aTaku 3 0aratboX JKEepesd BUKOPUCTAHHS MOMAYJIB IS
Apache, siki MOXXyTb TTOM SIKIITMTH aTaky He aae Oaxanoro edekry [5]. Ockinbku
mod_reqtimeout e(pEeKTUBHO BIJAKWAAE TMOBUIbHI 3’€JHAHHSA, aje Le He
MEPEIIKO/KAE CTBOPEHHIO IUX 3’€qHaHb. lle o3Hauae, 1Mo mij 4yac MiJIbIOBOTO
nepiony odikyBaHHs mod reqtimeout ciotu miakiarOdeHHS Apache MOXyTh OyTH
3anoBHeH1. mod_antiloris 3anmo6irae HaATO BEIUKIM KIIBKOCTI MOBUIBHUX 3'€IHAHD,
CTBOpeHHX 3 onHoro kiieHta. lle ycyBae Hemomik mod reqtimeout, aie mnpu
BUKOPUCTAaHHI OOT Mepexi 1€ TaKOX He NPUHOCUTh OYIKyBaHOTO €(QeKTy.
mod_limitipconn koHuentyanbHO cxoxui Ha mod antiloris, aine mod _limitipconn
CIPAIbOBYE 3aHAATO MI3HO 1 HE MOke ToM akmuTH Slowloris. Bin mpusHnauenuit
s moBepHeHHss HTTP 503 wimieHTy, sKIIO KIEHT poOUTH 3aHAATO Oarato
3’€¢HaHb, ajieé TPUITYCKA€, IO KIIEHT Oa)xxae OoTpuMaTH BiAmoBiab. Slowloris,
3BUYAMHO, I[OTO HE MOTpedye, TOMY CJIOTH TIIKIIOUYECHHS 3aJIMIIAI0THCS

3aHATUMMU.
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PeBepc-mipokci cepBep MOXe BHUCTYMaTH B SIKOCTI TIOCEpEIHUKA MIXK
KIIIEHTaMH Ta BeOCEpBEpPOM, PO3MOAUIAIOYN Ta oOMexyrounm Tpadik [6]. Llew
MoCepeHUK MpUMae BC1 3alIMTH BiJ KJIIEHTIB Ta MIepeaae iX Bebceprepy.

PeBepc-mipokci  cepBep  MOKE€  pO3MOAULSITH  HABAaHTAXEHHS MK

BeOcepBepamu (pucyHok 1.3).

web server A

T~

FEVErs proxy
server
web server B

user

Pucynok 1.3 —IIpunim poboT peBepc-mpoKci cepeepa

[le o3Havae, M0 BIH MOXKE PO3AUIMTH 3aUTH MK KUTBKOMa €K3eMILIsIpaMu
BeOcepBepa abo cepBepaMu 3a JIONMOMOTOI OajaHCYBaHHS HaBaHTAXKECHHS. SKIIO
OJIMH 13 cepBepiB cTae MileHHI0 Slowloris aTaku, iHIII CEpBEpU BCE OJHO MOXKYTh
oOCITyroByBaTH 3alliTH, 3MEHINYIOYM BIUIMB aTaku. PeBepc-mpokci cepBep MOxke
aHaI3yBaTH BCl BX1JHI 3alIUTH MEpPEJ TUM, SIK Nepeaatu ix Bedcepsepy. Bin Moxe
BUKOPUCTOBYBATH Pi3HI MpaBujia Ta GuIbTpH, 00 BUSIBIATH aHOMAJI1, K1 MOXKYTh
Oytu xapaktepHi aisa Slowloris ataku. IIpokci MoXke BCTaHOBJIIOBATH TallMayTH
JUIs 3'€THAHB Ta OOMEKEHHS Ha KUTBKICTh OJJHOYACHUX 3'€IHaHb, K1 MOXKYTh OyTH
cTtBopeHi 3 oxHoro IP-ampecu. lle momomarae 3MEHIIMTH 4Yac, MPOTATOM SKOTO
Slowloris ataka Mo)ke yTpUMyBaTH aKTHUBHE 3'€JHAHHS Ta 3MEHIITUTH MOXJIUBICTh

CTBOPCHHSA 0araTbox HC3aBCPUICHUX 3'€I[H21HB.
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3a 101moOMOro10 peBepc-IpoKCi cepBepa MOKHA CTBOPUTH JI0IaTKOBUM Oap'ep
MDK KJIIEHTaMHU Ta BEOCEpBEPOM, 110 3MEHIIYE BPA3IHUBICTh cepBepa 10 Slowloris
atakd. KpiM TOro, peBepc-mpoKci MOXeE BJIOCKOHAIUTH 3arajibHy Oe3leKky Ta
e(eKTUBHICTb CEpBepa, 3a0€3MeUyI0UH 3aXUCT BiJ] IHIINX 3arpo3.

[HIIMM METOAOM 3MEHILICHHS BIUIMBY aTaKu € BUKOPUCTAHHS OpaHIMayepiB
s OnmokyBaHHs [P-aapec, 3 sikux 3miicHIoroThest Slowloris ataku. Po3poOka
QITOPUTMY, METOJIMKH ITLOTO TIPOIIECY Ta HOTO aBTOMATH3aIlis MOXE JOTIOMOTTH B
e(heKTUBHOMY BUSBJICHHI Ta OJIOKYBaHH1 aTaKyHO4YHX.

bpannmayep (firewall) - me mporpama abo amapaTHuMil TPUCTpiH, SKUN
KOHTpPOIIOE Ta (UIBTpyE MEpEKeBUN Tpadik Ha OCHOBI MPaBUI Ta MOJITUK
oesmekw [7].

OnuH 3 OCHOBHUX METOJIB 3aXHUCTy Bia Slowloris araku - 1e GJ0KyBaHHS
IP-anpec, 3 sxux 3aiiicHIOIOTHCS aTtaku. bpannMayep Moxke OyTH HanalITOBaHUN
JUTsT OOMEXKEHHS KUIBKOCT1 OJIHOYACHUX 3'€/THaHb, sIKI MOKYTh OyTH BCTaHOBJICHI 3
onHoro IP-aapecu. lle nmomomarae 3amoOirTv mepeBaHTaXXEHHIO BeOcepBepa
Slowloris arakor. Aje TpU BUKOPUCTAHHI BEIUKOi OOT-MEpexki 3 BEIUKOIO
KUIBKICTIO OJJHOYACHUX 3anuTiB 3 pi3HUX [P aapec edexT Bix 3acTocyBaHHS Ili€l
MO>KJIMBOCTI OyJ1€ 3MEHIIIYBaTHUCh.

BaxxnuBo peryisipHO OHOBIIIOBAaTH TpaBWia Ta TMOJITUKH OpaHaMayepa,
OCKIJIbKM aTaKyroodi MOKYTh aJanTyBaTH CBOi MeToau. bpaHaMayepu € BaKIMBUM
KOMITOHEHTOM Oe3Mneku Juis 3axucty BeOcepBepiB Bij Slowloris atak Ta iHIMX
3arpo3. HanamroBaHuil MpaBWwIbHO OpaHaMayep JoroMarae 3MEHIIWTH BIUIUB
aTaky Ta 3a0e3neunTy Oe3IeKy cepBepa Ta JaHUX KOPUCTYBavlB.

MOHITOPUHT Ta JIOTYBaHHS € BaXKJIMBOIO YaCTHHOIO 3aXUCTy BeOCEpBeEpPIB BiJl
Slowloris araku Ta iHmux 3arpo3. Lleil mporec Bkiroyae B ceGe 3amuc Moiiid Ta
aKTUBHOCTI CepBepa I TMOAAIBIIOTO aHANI3y Ta BUSBICHHS IMiI03piioi abo
aHOMaJIbHOI aKTHBHOCTI. BebOcepBepu 3a3BHMYail MaioTh JKypHalW TOJIN, SKi
¢bikcytoTh BaxuBi noaii, Taki ssk HTTP-3anuTu, BianoBiai cepBepa, MOMUIIKU Ta
iHme. MOHITOPUHT Ta aHali3 LUX JKypHATIB JOTOMara€ BUSBISATH Mi0O3pLLY

aKTUBHICTh, TaKy sIK HAIMIPHY KUJIbKICTh 3'€JHaHb BiJ ojHiel IP-ampecu, 1mo Moxe
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Oyt o3Hakoto Slowloris aTtaku. MOHITOPpUHT MOXe BKJIIOUaTH B cebe
aBTOMATHU30BaHWN aHATI3 >KYpPHAIIB Ui BUSBJICHHS aHOMAaJbHOI aKTHUBHOCTI.
Hampuknazn, cucreMa Moke BUSBUTH HAJIMIPHY KUIBKICTh CHpoO 3’€IHaHHA 3
onHiei IP-agpecu Ta cioBicTUTH aaMiHICTpaTOpa Ipo IIE.

MoHiTopuHr MOKe OyTH 1HTErpPOBAaHMI 3 aBTOMATHU30BAHUMH CHUCTEMaMU
pearyBaHHs. BaxxiuBO BecTH MOKJIAAHI >KypHAIM TOJIA aKTUBHOCTI cepBepa.
Kypranmu maroTh BKIIOYaTH B cebe BaxumBy iH(popmariito, Taky sk IP-agpecu
KiieHTiB, 4yac momiii, URL-agpecu 3anuTiB, BiAMOBIAI cepBepa Ta iHme. Lle
JIOTIOMO’KE B aHaJi31 aTak Ta iieHTudikaiii miao3pumx [P-aapec.

KypHalin MOBHHHI PETyJSPHO aHaI3yBaTHCS aIMIHICTpaTOpamMHu OE€3MEKH.
[le mo3BoJIsie BYACHO BUSABJISITH 3arpo3u Ta BXKUBATH 3aXOJIB JIJIS X BUSIBIICHHS Ta
3anoOiranHs. JKypHalin MOMIA MICTATh BaXJIMUBY 1H(OpMAIIO, 1 BaXIUBO
3a0€e3MeYUTH X 3aXUCT BiJ HECAHKIIOHOBAHOTO AOCTymy. JloCTym 10 KypHaiiB
MOBUHEH OyTHU OOMEXKEHHI Ta 3aXUILEHUH BiJl BUTOKY 1H(OpMaIi.

MOHITOpUHT Ta JOTYBaHHS BaXJMB1 JJIs BuUsiBieHHA Slowloris aTtak Ta
IHITUX 3arpo3, a TakKoX g pearyBaHHs Ha Hux. lleil mpoiec momomarae
NiATpUMYBaTH Oe3neKky BeOcepBepa Ta KOPUCTYBAyiB, a TAKOXK CIPUSE BYACHOMY
pearyBaHHIO Ha MOTEHIIIMHI 3aTPO3H.

BrockoHaneHHs 3arajibHO1 O€3MEKU CepBepa € TAKOK BAXKIMBUM aCIIEKTOM
3axucTy Bia Slowloris araku Ta 1HIIKUX 3arpo3. 3arajibHa Oe3MeKa cepBepa BKII0UYae
B ce0e pi3HI 3aX0AM Ta HAJAIITYBaHHS, IO 3a0e3MeuyloTh WOro CTIMKICTh 10
pI3HUX BHUAIB aTak 1 HeOaXaHUX BTpy4aHb. PerynsipHe OHOBIIEHHS OInepaiiiHOl
cucTteMH, BeOcepBepa Ta 1HIIMX KOMIIOHEHTIB € KPUTHUYHHUM JIJIsi BJOCKOHAJICHHSI
Oe3neku cepBepa. BuUpoOHWKM BUIYCKAIOTh MaT4i, SIKI BUIPABJISIOTH BHBJICHI
BPa3JIMBOCTI, TOMY Ba)KJIMBO CJIJIKYBaTH 3a OHOBJICHHSMH Ta BCTAHOBIIOBATH iX
SIKOMOTa LIBUILIE.

Takox BaxJIWMBUM € MiHIMI3amis moBepxHi araku (Attack Surface
Reduction). [lessiki KOMIIOHEHTH Ta CIy:KOU cepBepa MOXYTb OYTH BIAKIIIOYEHI,
SKIIO BOHM HE BHUKOPUCTOBYIOTHCS, JUISI 3MEHIICHHS aTaKOBAaHOI MOBEPXHI.

Hanpuknan, HenoTpiOHi city0u a00 MOyl MOXKYTh OyTH BIIKJTIOUEHI.
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Jloctym 1m0 cepBepa Ta WOro pecypciB TOBHHEH OyTH OOMEKEHHUH.
Bukopucranns npunnuny Haimenmmx mpaB (Principle of Least Privilege)
JoroMarae 3a0e3MeuyrdTd Te, IO KOPUCTyBadl Ta MpPOUECH OyayTh MaTH JIMIIE
HEOOXITHI TTpaBa JOCTYIY.

Perynsipue pe3epBHE KOMiIOBaHHS BaXKJIMBUX JIAHUX 1 HAJIAIITYBaHb cepBepa
JI03BOJISIE BIHOBIIIOBATH CEPBEP Y BUIAJKY aTaku a0o0 HerepeadaueHux mpoosieMm.

BaxnuBo TakoX TOpUAUTUTH yBary Oe3meri Ha piBHI JI0JATKiB,
BUKOPHUCTOBYIOUYH 3aCO0M 3aXUCTY, sIKI BOYI0BaH1 y 1oAaTKH ab60 pperMBOPKHU.

Sxo cepBep 00CIyrOBYETHCS KOMAHOK0 aIMIHICTPATOPIB, BAKIUBO, 00
BOHM OyJM OCBiYEHI B rany3l O€3leKdM Ta 3/aTHI po3Mi3HABATH IM1103pLIY
aAKTUBHICTb.

BrnockonaneHHss 3aranpHOi O€3MEKHM cepBepa BHUMAara€ CHCTEMHOTO Ta
KOMIUIEKCHOIO IiAXoay 10 3axucty. Lle nomomarae 3abe3neuntu HauiiHy poOOTy

cepBepa Ta 3MEHIIIUTU HOTO BPa3NuBICTh 10 Slowloris aTaku Ta 1HIIMX 3arpo3.

1.4 BeOcepBep sk 11Ib aTaKu

1.4.1 Orasg pobotu BeOcepBepiB

3arayibHUN TOpUHIUIT pOOOTH BeOCEpBEpIB - 1€ NPOIeC HaJaHHS BeO-
CTOPIHOK Ta IHIIUX pecypciB kiieHTaMm uepe3 mnpotokon HTTP (HTTPS).
BeOcepBepu € OCHOBHMMHM KOMIIOHEHTaMH, SIKI 3a0e3MeuyloTh JAOCTyH [0
BEeOCTOPIHOK y BCECBITHIN Mepexi [8].

BeGcepBep ouikye Ha 3anmMTH BiJl KJIEHTIB, SKI MOXYTb OyTH
BeOOpay3epamMu, MOOUIBHMMH J0JaTKaMu a00 1HIIMMM MporpamMaMu. 3aruTu
HaJXOJSTh Yepe3 Mepexy, 3a3Buuai 3a gonomororo nporokony HTTP (TCP mopt
80) ado HTTPS (TCP nopt 443). Koxen 3anut mictuth URL, sikuii ineHTudikye
pecypc, skuil kimieHT O6axkae otpumatu. BeOcepsep anamizye URL ta Bu3Hauae,
akuii pecypc kiieHT 3anutye. Lle moxke O0yru HTML-ctopinka, 300pakeHHs,

BiJI€0, ayaiodaiin, crieHapii, craTuuHui Qaiiia abo TMHaMIYHO reHePOBAHUM BMICT.
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3aJIe’)KHO BiJl TUITY PECypcy, BEOCEpBEp MOKE OOpOOJSITH 3alUT PI3SHUMHU
cnocobamu. SIKIO 3amUTYyeThCsl CTATHUHUM (aiin, Takuil sk 300pakeHHs abo
HTML-cTopinka, cepBep MOXKe MPOCTO HamiciaaTh ¢aiia KiIieHTy 0e3 3MiH. Y
BUMAJKY JIWHAMIYHO TE€HEPOBAHOTO KOHTEHTY, CEpBEpP BHUKOHYE BiIMOBIAHUIA
cuenapii (PHP, Python aGo iHmmif) 1 CTBOpEHHS BMICTY Iepe]l BIAMPABKOIO
KITIEHTY.

[Ticnss oOpobku 3amuTy BeOcepBep TEHEPYE BIAMOBIAL IS KIIIEHTA.
BignoBine Bkimrouae B cebe HTTP-crarychuii kon (Hampukian, 200 OK nmms
ycrimHoro 3anuty abo 404 Not Found mns BizcyTHOCTI pecypcy) Ta 3arojoBKH,
K1 MICTATh 1H(OpMaIlilo nMpo BMICT BiAnoBiAl. Bmict moxe Oytu HTML-konom,
TEKCTOM, 300paKeHHSIMH, BifIco, ay10 a00 Oyab-SIKUM IHIIUM BUIOM JTaHUX.

[Ticns renepanii BIANOBIAL CEpBEp BIANPABISAE i KIIEHTY YEpPE3 MEPEKY.
Bianosinb mictuthes y Burisiai HTTP-makeTy Ta nepegaerbes uepes BeOMpOTOKOI
KITIEHTY.

BebcepBepu MOKyTh 00CITyrOoBYBaTH 0arato 3aluTiB OJJHOYACHO Bij Pi3HUX
KIIIEHTIB, 10 3a0e3Meuye MBUAKWAN JTOCTYII 10 BMICTY JiJIsi 0araTboX KOpPHUCTYBadiB
OJTHOYACHO.

[Ticnst BimmpaBKU BIAMOBIAI BeOcepBep 3aBepiye 3'€AHAHHS 3 KIIEHTOM.
3a3Buuai, 1€ BUKOHYETHCS 3a JOTIOMOTOI0 MEXaHi3My 3aKpUTTSA 3'€IHAHHS B

nporokoni HTTP.

1.4.2 ApxitekTypa BeOcepBepiB

BeOcepBepu MokHa pPO3AUIMTA Ha JiIBA OCHOBHHMX THIIM AapXITEKTYpPH:
IIOTOKOBI Ta aCHHXPOHHI [9].

Apache € mnorokoBum BeOcepBepom [10]. IlotokoBi BeGcepBepu
BUKOPUCTOBYIOTh MOJieJIb OOpOOKHM 3aluTIB, J€ KOXXEH 3amuT 00poOIseThCs
OKPEMHM TIOTOKOM a00 MPOIIECOM.

Konn ximieHT Hajcuiae 3amuT 10 MOTOKOBOTO BeOcepBepa, CEpBEp CTBOPIOE

OKpeMHil TIOTiK abo mporec st 06poOku 1boro 3anmuTy. Lle o3Havae, MO KOXeH
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3alUT OOpOOJIAETHCSA BiOKpeMiIeHO Bij iHmMmMX 3anmuTiB [11]. ¥V moTokoBux
CepBepax, KOKEH MOTIK abo mporec OJOKyeThes Tif dac oOpoOku 3amuty. lle
MOKE€ TPHU3BECTU [0 OJIOKYBaHHS BCHOTO CepBepa B pasi BEIMKOI KUIBKOCTI
3anuTiB. [I0TOKOB1 cepBepH 4YacTo MO3BOJIAIOTH PO3POOHMKAM BUKOPHUCTOBYBATH
CUHXPOHHHMI KOJI, IO TMOJIETIIy€e po3poOKy noaaTkiB. Po3poOHMKaM He MOTpiOHO
n0aTi Tpo OOpOOKYy KOHKYPEHTHHX IIpolieciB abo moTokiB. barato moTokoBux
cepBepiB, 30kpemMa Apache, miATPUMYIOTH PO3IMIMPEHHS Ta MOAYJI, SKI MOXHA
BUKOPHCTOBYBaTH Il PO3MIMpeHHs (YHKIIOHAJIBHOCTI cepBepa. Apache
00CIyroBy€ CTATHYHUN BMICT, BUKOPUCTOBYIOUM TPATULIAHUNA (allioBHA MiAXII.
Opniero 3 nepeBar BeOcepBepa Apache € oro 31aTHICTh BHYTPIIIHBO OOpOOISATH
JTUHAMIYHUN BMICT, HE TMOKJIAJal0YKMCh Ha 30BHIIIHI KOMIOHEHTH. Bin 00pobiise
JUHAMIYHUM BMICT, IHTETPYIOUM MPOLECOpP BIANOBIIHUX MOB NPOTPaMyBaHHS B
KOKeH pobounii ekzeMiunsip. KopuctyBadi MOXyTh akTUBYBaTH L€ mporecop 3a
JONOMOTOI0  JIMHAMIYHO  3aBaHTaXyBaHWUX  MoxayniB. Apache  mo3Bosse
KOPUCTYBa4yaM BCTaHOBIIOBATU MoHaJ] 50 oQIUIMHHUX 1 CTOPOHHIX MOAYJIIB. BiH
TaKOX MIATPUMYE TUHAMIYHE 3aBAHTAKECHHSI MOMAYJIB Uil OUTbIn €()EKTUBHOTO
BUKOPUCTAaHHA TNaM'ATi. Xo4a OCHOBHI (YHKIIi cepBepa 3aBXAW JOCTYIIHI,
KOPHUCTYBadl MOXKYTh 3aBaHTAKYBAaTH Ta BUBAHTAXXyBAaTU MOy, III00 3MIHIOBATH
ix. Monayni Apache MOXyTh BHMKOHYBAaTH pI3HI 3aBJaHHsS, Taki K 0OpoOka
JUHAMIYHOTO BMICTY, BCTAHOBJIEHHS 3MIHHMX CEPEIOBHILNA Ta MEpPENuCyBaHHS
URL-anpec.

BeOcepBepu Apache miaTpumyroTh 10AATKOBY KOH(Irypaio KOKHOTO
KaTajory 3a jornomMororo ¢aimis .htaccess. BoHu 103BOJISIOTh HEMPUBLICHOBAaHUM
KOpHCTyBauaM KOHTPOJIIOBATH MEBHI acleKTH BeOCAaWTy, He HAJAI0Uu iM JOCTYILY
710 pefaryBaHHs OCHOBHUX KOH(IrypamiiHux (aiiis.

Nginx - e mpukiag acCHHXpOHHOTO cepBepa [12]. AcuuxpoHHi BeOcepBepH
BUKOPUCTOBYIOTh MOJIeNIb OOpOOKH 3amuTiB, J€ OJWH IMOTIK a00 MpOIeC MOXKE
oOciyroByBaTu OaraTo 3amuTiB Oe3 OJOKyBaHHS. NgInX BHUKOPUCTOBYE MIIX1f 13
ACHHXPOHHOIO, HEOJIOKYIOUOI0, KEpOBaHOIO momismu apxitekryporo [13]. Lle

JI03BOJIIE BeOCEpBEpY 0OPOOJISATH KibKa MIAKIIOUYEHh B paMKaX OJHOTO IPOIIECY.
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NginX mae TOJIOBHMIA Tpollec, KWW BHKOHYE IMPHBLICHOBaHI omeparii, Taki sk
IpuB’A3Ka 10 TOPTIB, YHTAHHA 1 OLIHKA (ailniB KoH(]irypamii Ta CTBOPEHHS
JOYIPHIX MPOIIECIB.

ACHHXPOHHI CepBEpH PO3POOJICHI Tak, MO0 OAWH MOTIK abo MmpoIec Mir
oOciyroByBaTu OaraTo 3aluTiB OJHOYAcHO, 0e3 OiokyBaHHs. Lle mocsraeThes 3a
JIOTIOMOT'OI0 ACMHXPOHHUX OTepalliid Ta HEUITKOTO OOMEXKEHHS pecypciB. 3aBAsKU
ACHHXPOHHINA apXiTEKTypi, CEpBep BHUTpAdya€ MEHILIE PECYpCiB Ha CTBOPEHHS Ta
KepyBaHHS IIOTOKaMH a0o0 mpoliecamMu, IO J03BOJsie HomMy OyTH OUIBII
OPOAYKTUBHHM Ta  IIBUAKAM. ACHHXPOHHI  CEpBEpM  BUKOPHUCTOBYIOTh
HEOJIOKYI0Uy MOJEIb O0OpOOKH, IO JO03BOJISIE CEpBEpYy OOpOOIATH 3anmutu Oe3
OYIKyBaHHS 3aBEpIICHHs IMonepeaHix omepariid. NQINX igeaabHO MIXOIATH IS
oOCIyroByBaHHsI 0araTbOX OJHOYACHUX 3'€/IHaHb, 110 POOUTH iX MOMYJISIPHUMH
JUISL 3a/1ad  PO3MOJUTY HaBaHTaXXEHHS Ta OOCITYyroBYBaHHS BEJIMKUX OOCSTIB
Tpadiky.

Nginx TakoX BIJOMUN CBO€IO 3JaTHICTIO MpaLIOBATH K PEBEPC-TPOKCI
cepBep Ta 3MAIMCHIOBAaTH KEIIyBaHHS, IO IIOJIETIIYyE PO3TOPTAaHHS CKJIAJIHUX
iHppacTpykTyp [14]. 3 TOuKHM 30py OOCIIyroBYBaHHS CTaTUYHOTO BMicTy, Nginx
HIBU/IIIE, HK Apache, OCKUTBKY BiH KeIlye cTaTU4H1 (haiiiu.

Onnak NQinx He Mae BOYIOBaHOT MOKJIMBOCTI JTUHAMIYHOI OOPOOKH BMICTY.
Jlnst oOpoOKM AMHAMIYHOTO BMICTY BiH NMOBMHEH IEpeAaTH 3allUTH 30BHIITHBOMY
npoiiecopy, Hanpukiaa FastCGl Process Manager (PHP-FPM). et 30BHimHii
MPOLIECOP IHTEPIPETY€E 3aUTH B JIMHAMIYHUNA BMICT 1 HaJCUJIa€ pe3ybTaT Ha3al
Ha BeOcepBep. Kosu BeOcepBep oTpuMae BMICT, BIH TepeacTb pe3yjabTaTu
KITieHTy. NgInX MPOTOHYy€E pi3HI OQiIiiHI Ta CTOPOHHI MOMYNI JJIsl iHTEerpaiii B
OCHOBHE mporpamHe 3abe3rneueHHs. OJIHAK BIH HE MIATPUMYE JAUHAMIYHE
3aBAHTAXKEHHS MOJAYNiB. IX MHOTPiOHO CKOMIIIIOBATH y paMKaX OCHOBHOTO
IPOrpaMHOTr0 3a0€3MeUEHHS.

Ha Biaminy Big Apache, Nginx He MmiATpUMYy€ HaNAIITyBaHHA Ha PiBHI
Karajory. Xoya L€ MNpPU3BOJUTH 10 OOMEXEHOI THYYKOCTI, II€ JOIoMarae

MIJBUIIUTH e(DEeKTUBHICTh caiTy. Ockinbku Nginx Hemae (yHKIII MOIIYKYy Ta

21



iHTepnpeTyBaHHs (haimiB .Ntaccess 1e m1o3BoJisie 0OCTYroBYBaTH 3alUTH IIBHIIIE
HiK Apache. Nginx 3abe3nedye Oe3rneky cepBepa, 3a0OpPOHSIOYH JIOAATKOBY
KOH(}ITypallito, OCKUIBKH JIMIIE KOPUCTYBadl 3 MpaBaMU 100t MOXKYTh 3MiHIOBAaTH
HaJIAIITYBaHHs CEpBEPa Ta CauTy.

OOuparo4y MiK MOTOKOBUM 1 aCHHXPOHHUM CEPBEPOM, BapTO BPaXOBYBATH
KOHKPETHI MOTpeOH MPOEKTYy, PECYpCH cepBepa Ta OUiKyBaHy 3aBaHTa)KCHICTb.
Benuka yactuHa BeO-caiTiB Ta 10aTKiB BUKOPUCTOBYIOTH OOMIBA TUIIU CEPBEPIB

y CBOIX apXiTEKTypax.
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2 CTBOPEHHA TA HAJIAINTYBAHHA TECTOBOI'O CEPEJJOBUIIA

2.1 Cxema TeCTOBOIO Cepe/IOBUIIA

Ha pucynky 2.1 nokazana cxeMa T€CTOBOTO CEPEAOBHILA JIJISI MOJIEIIOBAHHS

Slowloris aTaku.

_________________________ ~
————————————————————— -~ \|
\
. |I Ethernet 0 DMZ I I
3oBHIWHA IP: 192.168.1.100 : | |
NETMASK: 255.255.255.0
mepexa I GW: 192,168.1.1 |
I ||
MapwpyTusaTtop |I | I
MikroTik CHR | Ethernet 1
IP: 192.168.1.1 |
Ethemnet 0 d METMASK: 255.255.255.0 -
IP: 192.168.0.222 g N |
METMASK: 255.255.255.0 Ethernet 2 ~ |
GW: 192.168.0.1 IP: 192,168.2.1 \
NETMASK: 255.255.255.0 JNokaneHa |
BipTyansHuii Mep&)l(a I I
KOMYTaTOP I
|
KaliLinuxZ I I
Windows 11 I |
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] 3 KOMYTETOR @ I I
i/ Ethernet 0 Il Ethernet 0 E-:\_“ I
IP: 192.168.0.105-106 | IP: 192.168.2.10 _4 | |
E%Egshggigﬂ | NETMASK: 255.255.255.0 |
GW: 192.168.0.1 A GW: 192.168.2.1 J
______ - _
|
Finepsisop VMware ESXi |
/
_________________________ -

Pucynok 2.1 — CxeMa TecToBOro cepenoBHIia Jijis npoBeaeHHs Slowloris araku

Cxema TecTOBOTO cepefoBuia sl TpoBeAeHHs Slowloris araku Ha
BeOCEepBEp CKIIAIa€ThCsl 3 HACTYMHHUX €JIeMEeHTIB: rineppizop VMware ESXi,
30BHiIIHA Mepexa, DMZ, BHyTpimHs mepeka, mapipytusatop MikroTik CHR.

INmepBizop VMware ESXi € ocHOBOWO cxemu Ta BIAIIOBIIaE 3a
BIpTyalni3aififo pecypciB (i3UYHOrO0 cepBepa 1 YNPaBIIHHA BipTyaIbHUMHU
MalIMHaMH{, K1 Ha HboMy 3amyuieHi. ESXi BUKOpUCTOBYETBCS IJisi pO3ALIECHHS

OJIHOTO (PI3UYHOTO CepBEpa HA KiJbKa BIPTyaJbHUX MAIIMH, KOXKHA 3 SIKUX Mae
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BiacHi OC. Lle ocHOBa 17151 CTBOPEHHS 130JbOBAHUX T4 KOHTPOJIHOBAHUX TECTOBUX
CEepEeIOBHILI.

30BHIIIHS Mepeka MpeAcTaBisie co00K0 CepeloBUIle, 3BIIKM aTaka
Slowloris moxe OyTH iHiIiiloBaHa. 30BHIIIHSA Mepeka MiIKI0YeHa 10 [HTepHeTy
yepe3 BipTyaldbHUM KomyTaTop. B miii mepexi € nBi BipTyasibHi MamuHu 3 Kali
Linux, ski BUKOPUCTOBYIOTbCS JUISl 3[iiCHEHHS aTaK Ta TECTyBAaHHS Oe3MeKH. Ix
IP-anpecu 192.168.105.105 ta 192.168.105.106, macka migmepesxi 255.255.255.0
ta U3 192.168.0.1. Ili Mamuan OynyTh BUKOPUCTAHI SK BUXIAHI TOYKU IS
iHimarii Slowloris ataku.

DMZ - ue cermeHT Mepexi, IKUil BUKOPUCTOBYEThCS IS 1307151111 ITyOJIIYHO
JOCTYIIHUX CEpBEPIB BIJ] OCHOBHOI YAaCTWHU KOPHOPATUBHOI Mepexi, 1100 y
BUIAJIKY KOMIIPOMETAllli LHUX CEpBEpIB NOTCHLINHUI 3JI0BMHCHUK HE MIT
0e3rmocepe/IHbO aTaKyBaTH BHYTpIIIHI pecypcu kommnauii. B DMZ 3a3Buuait
PO3MIIIYIOTh CEPBEPH, SIKI MalOTh OyTH AOCTYymHUMHU 3 [HTepHeTy, Taki sK
BeOcepBepH, cepBepu enekTpoHHOo1 nomrtu abo DNS cepepu. B cermenti DMZ
3HaXoAuThesi BeOcepBep Apache na 0a3i omepamiitnoi cuctemu Ubuntu Linux.
BeGcepep mae IP-agpecy 192.168.1.100, macky migmepexi 255.255.255.0 Tta
nutro3 192.168.1.1. Lleit cepBep € OCHOBHUM IIUIBOBUM OO'€KTOM [IJIsi aTaKu
Slowloris.

Jloxanpaa mMepeka mictuth BM Windows 11, sika Oyae BUKOpUCTaHA LIS
TECTyBaHHS JOCTYMHOCTI BeOcepBepa o, mimuac Ta micas Slowloris araku.
Windows 11 mae IP-agpecy 192.168.2.10, macky miamepexi 255.255.255.0 Ta
nuto3 192.168.2.1.

Mapmpytuzarop MikroTik CHR € BipTyansHUM MPUCTPOEM, IO MPAITIOE HA
rinepBizopi VMware ESXi 1 BHKOHYe KUIbKa BaXJIMBHX (QYHKIIH B Mepexl.
MikroTik CHR kepye Bcim MepexeBuM TpadiKoM MiK 30BHIIIHBOIO MEPEKEIO Ta
IHIMUMU CeTMEHTaMHu, TakuMu sk DMZ Tta nokanmbHa mepexa. lle Bkimouae
HarpasjeHHs Tpadiky MDK BIpTyalbHUMHU MalllMHAMHU Ta IHTepHETOM. BiH mie sk
Opanamayep, OOMEXYIOYH AOCTYIN 0 BHYTPILNIHIX pecypciB 3 [HTepHeT Ta Mix

pPI3HUMH cerMeHTamMH Mepexi. Llelt mapuipyTuzaTop € KI0YOBUM €JIEMEHTOM IS
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3a0e3neyeHHs] Oe3MeKy, YIpPaBIIHHSA JOCTYNOM Ta €()EeKTHBHOI MapuIpyTH3aIii
Tpaiky B TECTOBOMY CepeloBHIN Juisi BuIpobyBauHs Slowloris arak. Moro
BipTyajbHa MPHUPOJAA JO3BOJSE IIBUAKO aJaNTyBaTH MEPEXKEBY CTPYKTYpYy IO
3MIHIOBAaHUX BUMOT O€3IEKH Ta TECTyBaHHSI.

MeperxeBi HalaIlITyBaHHS HACTYIIHI:

- Ethernet 0 (3oBHIIIHI Mepexa) 3 IP-anpecoro 192.168.0.222, mackoro
nigmepexi 255.255.255.0 ta nutrozom 192.168.0.1;

- Ethernet 1 (mepexxa DNZ) 3 1 IP-agpecoro 192.168.1.1, mackoro
migmepexi 255.255.255.0;

- Ethernet 2 (;rokampHa mMepexa) 3 1 IP-agpecoro 192.168.2.1, mackoro
migMepexi 255.255.255.0.

CtBopeHa cxeMa TECTOBOTO  CEpElOBHUINA  JOMOMOXE  HABUYUTHCS
poO3mi3HaBaTH, 3aXWINATH Ta pearyBaTH Ha aTtaku Slowloris y KOHTpOJIhOBaHHX

71a00paTOPHUX YMOBAX.

2.2 Ornsapn rinepizopa VMware ESXi

Buxopucranns BipTyamizaimii Ha ocHOBI rinepBizopa VMware ESXi nmns
CTBOPEHHsSI TECTOBOTO CEpeloBUIIA sl MojaenmtoBaHHS Slowloris araku €
e(pEeKTUBHUM CIIOCOOOM 130JI5li Ta TECTyBaHHS aTak Y KOHTPOJbOBAHOMY
CEpEIOBHIIII.

VMware ESXi - me wHamiiiHMid TinepsBizop THmy 1, MmO I03BOJIE
BIpTyalli3yBaTH cepBepu, 3a0e3mneuyioun eGeKTHBHE BUKOPUCTAHHS amapaTHUX
pecypciB [15]. ESXi BigoMuii CBO€I0 CTaOIIBHICTIO, BUCOKOIO MPOJAYKTUBHICTIO Ta
0e3MeKko0, MO0 PpoOUTh MOro OJHUM 13 HAWMNONYJSAPHIIUX pIIMIEeHb JJIs
BipTyauizarii [16].

ESXi mpaitoe Oe3nocepeaHbo Ha (izuyHOMY OOJaJHAHHI, 3aMIHIOIOYU

TpaaUIiiHy onepalliiiny cucremy (pucyHok 2.2).
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Pucynok 2.2 — ApxiTektypa rinepsizopa tuiy 1

Ile no3BoJysie MIHIMIZYBaTH HakjaJHI BHUTpAaTH Ha BIpTyali3alilo Ta
MIJBUIUTH  TPOAYKTUBHICTh BIPTyaIbHMX MamuH. Manmii  po3Mmip  sjpa
rinepBizopa TaKoX CIpPHUsE MABUIIICHHIO HAJIHHOCTI CUCTEMHU.

3a pgomomoror0  IHCTpyMeHTIB  ympaBiiHHfs ESXi MoxHa  Jierko
HAJAIITOBYBAaTH MapaMeTpy BIPTYaJdbHUX MAIIMH, TaKl SIK KUTBKICTh BHUILICHUX
MIPOIIECOPHUX SI/IEP, OMIEPATUBHOI MaM'SITI Ta MEPEXKEBHUX PECYPCiB, ISl CTBOPEHHS
PI3HMX CIIeHapiiB aTaku Ta TECTyBaHHA peakiiii Bebceppepa.

Texnonorii Intel VT-x 1 AMD-V € amapaTHUMU pO3IMIUPEHHSIMU, SIKi
NpU3HAYEeH] A MATPUMKHU BIpTyasi3ailii Ha piBHI npouecopa. BoHU 103BOJISIOTH
rinepBizopam, Takum sk VMware ESXi edexTuBHillIe BUKOPUCTOBYBATH arapaTHi
pecypcu s 3ayCcKy BipTyaibHUX MamivH [17].

Intel VT-x (Intel Virtualization Technology) - me texnomoris, po3po0iieHa
Intel mis moserimeHHs BipTyaiisaiii Ha mporecopax miei kommanii [18]. Bona
JI03BOJISIE TINEPBI3OPY Oe€3MocepeHbO KepyBaTH 1 KOHTPOJIOBATH pecypcaMu
mpoiiecopa, 130JI0IYM PoOOTy BIPTyaJIbHMX MAaIIWH B 0a30BOi omepariiHol
cuctemu Ta 1HIMX BM. VT-x mo3Bossie rinepBi3opy NpaifoBaTU 3 MiABUIICHOO
MPOYKTUBHICTIO, OCKIJIKHM 3MEHIIY€ HAKJIaJH1 BUTPATH HA EMYJISLII0 anapaTHOTO

3a0e3neYeHHS.
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AMD-V (AMD Virtualization Technology) - anamoriyHa TeXHOJOTIS Bix
AMD, sxa 3abe3neuye MIATPUMKY BipTyali3aiii Ha mporecopax Ii€i KoMmaHii
[19]. SIk i VT-x, BoHa a03BOJIA€ BIpTyaJbHHM MAIMHAM IPALIOBATA OLIBIII
e(peKTUBHO, 3HIKYIOUM HAaKJIaJHI BUTPATH Ha BIPTyami3alliio Ta MiABUIIYIOYH
MPOAYKTUBHICTE BM.

O6uaB1 TeXHOJIOTIT HaMarOTh (YHKIIIOHATBHI MOXKJIMBOCTI, SIK1 JO3BOJISIOTH
rinepei3opaM BHUKOHYBaTH oOIepamii B pexXumax, M0 0e3rnocepeaHbo
NIATPUMYIOTBCSL Ha piBHI Tmpouecopa. lle BkiIo4ae MOXKIUBICTh THYYKOTO
pPO3MOALTY pecypciB MiX BIPTyalbHUMM MalluHaMu, 13oysiiro BM s
MIJBUIICHHSI O€3MEKU, a TaKOX MIATPUMKY MEXaHI3MIB IIBUIKOIO MEPEMUKAHHS
MIK TOCTBOBUMH ONIEPAIITHUMU CUCTEMaMHU.

Buxopucranns texnonoriid Intel VT-x 1 AMD-V € 000B's13k0BUM 114
3a0€e3MeUeHHs TOBHOT MIATPUMKHN CYy4acHUX BIPTyasi3alliiiHUX pillleHb, 0 POOUTH
iX B@XJIMBUMH IS PO3TOPTAHHS MNPOAYKTHUBHUX 1 O€3MEYHUX BIPTyaIbHHUX
cepenoBunl. B naboparopHOMYy CEpelOBHINI BUKOPUCTAHO OOJaJAHAHHSA 3
nporecopom Intel 3 marpumkoro VT-X.

JI71s1 CTBOPEHHS TAKOTO TECTOBOTO CEpeioBHINa Oysio BcTaHOBIeHO VMware
ESXi na ¢izuunuit cepsep. Ilicna mporo yepe3 BedbinTepdeiic ESXi cTBopuinch
HEOOXI1TH1 BIpPTyaJbHI MAIIIMHU, 10 BHKOHYBATHUMYTh PIi3HI pOJII B TECTOBIM

Mepexi (pucyHok 2.3).
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Pucynok 2.3 — Iurepdetic ynpasminas VMware ESXi

Bipryanmizamiss Ha ocHoBi VMware ESXi Hagae MOXIUBICTH 130J1I0BaTH
MpolleC TECTyBaHHS BiJi OCHOBHOI 1H(QPACTPYKTYpH, 3a0e3meuyroun Oe3IeKy Ta
HUTICHICTE OCHOBHOI Mepexi. Kpim toro, ESXi no3BoJisi€ MIBUIKO CTBOPIOBATH
3HIMKH (snapshots) BipTyaJIbHHX MallliH, 110 MOJIETIITY€E BITHOBJICHHS CEPEIOBUIIA
JI0 TIOYAaTKOBOTO CTaHy Micisl 3aBepliueHHs TecTiB. lle 3abe3neuye MOXKIUBICTH
IIPOBEICHHS 0araTopa3oBUX EKCIEPUMEHTIB 3 PI3HMMM HaJIAlITyBaHHSAMH O€3

noTpeOu B MOCTITHOMY BiJTHOBJICHH1 BCI€i CHCTEMHU BPYUHY.

2.3 Ornsin mapmpytuzatop MikroTik CHR

MikroTik CHR (Cloud Hosted Router) - 1e BipTyajabHHI MapipyTH3aTop,
AKUW Tmpainoe Ha pizHuX miargopmax Bipryam3amii.. MikroTik CHR wmoxe
mparoBaT Ha Oynb-AKid TuiatdopMi BipTyamizalii, Takux sk VMware, Hyper-V,
XEN, KVM ta iami [20]. Takox BiH MiATpUMy€e KOHTSHHEPH, IO JO3BOJISIE JIETKO
MacmTabyBaTu MepexeBi pimieHHs. JlaHuii MapmipyTu3aTop BUKOPUCTAaHO B
TECTOBOMY CEpEOBHINI Ha OCHOBI rimepBizopa VMware ESXi mist ctBopenHs

cepenoBuia MojaenoBanHsa Slowloris aTaku.
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Bucoxa mnpoamyktuBHicth  MikroTik CHR  nmocsraerbess  3aBasiku
BUKOPHCTAHHIO BIPTYaJIbHUX PECYpPCIB CepBepa, TaKuX SIK MPOLECop, ONepaTUBHA
nam'siTb, MEpPEXKEB1 IUIATH Ta MIBUJKICHI auckoBl HakomuuyBaui. MikroTik CHR
HiATpUMY€e OaratosiiepHi MPOILECOpU Ta BENMKHM 00'eM OmepaTUBHOI mam'siTi 17
3a0€e3MeUeHHs] BUCOKOT MPOAYKTHUBHOCTI.

RouterOS - 1ie oneparriiina cucrema, po3poobiaeHa kommnaniero MikroTik, sika
BUKOPHUCTOBYETHCA JUIsI MapUIpyTH3aTOpiB Ta MepexeBoro obiagHaHHs. Bona
3a0e3nedye MUPOKUM CHeKTp (YHKIH, M0 JO3BOJISIOTH €PEKTUBHO YIPABISATH
MEpEeXKEBOIO IHPPACTPYKTYPOIO, BKIIOYAIOUN MaplIpyTU3allito, opanamayep, VPN,
Ta ynpaBiiHHS Mepexero. RouterOS Bkimrodae B cede po3mmpeni GyHKIii Oe3neKH,
Taki gk QuibTpu Opanamayepa, mudpyBanas VPN 3'enqnans 3a nornomororo [Psec,
SSTP, L2TP, Ta iHun metoau. BoHa Takox Hajae IHCTPYMEHTH JUIsl yIPABIIIHHA
akicTio oOciayroByBanHs (QoS), 1m0 A03BoJis€ TMpiOpUTH3YyBaTH Tpadik 1
3a0e3mneuyBaTy CTablIbHY poOOTY KPUTHUHUX A0AaTKIB [21].

Lleli BIpTyaJbHUI MapHIpyTH3aTOp MIATPUMYE BCl (YHKIII oOmepaniiHoi
cuctemu RouterOS Ta mae po3mmpeHi MOKIUBOCTI YIPaBIIHHS MEPEKEI0 depe3
rpadiunuii iHTepdeiic (WinBox), komanmamii psgok (CLI) abo BebGiHTEpdeEiic.

Ha pucynky 2.4 nokaszano intepderic WinBox mna ynpasmiaas MikroTik
RouterOS na BipTyansHomy mapipytuzatopi CHR.

Lleii iHTepdeiic Hamae aaMIHICTPATOPY MOXJIMBICTH HAJAlITOBYBAaTHU Ta
KOHTPOJIIOBaTH BCl aCMeKTH pPOOOTH MapiipyTuszaTopa, Bil KoHpiryparii

MepeXeBUX IHTep(eiciB A0 yNpaBIiHHSI MapLIPYTU3ALIEI0 Ta OE3MEKOI0 MEPEXKI.
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@ admin@192.168.0.222 (MikraTik) - WinBox (64bit) v7.14.2 on CHR (x86_64)
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Pucynox 2.4 — Inrepdetic ynpasmiHHs BipTyaabHOTO MapiipyTtuzaropa MikroTik

CHR

Mapmpytuszarop MikroTik CHR miarpumye apxitekrypy x86 64-0ir.
Bepcis makety RouterOS mae O6ytu v6.34 abo HoBima. L{eHTpanpHUI mporiecop
(CPU) xocty moBUHEH OyTH 64-0iTHUM 3 MIATPUMKOIO BIpTyasi3alii.
PexomennoBana oneparuBHa nam'sate (RAM) cranoButs 1024 Mb aGo Oimnbie,
IpU IbOMY MiHIMaJIbHA KUIbKICTh onepaTuBHOI mam'sati — 128 Mb, a makcumanbHa
— 128 I'b. Mi"iManbHMil po3Mip JUCKY IS BIpTyasibHOTO skopcTkoro naucka CHR
ckianae 128 Mb, pu 1isomy Mmakcumanbauii po3mip — 16 I'b.

MikroTik CHR no3Bonsie 1nerxko MacmraOyBaTh MEpeXy 3aBASKU
MOXJIMBOCTI JI0JJaBaHHSI HOBUX BIPTYyaJIbHUX €K3EMIUISAPIB HA TUX CaMUX (PI3UUHHUX
cepBepax a00 y xmapHuX cepefoBuiax. [linTpuMka pi3HMX XMapHUX MIATHOPM,
takux sk AWS, Azure, Google Cloud, 3abe3neuye TrHyuYKicTb Yy BHOOpI

CEpEeIOBUINA PO3TOPTAHHS.
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2.4 BeGcepsep Apache Ha 6a3i onepartiitna cucrema Ubuntu Linux.

Ubuntu - me nomynsipauii AUCTpUOYTUB orepamniiHoi cuctemu Linux, skuit
0asyerbcst Ha Debian Linux [22]. Bin € BiIbHMM Ta BiIKpUTHM IIPOTPaAMHHUM
3a0e3MeYeHHIM 1 HaJla€ KOPUCTyBauaM MOKIIUBICTh BUKOPUCTOBYBATH OIEpalliiiHy
cUCTEMY O€3KOIITOBHO.

Ubuntu BigoMHII CBOEI MPOCTOTOI0 BCTAHOBJEHHS Ta BUKOPUCTaHHS,
0araTopyHKIIOHANBHICTIO Ta MIATPUMKOIO BEJIMKOi KUIBKOCTI TporpaMm Ta
NakyHKiB. BiH 4acTO BUKOPUCTOBYETHCS SIK ONEpalliiiHa cucTema Jjisi CEpBepIB, a
TAKOXK SIK OIepalliiHa cucTeMa pod0Yoro CTONy JUIsl OCOOMCTUX KoMIT'toTepiB [23].

Ubuntu mae perynsipHi BUIIYCKM 3 OHOBJICHHSIMH, IO 3a0€3MeUyr0Th
aKTyasibH1 Bepcii sapa Linux 1 mporpamMHoro 3abe3nedeHHsl.

Omnepaniitna cuctema Ubuntu Hajae 3pydHe cepefoBUIIE ISl PO3TOPTAHHS
Ta ynpaiiHHS BeOcepBepamu. 3a3zBuyail Ha Ubuntu BCTaHOBIIOIOTH BeOCEpBEPH,
Taki ik Apache Ta Nginx, Ta HanamTOBYIOTh iX JJIsi OOPOOKH 3alUTIB BiJ KIIE€HTIB
Ta HaJaHHS BeOCTOPIHOK a0 1HIIKX pecypciB yepe3 npotokon HTTP

Ha pucynky 2.5 mokazaHo mapaMeTpu HajiamTyBaHHs Mepexi B Ubuntu

Linux.

root@ubuntu2204ws:~# route -n

Kernel IP routing table

Destination Gateway e K Flags Metric Ref Use Iface
0.0.0.0 192.168.1.1 .0.0. UG 100 e @ ens33

192.168.1.0 0.0.0.0 255.255.255.0 u 100 e @ ens33
root@ubuntu2204ws:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 qdisc noqueue state UNKNOWN group default glen 1886
link/loopback 00:00:00:00:00:00 brd P0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1580 gdisc fgq_codel state UP group default glen 1886
link/ether 00:0c:29:e7:26:86 brd ff:ff:ff:ff:ff:ff
altname enp2si
inet 192.168.1.100/24 brd 192.168.1.255 scope global noprefixroute ens33
valid_1ft forever preferred_lft forever
inet6 feB80::8bf6:2998:87ba:c88/64 scope link noprefixroute
valid_1ft forever preferred 1lft forever

Pucynok 2.5 — [Napamerpu HanamryBanas Mepexxi B Ubuntu Linux

VY Hamiii TecToBil cXemMi MU B SKOCTI BeOcepBepa Mg aTakd OyJIeMo
BUKOPHCTOBYBaTH Apache.
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Apache 1me Biakputuii BeOGCEpBEpHUN MPOTPAMHHUI KOMILIEKC, SKAN
BUKOPHUCTOBYETbCA JJiIsi OOCITYyroByBaHHs BEOCTOPIHOK Ta IHIIMX BeOpecypciB
yepe3 npotokoa HTTP. Apache 6yB po3poOinenuii 1 Bnepiie BumyiieHud B 1995
porri.

Apache € BUIBHMM Ta BIIKPUTHM MPOTPAMHUM 3a0€3MEUCHHSIM, IO
PO3MOBCIOJKYEThCA Tif Jinen3iero Apache License. Ile o3Hauae, 1mo BU MOXeTe
0€3KOIITOBHO BUKOPUCTOBYBATH Ta MoAH]iKyBaTH Apache BIINOBIAHO A0 BAIIOTO
BJIACHOTO BUKOPHUCTaHHsA. BiH BOJIOJI€ BEIMKOI MOAYJIBHICTIO, IO JIO3BOJISIE
noaaBaTd (PyHKIIOHAIBHICTh JO CEpBepa 3a JOMOMOrow MoaymdiB. IcHye Garato
po3mpeHb Ta moayiiB st Apache, siki mo3Bosisitorb o0poOssitu PHP, Perl,
Python, SSL, kommpecito manux 1 Oarato iHmoro. Apache miarpumyerhcsi Ha
pI3HUX OlepaliitHux cucteMax, Bkiatrovaroun Linux, Windows, macOS, ta Unix.

Apache BimomMuii CBO€IO CTaOUIBHICTIO Ta O€3MEeKO. AKTHBHA CHIJILHOTA
pEryJsipHO BUITYCKAa€ OHOBJICHHS JJISI BUIPABIICHHS BUSIBIICHUX BPA3JIMBOCTEH.

Bin no3BoJisie HanmamToBYBaTH MpaBujia AOCTYIY 1 aBTeHTU]IKaIii, 110
J03BOJIsIE  OOMEXKYyBaTU JOCTYN JO BeO-pecypciB JMIE JJisi aBTOPHU30BAHMX
KOPHUCTYBauiB.

Apache nocuTh TNPOAYKTMBHUN Ta MOXKE BHUTPUMYBATU BEITUKHMA
HABAHTAXKEHHS, OCOOJIMBO KOJIM BiH MPABUIHLHO HAJAIITOBAHUM Ta ONITHMI30BaHUM.
Takox Apache niaTpumMye BipTyalibHI XOCTH, 1110 J03BOJIsIE OOCIYTOBYBaTU KUJIbKa
BeOCaiTIiB HAa OAHOMY cepBepl. Apache € oHUM 3 HAUTIOMYJISPHIIIUX BeOCEepBEPIB
y CBITI Ta HIMPOKO BUKOPUCTOBYETHCS JJI1 PO3TrOPTaHHS BeOCaNTIB Ta BeOIOAATKIB.
barato BelMKMX Ta MajluX OpraHizalii BUKOPUCTOBYIOTH Apache sk CBIid
OCHOBHUI BeOCepBep uepe3 Horo HaIIHHICTb.

ITopu Bci cBoi mepeBarn Apache B CBOili MOTOKOBIA apXiTEKTypi Mae
BpaznuBicTh 10 artak Slowloris [9]. Be6 cepBep Nginx mae iHIIYy apXiTEeKTypy
(muBuch 2.1.2) Ta mpW yMOBI BIAMOBIAHOI KOHGIrypamii HE CXWIBHUH 0
Bpa3MBOCTI aTak tumy Slowloris [12].

3 BHUBOAY KOMaHIM systemctl status apacheZ MOXHaA NEPEKOHATHUCH

Apache 3amymeno sik cepsic B Ubuntu Linux (pucyHok 2.6).
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root@ubuntu2284ws:~# systemctl status apachez
apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor preset: enabled)
Active: since Sun 2023-10-22 18:09:41 EEST; 9min ago
Docs: https://httpd.apache.org/docs/2.4/
Process: 185791 ExecStart=/usr/sbinfapachectl start (code=exited, status=8/SUCCESS)
Main PID: 185795 (apache2)
Tasks: 55 (limit: 108748)
Memory: 5.0M
CPU: 118ms
CGroup: [system.slice/apache2.service
105795 Jusr/sbin/apache2 -k start
105796 Jusr/sbin/apache2 -k start

105797 Jfusr/sbinfapache2 -k start

¥0B 22 18:09:41 ubuntu22@4ws systemd[1]: Starting The Apache HTTP Server...

XoB 22 18:09:41 ubuntu2204ws apachectl[105794]: AHOO558: apache2: Could not reliably determine the server's fu!
X0B 22 18:09:41 ubuntu2204ws systemd[1]: Started The Apache HTTP Server.

root@ubuntu2204ws:~# I

Pucynok 2.6 —BuBijg KOMaHIu systemctl status apache2 B Ubuntu

OTt:xe BeOCepBep HAJAMITOBAHO Ta 3AIYIIEHO JUIsl HOTPEO TECTYBaHHS.

2.5 Omneparriiina cuctema Kali linux sk 3aci6 ataku

Kali Linux - me cmemiamizoBanuii AMCTpUOYyTHB Linux, po3poOiieHuil ais
3MIMCHEHHS] TECTYBaHHS Ha TNPOHUKHEHHsS (penetration testing), BIIKPUTOrO
JOCITIKCHHST Ta ayAuTy Oe3meku Mepex 1 komm'totepiB [24]. Lls omeparriiiHa
cCUCTEMa 3a3BUYail BUKOPUCTOBYEThCA MpodecioHanamu 3 o0aacTi iHdopmaIinHoi
0e3MeKH, eTHIHUMH XaKepaMu Ta ayJuTOpaMu O€3MEeKH AJIS OLIIHKU BPA3IHBOCTEH
Ta 3axuiieHocTi iHpopMamiitanx cucteM. Kali Linux moctaBisieTbesi 3 BEIUMKOIO
KUJIBKICTIO 3aCO01B JIJIsl TECTYBaHHS Ha MPOHUKHEHHs, Takux siK Metasploit, Hydra i
Oararo iHmmx [25]. Lli iHCTpyMEHTH JONOMArarTh BHSBIISTH BPa3JIMBOCTI Ta
IPOBOJNUTH aTaKU Ha CUCTEMH 3 METOIO 3MILHEHHS ix Oe3neku. Takox BKIOUae
IHCTpyMEHTH Ui CKaHyBaHHS MepexXi Ta BHUABICHHS BpPa3IMBOCTEH ¥y
porpaMHOMY 3a0€3TeUeHHI, ONepaIiiiHuX CUCTeMax Ta KOHQITYpaIlisax CepBepiB.
Kinpka inctpymentiB B Kali Linux 103BOJISIIOTH BHUKOPHCTOBYBATH BUSIBIICHI
BPA3JIMBOCTI IS 3/IIMCHEHHS aTak, BKJIIOYAIOUM aTakv Ha BIJJajeHl KOMI'IOTEPH,
BeOCaliTH Ta JONaTKH. 3aco0W HJis aHajizy MepeKeBOro Tpadiky, Taki sK
Wireshark, nomomararoTh anamizyBaTH Ta NEpEXOIUIIOBATH MaKeTH AAHMX IS

PO3YMIHHSI MEPEKEBUX KOMYHIKAITIH.
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Kali Linux Takox BKJIIOYa€ IHCTPYMEHTH IJs TPOBEACHHS aTakd Ha
ColLliabHy 1HXKEHEpIlo, fAKi JOMOMaraloTh BBECTHM B OMaHy KOpPUCTyBadiB Ta
OTPUMYBATH JOCTYII 10 CUCTEM.

Ha pucynky 2.7 moka3zaHo HajamryBaHHs Mepexi B Kali Linux.

add
<LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN group def
ault glen 1080
link/loopback JO:00:00:290 brd ©
inet /8 scope host lo
valid_1ft forever preferred_1ft forever
ineté /128 scope host
valid_1ft forever preferred_1ft forever
2: <BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1588 gdisc fq_codel
roup default glen 1088
link/ether @0:cC

inet

Kernel IP routing table

Destination &5 Genmask
; B . b 4]

192.168.8.222

Pucynox 2.7 — Mepexesi HanamTyBaHHs omnepaitiiinoi cuctemu Kali Linux

Ha nBox omepamiiinux 3 Kali linux Oyme BukopucranHo metasploit mis
sniicHeHHst ataku Slowloris. Metasploit - mne mnomynsapHuii GperdMBOpK s
TECTyBaHHS Ha MPOHUKHEHHS, IKUM MICTUTh 0araTo IHCTPYMEHTIB Il BAKOHAHHS
atak i TecryBaHHs Oe3neku cucteM [26]. Moayns auxiliary/dos/http/slowloris mae

MOJKJIMBICTh BUKOHATH aTtaky Slowloris Ha BeOcepsep [27].

2.6 3miiicnenns Slowloris araku Ha BeObcepBep

Slowloris - me Bux araku DOS Ha BeOcepBep, SKHiA CHpSIMOBAaHHN Ha

BUYEPIAHHS PECYypCiB CepBepa Ta CTBOPEHHS 3aBaj JUIsl JOCTYIy 10 BeO-cailTy
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xopuctyBauiB [28]. [Tix wac ataku Slowloris 3710BMHCHUK Hajcuinae 6bararo HTTP-

3alliTIB Ha IIIbOBUN BeOcepBep, ane Ha BiAMiHy Bina 3BuuaiiHoi DOS abo DDOS

aTaKH, 3allMTH HaJCHUIAarOTHCA MTOBIJIBHO MpoOTATOM TpPHUBAJIOTO Hepiozxy qacy.

Takoxx HTTP-3anmutu HemoBHi, 1mo0 30epertu 3’€AHAHHS BIAKPUTHMH SKOMOTa

JIOBIIIE.

Ha nepmiomy ertami TecTyBaHHS

3MIMCHUMO TEPEBIPKY IMpare3aaTHOCTI

BeOcepBepa 3 omeparliitnoi cuctemu Windows 11, sika po3mimieHa B JIOKaJIbHIN

Mepexi (TUB. pUCYHOK.2.1).

Ha pucynky 2.8 mokazaHo MepexeBi HaJallTyBaHHS OMNEpaIlifiHOi CUCTEMU

Windows 11.

IP assignment:
IPv4 address:
IPv4 mask:
IPvd gateway:

DNS server assignment:

IPvd DMS servers:

Link speed (Receive/Transmit):

Link-local IPvG address:
IPv4 address:
IPyd DMS servers:

Manufacturer:
Description:
Driver version:

Physical address (MAC):

Manual
192.168.2.10
255.255.255.0

192.168.2.1

[=3]

Manual

192.168.0.1 (Unencrypted)
8.8.8.8 (Unencrypted)

1000/1000 (Mbps)
fed0:fcfb:f868:c738:9bc2%17
192.168.2.10

192.168.0.1 (Unencrypted)
8.8.8.8 (Unencrypted)

Intel Corporation

Intel(R) 82574L Gigabit Metwork Connection
12.18.9.23
00-0C-29-74-C3-15

[

Pucynok 2.8 — MepexeBi HanamtyBaHHs onepaniinoi cuctemu Windows 11

Ha pucynky 2.9 mokaszaHo mepeBipky aocTymHocTi BebcepBepa. TecTtoBwmii

CalT, SIKUi pO3MIileHUI Ha BeOcepBepl 3aBaHTAXUBCA IBUKO Ta TTOBHICTIO.
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Pucynok 2.9 — 3aBaHTa)K€HHS TECTOBOTO CAUTy

Takox 3 BUBOAY KOoMaHaM tcpdump [29] Ha BeOcepBepi MOXKHA MOOAYNTH

110 KJTIEHT HAJIC/IaB KOPEKTHHH 3amuT 10 cepBepa (pucyHok 2.10).

10:57:35.328030 IP (tos Ox@, ttl 127, id 1767, offset ©, flags [DF], proto TCP (6), length 52)
192.168.2.10.59371 > 192.168.1.100.80: Flags [S], cksum 8x889d (correct), seq 3293755956, win 6424

0, options [mss 1460,nop,wscale 8,nop,nop,sack , Length ©

10:57:35.328077 IP (tos ox®, ttl 64, id @, offset ®, flags [DF], proto TCP (6), length 52)
192.168.1.1600.80 > 192.168.2.10.59371: Flag .1, cksum 8x84e5 (incorrect -> 0x24c5), seq 1683488

624, ack 3293755957, win 64240, options [mss 1460,nop,nop,sac ,nop,wscale 7], length ©

10:57:35.329757 IP (tos Ox@, ttl 127, id 1768, offset ©, flags [DF], proto TCP (6), length 40)
192.168.2.10.59371 > 192.168.1.100.80: Flags [.], cksum 8x5c86 (correct), seq 1, ack 1, win 1826,

length ©

10:57:35.330272 IP (tos ox@, ttl 127, id 1769, offset ©, flags [DF], proto TCP (6), length 479)
192.168.2.10.59371 > 192.168.1.100.80: Flags [P.], cksum 0x5a3c (correct), seq 1:448, ack 1, win 1

026, length 439: HTTP, length: 439
GET / HTTP/1.1
Host: 192.168.1.1600

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64; rv:1089.0) Gecko/20100101 Firefox/119.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

If-Modified-Since: Thu Oct 2023 19:42:24 GMT

If-None-Match: "6de2-6081674842356-gzip"

Pucynox 2.10 — KopektHuii 3anuT 10 BeOcepBepa

— [le#t HTTP-3amut O6yB BimmpaBieHuit 10 BebcepBepa 3a TOMOMOTOIO

meroay GET. OcHOBHI 1aHi BKITIOYAIOTh:

36



- GET / HTTP/1.1 - Il€ NOYaTKOBa CTpIYKA 3aIUTy, sIKa MICTHUTh
meron 3anuty (GET), URI 3anuty ("'/"), Ta Bepcito npotokony HTTP (HTTP/1.1);

— Host: 192.168.1.100 - I€ 3arojIOBOK, sIKMM BKa3zye Ha [P-aapecy
BeOcepBepa, /10 SIKOr0 HAJCHIIAE€ThCS 3aITuT,

- Connection: keep-alive - II¢ 3ar0JIOBOK, SIKHUW BKa3ye, IO KIIEHT
Oaxxae miaTpuMyBaTH akTUBHE 3'emHaHHS (keep-alive) miis mogaibIMX 3aMUTIB 110
cepBepa B IIbOMY 3'€JHAHHI;

— Upgrade-Insecure-Requests: 1 - IIEd 3arojoBOK BKa3zye, 110
KJIIEHT Oa)ka€ OHOBJIFOBATH HE3aXMIICHI 3alUTH Ha 3axullieHi (Hanpukiaaa, 3 HTTP
Ha HTTPS);

— User-Agent - IIel 3aroJIOBOK MICTUThH 1HoOpMaIlito mpo Opayszep abo
KJII€HTA, IKUM HAJICUJIA€ 3aIIuT;

- Accept - e 3arojIOBOK BKa3y€ Ha THUIIH BMICTY, SIKMM KIIIEHT MOKE
npuiiMaTu BiJ cepBepa. Y LbOMY BHUMAJAKY, KIIE€HT NpHUMAae Pi3HI TUIIKA BMICTY,
Briroyarourn HTML, XML, ta 1H1mi;

- Accept-Encoding - IIeH 3aroJoBOK BKa3zy€ Ha MCTOAW CTHUCHCHHIA
JAHUX, SIKl KJIIEHT MOXE NpUHAMaTd BiJ cepBepa. Y LbOMY BHMNAJAKY, KIIEHT
npuiiMae ctucHeHHs gzip Ta deflate;

— If-None-Match - 1el 3arosioBok Bka3zye Ha "ETag" 3HaueHHs, sike
KJIIEHT TOTIEPEIHBO OTPUMAB JJIsL pecypcy 13 cepBepa. KilleHT 3amuTye OHOBIICHY
BEPCIIO JIUIIE Y BUNAAKY, SKIIO 1€ 3HAYEHHS 3MIHUIIOCS;

— If-Modified-Since - Il 3aroJioBOK BKa3ye Ha JaTy Ta 4ac
OCTaHHBOI'O MOJU(DIKOBAHOTO pecypcy, SAKuUM Mae kiieHT. KinleHT 3anurye
OHOBJICHY BEPCiI0, SKIIO pecypc OyB MOAM(IKOBAHHI MICIIA i€l JaTH 1 9acy.

3a3HaueHl 3arojOBKM BKa3ylOTh Ha JeTalll 3alluTy KII€HTa O cepBepa i
JIOTIOMAaraloTh CEpBEPY PO3YMITH, SIKMH pecypc ab0 CTOPIHKY KIIIEHT 3allUTyeE Ta
K1 MapaMeTpu 0OMiHY TaHUMH BiH miATpuMye. [{eii 3amuT € MOBHUM Ta KOPEKTHO

BUKOHYETBHCSI CEPBEPOM.
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[Ticnss oOpoOku 3amuTy cepBep HalaB KOPEKTHY BIAMOBIAb KIIEHTY

(Pucynox 2.11).

10:57:35.330322 IP (tos Ox@®, ttl 64, id 52970, offset @, flags [DF], proto TCP (6), length 40)
192.168.1.100.80 > 192.168.2.10.59371: Flags [.], cksum 0x84d9 (incorrect -> @x5cdc), seq 1, ack 4
40, win 501, length ©
10:57:35.348491 IP (tos ox0, ttl 64, id 52971, offset @, flags [DF], proto TCP (6), length 5689)
192.168.1.100.80 > 192.168.2.10.59371: Flags [P.], cksum 8x%9aea (incorrect -> @x618b), seq 1:5650,
ack 449, win 50: ength 5649; H ength: 5649
HTTP/1.1 260 OK
Date: Fri, 02 Aug 2024 07:57:35 GMT
Server: Apache/2.4.52 (Ubuntu)
Last-Modified: Thu, 19 Oct 2023 19:42:24 GMT
ETag: "6de2-60816f4842356-gzip"
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 53160
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html

10:57:35.349482 IP (tos Ox@®, ttl 127, id 1770, offset @, flags [DF], proto TCP (6), length 48)
192.168.2.10.59371 > 192.168.1.100.80: Flags [.], cksum 0x44be (correct), seq 440, ack 5650, win 1

026, length @

10:57:40.351416 IP (tos Ox®, ttl 64, id 52975, offset @, flags [DF], proto TCP (6), length 48)
192.168.1.100.80 > 192.168.2.10.59371: Flags [F.], cksum ©8x84d9 (incorrect -> @x46ca), seq 5650, a

ck 440, win 501, length @

10:57:40.352759 IP (tos Ox@®, ttl 127, id 1771, offset @, flags [DF], proto TCP (6), length 40)
192.168.2.10.59371 > 192.168.1.100.80: Flags [.], cksum 0x44bd (correct), seq 440, ack 5651, win 1

826, length @

10:57:40.353016 IP (tos Ox@, ttl 127, id 1772, offset @, flags [DF], proto TCP (6), length 40)
192.168.2.10.59371 > 192.168.1.100.80: Flags [F.], cksum 0x44bc (correct), seq 440, ack 5651, win

1026, length ©

10:57:40.353044 IP (tos Ox@®, ttl 64, id 52976, offset @, flags [DF], proto TCP (6), length 48)
192.168.1.100.80 > 192.168.2.10.59371: Flags [.], cksum 0x84d9 (incorrect -> ©x46c9), seq 5651, ac

k 441, win 501, length @

Pucynox 2.11 — BianoBiab cepBepa Ha KOPEKTHUMN 3T KITIEHTA

3Ha4YEHHS OKPEMUX TIOJIIB!

— HTTP/1.1 200 OK - II€ CTplYKa BIJIMOBIAl BKa3ye€ Ha YCIIIIHY
00poOky 3ammty. Kom crarycy "200 OK" o3Havae, mo 3ammT Kii€HTa OYJI0
YCHIIIHO BUKOHAHO, 1 CEpBEP MOBEPTAE BIJAMOBI/Ib 3 BIJIMOBIIHUM KOHTEHTOM;

— Date - II€ TIOJIE BKa3y€e Ha JaTy Ta yac reHeparllii BiJmoBi/ll CEpBEPOM;

- Server - 1€l 3aroJioBOK 1AeHTU(IKYe MporpaMHe 3a0e3reyeHHs
cepBepa, ke o0poOise 3anuT. Y 1bOMYy BUMAAKY Iie BeOcepBep Apache Bepcii
2.4.52, mo mpamroe Ha onepaiiiiniii cucremi Ubuntu Linux;

- Last-Modified - L€ MOJIE BKa3ye€ Ha Jary Ta 4Yac OCTaHHBOI

Mou(ikallii pecypcy Ha cepBepi;
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- ETag - 1€ YHIKaIbHUN iaeHTU(dikaTop Bepcii pecypcy. Bin
BUKOPUCTOBYEThCS JIJIsl onTuMizaiii kenryBanHs. Kiient BukopuctoBye ETag nins
TIEPEBIPKU, Y1 3MIHUBCS PECYpC 3 MOMEHTY OCTaHHBOTO 3aBAHTA)KCHHS,

- Accept-Ranges - I€ IIOJIC BKa3ye, 10 CEPBEP HiI[TpI/IMye 3allUTH Ha
YaCTKOBE 3aBAHTAXKEHHS pecypcy 3a Oadtamu. lle 1o3Boisie  KiieHTY
3aBaHTa)XyBaTH JIMIIIE YaCTUHY (aiiiy, SKIIO 11 TOTPiOHO;

— Keep-Alive - II€ TIOJIe BKAa3y€ HA T€, IO 3'€IHAHHS OyJe 30epeKeHo
BinkputuMm (Keep-Alive) mis moganpImx 3amUTiB IPOTATOM 5 cekyH abo 10 100
3aIUTIB, IMICJIA YO0 3'€ THAHHS OyJe 3aKPUTO;

- Connection - 1€ MOJIE BKa3ye Ha TUI 3'€JHAHHS. Y BallloMy IPHUKIaIi
BKa3aHO Keep-Alive, 1110 O3HAYA€E 30€PEKEHHS aKTUBHOTO 3'€ JHAHHSI.

[{st BiAMOBIAL CBIMUUTH MPO YCHIIIHE 3aBaHTAXEHHS PECypcy 3 cepBepa 31
CTUCHEHHSIM gzip Ta BKa3ye Ha pi3HI HapameTpu iHopmarllii mpo pecypc Ta
3'€ THAHHS.

[Ilo6 mnokazaTu METONUKY BHKOHaHHS Slowloris aTaku BHKOPUCTAEMO
metasploit ¢peliMBOpK B omepamiiiHii cucTeMy sl TecTyBaHHS Oe3meku Kali

linux (pucyHnok 2.12).

msf6 auxiliary( )} > info

MName: Slowloris Denial of Serwvice Attack
Module: auxiliary/dos/http/slowloris
License: Metasploit Framework License (BSD)

Rank: MNormal

Disclosed: 28@09-86-17

Provided by:
RSnake
Gokberk Yaltirakli
Daniel Teixeira
Matthew Kienow <matthew_kienow[AT]rapid?7.com>

Pucynok 2.12 — Metasploit pperiMmBopk 11st BukoHanHs Slowloris araku

BuBing komaHau info MOKa3ye OCHOBHI MapaMeTpH Ta HaJalITyBaHHS IJIs

aTaku (pucyHok 2.13).
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Basic options:
Name

delay
rand_user_agen

rhost
rport

Current Setting

15

true

192.168.1.100

Reguired

.!rl. e

(j#]

Description

(3]
wowm o\

|"[; ey

sockets 16088

ssl false

Pucynok 2.13 — OcHOBHI TapaMeTpH Ta HajaityBanHs metasploit

[li mapamerpu MO3BOJIAIOTH HAJAIITOBYBAaTH mapamerpu ataku Slowloris,
BHU3HAYAIOYM YACOBl 1 MEpPEXKEBl MapaMeTpH, Takl sIK 3aTpUMKa MDK 3allUTaMH,
KUIBKICTh COKETIB Ta 1HIII

JloknasHuid onruc OCHOBHUX MmapaMeTpiB MoayJist auxiliary/dos/http/slowloris
y Metasploit:

— delay - IIeH MapaMeTp BU3HAYA€ 3aTPUMKY (Yac y CEKyHJax), sKa
BCTAHOBJIIOETbCA MIX BIANPaBKOK 3arojoBkiB keep-alive. B arakax Slowloris
3aTpMMKa MDK 3arojoOBKaMH JOINOMAarae TpUMaTH 3'€HaHHS BIOAKPUTUMH 1
3aJIMIIATHU 1X HE3aBEPIICHUMU,;

— rand user agent - IIed mapameTp BKa3ye, Ui MOTPIOHO BUIAIKOBUM
yrHOM 3MiHIOBaTH User-Agent 3 koxkuuMm 3anutoMm. User-Agent - e inpopmarris,
Ky BEO-KJIIE€HT Hajcuiae Ha BeOcepBep i 1neHTHdIKali cebe. Bukopuctanus
BunaakoBoro User-Agent Moke yCKJIaJHUTH BUSBJICHHS aTaKu;

- rhost - IeW mapameTp Bkasye MmuiboBy [P-ampecy BebGcepBepa, Ha
sKkuil Oyne HampasiieHa ataka Slowloris;

— rport - 1€ mapaMeTp BU3HAYA€ IIJILOBUH MOPT BeOcepBepa, Ha
KU Oy/le BUKOHYBATHCS aTaKa;

— sockets - IIEM MapaMeTp BKa3ye€ KUIBKICTh COKETIB (MEpEKeBHX

3'€eIHaHb), K1 OylyTh BUKOPHUCTOBYBATHUCS MiJ Yac aTaku. 30UIbIICHHS KIIBKOCTI
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COKCETIB MOX€ 30UIbIINTH e(EeKTHBHICTh aTakW, aje TaKOX MOXE BUMAaratu
O1sIbIIIe pecypciB;

— ssl (SSL/TLS) - el mapaMmeTp BKa3ye, YH CIiJI BUKOPUCTOBYBATH
SSL/TLS st BUX1IHUX 3'€1HAHb.

JIns 301bIIeHHS] IHTEHCUBHOCT1 aTakyd OyJI0O BUKOPHCTAHO JIBl ONeparliiiHi
Kali linux 3 onHakoBMMU MapamMeTpaMu HaJallITyBaHHs aTaku. BukoHaemo 3amyck
aTaku 3a JONOMOIOF0 KOMaHJIU msf6 auxiliary(dos/http/slowloris) >
exploit.

Tenep naBaiiTe MOKJIAAHIIIE PO3TISTHEMO B3AaEMOJIII0 KIIEHTAa 3 CEPBEPOM
npu 3aiicHenH1 Slowloris aTtaku.

VY BiANOBiIb HAa 3alMUTH Bl KIIEHTIB BeOCepBEp BIIKPHMBAE THUMYACOBI
3'enHanHs a6o "cimotu". Y Bumanky Slowloris ataku, 3TOBMUCHUKH HaMararoThCs
3aifHATU BC1 JOCTYMHI CJIOTH, IITYYHO CTBOPIOIOYM OaraTo 3'eqHaHb J0 cepBepa.
BoHu He 3aBepilyloTh 3'€JHAHHS, ajie TAKOXX HE HAJCWIAIOTH MOBHUX 3aIlUTIB,
T00TO He 3aBepiryoTh HTTP-3anut.

3 BHBOJly KOMaHAM tcpdunp Ha BeOcepBepl MOXKHA MOOAYUTH IO KIIEHT

HaJIiCcJIaB HE3aBEPILICHUH 3aIUT JI0 cepBepa (pUCYHOK 2.14)

192.168.0.1085.45636 > 192.168.1.100.80: Flags [S], cksum @x737d (correct), seq 2861801176, win 642
, options [mss 1460,sackOK,TS val 3599664100 ecr 0,nop,wscale 7], length @
12:47:56.475305 IP (tos ©0x0, ttl 63, id 45039, offset @, flags [DF], proto TCP (6), length 172)
168.0.105.45632 > 192.168.1.100.80: Flags [P.], cksum 0xbdd® (correct), seq 21:141, ack 1, win
ptions [nop,nop,TS val 3599664100 ecr 1829395491], length 128: HTTP
12: 4? 56.475348 IP (tos 0x@, ttl 64, id @, offset @, flags [DF], proto TCP (6), length 60)
192.168.1.160.80 > 192. loB 0. 105 45636: Flags [S.], cksum 0x834c (incorrect -> @xabca), seq 122950
0818, ack 2861801177, win 65160, options [mss 1460,sackOK,TS val 1829395492 ecr 3599664108,nop,wscale
71, length ©
12:47:56.475393 IP (tos ox@, ttl 64, id 53148, offset @, flags [DF], proto TCP (6), length 52)
192.168.1.100.80 > 192.168.0.105.45632: Flags [.], cksum 8x8344 (incorrect -> 8x3083e), seq 1, ack
141, win 509, options [nop,nop,TS val 1829395492 ecr 3599664100], length ©
12:47:56.475882 IP (tos ©Ox@, ttl 63, id 25864, offset @, flags [DF], proto TCP (6), length 52)
192.168.0.105.45636 > 192.168.1.100.80: Flags [.], cksum 8xd728 (correct), seq 1, ack 1, win 502,
options [nop,nop,TS val 3599664101 ecr 1829395492], length @
12:47:56.475926 IP (tos Ox@, ttl 63, id 25865, offset B, flags [DF], proto TCP (6), length 72)

192 168.0.105.45636 > 192.168.1.100.80: Flags [P.], cksum 0x9e@00 (correct), seq 1:21, ack 1, win 5
1 3599664101 ecr 1829395492], length 28: HTTP, length: 20

3 > ttl 64, id 37059, offset @, flags [DF], proto TCP (6), length 52)
192.168.1.100.80 > 192.168.0.105.45636: Flags [.], cksum 8x8344 (incorrect -> 8xd70d), seq 1, ack
21, win 509, options [nop,nop,TS val 1829395492 ecr 3599664101], length ©
12:47:56.476344 IP (tos Ox08, ttl 63, id 26269, offset B, flags [DF], proto TCP (6), length 68)
192.168.0.105.45650 > 192.168.1.100.80: Flags [S], cksum 0x@e@a (correct), seq 4045913512, win 642
40, options [mss 1460,sackOK,TS val 3599664101 ecr 8,nop,wscale 7], length @
12:47:56.476386 IP (tos 0x0, ttl 64, id ©, offset @, flags [DF], prote TCP (6), length 60)
192.168.1.100.80 > 192.168.0.105.45650: Flags [S.], cksum ©x834c (incorrect -> @xb398), seq 155878
478, ack 4045913513, win 65160, options [mss 1460,sackOK,TS val 1829395493 ecr 3599664101,nop,wscale 7
], length @
12:47:56.477209 IP (tos 0x@, ttl 63, id 25866, offset @, flags [DF], proto TCP (6), length 214)
192. loB 0.105.45636 > 192 168. l 100.80: Flags [p.], cksum 0x20f7 (correct), seq 21:183, ack 1, win

Pucynok 2.14 — [Ipukinaj He3aBepUICHOTO 3aMUTY JI0 CEpBEpa MPU BUKOHAHHI

aTaKu
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CepBep, OUIKYIOUM 3aBEpIICHHS 3alHTy, TPUMA€E BIAKPHUTI 3'€THAHHS IS
aTaKyHO4HMX KJII€HTIB.
3a meBHUI Nepioj Yacy HE3aBEpIIeHI 3’ €IHAHHS CepBEP CKUAAE 31 CTATyCOM

"408 Request Timeout". (pucyHok 2.15)

22:22:53.582901 IP (tos Ox®, ttl 64, id 46856, offset @, flags [DF], proto TCP (6), length 534)
192.168.1.100.80 > 192.168.0.105.57932: Flags [P.], cksum 0x8526 (incorrect -> 0xalb9), seq 1:483, ack 220,

win 508, options [nop,nop,TS val 708305544 ecr 3576083393], length 482: HTTP, length: 482

HTTP/1.1 488 Request Timeout

Date: Sun, 22 Oct 2023 19:22:33 GMT

Server: Apachef2.4.52 (Ubuntu)

Content-Length: 296

Connection: close

Content-Type: text/html; charset=is0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/ /EN">
<html><head=>
<title>408 Request Timeout</title>
</head><body>

quest Timeout</hl=
< erver timeout waiting for the HTTP request from the client.</p=
<hr>
<address=Apache/2.4.52 (Ubuntu) Server at 127.8.1.1 Port 86</address=
</body></html>

Pucynox 2.15 — Cxunanns 3’ eqHanHs cepBepoM 3i crarycom "408 Request

Timeout" npu BUKOHAHHI aTaKu

Bignosias cepsepa 31 ctatycom "408 Request Timeout roBoputh Mpo Te,
[0 CepBEp OTPHUMAB 3alUT BiJ KIIEHTa, aje HE OTPUMaB OYIKYBaHOTO
npoaoBxeHHss HTTP-3anuTy BiJ Kili€HTa BYACHO.

3 BUBO/Iy KOMaHH top (pUCYHOK 2.16) MOXHA MOOAYUTH IIIO ITiJ] YacC aTaKu
B 3arajbHOMYy CEpBEp IMpalloe B HOPMaJIbHOMY pexumi. BincoTok mpocroro

nporiecopa ckiagae 99,2 % 1 TakoK JOCTATHBO BUIBHOT mmam’SITi.

top - 22:36:21 up 12:45, 1 user, load average: @,45, 0,33, 0,23
Tasks: 492 total, 1 running, 491 eeni 0 stopped, 0 zombie
%Cpu(s): ©,3 us, 0,4 sy, 0,0 ni, 0,0 wa, 0,0 hi, 0,2 si, 0,0 st

MiB Mem : 9084,7 total, 2439,5 4520,3 used, 2124,9 buff/cache
MiB Swap: 980,0 total, 980,0 free, 0,0 used. 4125,9 avail Mem

Pucynok 2.16 — BuBia koMaHIu top
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3 "agaHoi iH(doOpMallii KOMaHJI0 top MOXKHA 3pOOUTH BUCHOBOK IO ITiJI
yac aTakd pecypcu cepBepa (IPOLECOpPHHUM Yac, MamM'sTh) HE BUYEPITYIOTHCS
CTPIMKO.

Bukopucraemo ytwmity iptraf-ng, sk MoHITOp MepekeBoro Tpadiky B
onepaniiHiit cucremi Ubuntu Linux [30]. Ll yrumita Haiae MOXKIUBICTh B PEXKAMI
peabHOT0 Yacy BIACTE)KYBATH 1 aHAII3YBAaTH MEPEKEBUM Tpadik, SKUH MPOXOIUTh
yepe3 MepexeBi iHTepdeiicu cucremu. BoHa Hamae neranbHy iHGOpMaLiO MPo
MepexkeBuid Tpadik, SKUH MPOXOAUTH 4Yepe3 MepekeBi iHTepdeiicn. MoxHa
BIJICTE€XKYBATH 00CSTU BX1IHOTO Ta BUX1THOTO TpadiKy, a TaKOX pO3MOLT Tpadiky
3a IPOTOKOJIAMHU.

VYTumiita npauroe B pexKuMi peantbHOro 4acy, IO J03BOJIAE€ CIIOCTEPIraTu 3a
TpadikoM Ha JHOTy. MOKHA TMEpEBIPSATH aKTUBHICTh MEPEKI B MOMEHT 4acy Ta
CIIAKYBaTH 3a 3MIHaMM B PEXHUMI peallbHOro wacy. iptraf-ng mno3Bossie
neperisgaTi, Kl MPOTOKOJIM BUKOPUCTOBYIOTHCA B Mepexi. MoxkHa mobauuTw,
CKUIbKH naHux mnepemaerbcss uepe3 HTTP, FTP, SSH, ICMP 1 6arato iHmmux
MPOTOKOJIB.

MoskHa BUOUpaTH, sSiIKi MepexeBi iHTepdelicu MOHITOpUTH. iptraf-ng Hamae
3arajbHy CTaTUCTHUKY IIOJI0 KOXXKHOTO MEpEXEBOTO iHTepdeicy, BKIIOYAIOYN
00CATY BX1JHOTO Ta BUXITHOTO TpadiKy, KUTbKICTh MaKETiB, TOMUJIOK.

MoskHa copTyBaTtu MepexxeBuil Tpadik 3a JKepesoM Ta MPU3HAYCHHSIM, 10
JT03BOJISIE BABHAYUTH, SIK1 IPUCTPOI B3aEMOJIIIOTH B MEPEXKI.

Ha pucynky 2.17 moxHa mo6aunty 1o 3a mpoMixkok yacy 60 cexynn (Time:
0:01) € Benuka kibKICTh BXigHUX 3’€aHanb TCP mopt 80, ajie KUIbKICTh MaKEeTIB

Ta 00csr TpadiKy € MI3EpHHUM.
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Pucynok 2.17 — BuBig cTaTUCTUKHU YTHIITOK iptraf-ng

Benuka kuibkicTs Binkputux cecid Ha nopT 80 TCP 3 mizepHum oOcsrom
TpadiKy Ta HE BEJIHUKOIO KIJIBKICTIO MAKeTl B KOXHIM cecli sikpa3 1 € Mpu3HaKam
ataku Slowloris. Ilpu Takiii 1HTEHCHBHOCTI aTaku BeOCEpBEp HECIPOMOMXKHUUN
00pOoOJIATH 3aMUTH Bl peaJbHUX KOPUCTYBAYiB 1 BIIMOBIISE B 00CIyroByBanHi. Lle
MOXHa CIIOCTEepiraTtd, CrnpoOyBaBIIM 3aBAaHTAXXUTH TECTOBY CTOPIHKY 3
onepauiitHoi cuctemu Windows 11, sika po3TamoBaHy B JIOKaJbHIA Mepexl

(pucynok 2.18).
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Pucynok 2.18 — Hacmiaku ataku Slowloris Ha BeGcepBep

Otxe aTtaka npoiinua ycmimHo. BeOcepep nepeBaHTaXEHUN 3aUTaMH Ta
HE BIITIOBIJIA€ HA 3alIUTH KOPUCTYBAUiB JIOKAITBHOT MEPEKI.

B nonatky b HaBemeno BMict jor daiiny access.log cepsepa Apache. B
AKOMY MOXHa TakoX BifaciiakyBatu ataky Slowloris 3 Kali Linux (IP
192.168.0.105) Ta kopekTHe 3aBaHTaxkeHHS cTopiHku 3 Windows 11 (IP

192.168.2.10).
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3 PO3POBKA TA OHIHKA ®YHKIIOHAJIBHOCTI 3BAXUCTY

3.1 AnropuTm Ta mporpaMHe 3a0e3MeYeHHsI 3aXUCTy

Po3pobka anroputmy BusBIeHHsS aTtakd Slowloris Ta mporpamMHOro
3a0e3MeyYeHHs] 71 3aXHCTy BUMAarae KOMIUIEKCHOTO MIAXOAYy Ta IHTerpamii 3
pI3HUMHU piBHAMH 1HGpACTPYKTYpH cepBepa. Ockiibku aTtaka Slowloris mosnsirae y
BUKOpHUCTaHHI OaraTthox He3aBepuieHux HTTP-3anuTiB [ nepeBaHTaKEHHS
IJTbOBOTO CEpBEpa TO MOHITOPUHT B PEAIbHOMY 4Yaci KUJIbKOCTI 3’ €HaHb 3 OJIHIET
IP anpecu B ctani ESTABLISHED na moptu 80 ta 443 TCP nomomoske BUSBUTH
ataky. [Iporpamue 3abe3neueHHsl MOBUHHO BUsBIATH [P-aapecu, 110 1HIMIIOIOTH
aTaky, Ta OJOKyBaTH 1X IUIIXOM BHUKOpHUCTaHHsS Opanmmayepa iptables [31]. Llei
CEpBIC MOBUHEH IMOCTIHHO MOHITOPUTH Ta aHAII3yBaTH HAIXOJKEHHA Tpadiky, i
Ko OyayTh BUsIBIEH1 o3Haku Slowloris, aBToMatnyHo fonaBatu [P-agpecu no
CIIMCKYy 3a0opoHeHMX Yy iptables. Peamizariis MOMIHMBOCTI CIOBIIICHHS IIPO
BUsiBJIeHHST aTaku B Telegram Bot no3BoiuTh omnepaTuBHO 1HGOpPMYyBaTU
aJIMiHICTpaTOpa cepBepa Mnpo 31ailcHeHHs ataku [32]. Po3poOka GpyHKIiOHATY JIjIs
3aImyCKy po3po0IEHOr0 MPOTPAMHOTO 3aXUCTY SIK CEPBICY J03BOJIUTH AaBTOMATUYHO

BMHKATHU HOr0 MpH 3aIlyCKy cepBepa Ta MOCTIMHO MOHITOPUTH Tpadik.

3.1.1 Anroput™m BusBIeHHs Ta O10KyBaHHs Slowloris aTak

EdextuBHuii 3axuct BeOcepBepiB Bia artak Slowloris BuMarae 4YiTKOi
CTparterii, sika IO€HYE MOHITOPUHT Tpadiky, MBUIKE pearyBaHHS HAa aHOMAJIi Ta
aBTOMATHU3aII0 TPOIIECIB OJIOKyBaHHA. P0o3po0jeHuil anropuTM BHUSBICHHS Ta
osnokyBanHsa Slowloris atak 3a0e3neuye KOMIUIEKCHUM MiAXidg 70 MiHIMIizaril
iXHBOTO BILJTUBY Ha BEOCEpBEPHU.

brok-cxema anroputmy poOOTH MoKa3zaHa Ha pUCYHKY 3.1.
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Pucynok 3.1 — Anroput™ poOoTH MexaHizMy OnokyBaHHs Slowloris araku

Anroput™ BUsSBIEHHS Ta OsiokyBaHHS Slowloris BkiIO4Yae HacTymnmHy
IMOCJI1IOBHICTb:

1) Mownitopunr 3'eqHanb. CepBic MOHITOPUTH KUTHKICTh BCTAHOBJICHUX
3'eqHanb 3 ofHiel [P-agpecu Ha moprax 80 ta 443 TCP y ctani ESTABLISHED.

2) Anamiz anomaimiii. Ilporpama anamizye Ttpadik, HIyKarOud O3HAKU
Slowloris aTakm, Taki K aHOMajIbHE 301/IBIIEHHS KIIBKOCTI 3'€IHAHb.
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3) Bussnenns [P-agpec, mo iHimitooTe ataky. Ilpu BusBieHH1
xapaktepHux o3Hak Slowloris artaku, mporpama inentudikye IP-anpecu, 3 sxux
HAJXOJSITh 3aIUTH.

4) brmoxyBanus IP-anpec B iptables. OtpumaBmu [P, mnporpama
aBTOMAaTHYHO J0JIa€ JO0 CHHCKY 3a00poHEHUX y iptables st OJIOKyBaHHS BCIX
cpo0 3'€JHAHHS 3 LBOTO JHKepera.

5)  CnoimeHHs aJIMiHICTpaTOpAa. Po3pobnennit dbyHKIiOHAN
crioBimeHHss B Telegram Bot moBimomisie agMiHicTpaTopa mpo BusiBlieHHs IP-
aapec, 1o 311McHIOTh Slowloris aTaky.

6) Inrerpamis sk cepBicy. [lporpamHuii 3axHcCT Mpaloe sIK CepBic, IO
aBTOMATUYHO 3allyCKA€ThCs MiJ 4Yac CTapTy cepBepa, HaAaloyd TMOCTIMHUMA
MOHITOPUHT TpaiKy Ta 3aCTOCYBAHHS 3aXO0/lIB 3aXHCTY.

7) in yac BusiBnenHs nigo3puiux [P-agpec, mporpama Bene >xypHai Mo,
dbikcyroun aetali npo KoxkHy 3a00poHeHy aapecy. XKypHai nofiit 6y/ie KOpucHUM
JUIS ~ aHami3y, MOHITOPMHTY Ta BJOCKOHQJCHHS 3aXHCTy, JO3BOJISIOYU
aJMIHICTpaTopaM  CEpBEpiB  BIJACTIJAKOBYBaTH  ICTOpIIO,  PO3YyMITH  Ta
BJIOCKOHAQJIIOBATH 3aXOJM 3aXUCTYy, a TaKOX BXKMBATH HEOOXITHI 3aXOaud st
YHUKHEHHSI MalOyTHIX aTak.

Ileit anropuTM HajJae aBTOMATUYHUM Ta C(EKTUBHUN MEXaHI3M s
BUSIBJICHHS Ta OJIOKyBaHHs ataku Slowloris, 3a0e3reuyoun onepaTuBHY PEaKIliio

Ta 3axucT Bif 1€l popmu DOS aTak Ha BeOcepBepH.

3.1.2 BcraHoBiieHHs Ta HajalITyBaHHS OpanaMayepa iptables

Iptables - e mporpamumii OpanaMayep UIsl OmepariifHUX CHCTEM Ha 0asi
sapa Linux [33]. BiH BHKOpUCTOBYETBCS Ui KepyBaHHS TpadikoM B Mepexi
IIIIXOM BU3HAYCHHs mpaBwil Qinbrpamii makeriB. Iptables namae 3acobu s
HaJalmTyBaHHS TpaBwil ¢inbTpaiii, mackyBanus IP-agpec (NAT), tpaucusmii

MOPTIB Ta OaraTo 1HIIMX MOXKJIUBOCTEH JIJIsI KOHTPOJIIO MEPEKEBOTO TpadiKy.
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bpanamayep iptables mae MoxxHa BcTaHOBITFOBATH MpaBUIIa JIJIs IPUAMAaHHS,
BIIXWJIEHHS a00 MepeHanpaBieHHs MaKeTiB Ha OCHOBI PI3HUX MapaMeTpiB, TAKUX
sk IP-agpecu jpkepena Ta TpPHU3HAYCHHS, IMOPTH, NpOTOKoyiM Toimo. Iptables
no3Boiisie BukopuctoByBatd NAT mist meperBopenHs [P-agpeciB B Mepexi, 1o
JI03BOJISIE IPUXOBYBATH BHYTPIIIHIO CTPYKTYPY MEpEXk1 BiJ 30BHIIIHBOTO CBITY. €
MO>KJIMBICTh HAJIAIITOBYBATH TPAHCIIAIIIO0 MOPTIB JIJIsl MEpEHANpPaBICHHS MAKETIB
Ha 1HIT TOPTH 200 CEPBEPH B MEPEKI.

Iptables - moTyxHu# IHCTPYMEHT IS 3a0e3IeUeHHs O€3IeKN Ta KepyBaHHs
TpadikoM B omepamiiHii cucremi Linux 1 € BaXXJIMBOIO YaCTHHOKI CUCTEMHU
Oe3neku s 0aratbOX CEpBEpPIB Ta MAapUIPyTU3aTOpiB. ToMy Ajii MOMJIMBOCTI
BUKOHAHHS aJIFOPUTMY OYyJI0 BUKOpHUCTaHO OpanaMayep iptables.

JInst MOKJIMBOCTIBUKOpPUCTAaHHS OpanaMayepa iptables wa omepariiiniii
cuctemi Ubuntu noTpiOHO BUKOHATH HACTYITHI KPOKH:

1)  BcranoButu Opanamayep iptables wa Ubuntu 3a gomomororo
IMaKEeTHOI'0 MEHEKEpa apt.

#apt install iptables

2) BcranoButu maket iptables-persistent Ha Ubuntu.

#apt install iptables-persistent

Komanaa BcraHoBmioe maker iptables-persistent B cucremi Ubuntu. Ilei
nakeT [03BoJisie 30epiraT mpaBuia Opanamayepa iptables ta aBTomaTmunO
3aBaHTaXXyBaTH iX TpH mepe3amycky cuctemu. Ilicris BctaHoBieHHs iptables-
persistent € MoXJMBiCTH 30€perTd MOTOYHI HAJAIMMTYBaHHS OpaHaMmayepa a0o
JI0JIaTH MpaBuia, aKki OyayTh 3aBaHTaXEH1 MPU HACTYITHOMY 3aIlyCKy CUCTEMH.

3)  Bamyctutm cayxOy iptables 3a momomororo systemd Ta gomatu ii B

ABTO3aBaHTAXXCHHHI.
#systemctl start iptables
#systemctl enable iptables

4)  3nidcHUTH TepeBipKy cratycy ciyxOu iptables 3a momomororo
KOMaH/IM systemctl status iptables . Ha pucynky 3.2 mokazaHo BUBiJ L€l

komauau B Ubuntu.
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root@ubuntu2204ws: fetc/iptables# systemctl status iptables
iptables.service - netfilter persistent configuration
Loaded: loaded (/lib/systemd/system/iptables.service; alias)
Active: since Sat 2023-10-28 13:40:41 EEST; 18min ago
Docs: man:netfilter-persistent(8)
Main PID: 253825 (code=exited, status=0/SUCCESS)

CPU: 14ms

13:40:41 ubuntu2204ws systemd[1]: Starting netfilter persistent configuration...

13:40:41 ubuntu2204ws netfilter-persistent[253027]: run-parts: executing /usr/share/netfilter—persisteni

13:40:41 ubuntu2204ws netfilter-persistent[253027]: run-parts: executing fusr/share/netfilter-persisteng

13:40:41 ubuntu2204ws systemd[1]: Finished netfilter persistent configuration. I
lines 1-11/11 (END)

Pucynok 3.2 — BuBinx koMaHIu systemct]l status iptables

[Ilo6 mepernsHyTH TOTOYHI HAJAMITYBaHHS MOXXKHA CKOPHCTATHCH
KOMAaHJOI iptables -nvL --line-numbers.

[Is komaHIa BHUKOPUCTOBYETHCS JMJIS BIIOOPAKEHHS TMOTOYHHUX IPABUII
Opanmmayepa iptables y Burisimi crnucky pa3oM 3 TMOPSIKOBUMH HOMEPaMHU
paBuIL.

JlaBaiiTe po3risiHEMO, 1110 03HAYAIOTh OKPEM1 YACTHHH I11€1 KOMaH/IH:

1) iptables — II6 BHUKIMK IHCTPYMEHTY YIpaBJIiHHSI OpaHIMayepoM
iptables;

2) -nvL - Il TmapaMeTpH, J¢ -N BUMarae nokasyatu noptu i IP-agpecu B
4yuciIoBOMY (hopmarTi, a -v MoKa3ye aetainbHy 1H(popmMailliro mpo npaswia. Omiist -L
BKa3ye BUBECTHU CITUCOK MpaBuJj OpaHamayepa.

3) --line-numbers  BUMara€ BIJOOpaKCHHS TMOPSAKOBUX HOMEPIB
TIpaBuIL.

Ha pucynky 3.3 moka3aHO MpUKIIaJ BHBOMY KOMaHIU iptables -nvL --

line—-numbers.

Chain INPUT (policy ACCEPT 2012 packets, 114K bytes)
num pkts bytes target prot opt in out source destination
1 2012 114K LIBVIRT_INP all -- * & 6.0.0.08/0 6.0.0.8/0

Chain FORWARD (policy ACCEPT @ packets, @ bytes)

num pkts bytes target prot opt in out source destination

] e 8 LIBVIRT_FWX all -- * & 6.0.0.08/0 6.0.0.8/0
e ® LIBVIRT_FWI all -- * & 6.0.0.08/0 6.0.0.8/0
(6] ® LIBVIRT_FWO all -- * L 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT 4831 packets, 289K bytes)
num pkts bytes target prot opt in out source destination
1 4831 289K LIBVIRT OUT all -- * & 6.0.0.08/0 6.0.0.8/0

Pucynok 3.3 — BuBig koMaH[U iptables -nvL --line-numbers
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BcranoBneHHs Ta HamamTyBaHHS Opanamayepa Iptables wa Ubuntu
JI03BOJIUTH KOHTPOJIIOBATH Ta KEPyBaTH TpadikoM, BKIIOYAIOUN 3aXUCT BiJ MEBHUX
TUIIIB aTak, B ToMy yuciai Slowloris, nuisixom OJIOKyBaHHSI MiJ103pijoro Tpadiky

a00 3a3gaerias BU3HaA4YCHHUX MopTiB Ta [P-agpec.

3.1.3 Bubip nporpamMHOro cepeaoBHIla po3poOKH

Bubip mporpamHoro cepefoBuina po3poOKH sl HAMKCAHHS MPOTPAMHOTO
3abe3reueHHsT 3axucTy Biax Slowloris arak € OJHUM 3 KIIOYOBHX MOMECHTIB
noOyZI0OBU Ta BIPOBAXKEHHSI CUCTEMH 3aXUCTy Ta CIHOBIIICHHS BiJ JAHOTO THUITY
aTak.

VY nanomy mpoeKTi BUKOPUCTAaHO MOBY IporpamyBaHHs C.

MoBa mnporpamyBanHs C IIMPOKO BUKOPUCTOBYETHCA ISl PO3POOKH
PI3HOMaHITHHX MPOrpaM, BKIIOYAIOUH ONEpaliifHi CUCTEMH, ApaiBepu, BOyJ0BaH1
CUCTEMH, MpOrpaMHe 3a0e3MeyYeHHs] BUCOKOI MPOJYKTUBHOCTI Ta 0aratro iHIIOTOo
[16].

Moga C BijjomMa CBO€IO MIBUIKOIIE0 Ta edeKTUBHICTIO. BoHa Hagae npsamuii
JIOCTYN A0 MaM'sTi Ta BIAMOBIIHICTh MOBH MAIllMHHU, 1110 JIO3BOJISIE ONTUMI3yBaTH
porpamu AJisi IIBUIKOI POOOTH.

Kon, manucanuit Ha C, 3a3BU4Yail JIETKO MEPEHOCUTHCS MIXK PIZHUMH
maTopMaMH, OCKUIBKM BOHa 3a0e3leduye HHU3bKHI piBEeHb alcTpakuii, Mo
703BOJIsIE €PEKTUBHO TpAIIOBAaTH Ha pi3HHUX apxitekTypax. C Hamae mnpsMuin
JIOCTYI JI0 TaM'siTi Ta JIO3BOJISIE PO3POOJIATH JpaiiBEpH, OmeparliiiHi CUCTEMH Ta
BOyZI0BaHE MpOrpaMHe 3a0e3MeYeHHs.

Y Ubuntu 3a 3amoBuyBaHHsSM BcTaHoBieHHM koMmmuisitop GCC, skuit
JTIO3BOJIIE KOMITUTIOBATH TMporpamMu HamucaHi Ha C 3a JIOMOMOTOK KOMaHJIHOTO
psiaka [34]. Moro MoxHa BHKIMKATH KOMAaHIOW gcc. € 6arato IDE, ski
niaTpumyroTh MoBy C B Ubuntu, manpukian, Code::Blocks, CLion, NetBeans, abo
Eclipse. Takox € TekcToB1 pegaktopu 3 miarpuMkor C Taki sk vim, emacs, gedit

a6o0 mcedit 3 po3mmuperHsMu 17151 MoBH C.
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B nanomy mpoekTi Oyae BUKOPHCTOBYITE TEKCTOBUM penaktop mcedit st

CTBOPEHHSI (pailily 3 pO3UIMPEHHSIM . c T4 HAITMCAHHS KOy MPOTPaAMHU.

3.1.4 Hanncanus nporpaMHOro 3a0e3neyeHHs Ta Horo KOMITUISILIIS

[Iporpamue 3a0e3meueHHs Hamucane Ha MoBi C Ta mNpuU3HAYECHE IS
MOHITOPUHTY, BUSBJICHHS, OJOKyBaHHs Ta iHGopMyBaHHs npo Slowloris ataky Ha
BeOcepBep. JlicTuHT BUXigHOTO (hailily mporpaMu NMpUBEACHO B 10JaTKy B.

Ha pucynaky 3.4 moka3zaHo ¢GparMeHT KOAy TpPOTpaMH BKIIOYCHHS

HEOOX1THUX 3aroJIOBKOBUX (haiisIiB 1 BU3HAUEHHS MAKpOCY.

include
include
include
include

H R R R

#define MAX_LINE_LENGTH 256

Pucynok 3.4 — IloyaTok KoAy nmporpamu

Kon mounHaeTscs 3 MiAKIIOUEHHS YOTHPHOX CTAHAAPTHUX 3aroJIOBKOBUX
daiinip. daiin stdio.h Hamae dyHKIT q1s1 poOOTH 3 BBEACHHSM Ta BUBEICHHSM,
takumu gk printf 1 fopen. @aiin string.h nomae dbyHkuii st poOOTH 3 PSAAKAMH,
Taki sk strstr 1 strtok. ®aitn stdlib.h mictute cTangapTHi 610;10TeUH1 QYHKIIT A1
VOpaBIIHHSA MaM'sTTIO, TpolleCaMd Ta I1HIIUMHU 3araJibHUMH 3aBJAHHSMU,
Hanpukiaa, malloc i system. @aiin time.h Bkimtouae QyHKIIT 1151 pOOOTH 3 YACOM 1
JaTor0, Taki sk time, strftime, 1 localtime. Takox y Kojai BH3HAY€HO MaKpoOC
MAX LINE LENGTH, sikuil BCTaHOBJIIOE MAKCUMAJIbHY JIOBXKUHY psAlKa Ha 256
cuMBOJIiB. Lleit Makpoc BUKOPUCTOBYETHCS JIsI CTBOPEHHS OydepiB, 110 103BOJISE
OOMEXHUTH PO3MIP PSAAKIB, AKI OyIyTh OOpOOJSITHCS MPOTPaMolo, 3armo0irarodu
nepernoBHEeHHIO Oydepa.

Ha pucynky 3.5 nmokazaHo ¢parMeHT KOAy MpOTrpaMu, KWW MpU3HAYECHUN
JUTSl YUTaHHS KOHQITYpaIliifHUX 3HA4YeHb 3 (ainy Ta 30epekeHHs 1X Yy BiJIMOBIIHI

3MIHHI.
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int readConfig(const char *filename, int *BLOCK_THRESHOLD, int *MAX_IP_COUNT) {

FILE *config file = fopen(filename, '
if (config_file == ) {
perror( );

return 1;

}

char 1ine[MAX_LINE_LENGTH];

while (fgets(line, sizeof(line), config file) != ) {
if (strstr(line, ) 1= ) {
sscanf(line, %d", BLOCK_THRESHOLD);
} else if (strstr(line, ) 1= Y {
sscanf(line, %d", MAX_IP COUNT);

}
}

fclose(config_file);
return 0;

Pucynok 3.5 — ®parment xony ¢ynkuii readConfig

OyHKIig npuiiMae Ha3By (Qaily koHdIrypaiii sSK apryMeHT, a TaKoX
BKa3IBHUKA HA 3MIiHHI, Kyau Oyae 30epekeHO 3HayeHHs IapameTpiB
BLOCK THRESHOLD ta MAX IP_ COUNT. ®OyHKIlisI HaMaraerbcsl BiIKPUTH
daiin KoHpirypamii y pexumi uuTaHHsA. Skmo ¢aiil He BAAETHCS BIAKPUTH,
BUBOJIUTHCS TOBIIOMJICHHSI MPO MOMMJIKY, 1 ()YHKIISI TOBEpTae 3HaueHHs 1, 110
BKa3zye Ha MOMUJIKY. SIKIIO (aiiyl BIIKPUTO YCHIIIHO, (PYHKIlIS MOYHMHAE YUTATH
HOro BMICT psIIOK 3a psSAKOM 3a nonomoror ¢yHkii fgets. s koxxHOro psijgka
dbynkuis nepeBipse, yn wmictuth BiH mnapamerp BLOCK THRESHOLD a6o
MAX IP_ COUNT 3a ponomoroto @yHkuii strstr. Skmo Takuii napamerp
3HAWJEHO, BUKOPUCTOBYETbCS sscanf, 1100 BUJIYYUTH YKCIOBE 3HAYCHHS 1
30epertu Woro y BiyanoBimHy 3MimHy (BLOCK THRESHOLD  a6o
MAX_IP_COUNT). ITicns Toro sik BCi psinku daitny OyayTs 00poOiieHi, GyHKIis
3akpuBae ¢aiin 3a ronomororo fclose. ko koHdirypariiinuit $aitn OyB yCminmHo
npoYuTaHui, pyHKIis nosepTae 0, 10 BKa3zye Ha YCIIIIHE BUKOHAHHS.

s ¢yHKig 103BOJISIE TUHAMIYHO HANAIITOBYBAaTH MapaMEeTpH MpPOTrpaMH,
3YUTYIOYH X 13 30BHIITHBOTO (haiiy KoH}ITyparti.

Ha pucynky 3.6 mnokazaHo BMICT KoH(irypariiiHoro  Qaiiny

/etc/doswww.conf.
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root@ubuntu2284ws: /home fadmin/doswww# cat fetc/doswww.conf
MAX_IP_COUNT=100

BLOCK_THRESHOLD=100

Pucynok 3.6 — BmicT koHpirypaniinoro ¢aiiny /etc/doswww.conf

Kondiryparmiitauii ¢aitn doswww.conf MICTUTE 0OMEXEHHS I KUTBKOCTI
IP-anpec MAX [P COUNT Tta mopory cnpamtoBanas BLOCK_THRESHOLD,
10 BUKOPUCTOBYIOTHCS JIJIsl BUSABJICHHS ataku Slowloris.

Ha pucynky 3.7 mokazaHo (parMeHT KOAY IMPOTpaMu, KU € MOYaTKOM

dbynkii main().

int main() {
int BLOCK_THRESHOLD = 0;
int MAX_IP_COUNT = 0;

if (readConfig( , &BLOCK_THRESHOLD, &MAX_IP_COUNT) != 08) {

return 1;
}

FILE *file = popen( ) ):
if (file == ) {
perror( );
return 1;

}
char line[MAX_LINE_LENGTH];

/| Arrays to store unique IP addresses and their counts

char *unique_1ips[MAX_IP_COUNT];

int ip_counts[MAX_IP_ COUNT];

int ip_blocked[MAX_IP_COUNT];

for (int 1 = ©; 1 < MAX_IP_COUNT; i++) {
unique_ips[i] = ;s // Initialize array with NULL pointers
ip_counts[i] = 0;
ip_blocked[i] = @; // Initialize blocked flag to ©

}

Pucynox 3.7 — ®parmMeHT Koy YMTaHHS KOHITypaliiHoro (aitry, oroJomeHHs

3MIHHHX Ta 1HII{Iad13a11i MacUBIB

v JTAHOMY dbparmeHTi KOy BU3HAYAIOThCS 1Bl 3MIHHI
BLOCK THRESHOLD i1 MAX IP COUNT, ski iHimiami3yioTscss 3HadyeHHs M 0.
[{i 3MiHHI BUKOPUCTOBYIOTHCS JUIsl 30epiraHHs mopory OioxkyBaHHsi [P-agpec 1
MaKcUMalbHOi KiabkocTl [P-agpec, axi MoxyTh Oytu oOpoOieni. Jam QyHkiis
readConfig() 3umtye KOH(IrypamiitHi 3HadueHHs 3 ¢aitty /etc/doswww.conf.

Hactynuuii 610k BiAKpuBa€e KOMaHAy netstat -an JJIs YMTaHHS 4yepe3 KaHad 3a
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nornomorotro  popen(). Ilotim  cTBOproeTbest  Oydep  line  po3mipom
MAX LINE LENGTH pans 3uutyBaHHS PSAKIB 13 BUXIJHOTO TMOTOKY KOMAaHIU
netstat. ITicist mporo iHIMIAMI3YIOTBCS TPW MAaCHUBU: unique ips st 30epiraHHs
yHikanpHUX [P-agpec, ip_counts ans migpaxyHKy 3'€1HaHb ais koxkHoi [P-aapecw,
1 ip_blocked nns BimcrekenHs 3abnmokoBaHux IP-ampec. Yci enemMeHTH MacuBIB
IHIAT3YIOThCS 3HAYEHHSAMH 3a 3amMoBYyBaHHsAM. lle rorye M™acuBu niis
NoJIajIbIIoro oopobenHs indopMmarlii npo [P-anpecu, orpumani 3 komaHau netstat.

Ha pucyHnky 3.8 mokazaHo ¢parMeHT KOAy MpOrpamH, IKHi BUKOHY€E aHai3

MEpEXEBOro Tpadiky.

while (fgets(line, sizeof(line), file) != Ly {
// Check if the line contains the desired ports and "ESTABLISHED"
if ((strstr(line, )y = LL || strstr(line, ) 1= L) && strstr(line,
ESTABLISHED") != NULL) {
char *token = strtok(line, y:
int L = 0;
while (token != Ly {
if (1 == 4) { // check for the fifth column (remote address)

// Assuming the IP address is in the format IP:PORT
char *ip_port = strtok(token, )

int existing_ip_index = -1;
for (int j = 9; j < MAX_IP_COUNT; j++) {
if (unique_ips[j] != NULL && strecmp(unique_ips[j], ip_port) == 0) {
existing_ip_index = j;
break;
}
}
if (existing_ip_index == -1) {

J// New unique IP address
for (int j = 0; j < MAX_IP_COUNT; j++) {

if (unique_1ips[j] == LLYy {
unique_ips[j] = strdup(ip_port):;
ip_counts[j] = 1;
ip_blocked[j] = ©; [/ Initialize blocked flag to @
break;
}

} else if (!ip_blocked[existing_1ip_index]) { // Check if IP hasn't been
blocked

Pucynox 3.8 — dparmenT koay aHamizy MepexxeBoro Tpadiky

3a JI0MOMOTOI0 JTAHOTO KOAY BUSIBIISIIOTHCS 3'€MHaHHs Ha moptax 80 1 443,
ki 3Haxonatbes B ctani "ESTABLISHED". Bin 3unTye KOXHUN PSIIOK 3 BUBOIY
KOMaHJu netstat -an, MepeBipslOYM, YM MICTUTh BIH MOTPIOHI MOPTH Ta CTATyC

3'eTHAHHS.
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SIKIO psAOOK BIAMOBIAA€ MM KPUTEPisAM, BIH PO30MBAETHCA HA TOKEHU
(dacTuHU psaKa, po3aiieHl mpobOinamu) 3a gomomoror dyHKi strtok(). TTotim
KOJI TIEpeBipsi€ IM'SITUI TOKEH, IKUM TpesicTaBisie Binnaineny [P-agpecy Ta moprt.

Kon namaraerncs 3naiitu [P-agpecy B macuBi unique ips. Axmio [P-anpeca €
HOBOIO, BOHA JIOJIA€THCS IO MAaCHBY, a JIYMJIBHUK ITAKIOUEHb (ip _counts) s Hel
BCTaHOBMIOEThCd Ha 1. Skmo [P-ampeca Bke mpuCYTHS B MacuBl 1 IIe He
3a0JI0KOBaHa, KOJI 30UIbIIYE 11 TIYMIBHUK MiTKIIOYEHB, IEPEBIPSIOUN TIPH IIHOMY,
YM HE TMEPeBHINye Ied JiumibHuK nopir oaokyBanHs (BLOCK THRESHOLD).
Axmo IP-agpeca mepeBuirye mnopir OJOKYBaHHS, BOHA MIJJISATA€ MOAAIBLIOMY
00poOIeHH!O /151 OJIOKYBaHHS.

Ha pucynky 3.9 mokazano (parmeHT komy mporpamu, sikuii Ojokye IP-
azpecy, siKa TEpEeBUIIIIa TOPOTOBE 3HAYCHHS 3'€lHAHb, MO0JA€ MPaBUIO [0
iptables, peecTpye noaito B jor-gaiisii 3 MOTOYHOIO JAaTOI0 Ta YyacoM, rno3zHavae [P-

azpecy sik 3a0JI0KOBaHy, 1 BiAMpaBiige crioBimeHHs B Telegram.

if (ip_counts[existing_ip_index] > BLOCK_THRESHOLD) {
// Block the IP address and log the message
char command[MAX_LINE_LENGTH];
snprintf(command, sizeof(command), %s
, unique ips[existing_ip_1index]);
system(command) ;
printf( %s\n", unique_ips[existing_ip_1index]);

// Log the blocked IP address along with the current date and time
char log_message[MAX_LIMNE LENGTH];

time_t now;

struct tm *tm_info;

time(&now);

tm_info = localtime(&now);

strftime(log _message, MAX LINE_ LENGTH, %m-%d %s",
tm_info);

snprintf(log_message + strlen(log_message), MAX_LINE_LENGTH -
strlen{log_message), %s", unique_ips[existing ip_index]);

logMessage( , Log_message);

// Mark IP as blocked
ip_blocked[existing ip_index] = 1;

// Send a notification to Telegram
sendNotification(unique_ips[existing_1ip_1index]);

1

Pucynox 3.9 — ®parment xoay o0podku IP-anpec 3m0BMUCHUKIB Ta CIIOBIIICHD

B nmanomy koji, SKII0 JIYWIBHUK MifAKIoueHb aia [P-anpecu mepeBwuinye

BcranoBneHui mopir 6mokyBanns (BLOCK THRESHOLD), kox 6mokye 1o 1P-
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aapecy, AoJarouu npaBuiio a0 iptables. Ile mpaBuio 3a60poHsie BXiaHI 3'€THAHHS 3
miei [P-anpecu 3a momomororo komanau iptables -A INPUT -s <IP> -j DROP, sika
BUKOHYETHCS CUCTEMHUM BUKJIMKOM system(). [ami kox ¢dopmye MOBIIOMICHHS
JUISL )KypHAITY, sIKe MICTUTh IIOTOYHY JaTy 1 4ac, a TAKOXK TEKCT, 110 CUTHAI3Y€ TIPO
onokyBanHs [P-anpecu uepe3 araky Slowloris. Lle moBigoMIIeHHSs 3aMIUCY€ETHCS Y
daiin xxypHany /var/log/doswww.log 3a nonomororo ¢yukii logMessage(). Ilicns
1boro koj no3xHavae [P-agpecy sik 3a010k0BaHy, 1100 YHUKHYTH TOBTOPHUX CHPOO
il OJTIOKyBaHHS.

Ha 3aBepmieHHs KOJ BiANpaBisie MOBIIOMIICHHS 3 TMOMEPEIKEHHSAM TIPO
omoxyBanHa  [P-ampecu B Telegram, BUKOPHUCTOBYIOUYH byHK1I1IO0
sendNotification().

Ha pucynky 3.10 mnokazaHo (¢parMeHT KOOy HpOrpamu, SKHM
BUKOPUCTOBYETHCS JIJISl 3alUCy MOBLAOMIIEHb y (Dailyl >KypHalTy Ta HaJCHIIAHHS

crioBinieHp y Telegram [35].

// Function for logging messages to a file
void logMessage(const char *log_filename, const char *message) {
FILE *log_file = fopen(log_filename, ):
if (log_file != )
fprintf(log _file, "%s\n", message);
fclose(log_file);

}

// Function to send a notification to Telegram
void sendNotification(const char *ip) {
char curl_command[MAX_LINE_LENGTH];
snprintf(curl_command, sizeof(curl_command),

%S\ " , i1p);
system(curl_command);

Pucynok 3.10 — ¢pyHKIT JOryBaHHS Ta HaJCHJIaHHS CIIOBXEHHS B Telegram

Oynkiis logMessage BiANOBIIa€E 3a 3aMyC MOBIAOMIICHB Yy (aitn KypHay.
Bona mpuiimae aBa mapametpu: im's ¢daiiny Ta TeKCT moBigomiieHHsA. CroyaTKy
byHKIiA BigkpuBae ¢dailyl y pexuMi JOJaBaHHS, IO J03BOJISE J0JaBaTH HOBI
3alycyu B KiHelb (paiimy 6e3 BUAaJICHHs ICHYI0YOro BMICTY. SKIIO (aiii BIAKPUTO
YCIIIIHO, MOBIJOMJICHHS 3aMUCY€ETHCS y (pails 3 HOBUM psaKoM micist Hboro. [licns

3anucy ¢aii 3aKpUBaAETHCS, 00 3aBEPIIUTH OTEPAIito.
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Oynkiis sendNotification BUKOPUCTOBYETHCS ISl BIANPABKHU CIIOBIMICHD B
Telegram uepe3 API. Bona mnpuitmae mapamerp, mo wmictuth IP-ampecy, sky
NOTPIOHO BKIIOYWUTH B moBimomiieHHA. DyHkiis (opmye komanmay curl, ska
Hagacwinae POST-zamur mo Telegram API. Komamnma Bkimtouae TokeH 00Ta,
imeHTudikaTop 4yaTy Ta TeKCT moBimomieHHs 3 IP-agpecoro. Ilicna gopmyBanHs
KOMaHJM BOHA BHUKOHYETHCS 3a JOMOMOIOI (YHKIIi System, IO 03BOJISIE
BUKOHYBAaTH KOMAaHAy Yy CHCTEMHOMY cepeaoBwuimi. [[ns 3amoOiraHHsS BHUBOIY
iHQopMallii Mpo BUKOHAHHS KOMaHIW Ha €KpaH, BCl BHXOIU Ta ITOMUJIKH
nepeHanpaniisitoTbes y /dev/null.

I{s mporpama A03BOJIE€ BHSIBIATH, pearyBaTH Ta iHPOPMYBaTH MPO aTaKH
tumty Slowloris, 6mokytoun IP-ampecu, siki reHepyrOTh MITO3pUTY aKTHBHICTH Ta
MEPEBUIIYIOTh BCTAHOBJICHI TOPOTOB1 3HAUCHHS.

[Ilo6 ckommimoBat mnporpamy alertdoswww.c B Ubuntu HeoOXigHO

BHKOHATH HACTYIIHY KOMaHOY:

#gcc alertdoswww.c -0 alertdoswww
[ls KoMaHIa CKOMIIUTIOE TIporpaMy alertdoswww.c Ta CTBOPHTH

BUKOHYBaHHU Paill alertdoswww y Tiil camiil TUPEKTOPIi.

3.1.5 InTerpaitiist mporpaMHOTO 3a0€3MEUYECHHS SIK CEPBICY

3M1ICHUMO HaJIallITyBaHHS MPOTPAMHOTO 3aXUCTy sK cepricy. IIporpama
OyZe aBTOMATMYHO 3amycKaTUCA TIJ 4Yac CTapTy cepBepa, 3a0e3neuyrouu
MOCTIMHUN MOHITOPUHT TpadiKy Ta 3aCTOCYBaHHSI 3aXO0/IIB 3aXHCTY.

Just  iwTerpauii  nporpamm  alertdoswww sk cepBicy B Ubuntu
CKOPUCTAEMOCH Systemd, MEHEIKEPOM CUCTEMHHX CITYXO.

Ha pucynky 3.11 mnokazano ¢aitn koH@irypamii ciaykO0u y KaTaiosi

/etc/systemd/system/ 3 HA3BOIO alertdoswww.service.
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Pucynok 3.11 — BmicT ¢aiiny alertdoswww.service

@aiin alertdoswww.service € koHbIirypauiiaum aiisiom i systemd, sikuii
KEpYe€ 3aIyCKOM Ta YIPaBJIiHHSIM CEPBICOM.

3HaueHHs pO3UI1B KOH(DIrypamiitHoro gaiiry HaCTyIHi:

1) [Unit]. Lle#t po3aia BU3HAYA€E 3araibHi BIIACTUBOCTI CITY>KOHU:

- Description=ALERT DOSWWW Service — me Ha3Ba CiIyxOm abo
KOPOTKHM OIHKC 11 IPU3HAYCHHS,

- After=network.target - we mokax4uk TOro, IIo I ciayx0a Mae OyTh
3allyllieHa MicIs JOCSITHEHHs CTaHy network.target, o BKa3zye Ha 3aBEpIICHHS
1HIIiaTi3amii Mepexi.

2) [Service]. Lle#t po3ais MiCTUTh HaJIAIITYBaHHS TSI CaMO1 CITYXkO0:

- ExecStart=/root/alertdoswww/alertdoswww - ms crpiuka BKasye Ha
IUISAX 70 BAKOHYBAHOTO (aility, sSIKWii 3aITyCKAEThCS TIPHU CTAPTI CITYXKOH,

- User=root - Bka3zye KOpUCTyBaua, BiJ] 1IMEHI SIKOTO BUKOHYETHCS
ciyx0a;

- Restart=always - ns ommis Bkasye systemd repe3amyCTHTH CITyKOY
3aBX/IH, KOJIU BOHA 3aBEPIITYETHCS;

- RestartSec=30 - 151 omirist Bka3zye iHTepBal 4yacy (y CeKyHJax), Micls
AKOTO ciyk0a Oyje mepe3anylieHa y BUMaAKy i 3aBepIICHHS;

- WorkingDirectory=/root/alertdoswww/ - Bka3zye pobouuii karajior, B
SKOMY BUKOHYEThCS CITy:k0a.

3) [Install]. et po3ain micTuTh 1H(POpPMAIIiO MPO Te, SIK CIIy*x)0Oa MOBUHHA

OyTH BcTaHOBJIeHa Jij1s aBTo3amycky. Ctpiuka WantedBy=multi-user.target Bkasye,
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mo ciry’x0a € 6akaHOIO NI aBTOMAaTUYHOTO 3alyCKy B 0araTOKOPHUCTYBAIlbKOMY
PEKUMI.

Otxe, ¢aiin alertdoswww.service HamamToBye CIyXOy UIsl 3alycKy B
cuctemi Ubuntu sk cepBicy, 13 BKa3aHHSIM KOMaHIIW, Ky CJIiJT BHKOHATH, 1
HaJallITyBaHHSIMHU Mepe3anycKy Ta mpaB JOCTYyIYy.

[Ticnst ctBopeHHs (aitmy ciayx0u 1 loro 30epekeHHS MOTPIOHO 3aIyCTUTH
KOMaH/T! JIJI 3aBaHTAXEHHS CITY»KOM 1 11 3aIyCKy:

- #systemctl daemon-reload;

- #systemctl start alertdoswww;

- #systemctl enable alertdoswww.

Komanga systemctl enable AO3BOJUTH CIIYXKO1 3amycKaThcs MijJ 4ac
3aBaHTA)KCHHS CHCTEMH.

MoHa NepeBIpUTH CTaTyC CIYKOU 3a IOMOMOTOI0 KOMaH/IU:

- #systemctl status alertdoswww.

Ile mokaxe iH@OpMAaLIIO MPO CTAaTyC HOBOI CIY:KOM Ta MOAIl KypHaIy

(pucyHok 3.12).

root@ubuntu2284ws: fetc/systemd/system# systemctl status alertdoswww

@ alertdoswww.service - ALERT DOSWWW Service
Loaded: loaded (/etc/systemd/system/alertdoswww.service; disabled; vendor preset: enabled)
Active: activating (auto-restart) since Sat 2023-10-28 16:33:81 EEST; 635ms ago

Process: 278257 ExecStart=/root/alertdoswww/alertdoswww (code=exited, status=0/SUCCESS)
Main PID: 278257 (code=exited, status=8/SUCCESS)
CPU: 11ms
root@ubuntu2204ws: fetc/systemd/system# I

Pucynok 3.12 — Busin ctaTyc cepBicy alertdoswww

Takum umHOM, alertdoswww Oy/ie aBTOMAaTHYHO 3aIyCKaTHUCS SIK CITy»k0a
IIPY 3aBaHTaXKCHHI CUCTEMU. Lle M03BONMMTH JIETKO KEPYBAaTH HHUM, 3a0€3MECUyIOYn

3pyYHHM Ta HAIIWHUN (YHKITIOHAT.

3.2 OuiHka pyHKIIIOHAIBHOCTI 3aC00Y 3aXHUCTY

Ha mnodatkoBoMy ertami OIIIHKK (PYHKIIOHAJIBHOCTI BIAKIIOUUMO CEPBIC

ABTOMAaTU4YHOI'O BiI[CJIi,Z[KOBYBaHHH aTaKy 3a OO0IIOMOIOK) KOMAaHIMU systemctl
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stop alertdoswww Ta 3J1HCHMUMO aTaky Slowloris 3a cxemMoOw Mepexi 3riJHO
NYHKTY 2.1 Ta NPUHIIMIIOM BUKOHAHHS 3T1IHO YHKTY 2.6.
Ha pucynky 3.13 MokHa mo0auuTd UIO0 MICHsA CTapTy aTaku TeCcTOBa

CTOpiHKa nepecrajia 3aBaHTAXKYBATHUCh.

* Test website for slowloris X +
<« X @ O & 192168.1.100

Kali Linux 8 Kali Tools < Kali Docs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ KAFKB About Testimonials Features Team Pricing Contact

Slowloris attacks on web servers ol

Try it now

Slowloris attack test

Pucynok 3.13 — 3aBaHTa)keHHs TECTOBOTO caifTy 3 omepariinoi Kali Linux

[Ticnst BBIMKHEHHS CEpBICY KOMAHJIOIO systemctl start alertdoswww 3a
JeK1JIbKa CeKyHJ MU OTpuUMaeMo noBigomieHHs B Telegram npo araky (PucyHok

3.14).
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Server Alert Info
bot

August 6

Slowloris DOS Attack Alert: IP Blocked 192.168.0.105 .05 piy

Slowloris DOS Attack Alert: IP Blocked 192.168.0.106 1.5 b

@ Write a message... @ \Qj

Pucynok 3.14 — I[oBinomnenns B Telegram mpo araky Slowloris

Takoxx 3 BUBOJY KOMaHIM iptables -nvL --line-numbers (PUCYHOK

3.15) moxna nobauunTu mo [P agpecu aTakyrounx 3a0JI0KOBaHi.

Pucynok 3.15 — BuBig koMaH/u iptables -nvL --line-numbers
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VY HamoMmy BHUManKy, MpaBujia BKa3ylOTh HA T€, MO MAKETH, K1 MPUXOISThH
Bix [P-aapec 192.168.0.105 Ta 192.168.0.106, OyayTh BiAKUHYTI.

Takox nor-aiitn  /var/log/doswww.log MICTUTh 3allUCH  IIOJO
onokyBanHs [P-anpec minx yac araku Slowloris. KokeH 3amuc BKIroUae naty Ta 4yac
OJIOKyBaHHS Ta TOBIJOMJICHHS Tpo Te, 1o [P-aapeca Oyno 3abimokoBaHO yepe3

araky Slowloris (Pucynok 3.16).

2023-08-06 22:06:12 Slowloris O Attack Alert: IP Blocked 192.168.0.185

2023-08-06 22:06:13 Slowloris O Attack Alert: IP Blocked 192.168.0.106

Pucynox 3.16 — Bwmict nor-gaitny /var/log/doswww. log

Sx MoxkHa mnobauntu 3 BMmicTy (aiimy, IP-agpecu 192.168.0.105 Ta
192.168.0.106 Oynu 3a010K0BaHi1 1iJ] 4Yac aTakH.

HNanuit nor-¢gaiim MoOXKHa  BUKOPHCTOBYBATHU B CHUCTEMI YIPaBIIHHA
iH(popmarttiero npo noxaii 6esneku (SIEM), mob BiacTeKyBaTH aTaku, BHUSBISTH
3arpo3u Oe3neku, Ta pearyBatu Ha mojii B Mepexi. SIEM cuctemu 103BOJISAIOTH
arperyBaTH, aHaji3yBaTh Ta BifoOpaxaTu IiHGOpMAIlI0O 3 PI3HUX JKEpen
YKYpHaJiB, BKJIIOYat04YM Taki, ik doswww.log.

Takox MOKHa TTIEpEeKOHATHCS, 110 IMCJISI aKTUBAIIl CUCTEMH BiJICTEKEHHS Ta
omoxyBanHs artaku Slowloris Ham BeOcepBep 3HOBY CTaB JOCTYIHHUM ISt

KopucTyBauiB. Lle miATBEpIKY€EThCS 3aBaHTAXKEHHSM TECTOBOI CTOPIHKH (PUCYHKY

3.17).
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@ | ¥ Testwebsite for slowloris x|+

& C O & 192.168.1.100

@ KAFKB About Testimonials Features Team Pricing

Slowloris attacks on web servers

Slowloris attack test

18:30

b == O/ Search [ 5 D - e ﬁ ! , t_ﬂ' ‘i“ ﬁ % - (:} A oe LD 000

Cloudy

Pucynox 3.17 — [lepeBipka nparie3gatHocti BebcepBepa 3 onepariitHoi cuctemu

Windows 11

Lle miaTBEpIXKYE, 110 CUCTEMA BUSABIICHHS Ta OI0KyBaHHs aTaku Slowloris

Ha BeOcepBep Mpaiioe e(heKTUBHO Ta HAJIIHO.
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BMCHOBKHA

B xBamidikarmiitHiii poOOTi pO3B’s3aHO aKTyaJlbHY 3aJady IiABUIICHHSA
e(eKTUBHOCTI aJITOPUTMIB BUsiBIIeHHA Slowloris atak 3 po3poOKOI0 Ta OIIHKOIO
(GYyHKIIIOHaTBFHOCTI MEXaHi3My MiHiMi3allii BIUIMBY aTak Ha BeOcepBepu Apache.
[Tpu 1bOMyY OTpUMAaHO HACTYTHI pe3yIbTaTH.

1. [IpoBeneHo oI METOIUKH 3/1icHeHHs Slowloris aTak.

2. IlpoBeneHo aHaui3 3arajlbHUX METO/IIB 3aXUCTy BiJl Slowloris aTak.

3. HanmamryBatu TecTtoBe cepellOBUIIE Ha OCHOBI TimepBizopa VMware
ESXi nns monentoBanns Slowloris ataku Ha BeOGcepBep.

4. YIOCKOHAJEHO alrOpUTM BHUSBIICHHS, OJOKYBaHHS Ta CIOBILIEHHS PO
Slowloris ataky.

5. Po3poOneno mporpaMue 3a0be3nedeHHs Jis BUsBiIeHHs Slowloris aTtaku ta
omokyBanHs [P-agpec 3710BMHCHUKIB.

6. PeamizoBaHO MOXIJIMBOCTI 3alyCKy TMPOTPAMHOIO 3a0€3MEUYECHHS SIK
CepBiCy ISl TOCTIMHOI poOOTH Ha BeOcepBepi.

7. Po3pobiieno MexaHi3Mm 3anucy iH(opmarlli npo BUSBJICHI aTakd B JIOT-
(aiis 1y1s TOAAIBIIIOTO aHAI3Y .

8. Po3pobiieno mexanizm crioBimeHHs B Telegram mpo 3A1iICHEHHS aTaku.

9. IlpoBeneHo OLIHKY (YHKIIIOHAIBHOCTI PO3pOOJIEHOTO MPOTPAMHOTO
3acoOy aJist MiHiMi3allii BBy Slowloris atak Ha BeOcepBep.

10. ITigTBepmKEHO, IO CUCTEMa BUSIBJICHHS Ta OJOKyBaHHS aTtaku Slowloris

Ha BeOcepBep mpaiftoe eHeKTUBHO Ta HAIIMHO.
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USING HYPERVISORS TO CREATE A CYBER POLYGON

Cyber polygon used to train cybersecurity professionals, test new security technofogies and simulate attacks play an
important role in ensuring cybersecurity. The creation of such training grounds is based on the use of hypervisors, which alow
efficient management of virtual machines, isolating operating systems and resources of a physical computer from virtual machines,
ensuring a high level of security and stability. The paper analyses various aspects of using Aypervisors in cyber polygons, including
types of hypervisors, their main functions, and the specifics of their use in modelfing cyber threats. The article shows the ability of
hypervisors to increase the efficiency of hardware resources, create complex virtual environmenis for detailed modelling of network
structures and simulation of real situations in cyberspace.

Keywords: Hypervisor, cyber polvgon, VMware ESXi, Microsoft Hyper-V, Xen, KVM, Cluster.

THUMOIYK fmutpo
TepHOMiNbCEENH HALiOHANEHUH TeXHIUHNH YHiBepcHTET iMeHi IBana [Tymos

SIIKIB Bacuis

3axinHOYKpaiHCHKHH HAlliOHANBHHI YHIBEPCHTET
BUROPHCTAHHA T'TITEPBI3OPIB JJIA CTBOPEHHA KIBEPIIOJIIT'OHY

KiGeprmoniror:t, AKi BHKOPHCTOBYIOTECA ANTA TPEHYBaHHA (axiBLiB 3 KIGepBesneki, TECTYBAHHSA HOBHX TEXHOMOMH 38X1CTy
T8 MOJEIIOBEHHA aTaK, BIJIrpaioTe BEX/MBY DOAib Y 3a6e3r1eeHHT KIBepBesnexki. B 0cHOBI CTBOPEHHS TaKuX fIOAIMOHIB REXHTS
BUKOPHCTAHHA FITEPBI30PIB, K J03BOASOTL EPEKTHBHO VITPEBIATH BIPTYEALHHMI MaltHaMy, (2000w OfTepatiiiHi cucTemst 1a
PECYDCH QiIHUHOrO KOMITIOTEDE Bif BIPTYEALHHX MALIH, 3803TeWVioOuw BHCOKHI piBeHs Gesneku 178 crabinsHocti. B pobori
TPOBHENIFOBAHO PIFHS ACITEKTH BHKOPHCTAHHS (IEPBIZ0PIB ¥ KIBEDORIrORaX, BKMOYaKOWH THTH IIEpBI300i8, IXHI 0CHOBHI hyHKL, 8
TEKOK CIIELMGDIKY 3aCTOCYBAHHA Y MOGEMOBaHH] KIBep3arpos 7a po3ropranH! KiIBepromiroHis. fTokazaHo a4arHicTs rinepsizopis
THABALLYBATH EQEKTUBHICTE BHKOPHCTAHHS aTapaTHuX PECYPriB, CTBODIOBATY CKIaAH! BIPTYaIbHl CEPEJOBMYa A9 JE€TaIbHOM0
MOJEIOBEHHT MEDEIREBHX CTRVKTYD Ta IMITALIT PeaisHX cHTYaLIi B KibeprpocTop!.

Knarodosi cnosa: Finepsizop, kibepnosairon, VMware ESXI, Microsoft Hyper-\, Xen, KVM, Cluster.

INTRODUCTION

Information technology is constantly evolving, creating new challenges for cybersecurity. Cyber polygon,
or environments for modelling cyber threats, are becoming a necessary tool for training specialists, testing system
security, and researching new methods of countering attacks. The basis for creating such training grounds is the use
of hypervisors.

A hypervisor is software that manages the operation of virtual machines. It allows you to create and
effectively manage virtual machines, each with its own operating system and applications.

A cyber polygon is a virtual environment used to train cybersecurity professionals, test new security
technologies, simulate attacks, and practice incident response scenarios. It can include virtual machines, network
equipment, storage systems and other components that simulate real-world infrastructure.

MAIN PART

The hypervisor distributes physical resources (such as CPU, memory, disk space, etc.) among several
virtual machines, ensuring their independence and stability. This makes it possible to run several different operating
systems on the same physical server, which increases the flexibility and efficiency of using hardware resources. The
hypervisor ensures that virtual machines cannot interact with each other in an undesirable way or affect the host
system, which provides a high level of security and stability. It can include various functions, such as managing
virtual networks, data storage, and 1/O processing. Thanks to its architecture, a hypervisor allows you to create and
manage virtualised environments that can be used for a variety of purposes.

There are two types of hypervisors: type 1 (bare-metal) and type 2 (hosted).

Type 2 runs on top of an operating system that is already installed on a physical server (Figure 1).
Examples: VMware Workstation, Oracle VirtualBox, Parallels Desktop, VMware Fusion, UTM, QEMU
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Hypervisor

Hardware

Fig. 1 Type 2 hypervisor architecture

Type 1 rung directly on the hardware without the need for an underlying operating system (Figure 2).
Examples: VMware ESXi, Microsoft Hyper-V, Xen, and KVM.

Hypervisor

Hardware

Fig. 2 Type 1 hypervisor architecture

VMware ESXi iz a high-performance Type 1 hypervigor that is small and fast. The hypervisor delivers high
performance while minimising virtualisation overheads thanks to its lightweight architecture [1]. High level of
scalability. ESXi allows you to efficiently use server resources by running many virtual machines on a single server
and automatically managing them through vCenter Server, allowing you to create large virtualised environments.

One of the main advantages of VMware ESXi iz its high reliability. The hypervisor supports high
availability features such as High Availability and Fault Tolerance. The vMotion function allows you to move
virtual machines from one server to another without interrupting their operation, which is important for ensuring the
smooth operation of services. The DRS (Distributed Resource Scheduler) tool automatically balances the load
between servers by moving virtual machines according to available resources. Storage vMotion technology allows
you to move virtual machines between different datastores without interrupting their operation. VMware vSAN
software-defined storage system allows you to create virtualised storage based on local server disks. vSAN
combines disc resources from multiple servers into a single cluster, creating scalable and high-performance storage
for virtual machines. All of these are part of the VMware vSphere platform functionality and are critical
technologies for ensuring the continuous operation of virtualised environments. VMware ESXi supports both Intel
VT (Intel Virtualisation Technology) and AMD -V (AMD Virtualisation).
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Intel VT and AMD-V are hardware-based virtualisation technologies developed by Intel and AMD,
respectively. Intel VT and AMD-V are critical components for virtualisation performance in modern hypervisors.
They leverage these hardware capabilities to improve virtualisation performance, security, and efficiency.

VMware ESXi1 can provide a solid foundation for a cyber polygon with its high-performance virtualisation
capabilities, scalability, and reliability. It allows you to create complex and resource-intensive virtual environments
that can mimic real-world network structures with different types of servers, operating systems, and applications.
This allows you to configure various cyber threat and attack scenarios that can be tested without risking real
systems. Using features such as vSphere vMotion and VMware vSAN, you can ensure that the cyber range 1s always
running, even when performing updates or moving virtual machines between servers, which is important for long
training and education sessions. VMware ESXi allows you to create complex network topologies with different
network segments and access policies. This allows you to recreate real-world enterprise network conditions,
including data distribution and protection. VMware ESXi also supports snapshots of virtual machines, which allows
you to quickly return to previous system states after tests or attacks.

Hyper-V is a Type 1 hypervisor developed by Microsoft that allows you to create and manage virtual
machines [2]. It i1s part of the Windows Server and Windows 10/11 (Pro, Enterprise, and Education) operating
systems, providing users with the ability to efficiently virtualise servers and workstations. Hyper-V directly controls
resources such as CPU, memory, and network interfaces, distributing them among virtual machines. Live Migration
allows you to move running virtual machines between physical servers without interrupting their operation. Hyper-
V Replica provides replication of virtual machines between two different sites, allowing for backup and disaster
recovery. Despite its many benefits, Hyper-V does have some limitations. Although Hyper-V supports a variety of
operating systems, some versions of Linux or other operating systems may have limited support or require
additional configuration.

The Hyper-V hypervisor can serve as a solid foundation for a cyber polygon with its powerful virtualisation
capabilities, integration with other Microsoft products, and flexibility in managing virtual environments. With
Hyper-V, you can easily create isolated virtual environments in which to deploy a variety of operating systems and
applications to simulate and defend against attacks. Integration with Active Directory allows you to control access to
resources and manage users. Hyper-V also supports replication and backup functions, which allows you to preserve
the state of your environment, quickly restore it after test attacks, or create backups for analysis. Hyper-V virtual
switches allow you to configure complex network topologies by simulating various types of network interactions.
With Hyper-V, you can implement a scalable cyber polygon that can be used for both individual training sessions
and complex team exercises.

Xen is an open-source Type 1 hypervisor developed at the University of Cambridge and is one of the most
popular virtualisation solutions in the world [3]. It allows you to run multiple operating systems on a single physical
server, efficiently sharing hardware resources between them. Xen runs directly on the server hardware, providing a
high level of performance and security by isolating virtual machines from each other.

One of the key features of Xen is its ability to support different virtualisation models, including
paravirtualisation and hardware virtualisation. Paravirtualisation allows operating systems running on Xen to be
optimised for virtualisation, which improves performance. Hardware virtualisation, on the other hand, allows you to
run unmodified operating systems such as Windows through the use of special hardware extensions of the Intel VT
or AMD-V processor. Xen supports high availability and live migration of virtual machines, allowing them to be
moved between physical servers without interruption. Xen provides a command-line interface and tools for
managing virtual machines, allowing administrators to effectively momtor and configure the virtualised
environment.

Xen can be a good foundation for creating a cyber polygon due to its flexibility, open source, and ability to
support different virtualisation models. Since Xen supports both paravirtualisation and hardware virtualisation, it
allows you to create cyber polygons with different operating systems, including virtualisation-optimised versions of
Linux and unmodified versions of Windows. Xen's flexibility allows you to create complex network topologies and
scenarios to simulate real-world attacks. With support for live migration of virtual machines and high availability,
Xen ensures the continuity of the cyber range, even during updates or the transfer of virtual machines to other
physical servers. This allows you to conduct long-term training and testing without the risk of stopping the
environment.

KVM (Kernel-based Virtual Machine) is a Type 1 hypervisor that is part of the Linux kemel and allows
vou to use hardware virtualisation features to create and manage virtual machines [4]. As a virtualisation solution,
KVM delivers high performance and efficiency through tight integration with the Linux kernel, allowing it to use
existing system components and resources. The main component of KVM is the kernel module, which turns the
Linux kemel into a hypervisor that manages virtual machines.

One of the key advantages of KVM is that it uses standard Linux tools and mechanisms to manage virtual
machines. This includes tools for monitoring, network configuration, and resource management. KVM supports a
variety of operating systems, including different versions of Linux, Windows, and other OSes, making it a versatile
virtualisation solution.
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KVM integrates with other projects and technologies, such as libvirt, which provides interfaces for
managing virtual machines via the command line or graphical interfaces.

Another important part of KVM is QEMU. QEMU (Quick Emulator) is a versatile open source emulator
that allows you to create virtual machines by emulating various hardware [5].

QEMU provides emulation of a wide range of hardware components, such as processors, network cards,
hard drives and other peripherals. One of the main advantages of QEMU is its ability to support different processor
architectures such as x86, ARM and others. QEMU can run in both full emulation mode and hardware virtualisation
mode to improve performance. In full emulation mode, QEMU provides emulation of all hardware, allowing you to
run virtual machines regardless of whether the physical host supports hardware virtualisation.

KVM is an excellent basis for creating a cyber polygon due to its integration with the Linux kernel and
powerful virtualisation capabilities. As a specialised environment for modelling and analysing cyber threats, a cyber
polygon requires a stable, scalable and reliable platform for deploying virtual machines and simulating attacks.
KVM, as part of the Linux kemel, provides high performance and efficiency through the use of hardware
virtualisation via Intel VT or AMD-V. This allows you to create virtual machines with minimal overhead, which is
especially important for large and resource-intensive environments such as cyber polygons. QEMU, when used in
conjunction with KVM, provides the ability to emulate different hardware, allowing vou to create virtual machines
with different characteristics and configurations. This is useful for modelling various attack and defence scenarios
within a cyber polygon. QEMU also supports virtual machine snapshots, which allows you to save system states and
quickly restore them if necessary. The migration capability also helps to ensure high availability and scalability of
the cyber polygon, adapting it to changing needs.

Type 1 hypervisors, which work directly with the hardware, provide higher performance than type 2
hypervisors because they do not require an underlying operating system. This is critical for cyber polygons, where
high data processing speeds and realistic modelling of cyber threats are required. Due to these advantages, Type 1
hypervisors are ideal for creating a cyber polygon, providing a high level of performance, security, scalability and
stability that are critical for effective testing and modelling of cyber threats.

One of the most important aspects of creating a cyber polygon is the use of routers with firewall
functionality in the test environment. Routers such as the Cisco CSR1000v, [PFire, OPNsense, pfSense, MikroTik
CHR, Juniper Cloud-Native Router, FortiGate VM, and Palo Alto VM-Series are a solid choice for a cyber polygon
due to their advanced security, configuration, and integration with other systems [7][8][9][10][11][12][13]. Using
these routers with firewall capabilities allows you to create a variety of scenarios for testing and training in the cyber
lab. Their capabilities help to create complex and realistic network environments that allow you to effectively model
and analyse cyber threats.

Figure 3 shows an architectural diagram of a cyber polygon created on the basis of a cluster of hypervisors.

Network Infrastructure Storage System

{Virtual Switches, Firewalls and Routers) (DAS, NAS, SAN)

Hypervisor 1 Hypervisor 2 @ Hypervisor N

Cyber Polygon

Fig, 3 The architecture of the cyber polygon
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The centralised management interface allows you to manage all virtual machines, configure network
configurations, and monitor the status of the entire hypervisor cluster. A hypervisor cluster consists of several
physical servers with hypervisors. There are several types of virtual machines in the architecture: server machines
that simulate various server roles, such as web servers, databases, file servers; client machines that simulate user
endpoints, such as computers and mobile devices; attack machines configured with tools and scripts to perform
cyber attacks; and machines that are equipped with security tools to detect and mitigate attacks. The network
infrastructure includes virtual switches, routers and firewalls that control and monitor data flows between virtual
machines and separate network segments. The storage system includes DAS (Direct-Attached Storage), NAS
(Network-Attached Storage), and SAN (Storage Area Network), which provide data storage for virtual machines.
Monitoring, analysis tools and a dashboard allow real-time monitoring and analysis of network activity and incident
response by visualising the security status.

This architecture allows for the creation of diverse and realistic scenarios for cybersecurity training,
providing the flexibility and scalability to conduct complex tests in a controlled environment.

CONCLUSIONS

Using a Type 1 hypervisor to create a cyber polygon is an effective approach that allows you to simulate
complex and realistic cyber threat scenarios. The main advantages are high performance, reliability and isolation of
virtual machines, which creates a secure environment for testing and training. Type 1 hypervisors provide the ability
to create scalable and adaptive cyber polygons that can be used to train cybersecurity professionals, conduct
research and test new security technologies.

Thus, a Type 1 hypervisor is a key element for creating effective and secure cyber polygons that can be
used in various industries, from educational institutions to corporate environments.
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Abstract, Web servers play a key role in providing access to online resources. However, they
are targeted by a variety of cyber attacks, including DDoS attacks such as Slowloris, which
can paralyse servers by draining their resources. This paper investigates methods for
detecting and preventing Slowloris attacks it real time. The main focus was on algorithms
and tools that can be used to protect web servers. The architecture of streaming and
asynchronous web servers, their vuinerability to Slowloris attacks, and recommendations
for improving server configuration to minimise risks were analysed. Software has been
developed that monitors traffic in real time, detects suspicious activVity, and automatically
blocks attacking 1P addresses using a firewall, The functionality of notifications about
attacks via Telegram Bot and logging of events for further analvsis has been implemented.
The obtained results showed that the developed measures can effectively protect servers
from Slowiloris attacks, ensuring their uninterrupted operatior.

Introduction. Internet technologies play a key role in the functioning of
various service industries. However, as the volume of online traffic grows, so does
the threat to web servers in the form of cyber attacks. One of these attacks is
Slowloris, a type of distributed denial of service (DDoS) attack that is designed to
exhaust a web server's resources, making it unavailable to legitimate users [1].
Detecting and preventing Slowloris attacks in real time is critical to protecting
network infrastructure and ensuring the smooth operation of websites. This paper
discusses methods for detecting and preventing real-time Slowloris DDoS attacks,
with a particular focus on algorithms and tools that can be used to protect servers.

Main part. Web servers are the main components that provide access to web
pages on the World Wide Web. They can serve many requests simultaneously from
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different clients, which provides fast access to content for many users at the same
time.

Web servers can be divided into two main types of architecture: streaming
and asynchronous.

Apache is a streaming web server [2]. Streaming web servers use a reguest
processing model where each request is processed by a separate thread or process.
When a client sends a request to a streaming web server, the server creates a
separate thread or process to handle that request. This means that each request is
processed separately from other requests. In streaming servers, each thread or
process is blocked while the request is being processed. This can lead to the entire
server being blocked in the event of a large number of requests. Streaming servers
often allow developers to use synchronous code, which makes application
development easier. Developers don't have to worry about handling competing
processes or threads.

Nginx is an example of an asynchronous server [3]. Asynchronous web servers
use a request processing model where a single thread or process can serve many
requests without blocking. Nginx uses an approach with an asynchronous, non-
blocking, event-driven architecture. This allows the web server to handle multiple
connections within a single process. Nginx has a main process that performs
privileged operations such as port binding, reading and evaluating configuration
files, and creating child processes.

Due to its asynchronous architecture, the server spends fewer resources on
creating and managing threads or processes, which allows it to be more productive
and faster. Asynchronous servers use a non-blocking processing model, which
allows the server to process requests without waiting for previous operations to
complete. Nginx is ideal for serving many concurrent connections, making it
popular for load balancing tasks and handling large volumes of traffic.

For all its capabilities, Apache is vulnerable to Slowloris attacks in its streaming
architecture. The Nginx web server has a different architecture and, if configured
appropriately, is not vulnerable to Slowloris attacks.

The principle of the Slowloris attack is that the attacker tries to keep a large
number of open connections to the web server, which leads to the server allocating
resources to each open connection. This causes the web server to be unavailable to
legitimate users, as all available resources are directed to serve the attackers. One
of the key points of the Slowloris attack is request delay, where the attacker tries to
delay sending full reguests by opening a connection but not completing it
completely. This forces the server to wait for the request to complete and keep the
connection open.

Figure 1 shows the correct interaction between the client and the web server.
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Normal HTTP connection (complete HTTP request -
response cycle)

user web server

Fig.1. Correct HTTP connection process

The user sends an HTTP request to the web server. The web server processes
the request and sends back an HTTP response. This cycle represents the
fundamental communication mechanism used in web browsing and data
exchange over the Internet.

Slowloris works in a different mode, using the "Keep-Alive" header of the HTTP
request, as in a correct interaction. This header informs the server that there will be
additional requests in the future, so an attacker can send several incomplete
regquests and keep them open. This causes the server to reach its connection limit
and cannot process new requests from legitimate users. The attacker then sends
additional incomplete requests to maintain control over existing connections and
prevent legitimate users from accessing the server. By sending encugh data with
each request, but not completing it, the attackers effectively tie up the web server's
resources for a long period of time (Fig. 2).

Slowloris attack (incomplete HTTP requests) A

a

threat actor web server

YYyYvYYYY

Fig. 2. Principles of the Slowloris attack on a web server

Attackers can use a botnet or other network rescurces to send multiple
requests to a web server at the same time (Fig. 3).
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Fig. 3. Principles of the Slowloris attack using a botnet

This allows you to increase the strength of the attack and its ability to
overwhelm the server. The attacker gradually drains the server's resources,
and it can be extremely effective with a large number of simultaneous
connections.

Using loT devices for a Slowloris attack is particularly dangerous given the
growing number of such devices and their limited security. Attackers can seize
control of numerous IoT devices, combining them into a botnet. This botnet can
then be used to launch Slowloris attacks against web servers. Due to the large
number of devices, the attack can be extremely effective, even if each individual
device only sends a small number of requests.

Since the Slowloris attack is characterised by a low volume of traffic sent by
attackers, it is difficult to detect.

One of the obvicus results of a Slowloris attack is the temporary or prolonged
unavailability of a web server to legitimate users. The server may be overloaded and
unable to respond to requests. This attack can lead to significant losses for the
business served by the web server and can damage the reputation of the
organisation.
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Defence against Slowloris attacks includes a variety of techniques and
approaches aimed at reducing the risk and minimising the consequences of this
attack.

One of the first steps in protecting against Slowloris is to improve
the configuration of the web server, in particular, to increase the maximum
number of simultaneous connections that the server can handle. But you need to
keep in mind that the server's capabilities are not unlimited and can also be
exhausted. It is alsc important to set up timeouts for terminating inactive
connections.

Web servers have modules or plugins that are designed with the previous
parameters in mind to reduce the impact of a Slowloris attack However,
when an attack is launched from multiple sources, using Apache modules that can
mitigate the attack does not have the desired effect. Because mod_regtimeout
effectively rejects slow connections, but it does hot prevent these connections
from being made. This means that during the mod_regtimeout grace pericd,
Apache connection slots can be filled. mod_limitipconn is triggered too late and
cannot mitigate Slowloris. It is designed to return an HTTP 503 to the client if the
client is making too many connections, but assumes that the client wants a
response. Slowloris, of course, does not need this, so the connection slots remain
busy.

With a reverse proxy server, you can create an additional barrier between
clients and the web server, which reduces the server's vulnerability toc a Slowloris
attack. In addition, a reverse proxy can improve the overall security and efficiency
of the server by providing protection against other threats.

Another way to reduce the impact of the attack is to use firewalls to block IP
addresses from which Slowloris attacks are launched. The development of an
algorithm, methodology for this process and its automation can help in the
effective detection and blocking of attackers.

The development of a Slowloris attack detection algorithm and protection
software requires a comprehensive approach and integration with different layers
of server infrastructure. Since the Slowloris attack involves the use of many
incomplete HTTP requests to overload the target server, real-time monitoring of
TCP ports 80 and 443 will help detect the attack.

The developed software identifies the IP addresses that initiate the attack and
blocks them by using a firewall. This service constantly monitors and analyses
incoming traffic, and if signs of Slowloris are detected, it automatically adds the IP
addresses to the blocked list. The developed software has the ability to notify about
the detection of an attack using Telegram Bot, which makes it possible to promptly
inform about the attack (Fig. 4).
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¥ Slowloris DOS Attack Alert: IP Blocked 192.168.0.105
Slowloris DOS Attack Alert: IP Blocked

WL L) bl A & .

Fig 4. Telegram message about the Slowloris attack

The development of the functionality tc run the developed software
protection as a service made it possible to automatically enable it when the server
starts up and constantly moniter traffic. The software keeps an event log, recording
details about each blocked IP address (Fig. 5).

2023-08-06 22:06:12 Slowloris DOS Attack Alert: IP Blocked 192.168.0.105

2023-08-06 22:06:13 Slowloris DOS Attack Alert: IP Blocked 192.168.0.106

Fig 5. Contents of the /var/log/doswww.log log file

This log file can be used in SIEM to track attacks, detect security threats, and
respond te network events..

Conclusions. The Slowloris DDoS attack is a serious threat to modern web
servers, but it can be effectively detected and blocked using modern methods and
tools. The advanced algorithm and practical implementation of software protection
made it possible to protect the Apache web server from Slowloris attacks on the
Linux platferm. The developed protecticon includes integration with the firewall to
block the attack in real time, an attack logging system and the ability to receive
notifications on Telegram Bot about the incident.
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192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2?1649
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.3; rv:36.0)
Gecko/20100101 Firefox/36.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2456
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;
Trident/7.0; rv:11.0) like Gecko"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21701
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;

Trident/7.0; rv:11.0) like Gecko"
192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21808
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;
Trident/7.0; rv:11.0) like Gecko"
192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2?16
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;
Trident/7.0; rv:11.0) like Gecko"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2640
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;
rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2?1822
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86 64;

rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2?1507
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64;
rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2?1865
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86 64;
rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/RAug/2024:12:43:55 +0300] "GET /2378
HTTP/1.1" 408 482 "-" "Mozilla/5.0 (Windows NT 10.0; WOWo64;
rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2683
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0OS X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0"

81



192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21821

HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86 64;
rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2338
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0OS X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2284
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0OS X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21228
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21580
HTTP/1.1" 408 482 nm_mn "Mozilla/5.0 (X11; Linux x86 64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.0.2785.143
Safari/537.36"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2446
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (X11; Linux x86 64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.0.2785.143
Safari/537.36"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21403
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.71
Safari/537.36"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2257
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.3; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.0.2785.143
Safari/537.36"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21250
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.71
Safari/537.36"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21770
HTTP/1.1™ 408 482 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79
Safari/537.36 Edge/14.14393"
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192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /2870
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79
Safari/537.36 Edge/14.14393"

192.168.0.105 - - [02/Aug/2024:12:43:55 +0300] "GET /21292
HTTP/1.1"™ 408 482 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79
Safari/537.36 Edge/14.14393"

192.168.2.10 - - [02/Aug/2024:13:11:50 +0300] "GET / HTTP/1.1"
200 5649 n_n "Mozilla/5.0 (Windows NT 10.0; Wino4d; x64;
rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET / HTTP/1.1"
200 5649 n_n "Mozilla/5.0 (Windows NT 10.0; Wino4d; x64;
rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET

/assets/plugins/jquery-scrollTo/jquery.scrollTo.min.js HTTP/1.1"
200 1643 "http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0;
Wino6d; x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET
/assets/plugins/jquery-1.12.3.min.Jjs HTTP/1.1" 200 34141
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET
/assets/css/styles.css HTTP/1.1" 200 3667
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET
/assets/plugins/font-awesome/css/font-awesome.css HTTP/1.1" 200
7370  "http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0;
Win64; x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET
/assets/plugins/bootstrap/js/bootstrap.min.js HTTP/1.1" 200

10178 "http://192.168.1.100/"™ "Mozilla/5.0 (Windows NT 10.0;
Winé4; x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:20 +0300] "GET
/assets/plugins/bootstrap/css/bootstrap.min.css HTTP/1.1" 200
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20083 "http://192.168.1.100/"
Winod; x64; rv:109.0)
192.168.2.10 - -

"Mozilla/5.0

[02/Aug/2024:13:12:21
200 735
10.0;

/assets/js/main.js HTTP/1.1"
"Mozilla/5.0
Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

(Windows NT Wino4d;

/assets/images/feature-3.png HTTP/1.1"
"http://192.168.1.100/" "Mozilla/5.0
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

(Windows

/assets/images/feature-2.png HTTP/1.1"
"http://192.168.1.100/" "Mozilla/5.0
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

(Windows

/assets/images/feature-7.png HTTP/1.1"
"http://192.168.1.100/"
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

"Mozilla/5.0 (Windows

/assets/images/feature-5.png HTTP/1.1"
"http://192.168.1.100/"
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

"Mozilla/5.0 (Windows

/assets/images/feature-6.png HTTP/1.1"
"http://192.168.1.100/"
x64; rv:109.0) Gecko/20100101 Firefox/119.0"
192.168.2.10 - - [02/Aug/2024:13:12:21
/assets/images/imac.png HTTP/1.1"
"http://192.168.1.100/" "Mozilla/5.0
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

"Mozilla/5.0 (Windows

(Windows

/assets/images/feature-4.png HTTP/1.1"
"http://192.168.1.100/" "Mozilla/5.0
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21

(Windows

/assets/images/logo-css3.svg HTTP/1.1"

(Windows

Gecko/20100101 Firefox/119.0"

+0300]

NT

10.0;

"GET

"http://192.168.1.100/"

x64; rv:109.0)
+0300] "GET
200 102732
NT 10.0; Wino64;
+0300] "GET
200 238570
NT 10.0; Wino64;
+0300] "GET
200 109929
NT 10.0; Wino4;
+0300] "GET
200 119153
NT 10.0; Wino64;
+0300] "GET
200 95378
NT 10.0; Wino64;
+0300] "GET
200 118350
NT 10.0; Wino64;
+0300] "GET
200 146811
NT 10.0; Wino4;
+0300] "GET
200 1976
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"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-less.svg HTTP/1.1" 200 11085
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-html5.svg HTTP/1.1" 200 2358
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-bootstrap.svg HTTP/1.1" 200 3597
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-icon.svg HTTP/1.1" 200 1307
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/hero-1.73pg HTTP/1.1" 200 99274
"http://192.168.1.100/assets/css/styles.css" "Mozilla/5.0

(Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101
Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-angular.svg HTTP/1.1" 200 2591
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/map.png HTTP/1.1" 200 75801
"http://192.168.1.100/assets/css/styles.css" "Mozilla/5.0

(Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101
Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/profile-1.png HTTP/1.1" 200 26799
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"
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192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/plugins/font-awesome/fonts/fontawesome-
webfont.woff2?v=4.6.3 HTTP/1.1" 200 72185
"http://192.168.1.100/assets/plugins/font-awesome/css/font-

awesome.css" "Mozilla/5.0 (Windows NT 10.0; Wino4d; x04;
rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/profile-2.png HTTP/1.1" 200 23538

"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/figure-2.png HTTP/1.1" 200 8019
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/logo-jquery.svg HTTP/1.1" 200 28896
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/figure-3.png HTTP/1.1" 200 4506
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/profile-3.png HTTP/1.1" 200 25265
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/figure-1.png HTTP/1.1" 200 12847
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/profile-4.png HTTP/1.1" 200 24968
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/feature-8.png HTTP/1.1" 200 112806
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"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/feature-1.png HTTP/1.1" 200 106981
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/team-1.png HTTP/1.1" 200 36067
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET
/assets/images/team-2.png HTTP/1.1" 200 63212
"http://192.168.1.100/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:21 +0300] "GET /favicon.ico
HTTP/1.1"™ 200 1450 "http://192.168.1.100/" "Mozilla/5.0 (Windows
NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101 Firefox/119.0"

192.168.2.10 - - [02/Aug/2024:13:12:32 +0300] "GET
/assets/images/hero-2.3pg HTTP/1.1" 200 126262
"http://192.168.1.100/assets/css/styles.css" "Mozilla/5.0

(Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101
Firefox/119.0"
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JNOIATOK B. Jlictunr ¢aiiny alertdoswww.c

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

#include <time.h>

#define MAX LINE LENGTH 256

// Declaration of the function for logging messages to a file

void logMessage (const char *log filename, const char *message);

// Function to send a notification to Telegram

void sendNotification(const char *ip);

// Function to read configuration values from a file
int readConfig(const char *filename, int *BLOCK THRESHOLD,
*MAX_IP COUNT) ({
FILE *config file = fopen(filename, "r");
if (config file == NULL) {
perror ("Failed to open configuration file");

return 1;

char line[MAX LINE LENGTH];

while (fgets(line, sizeof(line), config file) != NULL) {
if (strstr(line, "BLOCK THRESHOLD=") != NULL) {

int

sscanf (line, "BLOCK THRESHOLD=%d", BLOCK THRESHOLD) ;

} else if (strstr(line, "MAX IP COUNT=") != NULL) {
sscanf (line, "MAX IP COUNT=%d", MAX IP COUNT) ;
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fclose(config file);

return O;

int main () {
int BLOCK THRESHOLD = 0;
int MAX IP COUNT = 0;

if (readConfig("/etc/doswww.conf", &BLOCK THRESHOLD,
&§MAX IP COUNT) != 0) {

return 1;

FILE *file = popen("netstat -an", "r");
if (file == NULL) {
perror ("Failed to run netstat");

return 1;

char line[MAX LINE LENGTH];

// Arrays to store unique IP addresses and their counts
char *unique ips[MAX IP COUNT];

int ip counts[MAX IP COUNT];

int ip blocked[MAX IP COUNT];

for (int i = 0; i < MAX IP COUNT; i++) ({

unique ips[i] = NULL; // 1Initialize array with NULL
pointers
ip_counts[i] = 0;
ip blocked[i] = 0; // Initialize blocked flag to O
}
while (fgets(line, sizeof(line), file) != NULL) {

// Check 1if the 1line contains the desired ports and

"ESTABLISHED"
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if ((strstr(line, ":443") != NULL || strstr(line, ":80")

!= NULL) && strstr(line, "ESTABLISHED") != NULL) {
char *token = strtok(line, " ");
int 1 = 0;
while (token != NULL) {
if (1 == 4) { // Check for the fifth column

(remote address)

// Assuming the IP address is in the format

IP:PORT
char *ip port = strtok(token, ":");
int existing ip index = -1;
for (int j = 0; j < MAX IP COUNT; j++) {
if (unique ips[J] I= NULL &&
strcmp (unique ips[j], 1ip port) == 0) {
existing ip index = J;
break;
}
}
1f (existing ip index == -1) {

// New unique IP address

for (int j = 0; j < MAX_IP COUNT; j++) ({

if (unique ips[j] == NULL) {
unique ips[Jj] = strdup (ip port);
ip counts[j] = 1;
ip blocked[]] = 0; //

Initialize blocked flag to O

break;

}
} else if (!ip blocked[existing ip index]) {
// Check if IP hasn't been blocked
if (ip_counts[existing ip index] <=
BLOCK THRESHOLD) {
// IP address hasn't exceeded the
threshold

ip counts[existing ip index]++;
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if (ip_counts[existing ip index] >
BLOCK_THRESHOLD) {
// Block the IP address and log the

message
char command[MAX LINE LENGTH];
snprintf (command, sizeof (command),
"sudo iptables -A INPUT -s %s -j DROP",

unique ips[existing ip index]);
system (command) ;
printf ("Blocked IP: %$s\n",

unique ips[existing ip index]);

// Log the blocked IP address along
with the current date and time

char log message[MAX LINE LENGTH];

time t now;

struct tm *tm info;

time (&now) ;

tm info = localtime (&now) ;

strftime (log message,

MAX LINE LENGTH, "%Y-%m-%d %H:%M:%S", tm info);

snprintf (log message +
strlen(log message), MAX LINE LENGTH - strlen(log message), "
Slowloris DOS Attack Alert: IP Blocked %s",

unique ips[existing ip index]);
logMessage ("/var/log/doswww.log",

log message) ;

// Mark IP as blocked

ip _blocked[existing ip index] = 1;

// Send a notification to Telegram

sendNotification (unique ips[existing ip index]);
}
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}
token = strtok (NULL, " ");

i++;

pclose (file);

// Print unique IP addresses and their counts

for (int 1 = 0; 1 < MAX IP COUNT && unique ips[i] != NULL;
i+4+) |
printf ("Unique 1IP: %s, Count: $d\n", unique ips[i],

ip counts[i]);

}

return 0;

// Function for logging messages to a file
void logMessage (const char *log filename, const char *message) {
FILE *log file = fopen(log filename, "a");
if (log file != NULL) {
fprintf(log file, "%s\n", message);

fclose (log file);

// Function to send a notification to Telegram
void sendNotification(const char *ip) {
char curl command[MAX LINE LENGTH];
snprintf (curl command, sizeof (curl command), "curl -s X
POST
httpS://api.telegram.Org/botAAAAAAAAAA:XXXXXXXXXXXXXXXXXXXXX_YYY
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YYYYYYYYYYYYYYYYYYYYY/sendMessage -d chat 1d=XXXXXX -d

text=\"Slowloris DOS Attack Alert: IP Blocked %s\" &>/dev/null
2>&1", ip);

system(curl command) ;
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