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AHOTAIIIS

KBamigikarmiitna pob6ora Ha Temy «Moaynb ineHTH]IKalli O3HAK OOJIMY Yy
JirnQeriKoBUX B1JICO» Ha 3100yTTS OCBITHBOT'O CTyNEHs «0aKkajgaBp» 31 CIeIiaaIbHOCTI
122 «Komm’roTepHi Haykw» HamudcaHa oOcsrom 71 cTopiHOK Ta MicTUTh 27
umroctparii, 1 Tabmuirio, 25 mxepen.

Mertoto € po3poOka Ta eKCliepuMEHTalbHa MepeBipKa MOJYJs, 10 BU3HAYAE
ningeik-sigeo nuraxom anamnizy facial landmarks 1 mikpoBupasis.

Meronosoris BKIIOYAaE TO€IHAHHA KIACUYHOI EBPUCTUKH 3 JIOTICTUYHOIO
perpeciero; MoIyidb MpoTecToBaHo Ha jpartacerax FaceForensicst+, Celeb-DF Ta
DFDC, ne nocsirnyTo TouHOCTI 68,5 % 1 F1-mipu 81 % npu noricTuuHii perpecii.

[IpakTUYHOIO HIHHICTIO POOOTH € MOXKJIUBICThH IHTETpaIlii MOJIYJIA Y CUCTEMHU
M(ppoBoi O€3NEKH ISl PAaHHBOTO BUSBIEHHS (haabCU()IKOBAHOTO KOHTEHTY.

Kmouosi cnosa: JIITI®EUK, FACIAL LANDMARKS, AHAJI3
MIKPOBUPA3IB, EBPUCTUYHA KIIACU®DIKAILILA, JIOTICTUYHA PEI'PECIA,
KOMIT'FOTEPHIH 3IP.



ANNOTATION

The bachelor thesis entitled ‘“Module for face feature identification in
deepfakes”, submitted for the B.Sc. degree in 122 Computer Science, comprises 71
pages, includes 27 illustrations, 1 table, and 27 references.

Its aim is to develop and experimentally validate a module that detects deep-fake
videos by analysing facial landmarks and micro-expressions.

The methodology combines classical heuristics with logistic regression; the
module was evaluated on the FaceForensics++, Celeb-DF, and DFDC datasets,
achieving 68.5 % accuracy and an Fl-score of 0.81 with the logistic-regression
classifier.

The practical value of the work lies in the possibility of integrating the module
into digital-security systems for early detection of manipulated content.

Keywords: DEEPFAKE, FACIAL LANDMARKS, MICRO-EXPRESSION
ANALYSIS, HEURISTIC CLASSIFICATION, LOGISTIC REGRESSION,
COMPUTER VISION.
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BCTVYII

[TpoGnema pgindeiikiB crana rio0albHUM BUKIUKOM Yy cepi iHbopMariitHol
Oe3mneku, Kibep3axucty Ta HU(PpoBoi aBTeHTUDIKaLi. 3aBIIKH CTPIMKOMY PO3BUTKY
reHepatuBHUX HeWpomepex, Takux sk GAN 1 diffusion models, cTBOpeHHs
IpaBAONOAIOHNX (aNbIIMBUX BIACO CTalO JOCTYIHUM HaBiTh HedaxiBisM. Lle
CIPUYMHUIIO MTOSIBY BEJIUKOI KIIBKOCTI (DEMKOBOTO KOHTEHTY, SKUW BUKOPUCTOBY€ETHCSA
y TOJIITUYHUX MaHIMYJSIISAX, IaXpalChbKUX CXeMax, TUCKPEeIUTAIllHHIX KaMIIaH1sIX Ta
1HIUX dhopmax iHGOPMAaIIfHOTO BILIUBY.

CyuacHi MeTOAM BUSBJICHHS JindelKiB YacTo 30CEPeKCHI Ha aHai3l
I00aNbHUX O3HAK a00 META/IaHuX, SIKI MOXKYThb OYTH JIETKO 3aMacKOBaHI. Y TOMU XKe
yac, JOKaJbHI (Pi310JOTIYHI MPOSBH — MIKPOBUPA3U, MOPTaHHS O4YeHl, pyxu TyO,
reometpisa facial landmarks — 3anumaroTbcst CKkIaAHUMM I8 TOYHOTO IMITYBaHHS
reHepaTUBHUMHU MojeisiMu. CaMe 1i O3HAaKM CTAaHOBJSATh HOBHH TEPCIEKTUBHUN
HarpsM y 60poTh0i 3 heiikaMu, ajKe X aHaji3 J03BOJIsIE BUKPUBATH JiN(eiiku HaBITh
IIPU BUCOKIW BI3yaJIbHIM SIKOCTI BIJEO.

[nentudikairist 03Hak 00JIMY HA OCHOBI TTIMOOKUX HEMPOHHUX MEPEXK, TAKUX SIK
Convolutional Neural Networks ta Transformers, mokasasia BUCOKY €(pEKTUBHICTH Y
HAayKOBUX JOCHIKeHHsX. lle BIOKpHMBae MOMKJIMBICTh CTBOPEHHS €(QEKTUBHOIO
MPOrpaMHOTO MOJYJIs JUIsl BHUSIBIEHHS MAindeikiB Ha OCHOBI aHamizy o0Jud,
NPUAATHOTO JI0 IHTErpallii B iHpopMaIiiiHil CUCTEMHU.

Takum yrHOM, po3poOka Moayss imeHTU(IKaIli o3HaK o0nuy y mindeikax €
BKJIMBOIO BIJIMOBII/IIO HA BUKIIMKHU ITU(DPOBOI ermoxu. Takuii IHCTpYMEHT MOXE CTaTH
OCHOBOIO JIJII CHCTEM 3aXUCTy KOHTEHTY, IM(PPOBOi aBTEHTU (KLl KOPUCTYBaUiB Ta
00poTHOH 3 ne3iH(popMari€ero.

Meta poboTH - po3poduTH MOAYJIb 11eHTU(IKALIT 03HAK 001y Yy Jindeiikax Ha
ocHoBi aHanmi3y facial landmarks Ta mikpoBupa3iB 3 BAKOPUCTaHHSIM CYy4aCHUX METO/IIB
KOMII’FOTEPHOTO 30Dy .

3aBaaHHA JOCIIHKEHH
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1. IlpoBecTn aHami3 Cyd4acHMX METOJMIB BUSIBIIEHHS MiN(ErKiB, 3 0COOIHBUM
akrenToM Ha facial-based miaxomax.

2. BusHaunTti HalO1LIbII iHPOPMATHUBHI O3HAKK OOJMY ISl 3a7adi imeHTrudIKaIi
(helKOBUX BiJICO.

3. CripoekTyBaTH apXIiTeKTypy HMPOrpaMHOr0 MOJYJIS, 110 BUKOHYE JETEKII0 Ta
anaini3 facial landmarks.

4. PeanizyBatu nporpaMHuii MOJTYJIb 3 MOXKJIMBICTIO OOPOOKH BiJI€O Ta BUSBICHHS
KITFOUOBUX O3HAK.

5. IlpoBectu TecTyBaHHA MOJYJiA HAa peajbHUX 1 CHHTETUYHHMX BiICOJAHUX 3
BIJIKPUTHUX JaTaceTiB.

6. OLIHUTH TOYHICTbh, IIBUAKO/IIO Ta y3arajabHEHICTh 3aIIPOTIOHOBAHOTO PIIIICHHS.

OO0’€eKT mociiKeHHs — Tmpoliec PopMyBaHHS Ta MOIMIUPEHHS B1IECOKOHTEHTY 3
MO>KJIMBUMH €JIEMEHTaMU MindeiKy, 30KpeMa PONHUKH 3 JTIOACKKAMH OOJUIISIMH, Y
SAKUX IMOBIpPHE IITYYHE BTPYYaHHS.

[IpeameT AOCHPKEHHS — METOAM ¥ alrOpuTMH aHaiizy (i310JIOTIYHHX Ta
reomeTpuyHux o3Hak oonuu (facial landmarks, mikpoBupasiB, 1MHaMiKu MOpTaHHS,
pyXy T'y0 TOIIO) y BIZICO 3 METOIO JIOCTOBIPHOTO BUSIBJICHHS JiN(EHKiB.

Metoau mochigkeHHsS. Y JOCIHIKEHHI BHKOPHUCTOBYIOTHCS METOAW aHaTI3y
BiJIcO- Ta 300paXeHb 3 BUKOPUCTAHHSIM KOMIT FOTEPHOTO 30Py, MAIIMHHOTO HaBYaHHS
Ta TITUOOKUX HEUPOHHUX Mepek. OCHOBHUMHU THCTPYMEHTAMH BHCTYIAIOTh MOJEINI
CNN 1 Vision Transformer jist BATSATHEHHS Ta aHaJi3y O3HaK 00u4, 30kpema facial
landmarks, gxi 11eHTH(IKYIOTh KJIIOYOBI TOYKH (04Yi, HIC, TyOH TOIO) HAa OOJIWYUI.
Takox 3aCTOCOBYIOTBCS METOIU Kiacu(ikalli Ta TPEeKIHTY IJisi BUSBIICHHS aHOMAJIii
y pyci Ta Bupazax. [ns 00’€KTUBHOI OIIIHKM €(EKTUBHOCTI BUKOPUCTOBYIOTHCS
CKCIICpUMEHTH Ha BigoMuXx pgaTtacerax, Takux sk FaceForensics++, Celeb-DF Ta
DFDC, 3 o6unciaenusM TounocTi, F1-score, AUC Toro.

Armnpo0aiiisi pe3ysbTariB AOCHiKeHHs. OCHOBHI TEOPETUYHI IMOJOXKEHHS Ta
MPaKTUYHI pe3ybTaTH TOCIIKEHHS OYJU MPEICTaBICH] Ha TPOBIIHUX MIKHAPOTHUX
HAyKOBUX KOH(EPEHI[IsX, MaTeplajau SKUX OIyOJIIKOBAaHO Ta MPOIHAEKCOBAaHO y 0a3i

Scopus:
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1 AHAJII3 METO/IIB TA 3ACOBIB [JIEHTU®IKAILIT IITIOENKIB

1.1 IIpobiemaTuka nindenkiB Ta iX BIUIMB Ha 1HPoOpMaIliiiHy O6e3MmeKy

CTpiMKHIl pO3BUTOK TEXHOJIOT1H IITYYHOTO 1HTEIEKTY Ta TTMOMHHOTO HABYAHHS
NpU3BIB 710 MOSBM Ta mnomupeHHs ginderkiB (deepfakes) — cuHTETHMUHHX
MeJiaMarepiaiaiB, CTBOPEHUX 3a JOIIOMOTOI0 aJTOPUTMIB IIMOWMHHOTO HAaBYaHHS, SKi
pealiCTUYHO BiITBOPIOIOTH OOJIMYYS, TOJIOC Ta MOBEIIHKY peaIbHUX JItojie. TepMiH
"mindeik" € noegHanHsIM ciiB "rimbuHHe HaB4aHHS" (deep learning) Ta "mimpoOka"
(fake), o BiryyHO BiJIoOpa’ka€e CYTHICTh ITI€T TEXHOJIOTTI].

B ocHoOBi TexHozorii nmindenkiB JekaTh T'€HEpaTHBHO-3MarajibHI MeEpexi
(Generative Adversarial Networks, GAN) Tta aBroenkonepu (Autoencoders). Lli
HEeHpOMepexKeBI apXITEKTYPH JO3BOJISIIOTh BUKOHYBATH MAHIMYJIAIIT 3 00JIUYYSIMU Ha
B1JICO Ta 300paKEHHSIX 3 BUCOKUM CTymneHeM peanizmy. CydacHi aindeiku 37aTHi:

- 3aMIHIOBAaTH OOJMYYsI OJHIET JTIOAMHU Ha o0nmnyys 1H1oi (face swapping);

- CHHTE3yBaTH MOBJICHHS 3 IMITAIII€I0 TOJIOCY KOHKPETHOT 0CO0H;

- CTBOPIOBaTH IMOBHICTIO CHUHTETHYHI OOJMYYS, AKI HE HAJIEKATh pPEATbHUM
JIOJISIM;

- MaHIMyJIOBaTH MIMIKOIO Ta pyXamH TyO Ui CMHXpOHI3alii 3 miapoOIeHOr0
IPOMOBOIO;

- TEHepyBaTH PeaJiCTUYH1 BUPaA3U OOJIMYYS Ta €MOIIii.

3 KOXXHHUM POKOM SIKICTh JIN(ENKIB MIJBUILYETHCS, a IHCTPYMEHTH U 1X
CTBOPEHHSI CTAaIOTh OUIBII JOCTYIMHUMHU Ta MPOCTUMH y BUKOPHCTAHHI, 10 3HAYHO
PO3IIMPIOE KOJIO MOTEHIIMHUX KOPUCTYBAUIB ITUX TEXHOJIOT1M.

[Tommpenns aingelkiB CTBOPIOE HU3KY CEpPUO3HUX  BHUKIUKIB IS
iH(dopmariiHoi Oe3NeKu Ha 1HIWBIIYyaJTbHOMY, OpTraHi3allifHOMY Ta CYCIHIIBHOMY
PIBHSIX:

1. Ilomitnuna ne3indopMmaiiss Tta Madinymsmig.  [ligpobneni  Bigeo 3
MOJIITUYHUMHU JIIT9aMU MOXYTh BUKOPHCTOBYBATHUCS JIJIsi TOIIMPEHHS HEMPaBIUBOi

1H(dOopMaIlii, MaHIITyIIOBaHHS IPOMAJICHKOIO TYMKOIO Ta BIUIMBY Ha BUOOPUI MPOIIECH.
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HagiTh miciisi cipocTyBaHHS Takl MaTepiaayd MOXKYTh 3aJIMIIATH TICUXOJIOTTYHUHN CIil
y CB1JIOMOCTI ayJIUTOPIi.

2. Kibep3nounnHicTs 1 comianbHa iHxeHepid. [lindeiiku BiIKpHUBaIOTh HOBI
MOJIMBOCTI JJisi IIaxpaiictBa 1 KiOepaTak. 3J0BMUCHUKU MOXKYTh CTBOPIOBATH
peallicTUYHI BiZICO YW ayJio3alMcH I IMITallli KEepiBHMIITBA KOMMaHINA, 1100
HajaBaTh (anmpIIMBI BKa3iBKU CHIBPOOITHUKAM; 00X0qy OIOMETPUYHHX CHCTEM
ayTeHTU(IKaIi; 3AIHCHEHHS TapreToBaHUX (DIIIMHTOBUX aTaK 3 BHUCOKOIO
e(eKTUBHICTIO.

3. Penryraniitai pusuku. [liapoO6rieHi Bieo MOXYTh BHUKOPHUCTOBYBATHUCS IS
JTUCKpeauTallii myOaiyHuX 0ci0, KOMIpoOMeTallli AUIOBOI pemyTarlii opraHizaiii.
Hacmigky Takoi JisiIbHOCTI MOXKYTh MaTH IOBFOTPUBAJINI HETAaTHBHUHN BILIUB.

4. IToprorpadis 6e3 3rogu. OgHUM 13 HAUTIOMIMPEHIIIUX 3JIOBMHCHUX
3aCTOCYyBaHb AIN(ENKIB € CTBOPEHHS MNOPHOrPa(iuHOrO0 KOHTEHTY 3 OOJIMYYSIMHU
3HAMEHUTOCTEH ab0 3BMYAWHHUX JItOJIed 0e3 IXHbOI 3rojiM, 110 CTAHOBUThH CEPHUO3HE
MOPYIICHHS! TPUBATHOCTI.

5. PylinyBaHH4 10BipU A0 Meia. MacoBe MOMMPEHHS MiIPpO0JIEHOT0 KOHTEHTY
MIJPUBAE 3aralibHy JIOBIPY CYCIIUIBCTBA JI0 ayAl0BI3yalbHUX MeJlia SIK TOCTOBIPHOTO
mxepena iHpopMarliii. Bunukae siBuine "mapanokcy npaBau", KOJIM aBTEHTUYHI, aje
KOMITPOMETYIOU1 MaTeplajayd MOXKYTh BIAKHAATHUCS SIK TIPOOKH.

6. Opuauuni  npobnemu.  Jlindeku  CTBOPIOIOTH  CKIAQJHOIII  JUIS
MIPABOOXOPOHHUX OPraHiB Ta CyJI0BOi CUCTEMH, aJ[’Ke T1IPUBAIOTh TOBIPY J0 Bi/I€O- Ta
ayJ110/10Ka3iB, SIK1 TPAJAUIIIIHO BBKAIUCS HAIIHHUMH.

BusiBnenns nindeikiB € KPUTUYHO BaXKJIMBHUM 3aBIaHHAM IS 3a0€3IICUCHHS
iH(opMalliitHOT Oe3neKu, ae 1€ 3aBIaHHs YCKIIAJHIOEThCA JIeKITbKoMa (hakTopamu.
[TocTiitHe 3MaraHHs Mi>k TEXHOJIOT1SIMUA CTBOPEHHS 1 BUSIBJICHHS IM(EHKIB CIPUIHUHSIE
TEXHOJIOTIYHY TOHKY 030pO€Hb, B SIKil pO3pOOHMKHM HiNQeiKiB aganTyloTh CBOI
QITOPUTMHU 71 00X0ay icHyrouux MeToiiB nerekiii. CydacHi mindeiiku cTaroTh
Jie1ali peaniCTUYHIIIMMU, 1110 MiHIMI3y€ BUAMMI apTe(aKkTH 1 3HAYHO YCKIIQIHIOE iXHE
po3mizHaBaHHsA. EdekTuBHI MeTonu BHSIBICHHS AiNQEHKiB 4YacTo MNOTPEOYIOTh

3HAYHUX OOYMCIIOBAIBHUX PECYPCIB, MO POOUTH TXHE BUKOPUCTAHHS B PEATLHOMY
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4aci Ta Ha MOOUTBHHUX TIPUCTPOSX CKJIATHUM 3aBAaHHsAM. KpiM Toro, MeToau meTeKiii,
K1 JIOOpe TMpaioTh 3 OJHUM THUIIOM JindenKiB, MOXYTb OYTH HEJOCTaTHBHO
e(eKTUBHUMH TIPOTH 1HITUX TUIIB 200 HOBUX METOJIIB Te€HEpaIlii.

Po3poOka edekTuBHMX, HaIIMHMX Ta YHIBEPCAJIbHUX METOIIB BHSBIICHHS
Jirn@enkiB cTae KpUTHIHO BAXKJIMBUM 3aBJaHHAM JJIs 3a0e3neueHHs iHpopMariiinoi
Oe3mneku B enoxy nudpoBux KoMyHikariit. OcoOMBO NEPCTIEKTUBHUMH € TTiIXO0JTH, SIK1
MIOETHYIOTH Pi3HI METOJU aHAJi3y B €UHY CUCTEMY, 3JIaTHY aanTyBaTHCS 0 HOBUX

BUKJIUKIB.

1.2 IcHyroui MeTOIU BUSIBIICHHS TiN()EHKIB

VY ramy3i BusiBJIeHHs AinenKiB 3a OCTaHHI POKHU BiIOyBCS 3HAYHUM Tporpec,
30CepeKEHU Ha aHalli31 Ta ieHTUdikailii oco0auBOCTe 00IMYYs, K1 CB1IYaTh PO
HITY4YHE FeHepyBaHHs. JlOCIIAHUKN pO3pOOMIIN PI3HOMAHITHI MiIXOIH, IO OEIHYIOTh
KOMM'IOTEpHUM 31p, IIIMOOKE HaBYAHHS Ta aHai3 (PiI3MYHMX HEBIAMOBIIHOCTEH IS
M1JIBUIIICHHS TOYHOCTI JAETEKIII1 MaHIMYJIbOBAHOTO KOHTEHTY.

V¥ po6oti Coccomini et al. gocnimpkero edektuBHicTh KomOiHalii EfficientNet
ta Vision Transformer mns BusiBieHHs Bifeo-mindenkiB. 3ampornoHoBaHa MOJENb
J0CsTae MPOMYKTUBHOCTI, aHAJOTIYHOI HAWKpaIiuM CHUCTEMaM, BUKOPHUCTOBYIOYH
MEHII HIX TpeTHHY napameTpiB (<33%) mux cuctem. Lle cBiquuTh PO €PEKTUBHICTD
riOpUAHOTO MIAXOY 3 TOUKU 30py OOUUCITIOBATILHUX pecypciB [1].

Petmezas et al. npeacrasunu riopuany moaenb CNN-LSTM-Transformer st
BUSIBJICHHS JIN(ENKiB y BIJeo, SKa BpaxoBye OIOMETPUYHI XapaKTEPUCTUKH
ocobucTocTi. B ekcnepuMeHTax BoHa JEMOHCTPYE TOUYHICTh MOHAT 95% Ha BigoMux
Habopax naHux, 30kpema FaceForensics++ [2].

Liu et al. y cBoeMy omisii po3IJISTHYJIM €BOJIIOIIIO0 BiJl OJHOMOJAIBHUX J10
MYJBTUMOJIATBHUX METOIB BUSBJICHHS MiNQeiikiB. ABTOPU HABOAATh MNPUKIAIN
CUCTEM, SIKi JJIEMOHCTPYIOTh TOYHICTH MOHAJ] 98% Ipu BUKOPUCTaHHI BIJIEO Ta ayaio

oJIHOYacHO, 30kpema Ha aatacetrax DFDC 1 Celeb-DF [3].
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Salvi et al. 3ampomoHyBamu MyJIBTUMOJAIBHY apXiTeKTypy Ha 0asi
TpaHchopMepiB, gka 00pobIsie Bijeo Ta ayAio mapanelbHO. IX Mojenb JocArae
TouHocti 96.3% na Habopi manux FakeAVCeleb, mo miarBepmkye e(heKTUBHICTD
MYJIBTUMOJIAIBHOTO Miaxoay [4].

Kaddar et al. Bukopucranu cnatioTeMnopaibHuil TpanchopMmep sl BUSBICHHS
nindenKiB y Bieo. IXHi# miaxin mokazas MOKpAaIIeHHs TOYHOCTI Ha 4.7% y TOpiBHSAHHI
3 knacnuHuMH CNN, gocsiraroum 94.2% na DFDC [5].

Wang et al. po3pobunn M2TR — wmynsTUMOAaIBHHN OararoMacuITaOHMMA
TpaHcopMep, KU J03BOJISSE aHATI3yBaTH K JIOKAJIbHI, TaK 1 TVIOOAdbHI O3HAKHU
300pakeHb Ta ay/io. Ixust cucrema mocsria Tounocti 97.8% Ha Celeb-DF ta DFDC
[6].

Soudy et al. oniHWIM TPOYKTUBHICTH KOMOIHOBaHOI Moe Ha 6a31 Conv-ViT
ta CNN. Ii edexrusnicts nepesummna 93% TOYHOCTI, 30KpeMa HpM OLIHII 3a
4aCcTOTOIO MOPraHHs o4eil Ha Bizieo [7].

Wang et al. 3pobunu ormsn meromiB Ha 6a3i Vision Transformer. ApTtopu
MIJIKPECIIOI0Th, 0 OUIBIIICT, HOBUX MOJENEH Jocsirae TOYHOCTI Buile 95% mpu
BUKOPHUCTaHHI NIOTIEPETHHO HATPEHOBAHUX TpaHC(HOPMEPIB Ha BETUKUX JaTaceTax [8].

Hashmi et al. 3anpononyBanmn AVTENet — KOTHITUBHO-HATXHEHHY ay/I1o0-
Bi3yabHy MOJIENb UIs BUABJIEHHs Aindeiikis. [i TounicTs nepesuiye 96% npu aHamisi
MYJIBTUMOJIATTFHUX Bijieo HAa HOBoMy nataceTi AViD [9].

Hapemri, VP et al. po3pobuin 6araromonanbHy CHUCTEMY 13 BUKOPUCTaHHSIM
CNN ta LLM, sika BpaxoBye sik 300paxeHHs, Tak 1 MeTagaHi. CucrteMa mokasaia
TOYHICTb MOHAJ 97% Ha YOTHPHOX He3aNeKHUX OeHuMapkax [10].

Jung et al. npencraBunu cucremy DeepVision, sika BUKOPUCTOBY€E BUSBIICHHS
MOpraHHs oueif Ta JoKasizalito o6auyus 3a fonomoroko landmark-nosumiii. Ix momens
nocsirae ToyHOCT1 96.5% mpu TecTyBaHHI Ha JaTaceTax 13 IITYYHO 3reHEPOBAHUMHU
Bigeo [11].

Liu et al. po3poOunu MeTo1 JeTeKIlii Ha OCHOBI HEKOHCUCTEHTHOCTI M1k PyXOM

ry0 ta aynio. Bonu nocsirim Tounocti 94.1% na nataceti LRS2, neMoncTpytouu, 1o
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4acoBa HEBIJAMOBIAHICTD MDK ayJi0 Ta Bi3yaJlbHUMHU CHTHaJaMH € TOTYXHHUM
MapkepoM [12].

Agarwal 1 Farid mpoananizyBanu nuHaMmiky poTa 1 rosocy, gocsararodu 98%
TOYHOCTI JIUIA TIOpUIHUX ay/10-Bi3yalbHUX O3HaK. [Ipu 1iboMy cepeHsi TOYHICTh Ha
TeCTOBUX BUOIpKax 3pocina 3 84% no 91.7% mnpu BpaxyBaHHI CHHXPOHI3AIlli MiX
ToJIOCOM 1 apTukyJsiieto [13].

Mazaheri po3poOHMB METOAMKY JIOKai3allii MaHIMyJSAIid BHUpas3iB 00JIMYYs,
30Kkpema ais emoiidl. BukopuctoBytoun Action Units (AU), fioro cucrema gocsria
AUC 0.94 nipu BUsIBJICHH1 3Mi1HH MIMIKH [ 14].

Chakraborty 1 Naskar y cBoemy oOrnsal OiIKpECHIWIM 3HAYEHHS aHali3y
(1310JI0T1YHUX O3HAK, SIK-OT PYX MOBIK, AP10HI M’ S30B1 IMITyJICH Ta 3MiHa (POpMU Ty0.
BoHu Bka3yroTh Ha epEeKTUBHICTh MOEAHAHHS OloMexaHiuHux o3Hak 13 CNN, 1o nae
IpUpICT TOYHOCTI Ha 3-5% [15].

Waseem et al. npoananizyBanu moxiauBocTi ResNetl8 mis 3unTyBaHHS pyxiB
ry6. Ix migxin, sxuif Takox BpaxoBye MOpraHHs oueil, IOKa3aB TOUHICTh MOHAA 95%
y 3aBJIaHHAX KJacu(ikauli cripaBxkHix 1 perdkoBux o0auy [16].

Zamboni nipeicTaBUB MiAXi 70 aHanizy pyxy facial landmarks mig yac BumoBu
KOHKpeTHUX ciiB. Po3pobiieHa cucrema ineHTHdiKyBasia (PekoBl BiJieO 3 TOYHICTIO
92.3%, nokJ1a1at0uuCh Ha HEBJIACTUBI TPAEKTOPIi TOUOK T'y0 1 menenu [17].

Agarwal Takox TmoOkazaB, mo BkIoueHHS 16 Action Units (BKIIOYHO 3
MOPTraHHSAM Odei) J03BOJISE 3HAYHO MOKPAIIUTH SKICTh BUSBIEHHS. Moro Moens
nocsria AUC nonan 0.95 na Bimeomanux 3 FaceForensics++ [18].

Saif et al. Bukopucranu rpadoBi HEHMPOHHI MEpexi IS aHali3y TreoMeTrpii
o0nmmyuus. Monenp BUSBIISIE aHOMaJIbHI 3MIHHM Y CTPYKTYpP1 00IMYYsl 3 TOUHICTIO TTOHA]T
93%, 30KkpeMa Ha rIuOoKuX (eikax 31 ciradbkoro Mopdosoriero [19].

Hashmi et al. mpeacTaBuiy noBHUM OrJisAl ay10-Bi3yajJbHOTO JIE€TEKTYBAHHS 13
dboKycoM Ha JOJIChKE COPUNHATTS. BoHu mocniauiu epeKTUBHICTh KoMOiHaIi lip-
sync Ta eye-blink ¢inpTpiB 1 MpoaeMOHCTpYBaIM MPUPICT TOYHOCTI A0 96.4% mpu

KOMOIHOBaHOMY BUKOpHCTaHHI [20].
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Sk moka3ye mopiBHANBHUI aHami3 (tabmuus 1.1), HallepeKTUBHIIIUMU €

MYJIbTAUMOJATbHI IMAXOAU, IO TMOEIHYIOTh aHaji3 MOpraHHs, T'y0 Ta TreomeTpii

oOmmuus. HaitBurmii mokasHuku TouHOCTI (10 98%) meMOHCTpyIoTh TiOpuaH1 aymio-

Bi3yaJibHI

momem [13],

a TaKOX CHCTCMU,

K1

BHKOPHUCTOBYIOTH

JIEKIIbKa

¢bi31010T1YHUX cUTHAIIB ogHOoYacHO [20]. BogHouac MeTou, 1110 0a3yr0ThCs JIMIIE Ha

OTHOMY JUKepeni, sSk-oT eye blink detection [11], 3anMmIIaroThCs BaXITHMBUMHU IS

IIBUJIKOT 1IcHTU(DIKALT OUeBUIHUX aHOMAITIH.

Tabmui 1.1 - [lopiBHsUTBHUHN aHaJ13 TOCIIIKEHb

No OcHOBHA 03HaKa Meton Tounicts / AUC Jxepeno
1 | Mopranns oueit Landmark + CNN 96.5% [11]
2 | Cunxponizauis ry6/ayaio | Temmnopansuuit ananiz | 94.1% [12]
3 | Aynio-Bi3yaibHa I'6punna moaenn o 98%, mpupict g0 | [13]
IMHAMIKa 91.7%
4 | Bupasu oonuyaus (AU) AU-nekonep AUC 0.94 [14]
5 | biomexaHnika o0AYYs CNN + anam3 | +3—5% TouHocTi [15]
¢131o070rii
6 | Pyx ry6 + mMopranus ResNetl8 >95% [16]
7 | Landmark-Tpaexropii Amnani3 pyxy 92.3% [17]
8 | 16 Action Units AU-gekoaep AUC > 0.95 [18]
9 | 'eomeTpist obmuyus GNN >93% [19]
10 | Lip-sync + eye-blink KombinoBana mojienb 96.4% [20]

BusiBneHHss 03HaK Ha OO0JMYYl 3AJHINAETHCA HAA3BUYAWHO aKTyaJlbHUM

HanpsMoM y 00poTh01 3 aindeidikamu. Ha Tiai MIBUAKOTO PO3BUTKY T'€HEPATUBHUX

MoJIeNield, caMe aHalli3 IITMOMHHNX (Pi31070TIYHUX Ta MIKPOTIOBEIIHKOBUX MMapaMeTpiB

JI03BOJISIE 30€perTH BHCOKY TOYHICTH 1 aJalTHBHICTh aNrOpUTMIB. TeXHOJIOrIl Ha
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ocHoBi facial landmarks, anamizy wmimiku, pyXy oued 1 CHHXpOHI3aIii TroJjocy
BIIKPUBAIOTh NHUISAX JO HAAIMHOTO BHSBJICHHS HaBITh HaWOLIBII peaTiCTUYHUX

¢eitkoBUX BiJI€O.

1.3 IlocTaHoBKa 3a7a4l JOCIIKEHHS

OcranHiMu pokamu mpobsiema JindeikiB HaOyBae 3arpo3JIMBUX MaciTaOiB
yepe3 CTpIMKE BJOCKOHAJCHHS TEHEPAaTUBHUX HeWpomepex, Takux sk GAN,
StyleGAN 1 Diffusion Models. 1li anroputMu 103BOJISIIOTH CTBOPIOBATH HAJ3BUYANHO
peaicTUYHI MAPOOKH BIJEO, Y AKUX OOJUYYS JTFOJJUHA CUHTETUIHO 3aMIHIOETHCS 200
MOAM(IKy€eThCs O€3 BTpATH Bi3yalIbHOI IpaBAONOAIOHOCTI. Taki Bigeo aefa yacTimie
BUKOPUCTOBYIOThCS y (PEHKOBUX HOBHMHAX, IIAHTaX1, MOJITUYHUX MAHIMYJISAIIAX Ta
K10€p3JIOUMHHOCTI, CTaBJSYM MiJ 3arpo3y 1HQopMaliiiHy Oe3neKy, MPUBATHICTh Ta
JOBIPY 10 HU(PPOBOTO KOHTEHTY.

Knacuuni miaxomu a0 BUSBIEHHS JIMQeiKkiB, 30KpeMa aHali3 MeTaJaHHX,
aHOMAaJIIi y YaCTOTHOMY CHEKTpl YU MOPYLIEHb KOJIPHOrO OanaHCy, BUSBUIIUCS
HEJIOCTaTHhO €PEKTUBHUMH y OOPOTHO1 3 CyYaCHUMHU T€HEPATUBHUMHU aJITOPUTMAMH.
bararo 3 HUX He 3/1aTHI aAanTyBaTHCS 10 HOBUX TUIIB (eiKiB a00 MPAIIOIOTh JIUIIIE B
cTporo oOMexxeHux yMoBax. Ha npomy (oHi 0co0IMBOI akTyallbHOCTI HaOyBae
imeHTudikamis o3HaK Ha OO0aWY4Yi, IO Oa3yeThcs Ha aHami3l (Pi310JOTIYHHX 1
MIKPOMOTOPHUX XapaKTEPUCTUK JIOJUHU — MOPraHHsA O4Yei, MIMIKH, pyXiB TyO,
reoMeTpii oOauys.

[HIIOF0O  BaXJIMBOIO TMPUYMHOIO  AKTYaJbHOCTI € MacITabOBaHICTh 1
3aCTOCOBHICTh TAKMX METO/IIB Y IIIMPOKOMY CIIEKTPI 3a/a4 — B1Jl MOJiepallli KOHTEHTY
B COIIMEpPEkKax 10 CYJI0BO-MEIWYHOI eKCHepTH3u Ta Iu@poBoi Bepudikalii ocoou.
[Ipu 1boMy came MOJyJIbHA CTPYKTYpa CUCTEMH 1IeHTU]IKALI] — 3 YITKUM (HOKYCOM
Ha O3HaKax 00JIMY — JI03BOJISE peaTizyBaTH 1i SIK HE3aJIe)KHUM KOMIIOHEHT y OUTBIINUX
CHUCTEeMax PO3ITi3HABAHHS 1 ISTEKITii.

TakuM 4YWHOM, JOCTIPKEHHS 1 CTBOPEHHS MOAYJA i iAeHTu(iKaiii 03HaK

o0nn4 y mindeikax € He JUIe HAyKOBO OOTPYHTOBAHUM, ajie ¥ IPAKTUYHO BAXKIMBUM
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KPOKOM y 3a0e3MleueHHl 3axXUCTy LUpOBOro ceperoBuila. EQEeKTUBHICTH Takoro
MOAYJISl HampsiMy BIUIMBA€ HA 3JaTHICTb MPOTUCTOSTH 3arpo3aM IITYYHOI
ne3iagopMmariii Ta imeHTHIKAIIHHOTO IaXpancTBa.

Bubip TeMu 3yMOBIIeHUI HarajJbHOIO IMOTPEOOI0 Y HATIMHUX TEXHIYHUX 3ac0o0ax
00poTHON 3 (HEHMKOBUMHU BiJICO, a TAKOXX HASBHICTIO TMEPCIEKTUBHUX IMAXOAIB 0
anamizy facial features, siki 11e HETOCTaTHBO peali3oBaHl y MPUKIAJAHUX CHCTEMaX.
30cepePKeHHsT yBaru Ha OOJIMYYl SK KJIOYOBOMY MapKepl TOCTOBIPHOCTI BiJIE€O
JI03BOJISIE  3aCTOCOBYBaTHM METOAM JCTEKTYBaHHA HaBITh TOJI, KOJM 1HIIN
XapaKTEepPUCTUKU HE Jal0Th pe3yJibrary. KpiMm Toro, MOayJbHICTh MiAXOAY JA03BOJIE
IHTErpyBaTH pO3pOOJICHY CHCTeMYy B ICHYIOUl MporpamMHi HPOIYKTH abo
BUKOPUCTOBYBATH ii CAMOCTINHO.

Meta po6oTH - po3podbuTH MOIYJIb 17IeHTU(IKAIT 03HAK 00Ny Yy Jindeiikax Ha
ocHoB1 aHami3y facial landmarks Ta MmikpoBupa3iB 3 BAKOPUCTaHHIM CY4aCHUX METO/IIB
KOMIT FOTEPHOTO 30DY.

3aBaaHHs AOCITIHKCHHS

1. ITpoBecTn aHai3 Cy4yaCHUX METOJIIB BUSBIEHHS Ain(eikiB, 3 0COOIUBUM
akreHToM Ha facial-based maxomax.

2. Bu3HaunTu HaiO1IbII iHPOpMATHBHI O3HAKHM 00JIMY JJ1s1 3a4a4i 11eHTh(ikarii
(bheiiKoBUX BIJIEO.

3. CopoeKTyBaTH apXiTeKTypy MPOTPAMHOTO MOJTYJISL, III0 BUKOHYE JIETEKIIII0 Ta
anami3 facial landmarks.

4. PeanizyBaTd TPOTpaMHHN MOJYyJIb 3 MOXJIMBICTIO OOpOOKM Bifeo Ta
BUSIBJICHHS KJIIOUYOBUX O3HAK.

5. IlpoBecTn TeCTyBaHHS MOJYJsSl Ha peaibHUX 1 CHHTETUYHHUX BiJICOJIaHUX 3
BIJIKPUTHX JaTaceTiB.

6. OIIHUTA TOYHICTh, IMIBUIKOJIID Ta Yy3arajJbHEHICTh 3alpPONOHOBAHOIO

pILIEHHS.
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2 IIPOEKTYBAHHS MOVJIS IJEHTUDIKALIT O3HAK OBJINY Y
JITMTOENKAX

2.1 ApxiTexTypa mporpaMHOro MOAYJIS

ApXITeKTypa HpOrpaMHOr0 MOMAYJS JUIsl aHaji3y BiJIeO 3 METOI0 BUSBIICHHS
danpcudikamiii  0a3yeTbCs HAa NOPHUHIMIAX  MOXYJbHOCTI  (pucyHok  2.1),
MacITaboBaHOCTI Ta MTOBTOPHOTO BUKOPUCTAHHSA KOMIIOHEHTIB. OCHOBHA METa JIAHOTO
MOJyJsI — 3a0e3MeYeHHs] MOXKJIMBOCTI aBTOMATH30BaHOi 0OpOOKH BiJICONaHUX IS
BUSBJICHHSI OOJIMYYS Ta 1HIIMX KJIIOUOBHX OO'€KTIB y KajJpax, a TaKOXK OpraHi3aris
Bi3yamizaimii ¥ aHoTamii pe3yJbTaTiB 3 METOK MOJAJBIIOI I1HTepIpeTalii Ta
kiacudikaiii. Po3pobiieHnii MOyJib CKIIAA€ThCs 3 KUIBKOX JIOTIYHO 130JIbOBAaHUX
MIACUCTEM, SKI B3a€EMOIIIOTH MDK COOOI0 3a JIOINOMOTOI0 4YITKO BH3HAUEHUX
1HTEpPEICIB.

Monyns Ma€e 4iTKO BU3HAUYEHY TPHUPIBHEBY apXITEKTYypy: PIBEHb JOCTYIY A0
JaHUX, piBeHb OOpOOKM Ta piBeHb Bizyamizaiii. Ha mepmiomy piBHI peai3yeTbes
3aBaHTaXEHHS Ta MorepeaHss o0poOka BineodailniB 1 Metaganux. el piBeHb Takox
BIJINIOBIJIA€ 3a TEPEBIPKY BIAMOBIAHOCTI BigeodaiiIiB 3 MeTaJaHUMU, OPraHi3alliio
BUOIPOK JUIsl aHaIi3y Ta MOMEpPeAHto (DUIbTpaIliio BiACO 3a 33JaHUMU KPUTEPISIMH.
Hpyruii piBeHb BIANOBIA€ 32 OOUYUCIIOBAIbHY OOpPOOKY 300pa’K€Hb: BUSBIICHHS
00sry, oyel, mpodUIbHUX 00'€EKTIB, YCMIIIOK TOIIO, 3 BUKOPHUCTAHHSIM 3a37ajeriab
HaBUEHUX KackaaiB. Ha TperboMy piBHI peasii3oBaHa Bi3yasli3allisi pe3yJbTaTiB Y
BUTJISIAI TpadiuHUX 300paxKeHb Ta IHTEPAKTUBHOTO Bijieo i neperisiay. Lle no3sossie
KOPHUCTYBauy MIBUIKO IHTEPIPETYBATH PE3yJIbTaTH BUSBICHHS.

KinrouoBuMu 00'ekTamu, 1m0 OOpOOJSIOTHCS y CHUCTEMi, € Bigeodaiam 3
CKCTICPUMEHTAILHOTO HabOpy, a TaKoX MeTaiH(opMallis 10 HUX, [0 MICTUTh MITKH
JIOCTOBIPHOCTI, TMOXOPKEHHSI Ta I1HIII arpuOyTu. JlaHi 3uuTyroThecs 3 (hailnoBoi
CUCTEeMH, TpPaHCHOPMYIOThCS Yy QopmaT, NpUAATHUN Ui aHali3y, MICIsS 4YOro

BUKOHYETHCS BUTST TIEPIINX KaJIPiB, K1 1 MIATAIOTh MOAAIBIIINA 00pOOIIi.
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Client Code

A 4

Data Modules

+ load data()
+ analyze data()
+ display_video)

RN

Data Modules ObjectDetector
+ laad_data() + detect_objects()
+ analyze_data() + extract_image_
+ display_video objects()

N/

Object Detection
Module

+ convert_to_graysca
ca()
+ detect()

I

Haar Cascades Haar Cascades Haar Cascades

Frontal Face Eye Profile Face

Pucynok 2.1 — UML-a1arpama nporpaMHOTO MOAYJIs

BusiBieHHst 00'€ekTiB y Kaapl 3IIMCHIOETbCS 3a JOIMOMOTOK aJIrOpPUTMIB
KOMI'IOTEPHOTO 30py, 10 0a3yrTbCsl HAa BUKOPUCTAHHI MONEPEIHHO HABYEHUX
mMozeneil. i KO)KHOTo KaJpy 3aCTOCOBY€ETHCS aJITOPUTM IOIIYKY O0'€KTIB MEBHOTO
TUIy 3 HAaCTYIHOIO BI3yalli3alll€l0 y BUTJSAAI OOMEXYBAJIbHUX MPSIMOKYTHHKIB a00
KpyriB  MapkepiB. Takum YWHOM, 3IIHCHIOETHCS 1ICHTH(IKAIIS KIIOYOBUX
KOMITOHEHTIB, L0 JI03BOJISIE IHTEPIPETYBATU CTPYKTYpy OOJIMYYS, MO3HIII0 OYer
TOILIO.

BaxxnuBoi0 BIACTHBICTIO apXIiTEKTypH € MIATPUMKA po3IMHproBaHoCTi. Jlo
ICHYIOUOTO MOJYJII0O MOXHa JIETKO JOJaTH HOB1 (DYHKIIIOHAIbHI KOMIIOHEHTH —
HANPUKIIAJ, MOIYJIb BUSBJICHHS €MOIIli, aHami3y pyxy T'yO 4M iHIII Creliaii3oBaHi

anroput™Mu. KOMIIOHEHTH B3aEMOJIIIOTH MIXK CO00F0 Yepe3 yHi(piKOBaHI TOYKU BXOIY,
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IO J03BOJISIE YHUKATH AyOJIIOBaHHS KOy Ta 3a0e3redye MOBTOPHE BUKOPHCTAHHS
ICHYIOUHX OJIOKIB.

UML-giarpama (pucyHok 2.1) BimoOpaxae B3a€MO3B’SI3KH MK KIFOUOBHUMH
KOMIIOHEHTaMHU IPOTPAaMHOTO MOJYJISl, BKIIOYAIOUM MEHEKMEHT JaHHX, 00pOOKY
KaJIpiB, ICTEKIIIIO Ta Bi3yali3allito pe3yJbTaTiB.

TakuM 4KMHOM, 3aNPONOHOBAaHA APXITEKTypa MPOrPaMHOTO MOAYJIS BIATOBITA€E
BUMOTaM JI0 CYYaCHHUX CHUCTEM aBTOMAaTH30BaHOI OOpOOKM BiJ€O, MOEAHYIOUH
e(peKTUBHICTh O0UNCIICHB, THYYKICTh HaJAIITyBaHb Ta 3pYYHICTh Bi3yaJbHOTO aHAIII3Y

pe3yJIbTaTiB.

2.2 Metoau i1eHTudikalii o3HaK 004

BusnadueHHs 03HaK 00JIMY € KpUTHIHO BAXKIMBUM €TATlOM y MPOTIEC] BUSBICHHS
ningeiikoBux Bigeo. [ns i€l ME€TH BHUKOPUCTOBYIOTBCS SIK KIIACHUYHI METOAM
KOMIT FOTEPHOTO 30PY, TaK 1 Cy4acH1 HEMPOHH1 MEPexi.

Meton Haar Cascade Classifier, 3annpononoBanuii I1. Bionoto Ta M. J[>xkoHcOoM,
€ OJHUM 13 HAUNOIIMPEHIINX TIAXO0MIB 10 JeTeKIlii oO0au4y4si B CHCTEeMax
KOMIT'IOTEpHOTO 30py. BiH 0a3yeTbcsi Ha 3acTOCyBaHHI Kackagy OlHapHHX
KJ1acu(iKaTopiB, AKI aHATI3YIOTh JIOKAJIbHI BiIKHA 300pakeHHsI 3 BUKOpUCTaHHsAM Haar-
noAi0HUX O3HAK, IO B1IOOPAKAIOTh KOHTPACTHICTh MK CYMI>KHUMHU 30HAMHU.

o6 mpUIIBUAIIMTA OOYHUCIECHHS O3HAK Yy MPSIMOKYTHHMX PEriOHaX, CIEpILy
CTBOPIOETHCS 1HTErpajbHe 300pakeHHs [/(x,)), ke B KOXHIM TOYIl MICTUTh CyMy
MIKCEJIbHUX 3HAY€Hb B1JI MOYATKy KOOPAUHAT JI0 MOTOYHOI TOYKH.

II(X, .V) = Zx’sx,y’SyI(x,ry,)» (21)
ne I(x'y') — 3HadYeHHs SCKpPABOCTI MiKcens y Touil (x'y’) Ha moyaTKOBOMY
300paKeHHI.

Ile no3BoJsie OOYMCIUTU CyMy IMIKCENIB y OyIb-IKOMY NpPSMOKYTHHUKY 3a 4

apu(METHYHI1 orepartii, 1o 3HAYHO 3HWKY€E 0OUHMCITIOBAIBHY CKIIATHICTb.
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Haar-momiOHi O03HaKM — 1€ PI3HUISI CyM IIKCENIB Yy CBITIMX 1 TEMHHUX
npsiMOKyTHUKax. @DopmanbHO, 3HAUEHHS O3HAKM Ui BiKHAa pO3MIpoM wXh
OOYHCITIOETHCS SIK:

f= Z(x,y)eRl I(x,y) _Z(x,y)eRzl(x: Y)’ (2.2)
ne Ry 1 R, — o0macti pi3HOI SCKpPaBOCTI, po3MilieHi Yy (ikcoBaHIil
reoOMETpHUYHIN KoHpirypartii.

KoxHa 03HaKa nepenaeThCst Ha BXiJ] CIa0OKOTO OiHApHOTO KitacupikaTopa, SKHii
npuiiMae pileHHs 3a MPaBUIIOM:

B (x) = {1, AKIO f;(x) < 6,

0, iHakue (2:3)

ne fj(x) — 3Ha4eHHs j-Toi O3HAaKK Ha BX1JTHOMY 300paXkKeHHI X,

6; — moporoBe 3HaYEHHs, OTPMMAHE I1iJl YaC HaBYAHHS.

Crnabki kmacu@ikaTopy MOeAHYIOTHCS Y CUIIbHUN KilacudikaTop 3a
anroputMoM AdaBoost.

H(x) = sign(¥]-, ah;(x)), (2.4)

e a;— Bara crnadkoro knacudikaropa h;;

T— 3arajpHa KUTBKICTh O3HAK (1 BIAMOBITHUX KIacU(IKATOPIB);

H(x)€{—1,+1} — QpinanbHe pilieHHA (HAABHICTh/BIICYTHICTh O0OIUYYs).

JUJist 3HMKEHHS BUTPAT HAa 00YMCIIEHHS, CUJIbHI KJIacu(PiKaTopu OPraHi30BaHO B
Kackaj. 300paKEeHHS MPOXOJIUTh Yepe3 KacKaj IMOCTIAOBHO: SIKIIO (parMeHT He
POXOJNUTH OAHY 3 MEPEBIPOK, BIH OAPA3y BIAKUIAETHCS.

1, axmo Hy(x) = 1Vk € [1,N]

0, iHakiie ’ (2.3)

Cascade(x) = {

ne Hk(x) — cunpHuii kinacudikatop Ha k-my piBHI KacKaay;

N — 3arajbHa KUJIbKICTh PIBHIB.

[Ticns 00poOku  BXigHOTO 300pakeHHS 3a JOMOMOTOI0  KAacKaJIHOTO
KiacudikaTopa, cucreMa mnoBeprae HaOip NpsIMOKYTHHKIB — bounding boxes, 110
MO3HA4Yal0Th O00JACTi, B SKUX 13 BHCOKOK WMOBIPHICTIO mpucyTHe oOmmuds. Lli

KOOPJIMHATA BUKOPHUCTOBYIOTHCS JJISI BUPI3aHHS PETIOHY IHTEpECy Ta MOAAIbIIOI
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OOpOOKH: BUSBICHHS KJIIOYOBHUX TOUOK, aHANI3y CUMETpIi, MOOYJOBH BEKTOPIB O3HAK
a0o mepenaBaHHs y MOJICINb Kiacudikarrii.

3aBJsKM MOEIHAHHIO IIBUJKOII Ta BigHOCHOI TouHOcTi, MeTod Haar Cascade
3QIMINAETHCSA aKTyaJlbHUM JiJI1 0a30BHMX 3aBIaHb BHSABJICHHS OOJIMY, OCOOJHMBO Y
BUMAJKaxX, KOJW HEOOXiJgHA JierKa peajizaiis 3 OOMEKEHHMH OOYHCIIIOBAILHUMHU
pecypcamu. BiH € eheKTHBHUM eTamoMm IMOMEpeaHbOi OOpOOKH JaHUX y OUIBII
CKJIQJIHUX CHUCTEMaxX, TaKUX 5K Ti, IO 3aiMaroThCs 1AeHTU(IKaliE€ aindenkiB ado

€MOLIIHHOTO CTaHy JIFOJIUHHU.
2.3 AnroputMm oOpoOKH BijJicoIaHMX Ta 1IEHTU(IKAIT 03HAK 00JIUY

OOpoOKa BiIeOJJaHUX Y paMKaxX CHCTEMH BUSBIICHHS OinQeikiB 0a3yeThcsi Ha
noeTarnHii 00poOIll BXiAHOTO BiICONOTOKY, IO JO3BOJISE€ BUIIJIUTH PEIPE3CHTATUBHI
O3HaKU JJi1 MoAaIbIoi kiacudikarii. Po3poOieHnil anroput™M moeaHye KJIacCU4HI
METOAM KOMIT IOTEPHOTO 30pY 3 CYYaCHHMMH IIJXOJlaMd MAIIMHHOTO HaBYaHHS,
3a0e3rneuyound e()EeKTUBHE TOMEPEHAHE OMpaIfOBAaHHS, BUSBICHHS O3HaK O0JMY Ta

YXBAJICHHSI PIIIEHHS 010 CIPaBXKHOCTI 300pa’KeHHs (PUCYHOK 2.2).

&> 0

PospaxyHoK
MoKazHKEa nigospinocTi

3aBaHTaMeHHRA sineoctanny

opMyBaHHA 03HaK Ta

BuTAr neplworo kagpy eigeo i
EEPWUCTMUHA Knacudbikauia

lNepeTEopeHHR B rpagail HaByaHHA
Ciporo Konwopy Mogeni knacudikai

KackanHe poanizHaBaHHA [opiBHAHHA
Xappa knacudikauiinge nigxoais

EBpUCTHUHMIA
aHani3 HAaAEHOCTI aHoManin Buxin gaswx onA adanisy

Pucynox 2.2 — Cxema airoputMmy BUSBIICHHS TiM(eiKiB
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Jlani mpencTaBiaeHO TOKPOKOBUH OMUC aITOPUTMY:

Kpok 1. 3aBanTtaxkennsi Bimeodaiiny. Ha mepmomy erami cucrema OTpUMYe€
oUIAX 710 Bigeodaiimy, iHIiNiamizye OO0'€KT 3aXOIUICHHS Ta BHUKOHYE BaJiJaIliio
CTpykTypu Bizneo. lle mae 3Mory mepeBIpUTH HOro JOCTYMHICTH 1 BIATOBIIHICTH
CTaHAAPTY.

Kpox 2. Burar mnepmoro kampy. Jns 3MeHIIEHHS OOYMCIIOBAIBLHOTO
HABAHTAKEHHSA CHCTEMa MpAIIOE JIMIIE 3 MEepIIMM KaJpoM Bijieo. Butar omHoro
pEnpe3eHTAaTUBHOTO KAAPY J03BOJISE 30CEPEAUTHCS Ha aHATI31 HaliH()OPMATHBHIIIIOTO
dbparMeHTy mpu nornepeaAHLOMY CKPUHIHTY.

Kpox 3. [lepeTBopenHs y BIATIHKU ciporo. OTpuMaHui KaJp MepeTBOPIOETHCS 3
koJibopoBoi Mojieni BGR (sika BukopuctoByeThest B OpenCV) y BinriHku ciporo. Lle
CKOPOYY€ PO3MIPHICTh JaHUX 1 JIO3BOJISIE MPUIIBUAIIMUTH OOYMCIICHHS, 30epirarouu
IPU LILOMY IPOCTOPOBY CTPYKTYPY, HEOOX1IHY JJI BUSIBJICHHS OOJINY.

Kpok 4. Jletekiiist Ta aHami3 03HAK 00IM44sl (pPUCYHOK 2.3)

Convert to matrix of
1 numbers

Input Image
Open CV l:{>

Face Features
(haarcascade_frontalface_default.xmi)

Pucynok 2.3 - BusiBnenns o3nak o0iauaust Ha ocHoBl Haar Cascade

4.1 Jlokamizamist o6muuus 3a gornomoroto Haar Cascade Classifier. Ha ocHoBi
300paKEHHSI, TEPETBOPEHOTO Yy BIATIHKA CIPOTO, BHUKOHYETHCS 3aCTOCYBaHHSI
KacKaJHOTo kiacudikaTtopa s BUSBICHHS oO0JnW4Y. MeToa IpyHTYEThCS Ha OIlIHII
JIOKAJIbHUX KOHTPACTHUX CTPYKTYp, THUIIOBUX [JIsi OOnW4Yusl JIOAWHH. JleTexiis
3IIMCHIOETHCS 3a JJOTTOMOT 010 TTOTIEPEAHRLO HABUEHOTO Ki1acu(ikaTopa, 110 MOCI1I0BHO
nepeBipsie pparMeHTH 300pa)KeHHs, BUKOPUCTOBYIOUM O3Haku ['aapa Ta ajmanTuBHE

MOCWJICHHSI CJTA0KUX KIIacu(piKaTopiB.
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4.2 BunisieHHs KIIIOUOBUX KOMMOHEHTIB oOmmyuus. [licns BusiBieHHs 00macTi
00JIMyYs, BAKOHYEThCS MOIIYK J0JIaTKOBUX O3HAK: ouel (eye detector), mpodiibHOTO
oomuust (profile detector). [[isi mboro 3acTOCOBYIOTBHCS OKpeMi KiacH(pikaTopu 3
Habopy Haar cascade, xoxxeH 3 SKHMX BIANOBIZA€ 3a JIETEKIII0 MEBHOTO 00’€KTa.
BusBrieni o6macTi 30epiraroTbCsi y BUIIISIAI KOOPJAWHAT, 11O J03BOJISE 31HCHIOBATH
TeOMETPUYHUHN aHalli3 MOJI0)KEHHS €JIEMEHTIB.

Kpoxk 5. EBpuctrunuii ananaiz HasBHOCTI aHOMaTii. [IpoBoAUThLCS MEepBUHHUN
CBPUCTUYHHUM aHami3, SKUH JJO3BOJISE BUSBUTH XapaKTEePHI O3HAKM MOMJIHBHUX
danbcudikamii. 30kpeMa, AKIIO B KaJpl HE BHABICHO 00JU4YYsl ab0 BUSIBICHO
JeK1IbKa, 11e MOKE CBIUUTH ITpO aHoMaJIi0. [10/1I0HUM YUHOM OILIIHIOETHCS KIJIBKICTD,
HasBHICTH Juiie npodio 06e3 GpOoHTAIHHOTO OOIUYYS, IO TAKOX € MOTCHIIHHUM
MapkepoMm danbcudikarii.

Kpok 6. Po3paxyHok nmokazHuka migo3pinocti. KoxHiil 3 BUSBIEHHX aHOMAaTiH
MIPUCBOIOETHCS €BPUCTUYHA Bara. Pe3ynbTaToM € y3arajibHeHUH Oal mio3piiocTi, 10
J03BOJISIE KJIacH(PiKyBaTH Bijieo siK (eiikoBe ab0 CHpaBXHE HA OCHOBI MOPOTOBOTO
3HAYCHHS.

Kpok 7. IlobynoBa o3HakoBOro Habopy Ta eBpucTUYHA Kiacudikaris. s
BEIIUKOI KIIBKOCTI BineoaiiB GopMyeThCS CTPYKTYypOBaHUM natadpeim, 110
MICTUTh KUIBKICTh OOJMY, OYeHl, mpo(uUIbHHX O0'€KTIB, 3HAYEHHS acUMETpli Ta
3arajlbHUM Oayr migo3pinocTi. Yci 11l 03HAKW BUKOPHUCTOBYIOTBHCS SIK BX1JIHI JaH1 JJIs
MOJAJIbIIOI €eBPUCTUYHOI Kiacu(ikaii. BcraHoBneHo mopir as kinacugikaiii: Ko
MOKa3HUK M103PLIOCTI > 2 — BIJIE0 BBAKAETHCS (DEUKOBUM.

Kpox 8. HaBuanns mopem knacudikaiii. OKpiM €BPUCTUYHOTO METOY,
BUKOPHUCTAHO JIOTICTUYHY PErpecito g nNo0y10BU HABYEHOI MOJENI Kiacudikaiii Ha
OCHOB1 C()OPMOBAHOTO O3HAKOBOTO TMPOCTOPY. BXimHMMHM O3HaKaMu CTaJu:
suspicion_score, KUIbKICTh BHSIBICHMX 00au4, odeil, mpodutiB. i miaBUILIEHHS
HAJIAHOCTI, BIJICYTHI 3HA4Y€HHs OyJM 3aMiHEHI Ha HyJlb. MoJleab HAaBYEHO Ha
TpeHyBabHIN BuOipii (80%) Ta mpotectoBano Ha pemti (20%).

Kpok 9. IlopiBusiHHs Kiacudikaiiiaux miaxoAiB. [IpoBeneHo mMopiBHSUILHUN

aHa3 eQEeKTUBHOCTI €BPUCTHUYHOTO MIJAXOAY Ta JIOTICTHYHOI perpecii. [lopiBHsSHHS
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0a3yeThcsl HA METPUKaX TOYHOCTI, MOBHOTH, F1-Mipu Ta MaTpuni ruryTaHUHE. AHATI3
II0OKa3aB, II0 XO4Ya EBPUCTHKA 3abe3nedye NMPUHHATHY 0a30By TOYHICTh, HaBYCHA
Mojaenb 3abe3redye BUITy 30aJaHCOBAHICTh MK  XWOHOTIO3UTUBHHMH  Ta
XMOHOHETaTUBHUMHM KJIacH(]iKaIisiMu, 0 CBITYUTH MPO AOLUUIBHICTD 1i BUKOPUCTAHHS
SIK OCHOBHOT'O METOy BUSIBJICHHS (PEHKOBUX BizI€O.

Takum uymHOM, Kiacudikamisa aindedkiB Ha OCHOBI O3HAaK OOIMYYsA €
OaraTopiBHEBUM IPOILIECOM, IIO MOEIHYE ACTEKIII0 03HAK, €BPUCTUYHE OLIIHIOBAHHS
aHOMaJiil Ta HaBYaHHS MoOJeNi Kiacugikaiii AJig TOCITHEHHS BHCOKOi TOYHOCTI Ta

HAIWHOCTI CUCTEMHU.
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3 PEAJIIBALIS TA TECTYBAHHS MOYJIS IIEHTU®IKALLT
JIITOENKIB

3.1 Ilporpamua peaizaiiisi MOy IS

VY pamkax po3poOKu mporpamMHoi peaiizaiii BuKkopuctano moaysib OpenCV s
3YNTyBaHHA BifeodaiiIiB, a TaKOX BUTATHEHHS IMEPIIUX KaapiB, HEOOXITHUX IJIS
MOJAJIBIIOTO aHaji3y. 30KpeMa, 3aBaHTaKEHHSI 3/IIHCHIOETHCS 3a JOIMOMOTOI0 00'€KTa
cv.VideoCapture, mo BimkpuBae Bigeodail ajig MOKaapPOBOrO 3unTyBaHHA. Jliis
noAabIoi 00OpoOKH BiJIeOKaIp KOHBEPTYEThCS y (popMart rpajaitiii ciporo (grayscale),
10 MiABUIY€E €()eKTUBHICTh AITOPUTMIB BUSBJICHHS 03HAK (PUCYHOK A.1).

JI71s1 BUSIBJIGHHSI O3HAK 00JIMYYs, Ouel Ta mpodiato o0auyydsi 0yJio 3aCTOCOBAHO
anroputMm kackasiB ["aapa. Llei migxia 0a3yeTbcs Ha aHaANI31 JOKAIHHUX KOHTPACTIB
MIKCEJIB, M0 J103BOJIsI€ €(PEKTUBHO JIOKAJII3yBaTH OO'€KTH 3 YITKO BU3HAUYECHUMH
FeOMETPUYHUMHU OCOOJTUBOCTIMU. Y TPOIIEC] peati3allii 0yJio CTBOPEHO OKPEMUI Kilac
ObjectDetector, 1110 IHKAINCYJIIOE JIOT1KY 3aBaHTAXKEHHSI KaCKaly Ta BUSIBJICHHS 00'€KTIB
(pucyHoK A.2).

Oyukiito detect objects, BUKOHY€ 0JIHOYACHE BUSBJICHHS ()POHTATIBLHUX 00JINY,
npodinro 06myys Ta ouelt (pucyHok A.3). BusBieni 300U BijoOpakaroThes rpadivyHo
— NPSIMOKYTHUKAaMH Ta KOJIAMU Ha 300paKe€HHI, 1110 JJO3BOJISIE BI3yaJIbHO MiATBEPIUTH
YCHIIIHICTh AETEKIi. J{1s1 3MeHIIIeHHs XHOHOMO3UTUBHHUX PE3YJIbTATIB YCMIIIKHA OYJI0
BUMKHEHO.

OpmHier0 3 BaXIWMBHX YaCTHH peadizamii craja IHTerpamis 3 MeTaJaHUuMH
smaranns Deepfake Detection Challenge. [lani npo moxomkenHs Bifgeo (original) Ta ix
MiTkH (REAL a6o FAKE) BukopucToByBaaucs sl BUOIPKU peNEBAaHTHUX MPUKIIAIIB,
30kpemMa (peHKOBHX BiJICO, CTBOPCHHX Ha OCHOBI OJHOrO opwuriHamy. Lle m03Bouio
noOyayBaTH clieHapii rpynoBoi 0OpoOKH Ta MOPIBHAHHS (PUCYHOK A.4).

Po3pobneno ¢ynkmiro detect fake signs, sika BUKOHy€ aBTOMAaTHU30BaHY
MEPBUHHY TEPEBIPKY BiJI€O3aMKCIB Ha HASBHICTH O3HaK miapoOku. OCHOBHA ines
MOJIATa€ Yy BUSIBJICHHI MOTEHIIIMHUX aHOMAaiH, sIKI MOXKYTb OyTH XapakTepHUMU JJIs

nindenkiB — 30KpeMa, BIACYTHOCTI a00 HAJIMIIKOBOCTI KIIFOUOBUX PUC OOIAYYS,
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acUMeTpid Ta HEBIAMOBIAHOCTEH Mk (DPOHTAIBLHUMH i TPOMUILHUMHU BUIJIAIAMHU
(pucyHok A.S).

extract features from video, BHKOHy€ €BPUCTUYHY OIIIHKY MIJO3PUINX
XapaKTEepUCTUK HA OCHOBI MEPUIOTo Kajapy Bifeo. Mera — OOYMCIIEHHS Tak 3BaHOTO
MOKa3HUKa MiAo3piiocTi (suspicion score), sKUM 0a3yeTbcsi Ha KUIBKOCTI Ta
KOHQIrypallii BUSABICHUX EJIEMEHTIB OONUYYs: OYed, (PPOHTAIBHUX 1 MPOIILHUX
o0y, DyHKIIIS 3IMCHIOE JIETEKIII0 3a3HAYEHUX O3HAK 3a JIOMIOMOIO KacKaliB
["aapa. [lomanpimii aHai3 BKJIIOYA€E TMEPEBIPKY HA BIACYTHICTh a00 HAIJIUIIKOBY
KUTBKICTh O0JIMY Ta OU€H, BUSIBJICHHS JIUIIIEC MPOMUIHLHOTO BUTIISIAY 0€3 (pOHTAIBHOTO,
a TaKOX OIIIHKY aCUMETpii 0Yei Ha OCHOBI €BKJI1JIOBOT BiZICTaH1 MK IieHTpamu. KoxxHa
3 IIUX CUTYallli 30UIbIIYE MiI03pUIHA O0all, a TaKOXK (PIKCYETHCS Y BUTJISII TEKCTOBUX
no3Havyok (issues) (pucyHok A.6). Sk pe3ynbTaT, QyHKIIIS TOBEPTAE CTPYKTYPOBAHHIA
CJIOBHUK 3 KUIbKICHUMU Ta SKICHUMH O3HaKaMHU.

build suspicion dataset dbopmye o3HaKOBUM HaAOIp JaHUX IJi TMOJAJBIIOTO
aHami3zy o3Hak nindeiikoBocTi. I[lpuiiMaeTbcs crnucok BijeodaisiB, MOCIITOBHO
BUKJIMKae (yHKUito extract features from video mnga koxHOro 3 HuUX, 30UparOUu
pe3yJabTaTH y BUTIIAJI CIOBHUKIB 13 KUIbKICHUMHU Ta SKICHUMHU IMOKa3HUKAMH. YCi
310paHi 03HaKH 00'€MHYIOTHCS B €IMHUN HaTadpeiiMm, 1Mo Moxke OyTH BUKOPUCTAHUN
JUTSL  TIOAQJIBIIIOTO CTaTHUCTUYHOTO aHajizy a00 HaBYaHHS MOJCIICH BHUSBIICHHS
nigpobieHnx Bigeo. s BimoOpakeHHs TIporpecy OOpOOKM BUKOPHCTOBYETHCS
MoxyJib tqdm (pucyHok A.7).

Jlst popMyBaHHS CTPYKTYPOBAHOTO HAOOPY 03HAK OYyJIO peali3oBaHO MiaXia 10
nmakeTHoi oOpoOKu BinmeodaiisiiB, M0 J03BOJISE aBTOMATHYHO OOYHCIUTH METPUKH
MII03p1I0OT  aKTUBHOCTI B MeXax OOMEXeHOi BHOIpKM. 3 IMi€0 METOW OyJio
Bukopucrano ¢ynkuiro build suspicion dataset, sika BUKIMKae paHilie OMHCAHHMA
MoxyJib extract features from video miist kokHOTO Bijeodaitiny B CIUCKY.

Ha pucynky A.8 po3smisiHyTo 00poOKy nepmux 10 Bifeo 3 TpeHyBaJbHOTO
nmiaMHOXKHUHH (train_sample videos). Y pesynbTati hopmyerbes natadpeiim df 10, mo

MICTUTh YMCJIOBI Ta OMUCOBI XapaKTEPUCTUKH B1JI€O, MOB’S3aH1 3 HAABHICTIO O3HAK
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danbcudikamii. Takuit gatappeliMm € MIATOTOBIEHUM TAOJWYHUM MPEACTABICHHAM
JUTSl IOJJJIBIIIOTO aHaji3y a00 BUKOPUCTAHHS B aJITOPUTMAX MAIIMHHOTO HaBYAHHS.

3 METOIO OLIIHIOBaHHS SIKOCTI €BPUCTHYHOTO METOJY BUSABIICHHS AiMQeiiKiB
OyJsio moOyAoBaHO MOBHUK HaAOIp O3HAK ISl BCiX BifcodaisiiB, MpeACTaBICHUX Y
MeTananux. [ mporo Bukopuctano ¢yHkiiro build suspicion dataset, sika reHepye
YHCIIOBl OLIIHKH MiJI0O3PUIOCTI KOKHOTO BiJIO Ha OCHOBI CTPYKTYPHUX aHOMAJIH y
nepiiomy kaapi. Jlo orpumMaHoro naradgpeitMy Oyiu 104aH1 CIIpaB)KHI MITKH KJIaciB
(REAL / FAKE), sixi Oyno 3akogoBano y OiHapHOMY BurIsiai (0 — peanbHe Bizeo, |
— (eiik). EBpuctuune mpaBuio kiacudikaiii 0a3yeTbcs Ha 3HAYCHHI MOKa3HUKA
M1I03PIIIOCTI: SKIIO Suspicion_score > 2, BiJieo BBaKA€ThCs derikoBuM. {1 aHamizy
TOYHOCTI MPUKUHATOrO Miaxoay Oyyno copMOBaHO MATpUIO IUIyTaHUHU (confusion
matrix), sika Bi3yalli3y€ CIiBBIIHOIIEHHS MPABWIBHUX 1 MOMUIKOBHUX TEper0ayeHb.
Pe3ynbTaTu rpadgiuyHo mpeAcTaBieHI Ha PUCYHKY A.9 3a JOMOMOTOIO TEIIOBOI KapTH,
IO JI03BOJIIE OLIHUTH €QEKTUBHICTh MPOCTOrO0 EBPUCTUYHOIO MeTony 0e3
3aCTOCYBaHHS HaBUYaHHS MOJIEII.

Jlo1aTKoBO OyJ10 00YMCIEHO OCHOBHI METPHUKH SIKOCTI KJacu(iKallii: TOYHICTh
(accuracy), mpenusiiHicTh (precision), moBHOTY (recall) Ta Fl-mipy (F1 score). Ll
METPUKHU J03BOJISIOTh KOMIUICKCHO OIIIHUTH 30allaHCOBAaHICTh MOJIENi, 30Kpema ii
3JIaTHICTb KOPEKTHO BUSBIITH (DEUKOBI BiIeO MpU 30€peKEeHHI NPUUHITHOTO PIBHS
XUOHOIIO3UTUBHUX CIpalfoBaHb. [Ipencrapnenuit anais 103BOJISIE 3p0OUTH BUCHOBKH
1010 JOLUTEHOCTI BUKOPUCTAHHS €BPUCTUYHOTO MPaBHIIA K TTOYATKOBOI MOIEI a00
K KOMIIOHEHTa OUIbII CKJIQJHOI CHUCTEMHU. 3 METOI0 TOPIBHAHHS EBPUCTUYHOTO
MIJIX01y 3 HaBYCHOI MOJEIUTIO Kiacudikalii OyJio peansizoBaHO METOJ JIOTICTUYHOT
perpecii Ha OCHOBI 03HAK, OTPUMAaHUX 3 B1J1€0. Sk 03HAKHU OyJI0 BAKOPUCTAHO YUCIIOB1
XapaKTEPUCTHKH, OB’ 3aH1 3 KUTHKICTIO BUSIBJICHUX 0071, ouei, MpopiIbHUX 0011y,
pIBHEM acHUMeETpii oyel Ta 3arajbHUM IMOKA3HUKOM TI103PIIOCTI (suspicion score).
Bci nmponymieni 3HaueHHsI OyJiM 3aMiHEH1 HYJISIMU ISl 3a0€3IME€UeHHs LUIICHOCTI
Bx1AHMX AaHux. Habip ganux Oyso po3auieHO Ha TPeHyBajlbHY Ta TECTOBY BUOIPKH Y

criBigHomeHH1 80/20, micas 4oro mMojesb JOTICTUYHOI perpecii Oyjia HaBuYeHa Ta
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3aCTOCOBaHa /IS TiependadeHHs kiaacy (peasbHe 4 eiikoBe Bifle0) Ta MMOBIPHOCTI
HajexxHocTi 10 kinacy FAKE (pucynok A.10).

Takum 9YuHOM, Ha OCHOBI OJHAKOBMX O3HaK OyJ0  TIPOBEICHO
CKCIIEPUMEHTAIbHE TOPIBHIHHS JBOX METOJIB BUSBICHHS (EHKOBUX Bige0 —

IIPOCTOT0 CBPUCTUYIHOI'O Ta CTATUCTHUYIHO HABYCHOI MOI[GJ'Ii.

3.2 ocmipkeHHsT Habopy JaHUX

[IpencraBnennii anami3z (pucyHok A.l11) po3kpuBae KIHOYOBI CTaTUCTHYHI
XapaKTEePUCTUKU METAJAHUX TPEHYBAJIBHOI'O HA0OpY, MPU3HAUYECHOTO ISl BUSBICHHS
ningeiikis. 30kpeMa, BUSBICHO 3HaUHUI qucOananc knacis: 13 400 Bigeo3anucis 323
(80.75%) € "FAKE" (migpo6neni). Yci mani (100%) nanexats A0 kateropii "train".
Jl01aTKOBO, CIIOCTEPIra€ThCS BHCOKA BaplaTUBHICTh OPHUTIHAJIBHUX BIJICOMKEPEIN:
HalyacTimie Kepeno, "meawmsgiti.mp4", 3yctpiuaetbes swuiie 6 pasziB (1.858%).
Po3yMiHHS ITUX aCHEKTIB € KPUTUYHO BAXIIUBUM JJIsI KOPEKTHOT PO3POOKH Ta OIIHKH
MoO/ieJIel BUSIBJICHHS I1M(EHKIB.

Ha pucynky A.12 HaBeieHO pe3ysibTaTH IMEPBUHHOTO aHaI3y MeETaJaHuX
TpeHyBanbHOro Habopy Deepfake Detection Challenge. Bepxus wactuHa umoctpye
pO3MOALT BiZIEO 3a O03HAKOM split, 0 BH3HAYa€ MPHUHAJIEKHICTh 3pa3KiB 10 MEBHOI
YaCTHHM J1aTaceTy — TPEeHyBaJbHOI abo TecToBoi. SIk BumHO 3 ricrorpamu, 100%
3aMKCIB HAJIEXKaTh 0 TPEHYBAJIbHOI BUOIpKHU (train), M0 CBIAYUTH MPO BIACYTHICTb
TECTOBUX Y MOTOYHOMY MeTa-(aiiii. L{e y3romxyeTbcst 3 TUTIOBUM MT1X0/I0M 3MaraHb,
JIe PO3IOALI Ha TECTOBY BHOIPKY 3/IIMCHIOETHCS IIEHTPaIi30BaHO OpraHizaTopaMu.

Pucynok A.13 BimoOpakae po3mo/iii KiaaciB 3a MiTkoto label, 1o Bu3Havae tum
BiJieo. HeBpiBHOBaXXEHICTh € XapaKTEpHOIO NJIsl 3a7a4 BUSIBICHHS inenkiB, amke
Habararo OuIbllE MPUKIAIIB CTBOPEHO IITYYHO JUIsl TpEHyBaHHs anroputmis. Lle
MIJKPECIIOE HEOOX1THICTh 3aCTOCYBAaHHS METO/IIB OOPOTHOM 3 TUCOATaHCOM, TAKUX SIK
ctparudikoBana BuOipKa, BaroBi KoedilieHTH y (QyHKIIT BTpaT ab0 BUKOPUCTAHHS
METOJIIB HAJCEMIUTIHTY Ta aHaepcerunHry.l'padik aeMoHCTpye PO3MOALT JaHUX 3a

kiacamu "FAKE" (mapo6neni) Ta "REAL" (cnpaBkHi) y TpeHyBaJlbHOMY HaOOpi.
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AHai3 CIiBBIIHOIICHHS KJIACIB KPUTUYHO BaXKJIUBUHN IS pO3yMIHHS OalaHCy JaHUX
Ta TMOTEHIINHOT YMHEepeKEHOCTI MOJeNl MNpH HaBYaHHI aJITOPUTMIB BUSBJICHHS
TindenKis.

BizyanpHuil aHami3 nepmmx KajapiB 3 MAPOOJCHUX BIJCO J103BOJISIE BUSIBUTH
MOTEHIIIMHI apTedakTy, XapakTepHl g Bigeodanbcudikaliiidi, CTBOPEHHX 3a
JIOTIOMOTOI0 TE€XHOJIOTI TyimOokoro HaB4yaHHSA. Ha pucynky A.14 mpencraBiieHO
BUOIpKY KaJIpiB 13 Bijieo3anuci, kiacudikoBanux sk "FAKE" (miapobieHi).

Ha pucynky A.15 BigoOpakeHo BHOIpKYy KaapiB 3  BiJ€O3aIUCIB,
kinacudikoBanux sk "REAL" (cnpapxhi). [lopiBHsUIbHUN aHai3 13 MiApOOJIEHUMHU
3pa3kaMu JornoMarae ieHTU(IKyBaTH BI3yaJIbHI XapaKTEPUCTUKH, IO BIIPI3HIIOTH
CITpaB>KHI BiI€O BiJ] CHHTE€30BaHUX.

[IpencraBieHo Bizyaiizallito KajapiB 3 MiAPOOJICHUX BIiJICO, IO MOXOMASTh BiJ
OJIHOTO M TOTO K OpPUTIHAJIBHOrO JKepena "meawmsgiti.mp4" (pucyHnok A.16). Ile
JTIO3BOJISE OI[IHUTH BapiaTUBHICTh METOAIB (pasibcuikaliii, 3aCTOCOBAHUX JO OJHOTO I

TOT'0 )X BUX1IHOTO MaTepiaiy.

3.3. InenTudikaris ooauy

Ha pucynky A.17 npoaeMOHCTPOBAaHO PE3yJbTaTH AITOPUTMIB JETEKIIII 00I1Y
Ta 00'€KTIB 3a JOMOMOTOI0 KackajiB ['aapa /it Bifieo, 110 MOXOATh BijJ CHIJIBHOTO
OpUTIHAJIBHOTO JiKepena. Bumineni npsmokyTHukamu oo6Osmacti iHTepecy (ROI)
BIJINOBIJIAIOTh BUSBJICHUM OONHMUYYSIM (3eseHui), mpodiiam o6aud (CHHINA) Ta odam
(uepBoHi KoJ1a). Pe3ynbraTi aBTOMAaTUYHO1 AETEKIIIT 001MY Ta 00'€EKTIB HA BUTIAKOB1i
MiBUOIpIl HABYAIBHUX BiJI€O, 110 J03BOJISIE OLIHUTH BapiaTUBHICTh Ta CKJIAJIHICTh
3aBJaHHS PO3IM3HABAHHS 00JIMY Y PI3HOMAHITHUX YMOBAXx 3aMucy (pUcyHOK 3.1 ).

Ha pucynky 3.2 BimoOpaxeHo pe3ybTaTH alrOPUTMIB BUSBJICHHS 00'€KTIB Ha
BUMAJAKOBIN MiABUOIpIIl TecToBUX Bifeo. JIokamizoBaHi 0COOJIMBOCTI O0JIMY MOXKYTh
CIIy’)KUTHU OCHOBOIO JUIsl BU3HAYCHHS PETIOHIB, 3 SIKUX CIiJ] BUJIy4aTW O3HAKU ISt

HaBYaHHs Kiacudikaropa aindenkis.
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Pucynok 3.1 - Jlerekiiis o06audust Ta 00'€KTIB HA BUMAIKOBOMY HaBUYATbHOMY

BIJIEO
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Pucynox 3.2 - Jlerexitis o0au4us Ta 00'€KTIB HAa BUTIAAKOBOMY TECTOBOMY BiJI€0

[leit KOMIUIEKCHUM aHasli3 3a0e3rnedyye CUCTEMATHUUYHHHM MiAXiJl A0 BUBYCHHS

ocobsmBoCTel aindenkiB Ta po3poOKH ePEeKTUBHUX METO/IIB 1X BUSBICHHS.
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3.4. MonentoBanHs knacudikamii aingenkis

Ha nipomy etami peasnizoBaHo JBi cTpaTerii kiacudikailii Biieo: eBpUCTHUHY Ta
MalIMHHOTO HaB4yaHHs. OO0uBa MiAX0AN 0a3ylOThCs Ha MONEPEeTHBO CPOPMOBAHOMY
03HAKOBOMY HaOOpI1, KU BKIIIOYAE KIJTBKICTh BUSBJICHUX OOJWY, ouei, IPoPiIbHUX
O3HAK, MOKa3HHK acMMETpii oued Ta 1HTErpasibHy OI[IHKY MiJO3pUIOCTI (suspicion
score).

[epmmii miaxinq — eBpuUCTHUYHA Kiacu@ikaiis — 0a3yeTbcs Ha 3aCTOCYBaHHI
(1KCOBaHOTO MOPOTY: BiJIEO BBAXKAETHCSA (PeHKOBUM, SIKIIO Suspicion Score > 2. [lei
MIIX17 MPOCTUH y peanizamii Ta JJA03BOJSE 3AIMCHIOBATH IIBUAKY IONEPETHIO
¢unpTparito Bigeo. Pe3ynbrath kimacu@ikaunli mpeacTaBi€Hl y BHUIJISAI MaTpUIl
IUTyTaHUHU (PUCYHKY 3.3), sika JE€MOHCTPY€E CIIBBIIHOIICHHS MIXK MPaBUILHUMU Ta
MOMWJIKOBUMHU TepeA0ayeHHsIMHU. 3arajibHi METPUKHU €(DEKTUBHOCTI HABEJIEHO HUXKYE:

TO4HICTh — 54,5%, npeuusiiinicts — 81,3%, moBHota — 56,7%, F1-mipa — 66,8%.

Confusion Matrix: Suspicion Score Heuristic
- 175

i s Y, -150

REAL

125

-100

True Label

FAKE

REAL FAKE
Predicted Label

@, Evaluation Metrics:
Accuracy: 0.545
Precision: ©.813
Recall: 0.567
F1 Score: ©.668

Pucynox 3.3 - MaTpulis miyTaHUHN Ta METPUKH JIJIS1 EBPUCTUIHOTO ITiIXO0TY
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Hes3Baxkaroun Ha BHCOKY MNPEHHU3IMHICTh, €BPUCTUYHUN MIIX1J JEMOHCTPYE
HU3bKY TOYHICTh Ta He30aJaHCOBaHICTh KiacHdikaiii, M0 MOSICHIOETHCS
CITPOIIICHICTIO TIpaBUjia 1 HOro HEUYTJIMBICTIO JI0 CKJIAAHUX BUNAAKIB (anbcudikarrii.
Ha pucynky 3.4 HaBeIeHO MPHKIAIU NECATH BiJ€O 3 BIAMOBIIHUMHU OOYHCICHUMHU

O3HAKaMU Ta IHIUKATOpaMU BUSBICHUX aHOMAJIH.

1ee% | I 1222 [ee-e2<00:08, 3.6BiLSs]

video m faces n eyes n profiles eye asymmetry suspicion soone Esues
o erffliiomipd i 1 1 1.0000:00 2 femr EyEs
1 charesd g jit.mipd 1 4 1 1000000 Q
2 asvorfd pngamipt 1 Z 1] E7.051704 1 eyE aEymmetry
3 dntezzzodhumipd 2 1 0 1000000 i multiple facesfes eyes
4 dboutehing mipt 1 3 1 1.000000 a
5 elginszwthomps o 1] 1] 1000000 4 no_facefes eyes
& owhbacdwrzo.mpd 1 2z 0 95036035 1 mye asymmetny
T afoovismtcmpd o 3 0 1000000 2 no face
B emxcfkrjivampd o 1 0 1000000 4 no facefew eyes
- | BCTTyTcpampd 1 4 1] 1.000000 a

Pucynox 3.4 - PesynbTaTu eBpucTH4HOTO aHamizy st 10 BigeodparmeHTin

Hpyruit miaxin (pucyHok 3.5) — kimacudikaiiis Ha OCHOBI JIOTICTHYHO1 perpecii
— mnepeadavae HaBYaHHS MOJIETl Ha OCHOBI O3HaK, copMoBaHMX 13 Bijeo. [lepen
MOYAaTKOM HABUYaHHA yCl1 BIJICYTHI 3HayeHHs OyJu 3aMIHEHI HYJIbOBUMH, a JaHl
nojiyieHo Ha TpenyBainbHY (80%) Ta TectoBy (20%) BuOIpKu. Mojenb JOTICTUYHOT
perpecii peanizoBaHa 3acobamu 010mioteku scikit-learn. Ilicis HaBYaHHS MOJEIb
MPOJIEMOHCTPYBaJia 3HAYHO Kpalll pe3yibTaTu Kiacudikalii: TouHicTh — 68,5%,
npernu3iiaicth — 81%, moBHoTa — 81%, F1-Mipa — 81%.

Ha pucynky 3.6 HaBelleHO MPUKIIAJ pe3yJbTaTiB KiIacudikaiii Ijs JeKITbKOX

Bijieo(haiiiiB, BKIIFOYAI0YH peabHl MITKH, iMOBIpHOCTI Kilacy FAKE.
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B Logistic Regression Classification Report:

precision
e 9.00
1 .81

accuracy
macro avg 9.40
weighted avg ©.65

Heuristic (Suspicion

precision
e .20
1 .81

accuracy
macro avg ©.51
weighted avg 0.70

Pucynox 3.5 - IlopiBHSIHHSI METPHK JIOTICTUYHOI perpecii Ta €BpUCTUKH

recall

.00
1.00

.50
6.81

Score) Classification Report:

recall
9.45

.57

©.51
8.55

wideo label binary predicted fake

0  aagfhgtpmempd 1
1 aapmwogymeg.mpsd 1
2 abarmvbtwh.mpd 1]
31 abofeumbrss.mpd 1
4  abgwwspghimpd 1
5 acifpyrvpmmpd 1
13 acg fowsrhimpd 1
7 acarmhade mpd i
B acwaigylke mpd 1
] acorgyTicp.mpd 1

Pucynox 3.6 - IlopiBHsiHHS Ki1acuikaliiii Jyisl IPUKIIAIIB BiEO

1]

1

1

fl-score

0.00
.89

.81
0.45
8.72

fl-score

6.28
.67

@.55
0.47
.59

support

77
323

400
400
400

support

77
323

400
400
400

predicted clf predicted proba

0a&04130
0E3IA093
0725256
Q827438
0785748
QE2ZIET
Q797575
0719036
0719036

CUGEEZ DG

BizyanbHi npukiaaan podoTH aeTekTopa Ta ieHtudikaiii ooaud (pucyHok 3.7)

Ha ¢peiiMax BiJIeO TaKOX LITIOCTPYIOTh, SIK CUCTEMA pearye Ha HeCTaHJAapTHI YMOBH.

Hanpuknan, y Bumaakax 3 HEIOCTaTHHOIO KIIBKICTIO ouel abo BiACYTHICTIO 0OJnY,

cuctema (pikcye BiAMOBITHI aHOMAJIIT Ta BijoOpaXkae iX sIK TEKCTOBUH 3BIT 1 TpadiuHi

0oOMeKyBaJbHI PaMKHU.
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No obvious fake signs detected in ~acxnxvbsxk.mpd’
| Detected potential fake signs In eebrkicpry.mpd :
- No face detected

- Too few syes detected
Detected potential fake signs in “dfbpceeaox.npd’ :
- Too few eyes detected

0

1000

1000

Pucynox 3.7 - Ilpuxnanu pperiMiB BiJieo 3 MO3HAYCHHSIM BUSBICHUX O3HAK Ta
TEKCTOBUMH JlarHO3aMu

TakuMm YHMHOM, MOJENIOBAaHHS MIATBEPAWIO JOIUIBHICTH KOMOIHOBAaHOTO

MiAXOAy: €BpUCTHKAa MOXKe OyTH BHKOPHCTaHA SIK MOMepenHiil etam ¢inmbTpartii, a

HAaBYEHA MOJIEJIb — SK OCHOBHUM MEXaHI3M MNPUUHATTA pilieHb. Takuil ridpua

3abe3mnedye 0agaHC MIXK IIBUJIKICTIO 0OpOOKHU Ta TOYHICTIO Kiacudikarii gindenkoBux

B1JIEO.
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BMUCHOBKHA

VY naniii kBasigikariliitHiit podoTi Oyo:

1 [IpoBeneHO IPYHTOBHHI OIS Cy4aCHUX METO/IIB BUSIBJICHHS AiT(PEiKiB,
3 0CcOOJIMBOIO yBarow A0 MyibTUMOAanbHUX Ta facial-based mimxomiB. AHai3
MoKa3ap, 10 HaWOUIbII e()EeKTUBHUMH € TiOpUIHI MOAENI, SKi 3[aTHI JOCATaTH
TOYHOCTI 710 98%.

2 PeanizoBaHo apxXiTEeKTypy MNpPOTPaMHOrO0 MOJMYJS, IO CKJIAJa€ThCS 3
TPhOX KIIOYOBUX PIBHIB: OOpPOOKHM J1aHMX, BUSBJICHHSA OO'€KTIB Ta Bi3yamizamii
pe3ynbTaTiB. L apxiTekTypa CHOpOeKTOBaHa 3 YpaxyBaHHSIM PO3IIMPIOBAHOCTI Ta
MO>KJIMBOCTI MOBTOPHOTI'O BUKOPUCTAHHS i KOMIIOHEHTIB.

3 Po3pobneno nmeranmizoBaHuil anroput™M 0OpoOKM Bigeomanux. BiH
BKJIIOYA€ TIONEPEHE TEPETBOPECHHS 300pa)K€HHs, JAETEKII0 O3HaK oOJuyus,
€eBPUCTUYHY I[IE€PEBIPKY HA HASABHICTh aHOMaIId Ta mojanblie (popMyBaHHS
O3HAKOBOTO MPOCTOPY.

4 3anponoHOBaHO 1HHOBAaUIMHUA METOJA OIHKH MIJ03PLIOCTI, SKHUM
0a3yeThCs Ha KUIbKICHUX MOKAa3HUKAX, 1110 BUSBIISIOTHCS HA MEPIINX Kaapax Bifgeo. o
TaKHUX MOKa3HUKIB HAJIEKaTh KUIbKICTh O4€, HASIBHICTh MPOQ1ILHUX 00INY Ta CTYITIHb
acuMeTpii.

5 [IpoBeneHO TOPIBHAJIBHMM aHAM3 ABOX IMMAXOMIB 10 Kiacuikalii:
€BPUCTUYHOIO Ta HA OCHOBI JIOTICTUYHOI perpecii. Monenb JOTICTUYHOI perpecii
MIPOJIEMOHCTPYBaJia 3HAYHO BUIILY €PEKTUBHICTh, JOCITHYBIIN TOYHOCTI 68,5% Ta F1-
Mipu 81%, yum nepeBepimia eBpUCTUUHUN METO.

6 HocnimkeHo xapaktepuctuku Habopy nanux Deepfake Detection
Challenge. BusiBieno 3nauHuil 1ucOananc KIaciB Ta BUCOKY PI3HOMAHITHICTD JIKEPEI,
10 € BOXIMBUMH (PaKTOpaMH, SIKi BIUTMBAIOTH Ha TIPOIEC HABYAHHS Ta y3arajdbHEHHS
MoJene.

7 Pesynbratt 11i€i  poOOTHM HWITKO MIATBEPKYIOTH €()EKTUBHICTH
BUKOPUCTAHHS aHANI3y O3HAK O0NMYYsl IJis BUSBIICHHS Ain(enKiB. 3anpornoHOBAHUNA

MiIX11 Ma€e 3HAYHUM MOTEHITIa I 3aCTOCYBAaHHS y cHCTeMax IM(poBoOi Oe3MeKH,
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30KpeMa B COLIaJbHUX MEpeXkax, ceppicax aBTEHTH(}iKalii Ta Ha PI3HOMaHITHUX
iHpopMariitHux mnatdopMax. Y MalOyTHROMY MOMJIMBUM HAIPSIMOM PO3BUTKY €
IHTerpaiisi MyJIbTUMOJAIBLHUX O3HAaK (TakuX SK aynaio, pyx TIyO, Mimika) Ta
BUKOPHUCTAHHSA CKJIQJHIIIUX TPaHCPOPMEPHUX apXIiTEKTyp [UIS IMOJAIBIIOTO

M1JIBUIIICHHS TOYHOCTI Ta YHIBEPCAJIbHOCTI MOJIEI.
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Homatox A

Bisyanizaiis eramniB BUsiBIICHHS AiN(EHKiB

def display_image_from_video(video_path):
capture_image = cv.VideoCapture(video_path)
ret, frame = capture_image.read()
fig = plt.figure(figsize=(18,18))
ax = fig.add_subplot(111)
frame = cv.cvtColor(frame, cv.COLOR_BGR2RGE)
ax.imshow(frame)

Pucynok A.1 - 3aBaHTa)keHHs BiJieo Ta 00poOKa KapiB

class ObjectDetector():
def __init__(self, K object_cascade_path):
self.objectCascade=cv.CascadeClassifier(object_cascade_path)

de

-

detect(self, image, scale_factors1.3,
min_neighbors=5,
min_size=(28,28)):

rects=self.objectCascade.detectMultiScale(image,
scaleFactor=scale_factor,
minNeighborssmin_neighbors,
minSize-min_size)

return rects

Pucynok A.2 - Bukopucranus kackaais ['aapa miig BUSBIEHHS 00'€KTiB
Yy P ol pan

def detect_objects(image, scale_factor, min_neighbors, min_size):
image_gray=cv.cvtColor(image, cv.COLOR_BGR2GRAY)

eyes=ed.detect(image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=(int(min_size[8]/2), int(min_size[1]/2)))

for x, y, w, h in eyes
cv.circle(image, (int(x+w/2),int(y+h/2)), (int((w + h)/4)),(@, 8,255),3)

# deactivated due to many false positive
#smiles=sd.detect(image_gray,

L4 scale_factor=scale_factor,
’ min_neighbors=ain_neighbors,
» min_size=(int(min_size[8]/2), int(min_size[1]/2)))

#for x, y, w, h in sailes:
#  #detected smiles shown in color image
#  cv.rectangle(image, (x,y), (x+w, y+h), (8, 8,255),3)

profiles=pd.detect(image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=min_size)

for x, y, w, h in profiles:
cv.rectangle(image, (x,y), (x+w, y+h), (255, ©,8),3)

faces=fd.detect(image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=min_size)

for x, y, w, h in faces:
cv.rectangle(image, (x,y), (x+w, y+h),(8, 255,0),3)

fig = plt.figure(figsize=(18,18))

ax = fig.add_subplot(111)

imsge = cv.cveColor(image, cv.COLOR_BGR2RGB)
ax.imshow(image)

Pucynok A.3 - InTerpariis 1eTekTopiB i moOy10Ba Bizyasizallii



same_original_fake_train_sample_video = list(meta_train_df.locimeta_train_df.original=="kgbkktcixf.mpd' |.index)
for video_file in same_original_fake_train_sample_video[1:4]:

print(video_file)

extract_image_objects(video_file)
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Pucynok A.4 - O6po6xka Bifico Ta iHTErpallisi 3 METaJaHUMU CTBOPEHHUX Ha

OCHOBI OJTHOTO OpPHUT1HATY



def detect_fake_signs(video_file, video_set_folder=TRAIN_SAMPLE_FOLDER):

video_path = os.path.join(DATA_FOLDER, video_set_folder, video_file)
capture_image = cv.VideoCapture(video_path)
ret, frame = capture_image.read()
if not ret:
print(f"Couldn't read frame from {video_file}")
return

gray = cv.cviColor(frame, cv.COLOR_BGR2GRAY)
faces = fd.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(58, 58))

eyes = ed.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(208, 28))
profiles = profile_detector.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(58, 5@))

issues =

if len(faces) ==
issues.append(“No face detected")

elif len(faces) » 1:
issues.append("Multiple faces detected”)

if len(eyes) < 2:
issues.append("Too few eyes detected”)
elif len(eyes) » 4:
issues.append("Too many eye-like regions detected”)

if len(profiles) > 8 and len(faces) == 8:
issues.append(“Profile face detected without frontal face")

detect_objects(frame.copy(), scale_factor=1.3, min_neighbors=5, min_size=(58, 58))

if issues:
print(f" | Detected potential fake signs in °{video_file} :")
for issue in issues:
print(" -", issue)
else:

print(f"E No obvious fake signs detected in ' {video_file} ")

for video_file in fake_train_sample_video| :3]:
detect_fake_signs(video_file)

Pucynok A.5 - @ynkis detect fake signs, sika BUKOHY€ aBTOMAaTH30BaHy

NEPBUHHY MEPEBIPKY BiJI€03AMKCIB HA HASBHICTH O3HAK M1APOOKU

def extract_features_from_video({video_file, wideo_set_folder=TRAIN_SAMPLE_FOLDER):

video_path = os.path. join(DATA_FOLDER, video_szet_folder, video_file)
capture_image = cv.VideoCapture{video_path)
ret, freme = capture_imege.read()
if not ret:
return {'video': video_file, ‘issue’: 'Cannot read frame’}

gray = cv.cvtColor{frame, cv. COLOR_BGRZGRAY)
faces = fd.detect(gray, scele_factor=1.3, min_neighbors=3, min_size=(38, 3B))

eyes = ed.detect{grey, scele_factor=1.3, min_neighbor min_size=(28, 28))
profiles = profile_detector.detect{gray, scale_factor=1.3, min_neighbors=3, min_size=(58, 38))

score = B
issues = []

if len{faces) == ©:
acore += 2
issues.append(“no_fece")

elif len(faces) = 1
score += 1
issues.append(“multiple_faces”)

if len{eyes) < 2:
acore += 2
issues_append("few_eyes")
elif len(eyes) = 4:
score += 1
issues.eppend(too_many_eyes")

if len{profilez) = B and len(faces) == @:
score += 1
issues.eppend("profile_only")

aye_asymmetry
if len{eyes) H
x1, yl1, _ eyes[@]
x2, y2, _, _ = eyes[1]
dx = abs(x1 - x2)
dy = abs(yl - y2)
eye_asymmetry = np.sqri{dxes2 + dye2)
if eye_ssymmetry = B0: # espucTHKS
score += 1
issues.append(”eye_ssymmetry” )

return |

‘video': video_file,
: len{faces),
: lenieyes),
“n_profiles’: len(profiles),
mmetry' : eye_asymmetry,
on_score’ @ Score,
‘issues’: ";7.join{issues)

Pucynok A.6 - @yHKIIis BUSBICHHS 03HAK MIIPOOKH Yy BiJI€O
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def build_suspicion_dataset(video_list, folder=TRAIN_SAMPLE_FOLDER) :
feature_rows = []

for video_file in tqdm(video_list):
features = extract_features_from_video(wvideo_file, folder)
if features is not None:
feature_rows.append(features)
return pd.DataFrame(feature_rows)

PucyHnok A.7 — ®yukuis cTBopeHHs 03HAKOBOTO HAOGOPY 3 Bijieo

from tgdm import tgdm
wvideo_liast_18 = train_list[:18)
df_18 = buwild_suspicion_dateset{video_list_18, folder=TRAIN_SAMPLE_FOLDER)

import pandes as pd
from IPython.display import display

display{df_18)

1o0x || 1°/1% [00:02:08:80, 3.6ELt/s]

video n faces noeyes n profiles eye asymmetry suspicion soore szues
o enufflicmpd 1 1 i 1.000000 2 few eyes
1 chaedgjit mpd 1 4 1 1000000 a
2 asvorfdpnoumgd 1 2 a EF.051709 1 |yE Emymmetry
3  dmtkzzodhumpd 2 1 1] 1.000000 3 multiple facesfew eyec
4  dbaxtichng mpd 1 3 1 1000000 a
5 elginszwtkamipd o [x] (1] 1.000000 4 no facefes eyes
& owlacdwrzompd 1 2 1] Q5036835 1 aye amymmetny
T afoavlsmt mpd (v] 3 1] 1.000000 2 no face
B crmxcfirjivmpd o 1 a 1000000 4 no_facefew eyes
9 FCTrEyicpmEd 1 4 (1] 1.000000 1]

PucyHnok A.8 —®opmysauns naradpeiimy osunak mis 10 Bigeodaiinis

from sklearn.metrics import confusion_matrix
import seaborn as sns
import matplotlib.pyplot as plt

all_video_files = list(meta_train_df.index)
df_all = build suspicion_dataset(all video_files, folder=TRAIN_SAMPLE_FOLDER)

df_all| 'label’] = df_all['video']|.map{meta_train_df['label’])
df_all[ ' label_binary'] = df_all[ label’].map({'REAL': 8, 'FAKE': 1})
df_all| ' predicted_fake'] = df_all[ 'suspicion_score'].apply(lambda x: 1 if x >= 2 else 8)

cm = confusion_matrix(df_alll'label binary'], df_alll'predicted_fake'])

plt.figure(figsize=(5, 4))

sns.heatmap(cm, annot=True, fmt='d', cmap='Blues’, xticklabels=['REAL', 'FAKE'], yticklabels=[ REAL', "FAKE']
plt.xlabel("Predicted Label")

plt.ylabel("True Label")

plt.title("Confusion Matrix: Suspicion Score Heuristic")

plt.show()

1cox | NN 400 490 [91:53<@@:08, 3.52it/s]
Confusion Matrix: Suspicion Score Heuristic
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Pucynok A.9 —Martpuiis TulyTaHUHU JJ1s1 EBPUCTUYHOTO METOTY HAa OCHOBI

M103p1I0CTI



from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import classification_report

feature_cols = ['suspicion_score', 'n_faces', 'n_eyes’, 'n_profiles’, 'eye_asymmetry’]
X = df_all|feature_cols].fillna(8)
y = df_all[ ' label_binary"]

X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.2, random_state=42)

clf = LogisticRegression(max_iter=1888)
clf.fit(X_train, y_train)

df_all[ 'predicted_clf'] = clf.predict(X)
df_all[ 'predicted_proba'] = clf.predict_proba(X)[:, 1] # simosipHicTe FAKE

comparison_df = df_all[['video', 'label_binary', 'predicted_fake', 'predicted_clf’, 'predicted_proba’]]
display(comparison_df.head(18))

print(" @ Logistic Regression Classification Report:")
print{classification_report(df_all|'label_binary'], df_all[ 'predicted_clf']))

print{"\n#& Heuristic (Suspicion Score) Classification Report:")
print(classification_report({df_all|'label_binary'], df_all|'predicted_fake']))

Pucynok A.10 —IToGymoBa Ta oiiHKa MOJieJi JJOTICTUYHOL perpecii s
BUSIBJICHHS i enKiB
label split original
Total 400 400 323
Most frequent item FAKE train meawmsgitimp4

Frequence 323 400 6

Percent from total 20.75 100 1.858

Pucynok A.11 - YactoTHuiil po3no i 3HaueHb 03HaK label, split Ta original y

MeTaJJaHUuX TPEHYBAJIBHOTO HAOOPY
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Pucynoxk A.12 - IlepBuHHUHN aHaNI3 METaJaHUX TPEHYBAIBLHOTO HAOOPY JaHUX
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Pucynok A.13 - Po3nozin MiTOK B TpeHYBaIbHOMY Ha0Op1 JaHUX
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Pucynok A.14 — Ilepui kaapu 3 miapoOIeHUX BiJ€o
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Pucynok A.15 - Kaapu 3 cipaBxHixX Bifeo
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Pucynok A.16 - Kaapu 3 migpo0iaeHux BiJieo, 0 MOXOASITh 3 OJHUX HKEpel
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Pucynox A.17 - PesynbpTaTul netekiii o0aud Ta 00'€KTiB 32 TOMOMOTOK0 KacKa/IiB

["aapa, 1110 TOXOATH BiJ] CHIJILHOTO OPUTTHAIBLHOTO JIKEpena
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Evaluating the Effectiveness of Attention-Gated-CNN-
BGRU Models for Historical Manuscript Recognition in
UKkraine

Khrystyna Lipianina-Honcharenko?, Volodymyr Yarych?, Andrii Ivasechko?, Anatoliy
Filinyuk?, Khrystyna Yurkivl, Tetian Lebid 1

1 West Ukrainian National University, Lvivska str., 11, Ternopil, 46000, Ukraine

Abstract

This research focuses on evaluating the effectiveness of the Attention-Gated-CNN-BGRU model for
Handwritten Text Recognition from historical documents, specifically from the archive of Khmelnytskyi
Oblast, written in Ukrainian and Russian languages between 1861 and 1913. The methodology involved
preprocessing, data augmentation, deep learning with attention mechanism, and expert assessment.
The obtained results showed an average percentage of correctly recognized characters at 71.7%,
demonstrating the high effectiveness of the model. A strong negative correlation between text
complexity and recognition accuracy underscores the need for further improvement in Optical
Character Recognition technologies. The main direction of future research will be adapting the model
for recognizing texts written in the Ukrainian language using the Latin alphabet, which is crucial for
preserving Ukraine's cultural heritage.

Keywords

Historical documents, Optical Character Recognition, Handwritten Text Recognition, deep learning

1. Introduction

The modern world of digital technologies opens new horizons for the preservation and study of
historical documents, offering unique tools for exploring cultural heritage. One of the key
directions in this field is the development and application of OCR systems, which automate the
process of converting image-based text into machine-readable format. This, in turn, facilitates
easier access to historical documents, their analysis, and interpretation. However, the
characteristics of historical manuscripts, such as variability in writing styles, degree of
preservation, and material erosion, pose challenges for researchers that require the development
of specialized OCR algorithms and methods.

This scientific article is dedicated to analyzing the effectiveness of the Attention-Gated-CNN-
BGRU model [1], specifically developed for text recognition from manuscripts. The research is
based on a carefully curated dataset of documents from the state archive of Khmelnytskyi Oblast,
covering the years from 1861 to 1919 and various funds reflecting the socio-historical aspects of
the region during the specified period. The main focus of the research is on determining the
accuracy of the OCR model in the context of variability in manuscript complexity, evaluating the
impact of writing styles and document preservation on recognition quality, as well as analyzing
potential directions for algorithm optimization.
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Given the importance of preserving historical heritage and the development of digital
humanities, the results of this research aim not only to demonstrate the potential of modern OCR
technologies in historical text analysis but also to provide valuable insights for further
improvement of digital humanities tools.

The formulation of the problem. In the context of the development of digital technologies and
the study of cultural heritage, there arises the problem of effectively recognizing text from
historical manuscripts using OCR systems. This problem arises due to the diversity of writing
styles, differences in the preservation state of documents and their materials, complicating the
process of automated conversion of images into machine-readable form. Such technical
challenges create the necessity for the development and enhancement of specialized OCR
algorithms to effectively process historical manuscripts.

This article presents a method for evaluating the effectiveness of the Attention-Gated-CNN-
BGRU model for text recognition from historical manuscripts, based on deep learning with
attention mechanism. Chapter 2 discusses a review of related works; Chapter 3 describes the
research methodology, including dataset description and document recognition approach;
Chapter 4 is dedicated to the implementation of the algorithm and detailed analysis of the
obtained results. Chapter 5 presents the research conclusions summarizing the main findings and
emphasizing the prospects for further research in this field.

2. Related work

The development of artificial intelligence (Al) technologies is one of the key and significant trends
of the present day. This is primarily explained by the ability of Al, or more accurately
"computational” or "electronic” intelligence, to learn and self-learn, recognize and synthesize
language and images. Worldwide practice already has results of Al activity in the field of historical
research. For example, Swedish scientists were able to reconstruct a complex handwritten text
from the 18th century, stored in the Swedish National Archives [2]. The object of this research
was the decrees on freedom of the press from 1766, which were written in Latin script. Such
breakthroughs in science prompt us to explore the capabilities of Al in interpreting handwritten
texts from Ukrainian archives, which were written in Cyrillic.

In Ukraine, specialists from not only the Institute of Artificial Intelligence Problems of the
Ministry of Education and Science of Ukraine and the National Academy of Sciences of Ukraine
are working on the development and improvement of Al capabilities, but also scientific and
pedagogical workers and researchers from departments and divisions of Al, computer science
and applied mathematics, computer technologies and economic cybernetics, innovative
technologies, intellectual information systems, mathematical modeling, Al systems, information
security of many higher education institutions and research institutes of Ukraine. A leading role
in this field is played by the team of the Research Institute of Intelligent Computer Systems of the
Western Ukrainian National University (Ternopil) and the V.M. Glushkov Institute of Cybernetics
of the National Academy of Sciences of Ukraine (Kyiv).

Modern research in the field of Al is actively developing, especially in the area of document
interpretation, where information technologies are used for analysis, search, and interpretation
of relevant texts. Significant important informational potential for our research[3] useful
information on the creation of archival collections of websites within the framework of initiative
documentation at the Central State Electronic Archives is described in the research [4]. In
research [5] characterized the process of digitizing archival documents in foreign countries. The
topical issue of the role of digital sources in the research [6]. In research [7] predicted the growing
role of archive digitization in modern society.

Innovative approaches to preserving cultural heritage through the use of image recognition
and augmented reality, as seen in the researchs [8-10], illuminate the development of the
intersection of technology and history. These methodologies resonate with the fundamental
principles of our research, which applies Attention-Gated-CNN-BGRU models for recognizing
historical manuscripts in Ukraine, demonstrating the versatility and potential of deep learning in
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various fields. Similar to how [11, 12], utilized deep neural networks, and researchs [13, 14],
applied multilevel data encoding, our study employs advanced machine learning algorithms to
open new perspectives in the analysis and preservation of cultural heritage, affirming the critical
role of technology in safeguarding and researching our collective past.

Research [15] explored offline handwritten text recognition (HTR) with reduced training
datasets, proposing a model trained on crossed-out text to effectively recognize such words
without compromising accuracy. In [16], methods for classifying handwritten words into a digital
format were investigated, combining direct word classification using Convolutional Neural
Networks (CNN) and character segmentation with Long Short-Term Memory (LSTM) networks.
Additionally, the study in [17] addressed handwritten text conversion and storage in ASCII
format, covering preprocessing, feature extraction, and classification using deep learning
methods. The research in [18] enhanced HTR performance on lines with crossed-out words, while
the approach in [19] proposed outperformed traditional OCR systems. The integration of HTR
into OCR systems was discussed in [20], alongside outlining an HTR competition focusing on
historical documents [21]. Effective practices in HTR, including basic architectures and datasets
like IAM and RIMES, were described in [22], while the importance of image processing in
handwritten text detection was emphasized in [23], showing potential in forgery protection and
handwriting analysis. Lastly, the Attention-Gated-CNN-BGRU model [1] for Ukrainian HTR is
freely available, trained on historical Ukrainian texts provided by researchers and libraries.

The Attention-Gated-CNN-BGRU model [1] for Ukrainian HTR is freely available, trained on
historical Ukrainian texts and provided by researchers and libraries.The analysis of known
solutions in the field of HTR, including the application of models like CRNN, and approaches to
text classification and segmentation, underscores significant progress in this domain. However,
this study focuses on analyzing the effectiveness of the Attention-Gated-CNN-BGRU model [1] for
recognizing text from historical manuscripts, distinguishing itself through the use of attention
mechanisms for detailed analysis of contextual relationships between characters. The approach
in this research demonstrates improvements in recognizing complex historical texts, especially
with crossed-out words and conditions of high text complexity, making it akin in concept to the
works of Jose Carlos Aradillas et al. [15], but with an additional focus on adaptation to the
specificity of Ukrainian handwritten text. This sets apart this study from others, providing a new
approach to addressing the problem of text recognition in historical documents using deep
learning and attention mechanisms, opening up prospects for further advancements in this field.
The analysis of the text written in Ukrainian is given in the work [25-26].

3. Methodology
3.1.Dataset Description

For this study, documents of varying readability levels were collected from the State Archives of
Khmelnytskyi Oblast. Among the proposed documents, digitized descriptions of ancient records
from the following funds were taken: Fund 442, Kamianets-Podilskyi County Treasury for 1861-
1913; Fund 507, Office of the Chief of the South-Western Customs District for 1907-1913; Fund
596, Podilia Branch of Princess Tetiana Mykolaivna's Committee for Providing Temporary
Assistance to Victims of Military Actions for 1914-1915; Fund 598, Investigative Court of the 2nd
Division of Kamianets-Podilskyi County for 1875-1880; Fund 616, Kamianets-Podilskyi County
Military Affairs for 1884-1919; as well as Fund 309, Isakovets Customs for 1931-1915, written in
Ukrainian and Russian languages.

The dataset [24] for recognizing ancient handwritten text consists of 75 PNG-format images,
examples of which are shown in Figure 1.
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A) Easy to read B) Difficult to read
Figure 1: Examples of texts

3.2.Description of Document Recognition Approach

This research focuses on analyzing the effectiveness of the Attention-Gated-CNN-BGRU model for
recognizing text from historical manuscripts. Modern challenges in OCR in historical documents
include a variety of writing styles, document preservation levels, and character variability. This
approach involves applying deep learning with attention to the context of characters and their
interactions within words or text fragments, which enhances recognition accuracy compared to
traditional methods. The implementation was done using the Python programming language. The
approach consists of the following stages:
Stage 1. Data preprocessing;:

1.1. Digital transformation: Each text sample [ from historical manuscripts is converted

into a digital format through scanning or photography, where I is represented as a matrix

of pixels I(x, y), where x and y are pixel coordinates.

1.2. Normalization: Applying normalization to each image I to standardize sizes and color

intensities. The normalized image can be represented as

Inorm = f(I),

where f is the normalization function.

1.3. Data augmentation: Generating new samples laug from Inorm using transformations

such as rotation, scaling, shifting, etc., to increase data diversity:

laug = g(Inorm),

where g is the augmentation function.
Stage 2. The Attention-Gated-CNN-BGRU model combines CNN for efficient visual feature
extraction with gated recurrent units (GRU) and attention mechanism for modeling dependencies
between characters. Step-by-step, this is presented as follows:

2.1. CNN: Using CNN to extract visual features ¢p(laug) from images, where ¢ is the

feature extraction function implemented using CNN.

2.2. GRU and attention mechanism: Processing feature sequences ¢ (laug) using GRU and

attention mechanism to model character dependencies and consider context:

Y(¢(laug)),
where 1 is the function implementing GRU and attention mechanism.
Stage 3. Model validation:

3.1. Word Error Rate (WER):

WER=S+D+I

where S is the number of substitutions, D is the number of deletions, I is the number of
insertions, and N is the total number of words in the correct text.
3.2. Character Error Rate (CER):

S+D+1

M
where M is the total number of characters in the correct text.

3.3. Levenshtein CER: Using the Levenshtein distance to calculate CER, where the

Levenshtein distance between two strings is the minimum number of single-element

edits (insertions, deletions, substitutions) required to transform one string into another.
Stage 4. Results analysis:

CER =



4.1. Performance evaluation: Analyzing the distribution of WER and CER errors to
evaluate the model's effectiveness in recognizing text from historical manuscripts.
Statistical methods are used to compare the model results with baseline indicators.

4.2. Impact of attention mechanism: Evaluating the contribution of the attention
mechanism to the model's ability to identify complex characters and their contextual
relationships through detailed analysis of corrected errors and improvements in
recognition accuracy.

Further, this approach is described as an algorithm (Figure 2) for evaluating the
effectiveness of the Attention-Gated-CNN-BGRU model for recognizing text from
historical manuscripts, starting with data preparation, which includes data collection,
digital transformation, and dataset augmentation from manuscripts. Next, model
configuration involves integrating convolutional neural networks and gated recurrent
units with attention mechanism for text analysis. Model validation is done using
independent test datasets, and performance evaluation is based on word and character
error rates. Results analysis includes comparison with baseline indicators, detailed
recognition analysis, and identification of directions for further model improvement.

"Data " " "Model "Results "Conclusions & Future
Preparation” Hodel Setin Validation" Analysis" Steps"

r—Dataset preparation>>

——Model training—>

‘ Evaluate with WER and

CER Assess improvements &

Identify challenges E

"Data "Model "Results

Preparation" "Model Setup” '‘Conclusions & Future

Validation" Analysis" Steps"

Figure 2. Structure of Document Recognition Approach

3.3 Approach to Expert Evaluation

Within the framework of this study, an expert evaluation methodology was used to assess the
effectiveness of OCR models on historical manuscript materials. Five qualified experts analyzed
the document samples, evaluating the difficulty of text recognition, the number of correctly
recognized characters, the total number of recognized characters, and the total number of
characters in each document. The approach proposed by the authors for this research for
evaluation consists of the following stages:
Stage 1. Data preparation for analysis.
1.1. Collection of evaluations from experts (EX1, EX2,EX3,EX4,EX5) based on the
following criteria:
1.1.1. Assessment of text recognition difficulty from 1 to 5, where 1 - very easy, 5 - very
difficult.
1.1.2. Correctly recognized characters: the number of characters that were correctly
recognized.
1.1.3. Recognized characters: the total number of recognized characters.
1.1.4. Total characters: the total number of characters in the original document.
1.2. Calculation of indicators:
1.2.1. Average assessment of text recognition difficulty (SORT):
Y, Assessment;
SORT = -
where n is the number of experts, and Ratingi is the rating from expert i.
1.2.2. Average percentage of correctly recognized symbols (SVPRS):
Right_recongised_symbols;
z:ln=1( . All_s‘zlmbolsy e 100)
n

SVPRS =
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1.2.3. Average number of recognized symbols (ANRS)
™ ,Recognised_symbols;
SKRS =
Stage 2. Analysis of the results:
2.1. Analysis of the overall effectiveness of the OCR model:
2.1.1. Calculating the average values for SORT, SVPRS, and SKRS for all documents allows
for the evaluation of the overall effectiveness of the OCR model.
2.1.2. Measuring the dispersion and standard deviation for each indicator helps
understand the diversity of expert ratings and the variability of recognition results.
2.2. Impact of text complexity on recognition quality: Using correlation analysis between
SORT and SVPRS helps determine how text complexity affects recognition quality. A
positive correlation may indicate that as the complexity of the text increases, recognition
efficiency decreases.
Stage 3. Interpretation of the obtained results:

3.1. The overall efficiency of the OCR model is determined through the analysis of the
average values of SORT,SVPRS, and SKRS. High values of SORT and SKRS with low
AATRD indicate the model's ability to adapt to various conditions of handwritten text.
3.2. The results of analyzing the impact of text complexity on recognition quality provide
insights into the limitations of the OCR model and directions for further improvement.
Enhancing recognition accuracy under conditions of high text complexity may become a
key aspect of model optimization.

The algorithm (Figure 3) for the experimental evaluation of OCR models on historical
manuscripts begins with collecting expert ratings, where experts analyze text samples from
manuscripts based on defined criteria such as text recognition complexity and the number of
correctly recognized symbols. The second stage involves analyzing the overall efficiency of the
models by calculating average values, dispersion, standard deviation of indicators, and
conducting correlation analysis between text complexity and recognition quality. In the final
stage, the obtained results are interpreted, allowing for the assessment of the overall efficiency
of the models and determining optimization directions to improve recognition accuracy under
conditions of high text complexity.

n
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Figure 3. Structure of the OCR model effectiveness assessment approach

4. Result

In this section, a detailed analysis of the experiment results is presented, allowing for the
evaluation of the effectiveness of applying OCR models to historical manuscripts, as described in
section 3.1.

Table 1 below displays the results of recognizing the first five fragments of historical
manuscripts using the OCR model. The data include links to the photos of the originals as well as
the text recognized by the model. A comprehensive analysis of the entire dataset and detailed
research results are available for review on GitHub [24], where an in-depth investigation of the
OCR model's effectiveness on various fragments of historical documents is presented.

Upon completing the initial analysis of the text recognition results, a comprehensive expert
evaluation was conducted, as detailed in section 3.3 of the documentation. The expertise involved
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a thorough examination of text complexity, recognition quality, and symbol identification
accuracy, aimed at gaining a deeper understanding of the effectiveness of applying OCR models
to historical documents. Prominent experts involved in the analysis included Senior Lecturer of
the Department of Information and Socio-Cultural Activities at the Western Ukrainian National
University, Volodymyr Yarych, Doctor of Historical Sciences Anatoliy Filinyuk from Ivan Ogienko
Kamianets-Podilskyi National University, as well as candidates of Historical Sciences Serhiy
Sydoruk and Serhiy Trubchaninov. Additionally, Valentina Filinyuk, a candidate of Philological
Sciences and Associate Professor at Khmelnytsky Humanitarian-Pedagogical Academy,
contributed to the expert assessment. Their professional approach and deep knowledge
facilitated the identification of key aspects for further improvement of OCR technologies in the
context of working with historical texts.

Table 1.
Results of recognizing the first 5 fragments

Ne doc.  Link to the original photo: Recognized text:

KameHeuKkoe
yesaHoe.
Ka3Hayencrso

daHg N 442
MHBEHTapHasa onucb n!
1861 — 1913 ropa.

KaHHb

1861r.

HBUTaHUMM KazHayeHMBa

Ha BbiCc/N1aHHble Mogonockon
nanaTon rpa)aaHcKoro Yyaa
now/iMHbI 3a 1861r.

1861r. 87

1862r.

XBUTaHUMM Ka3HayencTee

Ha BbiC/aHHble MoaonbcKoro
rpa)kaaHcKoto nanatoro 99

1883r.

O BblAaye }KanoBaHUa Yn-
NIOBHUKaM KaHLenapau
[aHbapsa 1883.

rybepHcKoro npeasuguHens
24 nekabpb 1883r gBOpAHCTBA

1896r.

HHura 3assneHuit go-

mosnageHbLes r. KameHua

1896r.

3 a 1896r.

1913r ¢o3omymsipHble  CMUCKM O
cnyx6e YAHOBHUKOB

pa-a 10 kasHavelcTee 3a 1913

%] » w N L]

Table 2 provides a statistical overview of the collected data, including the mean, variance, and
standard deviation for the number of successfully recognized characters, the average complexity
rating of texts, and the average accuracy percentage of recognition.

The analysis (Table 2) of the statistical indicators of text recognition results by the OCR model
indicates overall effectiveness and challenges associated with processing historical documents.
The arithmetic mean of the number of recognized characters is 107.33, with an average
complexity rating of text recognition at 2.93, suggesting a moderate level of document complexity.
The average percentage of correctly recognized characters is quite high at 71.7%, indicating a
reasonably high accuracy of the OCR model. However, significant variance in the number of
recognized characters (1908.14) and the average percentage of correctly recognized characters
(576.72), as well as the standard deviation for these indicators (43.68 and 24.01, respectively),

63



underscore the variability in recognition quality among different documents. The correlation
value of -0.76 indicates a strong negative relationship between the average complexity rating of
texts and the average percentage of correctly recognized characters, demonstrating that as the
text complexity increases, the recognition efficiency decreases.

Table 2.
Summary of Expert Evaluation Results

Characters recognised SORT SVPRS

Arithmetic Mean 107,33 2,93 71,7
Variance ' 1908,14 0,45 576,72
Standard Deviation 43,68 0,67 24,01
Correlation between SORT and SVPRS -0,76

The detailed analysis of the data [24] revealed variability in the accuracy of text recognition
by the OCR model, which correlates with the complexity rating of the text, ranging from 1.0 to 4.6.
Higher SVPRS values, reaching up to 100%, are observed in texts with lower complexity ratings,
indicating the high efficiency of the model in recognizing less complex documents. However, a
significant decrease in recognition accuracy to 1.74% and below is observed in texts with the
highest complexity ratings (4.4 and above), highlighting the limitations of the current OCR model
when working with highly complex historical materials. Documents numbered 69-75[24],
written in Ukrainian using the Latin alphabet, demonstrated significantly lower recognition
accuracy compared to others, as reflected in the average percentage of correctly recognized
characters (SVPRS) ranging from 1.74% to 6.99%. Meanwhile, the complexity rating of these texts
was the highest among all analyzed documents (4.4 and above), indicating significant challenges
that the OCR model faces when working with texts written in the Latin alphabet but in the
Ukrainian language. These results underscore the particular challenges associated with
recognizing texts in languages using non-standard or less common alphabets and indicate a
critical need for the development of specialized approaches and algorithms to enhance OCR
accuracy in such conditions.

In conclusion, the analysis of the expert evaluation results and the statistical overview of the
collected data regarding the efficiency of the OCR model confirm its significant potential utility in
the study of historical texts. However, the high level of negative correlation between text
complexity and recognition accuracy emphasizes the importance of further refinement and
adaptation of OCR technologies to optimize working with complex historical materials. Special
attention to texts written in non-standard alphabets, such as Ukrainian using the Latin alphabet,
underscores the necessity for the development of specialized approaches to overcome these
unique challenges, paving the way for improving accessibility and preservation of valuable
historical heritage.

5. Conclusions

Within this study, an analysis of the effectiveness of the Attention-Gated-CNN-BGRU model for
HTR from historical documents stored in the State Archives of Khmelnytskyi Oblast was
conducted, primarily focusing on documents written in Ukrainian and Russian languages. The
research concentrated on digitized descriptions of ancient deeds from 1861 to 1913. The utilized
model demonstrated an SVPRS of 71.7%, indicating significant efficiency in the context of the
complexity of the analyzed documents.

Comparing our results with similar solutions [1, 15] in this field, it can be noted that the
incorporation of attention mechanism in the Attention-Gated-CNN-BGRU model provided
significant advantages in recognition accuracy, especially for texts with high complexity and
crossed-out words. This marked a significant advancement compared to traditional CRNN
models, which often show decreased efficiency under similar conditions. The identified strong
negative correlation (-0.76) between text complexity and recognition accuracy underscores the
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necessity for further development and optimization of models for handling highly complex
historical manuscripts.

One of the main directions for future research is the development and adaptation of the model
for effective recognition of texts written in Ukrainian using the Latin alphabet. This aspect is
crucial for the preservation and study of Ukraine's cultural heritage, as a considerable number of
historical documents of significant importance are written in this alphabet. The results of our
study indicate the potential feasibility of effectively adapting existing technologies for
recognizing such texts, but also emphasize the need for further developments in this area.

In conclusion, our research not only confirmed the high effectiveness of the Attention-Gated-
CNN-BGRU model in recognizing handwritten text from historical documents but also identified
promising directions for future work. Specifically, the development of models for recognizing
texts written in Ukrainian using the Latin alphabet could be a key step in preserving and making
important historical resources accessible, enriching our understanding of the pastand promoting
cultural exchange.
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Evaluation of the effectiveness of machine learning
methods for detecting disinformation in Ukrainian text
data

Khrystyna Lipianina-Honcharenko', Mariana Soia', Khrystyna Yurkiv', Andrii Ivasechko'.
I West Ukrainian National University, Lvivska str., 11, Ternopil, 46000, Ukraine

Abstract

In today's world, where information spreads with unprecedented speed, disinformation poses a serious
challenge to public trust and information security. The full-scale invasion of Ukraine by Russia in 2022
activated the use of disinformation as a tool of hybrid warfare, highlighting the need for effective
methods of identification and control. This article focuses on evaluating the effectiveness of various
machine learning methods for detecting disinformation in Ukrainian text data, using a dataset that
includes news headlines collected during the conflict. The study encompasses the analysis of logistic
regression, support vector machines (SVM), random forest, gradient boosting, KNN, decision trees,
XGBoost, and AdaBoost. Model evaluation was performed using standard metrics: precision, recall, F1-
score, overall accuracy, and confusion matrix. The results indicate significant potential for using
machine learning in the fight against disinformation, particularly the random forest model
demonstrated the highest effectiveness. The study emphasizes the importance of adapting and

optimizing classifiers for the specific task of disinformation analysis, paving the way for further research
in this field.

Keywords

Disinformation, machine learning, classification, text data.

1. Introduction

Inthe modern information space, a vast amount of data is generated daily, a significant portion
of which is news content. In the context of increasing globalization and accessibility of
information technologies, information spreads rapidly through the network, making it a powerful
tool for influencing public opinion. However, this also paves the way for the mass dissemination
of disinformation, which can have significant consequences for society, politics, and international
relations. Navigating this flow of information and distinguishing reliable data from false has
become an increasingly important task.

The war that began with Russia's full-scale invasion of Ukraine in February 2022 is a striking
example of the use of disinformation as a weapon in hybrid warfare. This has created a need for
the development of effective tools for analyzing and classifying informational content, with the
goal of identifying and counteracting disinformation.

In this context, machine learning and natural language processing methods play a key role in
the detection and analysis of fake news. The application of these technologies allows for the
automation of the disinformation detection process, providing fast and efficient processing of
large volumes of data. At the same time, the development of effective machine learning models
for information classification requires a deep understanding of data specifics, preprocessing
methods, and model optimization.

This article is devoted to the analysis of a dataset containing news headlines collected during
the Russo-Ukrainian conflict, aimed at identifying disinformation. It considers the application of
various machine learning methods, including logistic regression, support vector machines (SVM),
random forest, gradient boosting, KNN, decision trees, XGBoost, and AdaBoost for the
classification of text data. The concluding section is dedicated to evaluating the effectiveness of
these models using standard evaluation metrics, including precision, recall, F1-score, overall
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accuracy, and the confusion matrix, which allows determining the most effective methods for
combating disinformation in the context of information warfare.

2. Related Work

In contemporary research in the field of information security and media content analysis, the
importance of detecting and analyzing disinformation, especially anti-vaccine content on social
media platforms such as Twitter, has gained particular relevance. In [1], language-neutral models
are developed for detecting such content on a large scale, using multifaceted representations of
messages in networks. Meanwhile, [2] focuses on the challenges associated with pre-training
graph neural networks for context-oriented detection of fake news, pointing out strategic and
resource constraints. In [3], a comparative analysis of supervised and unsupervised machine
learning algorithms for detecting fake news is conducted, demonstrating their performance,
efficiency, and robustness.

Research covering the analysis of disinformation and public opinion on the Russo-Ukrainian
War employs a variety of methodologies, including sentiment analysis, creation and analysis of
datasets, and studies of the impact of war on language choice. One study models and clusters
sentiment trends of different countries regarding the war [4], while another offers a detailed
dataset of tweets related to the crisis [5]. The discourse on Twitter about the war is also analyzed,
with a particular focus on language and the geographical origin of tweets [6]. Another study
focuses on the challenges of labeling sensitive contentand its psychological impact on annotators
[7]. It is also examined how the war affects the language choice of Ukrainians on Twitter,
analyzing changes in language preferences over time [8]. A separate study provides insights into
the activity on subreddits related to the conflict, analyzing post volumes, comments, and the level
of engagement [9]. Research [10] demonstrates that the application of the BERT model for fake
news detection achieves an accuracy of 79.88% and an area under the ROC curve of 0.87,
highlighting its potential in combating disinformation on social networks.

As confirmed by the aforementioned analysis, research in the field of disinformation detection,
particularly fake news, is a significant direction in the context of information security and media
content analysis. The need for the development and application of advanced technological
solutions for effective fake news detection is particularly compelling. However, there is a
noticeable lack of research focused on the analysis of disinformation in the Ukrainian language,
which poses a challenge to the scientific community to expand the linguistic spectrum of research
in this field. Considering this, the aim of this study is to develop intelligent methods for detecting
disinformation, specifically fake news, with an emphasis on Ukrainian-language content. This will
enhance the level of information security and ensure the integrity of the news space in the
conditions of the modern information society.

3. Research methodology

3.1 Dataset Description

For data collection and processing, the dataset (Ukrainian language) [11] was used, which
contains approximately 10,700 news headlines about the Russo-Ukrainian War, collected from
February 24 to December 11, 2022, covering the period from the beginning of the full-scale
invasion.

The dataset for the analysis of disinformation in the Ukrainian media space consists of two
main files: "data_set_4.csv" (Table 1) and "news_data.csv" (Table 2), each containing news
headlines classified as true ("True") or false ("False"). The "data_set_4.csv" file records 8,237 true
and 2,498 false news items, while "news_data.csv" contains a significantly larger number of true
news items — 48,006, compared to 2,024 false, reflecting a wide range of informational content
collected for the study of the dissemination of disinformation during the Russo-Ukrainian War.

Both datasets (see Table 1,2) are used for the analysis of disinformation in the Ukrainian
media space and include data that were collected from official and unofficial sources with the
purpose of studying the spread of fake news in the context of the Russo-Ukrainian War.
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Table 1
Structure of data_set_4.csv

Field Description Data Type

Text News Headline Text

Label Label that marks the news as Boolean
true ("True") or false ("False")

Link Link to the news source Text

(available only in this file)

Table 2

Structure of news=data .CSV
Field Description Data Type
Text News Headline Text
Label Classification of the news as Boolean

true ("True") or false ("False")

The graphs (Fig.1) of label distribution show that in both datasets, the number of true
messages predominates over the false ones. For example, in the first dataset, the ratio of true
messages to false is high, which indicates a focus on reliable information.
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50000

8000

7000 40000

6000

5000 30000

Count

‘Count
5
=]
=)

20000
3000
2000

10000

1000

o

False

True False True
Label Label

Figure 1: Label Distribution

The analysis of the most frequently used words (Fig.2) in the first dataset revealed words that
appear hundreds of times. This allows identifying key topics of discussions or news, for example,
the word "Ukraine" may occur most frequently, emphasizing the geographical or political focus
of the collected data.
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Most texts (Fig.3) in the first dataset have a length of 100 to 500 characters. Such information
helps to understand the average volume of messages, which may indicate a prevalence of short
news or overviews.

Text Length Distribution in data_set_4.csv Text Length Distribution in news_data.csv
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Figure 3: Distribution of Text Lengths

Analysis of the presented datasets covering headlines of news about the Russian-Ukrainian
war demonstrates a significant advantage of credible information compared to false, emphasizing
the focus on quality content. Considering that the dataset "news_data.csv" contains substantially
more records compared to "data_set_4.csv", it is logical to use the former for training machine
learning models as it provides a broader range of information and a greater number of examples
for training. Meanwhile, the smaller dataset "data_set_4.csv" can serve as an excellent set for
testing and evaluating the effectiveness of models on a smaller but specific data sample. This will
allow assessing the model's ability to generalize learning on new, previously unknown data,
emphasizing its practical value in real-world disinformation analysis conditions.

3.2 Description of used classifiers

In modern data analysis, especially in the context of detecting misinformation, the use of
machine learning algorithms for classifying textual data becomes a key tool for developers and
analysts. The diversity of classification methods [12], such as logistic regression, support vector
machines (SVM), random forest, gradient boosting, k-nearest neighbors (KNN), decision tree,
XGBoost, and AdaBoost, provides a wide range of approaches for data analysis and classification.
Each of these algorithms has its unique advantages and limitations, making them more or less
suitable for specific types of data and analytical tasks. The main goal is to select the optimal
classifier that best fits the specificity of the task and the data we are working with.

Logistic regression [13] is a classification method used to predict the probability of two
possible outcomes based on one or more independent variables. It transforms the linear
combination of input data into probability using the logistic function. The advantages of logistic
regression include simplicity in interpreting results, but it may be limited when analyzing
complex relationships between variables and requires an assumption of linearity in relationships.
Mathematically, logistic regression models the probability P(Y=1) as a function of X, where Yis
the dependent variable, and X is the set of independent variables. The probability is described by
the equation:

PY=1)= 1+e—(50+g11x1+..‘+3kxk): (1)

where e is the base of the natural logarithm, 3, is the constant term (intercept), and f,..., Bk

are the coefficients of the independent variables. This equation allows us to estimate the

probability that an observation belongs to class 1, depending on the values of the independent
variables.

Support Vector Machine (SVM) algorithm [14] finds a hyperplane in a multidimensional space
that best separates different data classes, maximizing the distance between the closest data
points (support vectors) of different classes. The advantages of SVM include high accuracy in
classification tasks, especially on relatively small datasets, and flexibility through the use of
various kernel functions. However, its drawbacks include high computational resource
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requirements for large datasets and complexity in interpreting the model. Mathematically, SVM
seeks to solve the optimization problem: minimize% [l w ||? subject to the constraints that
yi(w-x;+b)=1toall] (2)
where w is the weight vector of the hyperplane, b is the bias, x; are the feature vectors, and
y; are the class labels.

The Random Forest algorithm [15] creates an ensemble of decision trees, training each tree
on randomly selected subsets of the training dataset and features, which ensures high accuracy
and model universality. The advantages of Random Forest include its ability to efficiently handle
large datasets with high feature dimensionality and its lower tendency to overfit compared to
individual decision trees. However, its drawbacks include relatively high computational resource
requirements and the complexity of interpreting the model due to the large number of trees. The
mathematical interpretation of Random Forest is based on the principle of "wisdom of the
crowd," where the final model decision is determined by voting among the trees for classification
tasks or averaging the outputs for regression tasks. More precisely, for classification:

Y = mode{y1,yz, ..., Y}, 3
and for regression:

Y =-3 v 4)
where y; is the prediction of each tree, and Y is the final prediction of the ensemble.

Gradient Boosting [16] is an ensemble machine learning method that improves predictions by
sequentially training weak models, typically decision trees, to minimize a loss function. It is
characterized by high prediction accuracy and flexibility in parameter tuning, but it can be prone
to overfitting if not properly configured and requires more time and computational resources for
training compared to other algorithms. Mathematically, Gradient Boosting performs optimization
by adaptively reducing the difference between actual and predicted values using gradient
descent, where the model update in the m-th iteration is defined as:

Fn(x) = Fip—q (%) + aphyp (%), (5)
where F,,,_;(x) is the prediction at the previous step, h,,(x) is the weak classifier, and a,, is
the learning rate.

The k-Nearest Neighbors (KNN) algorithm [17] classifies objects based on the nearest training
examples in the feature space, where "k" indicates the number of neighbors considered to
determine the class of a new object. The advantages of KNN include ease of implementation and
its ability to effectively work with multi-class datasets. However, it requires significant
computational resources to store training data and determine neighbors in large datasets, and it
is sensitive to irrelevant features and data scaling. Mathematically, the classification of an object
x in the KNN algorithm is determined by the majority vote of its neighbors, where each neighbor
is weighted according to the inverse distance to x, typically using Euclidean distance:

d(x,x;) = ’ZT:l(xj —#i)% (6)

where x is the point for classification, x; is a point from the training dataset, and j varies from
1 to m, the number of features. The class of x is determined based on the most frequent class
among the k nearest neighbors.

The Decision Tree algorithm [18] builds a predictive model in the form of a tree-like structure
by partitioning the dataset into smaller subsets while simultaneously developing the associated
decision tree. The advantages of decision trees include ease of interpretation, the ability to handle
both numerical and categorical data, and no requirement for data normalization. However,
decision trees are prone to overfitting, especially with deep trees, and can be unstable, meaning
small changes in data can result in significantly different decision trees. Mathematically, decision
trees use the concept of information gain or reduction in uncertainty (entropy) to select the
attribute that best splits the dataset into subsets according to the target variable. The information
gain for attribute A is calculated as:

1Tyl
IG(T,A) = Entropy(T) - EUEValues(A) Ival Entropy(Tv), (7)
where T is the training set, Values(A) is the set of all possible values of attribute A, T,, is the
subset of T for which attribute A has the value v, and Entropy(T) is the entropy of the training
setT.
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XGBoost (eXtreme Gradient Boosting) [19] is a highly efficient implementation of the gradient
boosting algorithm, which optimizes both linear models and decision trees. The algorithm stands
out for its high execution speed, ability to efficiently scale to large datasets, and built-in support
for regularization, helping to mitigate overfitting. However, XGBoost can be challenging to tune
due to the large number of hyperparameters and requires more time for training compared to
simpler models. Mathematically, XGBoost minimizes losses using gradient descent, where the
objective function includes both the loss function L and a penalty for model complexity Q, adding
regularization:

Obj = Xi Ly, 1) + Xk 2(fr), (8)

where y; are the true labels, §; are the predicted labels, f; are the functions representing

individual trees, and 2(f,) includes terms for regularization, such as the number of leaves and
the sum of squares of node weights, thereby reducing the risk of overfitting.

AdaBoost (Adaptive Boosting) [20] is a machine learning algorithm that combines multiple
weak classifiers to create a strong classifier, using an iterative approach to correct the errors of
previous classifiers by assigning greater weight to observations that are harder to classify. The
advantage of AdaBoost is its ability to improve prediction accuracy, ease of implementation, and
automatic correction of underperforming classifiers. However, it can be prone to overfitting in
the presence of outliers or highly noisy data and requires careful tuning of the number of
iterations. Mathematically, AdaBoost adapts the weights of training observations, w;, by
increasing the weights of incorrectly classified observations. At each iteration step t, a classifier
h; is selected to minimize the weighted sum of errors. The final classifier is determined as a
weighted sum of these classifiers.

H(x) = sign(¥T=; ache(x)), 9)
where a; is the weight assigned to classifier h;, which depends on its accuracy.

Conclusions drawn from the description of the used classifiers underscore the importance of
adapting the model to the specificity of the dataset and the analytical task. The effectiveness of
each method depends on the size and quality of the data, the complexity of relationships in the
dataset, as well as specific requirements for accuracy and interpretation of results. In the context
of disinformation analysis, the choice between the simplicity of interpreting logistic regression
and the high accuracy but complexity of tuning XGBoost or SVM may determine the success or
failure in identifying fake news. Thus, careful selection and tuning of classifiers are critically
important for developing effective tools to combat disinformation in the context of the Russian-
Ukrainian war.

3.3 Evaluation metrics

For evaluating the effectiveness of models in classification tasks, key metrics such as precision,
recall, F1-score, accuracy, and confusion matrix are utilized [21]. These metrics allow for a deeper
analysis of the model's performance, identifying potential weaknesses, and optimizing the model
for better results.

Precision is defined as the ratio of the number of true positive results to the total number of

results classified as positive by the model. Mathematically, it is represented as:
TP

= TP+FP’
where TP — true positives, and FP — false positives.

Recall measures the model's ability to identify all actual positive cases in the dataset. It is
defined as the ratio of the number of correctly identified positive results to the sum of correctly
identified positive results and instances that are actually positive but were missed by the model.
The formula for calculation is:

(10)

TP
= ThAN (11)
where FN — false negatives.
The F1 Score is the harmonic mean between precision and recall, providing a balance between
these two metrics. This is particularly useful in situations where class imbalances may cause

biases in one metric over the other. F1 is defined as:

P-R
Fl=2-.—. (12)
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Accuracy measures the percentage of cases correctly classified by the model and is defined by

the formula:
A= TP+TN

~ TP+TN+FP+F ' (13)
where TN — true negatives.

The Confusion Matrix provides a visualization of classification results by representing the
counts of TP, TN, FP, and FN in the form of a matrix. This allows us not only to determine the
accuracy of the model but also to understand the types of errors made by the model.

3.4 Model training

The training procedure (Figure 4) on the training dataset is a fundamental step in the
development of effective machine learning algorithms for text data classification. In this context,
the use of datasets "news_data.csv' and "data_set_4.csv" for training and testing models,
respectively, provides a valuable foundation for misinformation analysis. The initialization of the
procedure begins with the import and preprocessing of data, including the removal of records
without textual content, ensuring data cleanliness for subsequent processing stages.

"Data Preparation” "Text Vectorization (TF-IDF)" "Model Training™ "Model Evaluation™

Preprocessed Data

Vectorized Data

Trained Models

Feedback Loop

Performance Metrics

AdaBoost, Random Forest, SVM, etc.

Accuracy, Recall, F1-Score, etc.

"Data Preparation” "Text Vectornization (TF-IDF)" *Model Training”™ "Model Evaluation™
Figure 4: Model Training Process

Text vectorization using TF-IDF (Term Frequency-Inverse Document Frequency) is a key step
in data preparation, as it transforms textual data into a numerical format, making them suitable
for processing by machine learning models. This method considers not only the frequency of
words in the text but also their uniqueness through the inverse frequency of documents, allowing
the model to better identify important features in the text.

After preparing the vectorized training and testing data, the next stage involves training
different models on the training dataset. This process requires the application of machine
learning algorithms to the training dataset to form a model capable of effectively classifying text
based on learned features. Each model adjusts its parameters to minimize errors on the training
set while simultaneously ensuring the ability to generalize to new data.

Evaluation of the effectiveness of each trained model on the test dataset is crucial for
determining its suitability and efficiency in classification tasks. The use of evaluation metrics such
as accuracy, recall, F1-score, and overall accuracy allows for deep analysis and comparison of
model performance. The evaluation results can be visualized for better understanding of model
effectiveness, and the best-performing model can be selected for further use or saved for future
analysis.

Thus, the model training procedure on the training dataset using pre-processed and
vectorized text data is fundamental for developing reliable machine learning tools capable of
effectively classifying and analyzing text for misinformation.
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4. Research results

Further, we will discuss the implementation and evaluation of the effectiveness of various
machine learning models in the task of classifying misinformation data in the Ukrainian media
space, contextualized in the context of Russia's full-scale intervention. By analyzing a wide range
of algorithms, we aim to identify the most effective methods for accurate detection and
differentiation of misinformation incidents. This analysis is based on a comprehensive
comparison of overall classification accuracy as well as specific metrics such as precision, recall,
and F1-score for each class. The implementation was done in the Python programming language
utilizing libraries for text analysis.

The logistic regression model showed (Figure 5) an overall classification accuracy of 86.4%
on the test sample of 10,735 examples, demonstrating high effectiveness in identifying true
values with an F1-score of 0.92 for the "True" class. However, the model was less accurate in
identifying the "False" class, with a prediction accuracy of 0.96 and a low recall score of 0.44,
indicating a significant number of false negatives, as reflected in the confusion matrix with 1,407
misclassified examples.
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Figure 5: LogisticRegression Results

The SVM model demonstrated (Figure 6) high overall classification accuracy of 93.6% for the
test sample, indicating its effectiveness in distinguishing between the "True" and "False" classes.
Specific accuracy and recall metrics for the "False" class were 0.97 and 0.75, respectively,
demonstrating the model's ability to identify negative cases well, albeit with some errors. At the
same time, high metrics for the "True" class with precision of 0.93 and recall of 0.99 indicate
minimal false negative classifications, confirmed by a low number of errors in the confusion
matrix (618 for "False" and 68 for "True").
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Figure 6: SVM Results

The Random Forest model demonstrated (Figure 7) high accuracy in classification with an
overall accuracy of 95.3% on the test dataset, indicating the model's high effectiveness in
recognizing both classes. For the "False" class, the model showed high accuracy (0.98) and a
relatively high recall of 0.81, indicating the model's ability to effectively identify negative cases
with amoderate number of errors. Conversely, extremely high accuracy (0.95) and almost perfect
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recall (1.00) for the "True" class highlight the minimal number of false negative results,
corroborated by the low number of errors in the confusion matrix.
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Figure 7: RandomForestClassifier Results

The Gradient Boosting model achieved (Figure 8) an overall classification accuracy of 87.3%
on the test dataset, indicating the model's good ability to distinguish between the "True" and
"False" classes. The model's precision for the "False" class was high (0.94), but the recall was only
0.48, indicating a significant number of type Il errors, where negative cases are often misclassified
as positive. Conversely, for the "True" class, the model showed impressive classification ability
with a precision of 0.86 and a recall of 0.99, demonstrating its high effectiveness in identifying
true positive cases with minimal errors.
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Figure 8: Gradient Boosting Results

The KNN (K-Nearest Neighbors) model demonstrated (Figure 9) an overall classification
accuracy of 87.6% on the test dataset, highlighting its ability to effectively classify data. Although
the model showed high precision (0.91) for the "False" class, the recall was only 0.51, indicating
difficulties in identifying all negative cases. Conversely, for the "True" class, the model exhibited
excellent precision (0.87) and a high recall (0.99), indicating its ability to identify positive cases

with high confidence, albeit with some false positive errors, as seen in the confusion matrix.
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Figure 9: KNN Results



The Decision Tree model achieved (Figure 10) a high level of classification accuracy, 91.4%,
on the test dataset, confirming its effectiveness in classifying data into "True" and "False" classes.
For the "False" class, the model showed relatively high precision (0.81) and recall (0.83),
indicating a balanced ability to identify negative cases with a relatively small number of errors.
Meanwhile, for the "True" class, the model provided impressive precision (0.95) and recall (0.94),
demonstrating its strong capabilities in identifying positive cases with minimal false negatives,
as reflected in the confusion matrix.
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Figure 10: DecisionTreeClassifier Results

The XGBoost model demonstrated (Figure 11) an overall accuracy of 89.2% on the test dataset,
indicating its ability to effectively classify the given dataset. The precision and recall metrics for
the "False" class were 0.89 and 0.61, respectively, indicating the model's higher ability to
correctly identify negative cases, albeit with some errors. Meanwhile, for the "True" class, the
model showed high precision and recall (both 0.89 and 0.98), demonstrating excellent ability to

accurately identify positive cases with minimal errors, as reflected in its high F1-score.
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Figure 11: XGBoost Results

The AdaBoost model exhibited (Figure 12) an overall classification accuracy of 86.9% on the
test dataset, indicating its effectiveness in recognizing data, albeit with some limitations. For the
"False" class, the model achieved a precision of 0.88 with a recall of 0.50, indicating a relatively
low ability to identify all negative cases. On the other hand, high precision (0.87) and recall (0.98)
for the "True" class underscore the model's strong ability to detect positive cases, albeit with few
errors, as reflected in the confusion matrix.
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Figure 12: AdaBoostClassifier Results

Therefore, analyzing the results of applying various machine learning models to classify
disinformation data in the Ukrainian media space after the onset of Russia's full-scale invasion, it
can be noted that the Random Forest model proved to be the most effective with an accuracy of
95.3%, highlighting its ability to accurately detect and differentiate disinformation incidents. At
the same time, models such as AdaBoost and logistic regression showed lower overall accuracy,
which may indicate their limitations in identifying subtle cases of disinformation or more
subjective aspects of information operations. This underscores the importance of choosing the
appropriate model for the task of analyzing disinformation, where Random Forest may be more
suitable for deep understanding and detecting complex patterns of disinformation in the context
of information warfare.

5. Conclusion

The analysis of the effectiveness of various machine learning models applied to the task of
classifying news headlines for misinformation in the Ukrainian media space demonstrates
significant variations in accuracy, recall, and Fl-score among the models. The considered
algorithms, including logistic regression, SVM, random forest, gradient boosting, KNN, decision
tree, XGBoost, and AdaBoost, showed different levels of performance in addressing the task.

The random forest model emerged as the most effective, achieving an overall accuracy of
95.3%, indicating its high capability to recognize and distinguish true and false messages. This is
supported by high precision scores for both the "False" class (0.98) and the "True" class (0.95),
as well as significant recall scores for both classes (0.81 for "False" and 1.00 for "True"),
demonstrating its effectiveness in minimizing both false positives and false negatives.

These results underscore the importance of choosing the appropriate model for a specific
misinformation analysis task. The model choice not only affects the overall classification accuracy
but also the model's ability to minimize false positives or false negatives, which is crucial for
developing effective tools to combat misinformation. Particularly, the random forest model,
which demonstrated the best performance, can be recommended as the optimal choice for similar
tasks, providing a high level of accuracy and the ability to effectively distinguish between true
and false messages.

Further scientific research in the field of identification and analysis of misinformation in the
Ukrainian media space requires deeper development and improvement of machine learning
algorithms, with a particular focus on enhancing their ability to recognize subtle and complex
forms of misinformation. The results of our study show that the random forest model, with an
accuracy of 95.3%, proved to be the most effective, but there is potential for improvement,
especially in accurately distinguishing between true and false messages. In the future,
researchers may focus on developing hybrid models that combine the advantages of multiple
algorithms, including deep learning and neural networks, to ensure greater adaptability and
accuracy in different informational contexts. Additionally, an important direction will be the
development of methods that allow models to better understand the semantic context and
emotional tone of texts, which can significantly improve their ability to identify hidden
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misinformation. Implementing such approaches will require not only technological innovations
but also a deeper understanding of linguistic nuances and cultural-historical contexts on which
misinformation is based.
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