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PE3IOME

KBanidikamiitna pobora Ha Temy «HelipomepexxeBuii MeTo/1 po3Mi3HaBaHHS
ningerKiB Ha OCHOBI XapaKTEPUCTUK OOJIMYYS» HA 3400yTTS OCBITHHOI'O CTYIEHS
«Marictp» 31 cnemianbHocTi 122 «Komm’toTepHl HayKw» OCBITHBOI HPOrpamu
«Komm’roTepHi Hayku» HanucaHa oocsrom B 131 CTOpIHKM 1 MICTUTD 8 UTIOCTpaLliH,
2 Tabmnuill, 2 1oAaTKu Ta 37/ BUKOPUCTAHUX JKEPEJL.

Mertoro naHoi kBamidikaiiifHOi poOOTH € PO3pOOJICHHS 1HTEIEKTYyaIbHOTO
MOAyJis 1eHTH(dIKaIli 03HaK 004y y AinderNKoBUX BiJIEO HA OCHOBI METO/IIB
KOMIT IOTEPHOT0 30py Ta MAIIMHHOTO HABYaHHS IS ITiJIBHIICHHS JOCTOBIPHOCTI
BUSBIICHHS IITYYHO 3MIHCHOT'O BiJICOKOHTCHTY.

Metoau JOCHIIKEeHb: aHaI3 1 CHHTE3 HAyKOBHX JIXKEPEN, CACTEMHUM MiAX1]I,
QITOPUTMU KOMIT FOTEPHOTO 30py MJisi BUSBJICHHS Ta TPEKIHTYy OOJIWYYSI, METOAU
BUJIUICHHS O3HAK OOJMYYs, JIOTICTUYHA perpecis Ta iHIII METOAW MAaIIUHHOTO
HaBYaHHS, €KCIIEPUMEHTAIbLHE MOJIETTIOBAHHS HAa HAOOpax aHuX AinQeinkKiB.

PesynbpTaTi gocnipkeHHs: pO3pO0JIEHO apXiTeKTypy MPOrpaMHOIO MOJYJIA,
c(hopMOBaHO MPOCTIP O3HAK OOJIMYYS Ta 3aMPOTIOHOBAHO AJITOPUTM Kiacuikamii
Bijieo sk REAL/FAKE Ha OCHOBI MO€HAHHS €BPUCTUYHUX MPABUI 1 JIOTICTUYHOT
perpecii. [IpoBeieHi eKCIEPUMEHTH IMOKA3aJIH IT1IBUIICHHS MOKa3HUKIB TOYHOCTI Ta
F1-mipu mopiBHSHO 3 6a30BUMU €BPUCTUYHUMH TT1IXO0TaMH.

PesynpTaTtén po6OTH MOXYTh OYyTH BHKOPUCTAHI IMiJl 4aC CTBOPEHHS CHUCTEM
aBTOMATH30BaHO1 MoJiepallii BilIECOKOHTEHTY, CEpPBICIB MOHITOPHUHTY NiMQeiKiB Ta B
OCBITHBOMY IIPOIIECI MPHU BUBUCHHI JUCIUILIIH 13 KOMIT FOTEPHOTO 30Dy, IITYYHOTO
IHTEJIEKTY Ta KibepOe3mneK.

Kmogosi cmopa: JITNIOENK, BUABJIEHHS JITIOEMKIB, AHAJI3
ObJINYYS, O3HAKU OBbJIMYYA, JIOTICTUYHA PETPECIA, TJIMBUMHHE
HABYAHHS, BIIEOKOHTEHT, IHOOPMAIIIMHA BE3ITEKA.



ABSTRACT

Qualification work on the topic «Neural network method for deepfake
detection based on facial features » for Master's degree on speciality 122 «Computer
Science» educational and professional program «Computer Science» is written on
131 pages and it contains 8 figures, 2 table, 2 annexes and 37 sources.

The aim of this qualification work is to develop an intelligent module for the
identification of facial features in deepfake videos based on computer vision and
machine learning methods in order to increase the reliability of detecting artificially
manipulated video content.

Research methods: analysis and synthesis of scientific sources, a systems
approach, computer vision algorithms for face detection and tracking, methods for
extracting facial features, logistic regression and other machine learning methods,
as well as experimental modelling on deepfake datasets.

Research results: the architecture of the software module has been
developed, the facial feature space has been constructed, and an algorithm for
classifying videos as REAL/FAKE based on a combination of heuristic rules and
logistic regression has been proposed. The experiments conducted have shown an
improvement in accuracy and F1-score compared to basic heuristic approaches.

The results of this work can be used in the development of systems for
automated video content moderation, deepfake monitoring services, and in the
educational process when teaching courses in computer vision, artificial intelligence,
and cybersecurity.Keywords: DEEPFAKE, DEEPFAKE DETECTION, FACE
ANALYSIS, FACIAL FEATURES, LOGISTIC REGRESSION, DEEP
LEARNING, VIDEO CONTENT, INFORMATION SECURITY.
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BCTVYII

CyvacHuil eTan po3BUTKY 1HPOPMALIMHOIO CYCHIJIbCTBA XapaKTEPU3YETHCS
CTPIMKMUM 3pOCTaHHSAM OOCATIB MYJbTUMEIIMHOTO KOHTEHTY Ta UIUPOKUM
3aCTOCYBaHHSIM TE€HEPATUBHUX MOJENEH IITYYHOrO IHTENEKTy JJIsi OOpoOKH
300pakeHsb 1 Bieo. OJTHUM 13 HallHEOEe3MEeUHIIINX MPOSBIB TAKUX TEXHOJIOTN CTalIN
ningelKkn — CHUHTETHUYHI BIZ€O Ta 300paKeHHs, Y SKUX 30BHIIIHICTH a00 MOBa
JIOAWHA 3MIHIOIOTBCS 32 JIOTIOMOTOK) TIMOWHHHUX HEHPOHHHX MEpEeX TpHu
30epeKeHH1 BHUCOKOIO pIBHS BI3yallbHOI Ta ayJiaidbHOI MpaBaonoaiOHocTi. Y
pe3ynbTaTi BUHUKAE SKICHO HOBMH Kiac 3arpo3 iHQopmaniiHid Oesmert,
MOB’SI3aHUX 13 MOMUIMBICTIO MAacIITaOHOI MAaHIMyJAIIl CYCHUTBHOK JTYMKOTO,
JUCKpeAUTalii myOnmiuyHuX oci0, MaHTaxy, MIaxpaicTBa Ta MIAPUBY TOBIPH [0
U poBUX Meia.

AKTyallpHICTh TeMH KBaliikamiiiHoi poOOTH 3yMOBIICHa, IO-TIEpIIIE,
CTPIMKHM BJOCKOHaJeHHsSM TeHepaTuBHUX apxiTekTyp (GAN, StyleGAN,
diffusion-mozeni), ski JalOTh 3MOIYy CTBOPIOBaTH MIN(EHKH, MPAKTHYHO
HEPO3PI3HEHI Ha «Ha OKO» HAaBITh IS MiAroToBIeHUX (haxiBiiiB. [lo-mpyre, 3pocrae
KUIBKICTh ~ IPUKIATHUX  CIEeHapiiB, Yy SAKUX TaKi CHHTETHYHI  BIJICO
BUKOPHUCTOBYIOThCS SIK 1HCTPYMEHT Je3iHGopMaIliiHuX KammaHii, kibepartak Ta
coIliaIbHOT IHKEHEPii, 30KpeMa B TOJIITHYHIH, (piHaHCOBIM Ta mpaBoBiii chepax. [lo-
TpPEeTe€, HA TJI BOEHHOI arpecii mpoTH YKpaiHW Ta TOCHICHHSA TiOpUIHUX
iH(bOopMaIliitHIX omneparliii 0coOJIMBOTO 3HAYEHHS HA0YBaIOTh HAJilHI IHCTPYMEHTH
aBTOMATU30BAaHO! TIEPEBIPKU JOCTOBIPHOCTI BIJICOKOHTEHTY, Y TOMY 4YHCHII 3
ypaxyBaHHSIM 00OMEXEHHX PECYPCiB OOUHCITIOBAIBHOI IHOPACTPYKTYPH.

Tpamumiiini miaIxXoau 10 BUSBICHHS MiAPOOJIESHOTO BiJieo, MO 0a3yrOThCS Ha
aHalli3l METaJlaHuX, CTAaTHUCTUYHHUX XapaKTePUCTHK 300pakeHb ab0 MPOCTUX
EBPUCTUYHHUX O3HAK, BUABHINCS HEJOCTATHHO €(PEKTUBHUMH B YMOBaX Cy4aCHHUX
reHEepaTUBHUX Mojenei. BoHu yacto He 3a0e3nedyroTh MNPUUHSITHOI SKOCTI
KJacudikaiii B yMOBax 3MiHU JIOMEHY (1HIIMI HAOIp JaHUX, IHIIKWNA TUN Aindeika,

IHIIUHI piBEHb KOMIIPECii BiZIc0) a00 BUMAraroTh 3HAUHUX OOUYMCITIOBAIBLHUX BUTpAT.
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Ha upomy Tii NEpCHEeKTUBHHUM HANpsSMOM € METOJM, OpPIEHTOBaHI Ha aHaji3
¢opmanizoBanux o3Hak obOmmyus — facial landmarks, wmikpoBupa3sis,
r€OMETPUYHHMX Ta CUMETPUYHUX XapaKTEPUCTHK, K1 BiZoOpaxkatoTh (1310J0T14HI U
MOBEIIHKOBI OCOOJMBOCTI JIFOJUHU 1 CYTTEBO CKJIAIHINI JJiS JOCTOBIPHOTO
BiJITBOPCHHS TCHEPATUBHUMH MOJIEIISIMHU.

Mertoro kBamidikamiitHoi podoTu € po3poOJICHHS HEHPOMEPEKEBOTO METOY
po3mi3HaBaHHs Nin@eiikiB Ha OCHOBI (hopMaTi30BaHUX 03HAK 00JINYYS Ta CTBOPEHHS
IPOrpaMHOT0 MOJTYJIS iIeHTU(DIKALlll TAKUX O3HAK y BIJCOJAAHUX 13 BUKOPUCTAHHSIM
Cy4YaCHHMX METOJ[iB KOMII FOTEPHOTO 30py Ta TIMOMHHOTO HAaBYAHHSI.

JIist 1OCATHEHHS MOCTaBJIEHOI METH B poOOTI HEOOXIAHO pPO3B’A3aTH TakKi
OCHOBHI 3aBJaHHS:

1) mpoBecTH aHaNi3 Cy4acCHUX METOJIIB 1 TEXHOJIOTiH BUSBJICHHS NiN()eiKiB,
3 0cOOJIMBUM aKIIEHTOM Ha MiAXoJax, opieHToBaHUX Ha aHami3 facial features Ta
IPOCTOPOBO-YACOBOIT JUHAMIKH OOJIMYYS;

2) BHM3HAYMATH HaWOLIbIN iH(GOPMATHBHI O3HAKM OOJMYYS JJIs 3ajadi
imenTudikamii GerKoBUX BiJI€O Ta MAXOAU A0 IXHBOI popmartizariii;

3) CHOpoeKTyBaTH apXiTEKTypy IIPOrpaMHOr0 MOIYJIA, SKHi 3a0e3meduye
JETEKIIII0 0094l y BiJleOKaapax, BUAUICHHS KIIF04oBUX Todok (facial landmarks)
Ta (HOPMYBaHHs 03HAKOBOTO MIPOCTOPY IS TIOIAJIBINOT Kilacudikarlii;

4) peamizyBaTH MPOTPaAMHHA MOIyJb, IO 3IIHCHIOE O0OpPOOKY Bif€O,
EKCTPaKIiI0 XapaKTepUCTUK OOIMyYs Ta Kiacudikaiiro BifeodparMeHTiB 3a
O3HAKOIO JIOCTOBIPHOCTI/TiIPOOKH;

5) mpoBecTH eKCIIEPUMEHTAIBHI JOCITI/DKEHHS Ha BIAKPUTUX HAOOpax MaHuX
peanpHMX 1 cuHTeTHMYHUX Bimeo (3okpema Deepfake Detection Challenge) 3
OIIHIOBAaHHSM TOYHOCTI, IOBHOTH, FIl-Mipm Ta IHIIUX TIOKAa3HUKIB SKOCTI
Kiacudikaii;

6) BHKOHATH TOPIBHSUIbHUN aHaMi3 HEHPOMEPEeKEeBOro miaxomy i3
€BPUCTUYHUM KPUTEPIEM, IO IPYHTYETHCS HA aHOMAJIIAX y CTPYKTYp1 Ta MOBEIHIII
00JIMYYs, 1 OIITHUTH MOKJIMBOCTI iIXHBOI KOMOIHOBAHOI 1HTErpallii B €IUHY CUCTEMY

po3Ii3HaBaHHS J1N(EnKiB.
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OG’exTOoM JOCHIKEHHS B JaHii KBamiikaimiiiHii poOOTI € mporec
BUSIBJICHHS JiNQelKiB y BiICOJJaHUX Yy 3adadax 3abe3neueHHs 1HQPOpMaIliiHol
Oe3IeKH.

[IpenmeToM JOCHIKEHHS € HEMpOMEPEKeBl METOAU PO3Mi3HAaBaHHS
ningenkiB, 1Mo 0a3yloThCs HA BUILICHHI, opMaizaiii Ta aHaji3l XapakKTepUCTUK
o0nuyuusi y BIZEONOCHIIOBHOCTAX, 30Kpema facial landmarks, mikpoBupasiB Ta
OB’ SI3aHUX 3 HUMH IPOCTOPOBO-YAaCOBUX 3aJIEKHOCTEM.

Metonu pocnimpkeHHs. [ po3B’s3aHHSA TOCTABJICHUX 3aBlIaHb y POOOTI
BUKOPUCTOBYIOTBCS METOAM aHali3y Ta CHHTE3Yy, CHUCTEMHUH MiaXia [0
MOJICJTFOBAHHS TIPOIICCIB BUSBICHHS MIM(EHKIB, METOIU CTATUCTUYHOTO aHAJI3y Ta
Bi3yajizamii JaHuX, METOJM MAIIMHHOTO HaBYaHHS Ta TIIMOMHHMX HEHPOHHUX
MEpeX, aJIrOPUTMH KOMIT'IOTEPHOTO 30py Il JeTekiii obmuuus Ta facial
landmarks, a TakoXk ekcliepuMEHTaJbHE MOJCIIOBAaHHS Ha OCHOBI BIIKPUTHX
BimeonaTtacetiB. [Ipu mporpamHiii peaizaliii 3aCTOCOBYIOTBCS CydacHi 010J110TeKH i
dbperiMBOpKH TIMOWHHOTO HAaBUYaHHS Ta 0OpOOKM 300pa’keHb, IO 3a0€3MEeUyIOTh
BIJITBOPIOBAHICTh  €KCIIEPUMEHTIB 1  MOXIJIMBICTh  IMOJAJIBINOI  1HTErparii
PO3p00JICHOT0 MOTIYJISl B MMPUKIIAIHI CUCTEMH.

[IpakTryHe 3HAYEHHS OJCPKAHMX pPE3YJbTATIB MOJIATaE B PO3POOJICHHI
IPOTrPaMHOT0 MOAYJISA, KUK MOKe OyTH BUKOPHUCTAHHH SK OKPEeMHUH 1HCTPYMEHT
JUTSL TIONIEPEHBOTO CKPUHIHTY BIJICOKOHTCHTY Ha HAsSBHICTH JIMQeEiKiB, a TAKOXK SIK
CKJIaJ]0Ba YaCTHHA KOMIUIEKCHHX CHCTEM MOHITOPHHTY iH(OpMaIiHUX 3arpos,
matopM Mojepanii KOPUCTYBAI[bKOTO KOHTEHTY a00 CyJ0BO-KOMI IOTEPHOI
EKCIIePTU3U. 3ampONOHOBAHUHN MiIXiJ MOXe OyTH alanTOBAaHWUU NSl iHTETparii y
KOPTIOPATUBHI PIllIEHHS, CEPBICH MEPEBIPKU TOCTOBIPHOCTI NU(POBUX JOKa3iB Ta
CUCTEMHU MIATPUMKH TPHUHATTS pimeHb y cdepi kibepOesmexu. Kpim Toro,
pe3ynbTaTi poOOTH MOXYTh OyTH BHKOPHCTaHI B OCBITHBOMY TMPOIIECi NpHU
BHUKJIQJaHHI JHUCIUILIIH, TIIOB’SI3aHUX 13 KOMIT'IOTEPHUM 30pOM, MAaIIMHHUM
HaBYaHHIM Ta 1IHPOPMAIIHHOIO 0E3MEKOI0.

HaykoBa HOBH3HA OJepKaHHX peE3yJbTATIB TMOJSITaE B YIOCKOHAJICHHI

MAXOAYy JO  BUSBICHHSA  JIMQEWKIB  [IIIXOM  KOMIUIEKCHOTO  aHai3y
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(dopManizoBaHux O3HaK o0mnyus (reomerpii, crpyktypu facial landmarks 1
MIKpOAMHAMIKH MIMIKH) Ta pO3pOOJEHHI TPUPIBHEBOI apXITEKTypH MPOTrpamMHOro
MOJYJIS 3 IHTETPALIIE€I0 €eBPUCTUYHUX KPUTEPIiB aHOMAJILHOCTI i HEMpoMepeKeBOro
KinacudikaTopa, W10 TMIJBHUILYE CTIAKICTh PO3MI3HABAHHS JO PI3HUX THIIIB
CUHTETUYHOTO BiJ[COKOHTEHTY.

AmnpoOaris pe3ysbTatiB AoCHKeHHs. OCHOBHI TE€OPETHYHI MOJOKEHHS Ta
OPAaKTUYHI pe3yJbTaTh poOOTH Oynu amnpoOOBaHI Ha MPOBIIHUX MIKHAPOIHUX
HaykoBux 3axopgax, 3okpema: 5th IEEE KhPI Week on Advanced Technology
(KhPIWeek 2024, XapkiB, Ykpaina, ;xoBreHb 2024 p.); 1st International Workshop
of Young Scientists on Artificial Intelligence for Sustainable Development (AISD
2024, Tepuomninb, Ykpaina, 10—11 tpaBus 2024 p.); 7th International Workshop on
Computer Modeling and Intelligent Systems (CMIS 2024, 3anopixoksa, Ykpaina, 3
tpaBHs 2024 p.). Takoxx pe3ynbTaTd OOCHIIKEHHS BIJOOpaXeHO B CTATTAX:
Lipianina-Honcharenko, K., Komar, M., Bohuta, H., lhnatiev, I., Yurkiv, K.,
Illiashenko, O., & Bilovus, L. (2025). A general method for real-time detection of
information threats with a Ukraine case study. Radioelectronic and Computer
Systems, 2025(3), 202—230 (xxypHas HaJICKHUTh 10 KBapTuio Q2 3a 6a3oro Scopus);
Lipianina-Honcharenko, K., lhnatiev, I., Bohuta, H., Yurkiv, K., & Novosad, S.
(2025). Rule-based method for aligning media content with Ukrainian legislation.
Marepianu nomnoBifiel omyOiaikoBaHO y 30ipHHMKax Ipallb, MPOIHICKCOBAHUX Y
HAayKOMETpUUHiN 6a3i Scopus, 1110 MIATBEPKYE HAYKOBY W MPAKTUYHY 3HAUYIIICTh

oJepKaHuX pe3yibratiB. Kormii mo6ikariii po3MimieHi B J01aTKy b.
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1 TEOPETHUYHI 3ACA/IN TA CYHYACHI IIIAXOAN 10
ITEHTU®IKAIIIL JITIOENKIB
1.1  3arpo3swu, noB’s3aHi 3 Aindenkamu, Ta iXHIA BIUIMB Ha 1H(OpMALIHHY

Oe3nexy

Texnonoris aingeikiB, mo 0a3yerbcs Ha reHepatuBHUX Moaeisx (GAN,
AaBTOCHKOJEpU Ta IHIII apXITEKTYpHd TIMOMHHOTO HABYaHHS), CTaja OJHUM 13
HAWOIIBII AUCKYCIHMX ABUIN CydacHOi HU(pPOBOI €MOXH. Ii HOMUPEHHs CTBOPIOE
OaratopiBHeBI PHU3MKM — BIJ 1HJIMBIAYyaJdbHOI MPUBATHOCTI N0 TJI00ambHOT
noJIITUYHOI cTabunbHOCTI. [IpoGnema nossirae He nuille Y BUCOKIA peaiicCTUYHOCTI
CUHTETUYHUX MarepiajiB, ajie ¥ y MBUIKIM aganTaili aaropuTMmiB reHeparii 10
METOMIB JIETEKIlli, 0 (OopMy€e CBOEPIIHY «TOHKY O30pPOEHBY» MIK TBOPISIMH Ta
JIOCIIITHUKAMHU.

Hindelkn MOXHA PO3TISAIATH K IHCTPYMEHT MOJIBITHOrO MpHU3HAYEHHS: 3
OJTHOTO OOKYy, BOHM MalOTh TOTEHIAl [JIsi TBOPYUX 1 OCBITHIX 3aCTOCYBaHb
(HampuKa, y KIHOIHIYCTpPii Yu BIpTyaldbHIM peaibHOCTI), a 3 1HIIIOTO — CTalOTh
NOTY)KHUM 3aco0oM MaHinmynamii Ta aesiHdopmarii. Came nApyruii acmexkT
CTAaHOBUTH HAMOUIBITY 3arpo3y Jyuis iHpopMaIiitHoi 6e3IeKy.

VY KkoHTekcTi iH(popMaliifHOi Oe3neku MiNGerKu Caif po3rsgaT sK
0araToBUMIpHY 3arpo3y, II0 OXOIUTIE IOJIITUYHY, €KOHOMIYHY, COIIAJIbHY Ta
npaBoBy cdepu. IXHil BIIMB He OOMEKYEThCS OKPEMHUMH iHIUIEHTAMH — BiH
dbopMye HOBY peasibHICTh HMU(PPOBOi KOMYHIKAIlil, 1€ aBTeHTUYHICTh iH(opmarrii
MOCTIHHO CTaBUTHCS i cyMHIB (Tabmurs 1.1).

- [Tomitnunuit  Bumip. CHUHTETHYHI BiJIEO Ta ayaio, CTBOPEHI 3
BUKOPHCTaHHSAM JiN(eHK-TeXHOJIOTIH, 3JaTHI paJuKaJbHO 3MIHIOBAaTH  XIiJI
MOJNIITUYHUX  TpoleciB. ImiTaris 3asB  MOMITUYHHUX JIAEPIB, CTBOPCHHS
KOMITPOMETYIOUHX MaTepialiiB a0 MaHIMMyJISTUBHUX 3BEPHEHb MOKE BITMBATH HA
CIEKTOpaIbHy TMOBEIIHKY, (OPMYyBaTH BHKPHBICHY TPOMAJChKY IYMKY Ta

CJIYTyBaTH IHCTPYMEHTOM 1HPOPMAIIHHUX OTepalliil y MiXKHAPOJHOMY CEPEOBUIIL.
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- ExonomiuHMi1 BUMIp. Y KOPIOPATUBHOMY CEKTOpP1 AIN(ENKH BIAKPUBAIOTh
HOBI BEKTOPH aTak — BIJ] IIAXpaliCbKUX B1JIEO3BEPHEHD BIJl IMEHI KEPIBHULITBA 10
MiApOOTIeHUX 1HCTPYKUINA, L0 BBOASATH B OMaHy cHiBpoOITHUKIB. OcoOauBO
HeOEe3NeYHUMHU € CIeHapii, MNOoB’s3aHl 3 00X0A0M OIOMETPUYHHMX CHCTEM
ayTeHTu(diKkauii, 10 CTaBUTh Mij 3arpo3y KOH(PIACHIINHICT 1 (iHAaHCOBY Oe3neKy
OpraHi3ariu.

- CouiansHuii BuMip. MacoBe MOUIMpeHHs Nin@eiKiB CIPUUYHHSIE €pO31t0
NoBipHU 110 UGpoBUX JKepen iHbopmarlii. Y cycniibeTBl GopMyeThest aTMochepa
iH(popMaIliitHOi HEBU3HAYEHOCTI, /i€ HaBITh JOCTOBIPHI MaTepiaii MOXYTb OyTH
cupuiHATI K ¢anpmuBi. e mopomxkye GpeHOMEH «IMOCTHpaBAM» Ta YCKJIAJIHIOE
KPUTHUYHE MHCIICHHS B YMOBax MeianepeBaHTaKeHHS.

- IlpaBoBuit Bumip. HOpuguyHa cucremMa CTHUKA€TBCS 3 BUKIUKAMH,
OB’ SI3aHUMH 3 aBTEHTHYHICTIO IM(pOoBUX JoKa3iB. Jindelku niapuBaroTh 10BIpY
710 BiJIeO- Ta ayJioMaTepialiB, AKi TPAIUILIHHO BBAXKAIUCS HATIMHUMH JOKa3aMU Yy
cynoBoMy mporeci. e Bumarae neperisigy HOpMaTHUBHO-TIPABOBUX MIAXOIB 10
OLIHKM IU(POBOrO0 KOHTEHTY Ta BIPOBA)KEHHS HOBUX CTaHAAPTIB LUPPOBOI

EKCIIEPTHU3H.

Ta6mung 1.1 - OcHoBHI 3arpo3u aindeikiB Ta iXHiN BILIUB

. PiBenn
No | Tun 3arpo3u Cdepa BrummBy [Ipuknaan HaCTiAKIB
PHU3UKY
. . . QaplIuBI BUCTYNH
[Tonitnyna CycninbHa 0Bipa, o } . .
1. . . . TIOJIITHKIB, MAHITYJISIiS Bucoxkuii
ne3iHgopMalist BHOOPUI MPOIIECH
rPOMAJICHKOIO TyMKOIO
ImiTartist KEpiBHULITBA
5 Kibep3mounHHICTS i Biznec, KOMITaH1H, 00xoau Bucokuii
" | couianbHa imkeHepisd | kibepOe3neka 6iomerTpii, TapreToBaHui
GbimHr
InnuBinyanbHa Ta Juckpenutariis myOmiuyHUX Cepe it
3. | Penyramuiiini ataku KOpIIOpaTHBHA 0ci0, KoMIpomeTarlis BHEOKHﬁ
penyTaiis OpeHiB
[TopHorpadiuamii KOHTEHT
ITopyeHHns . pHorpa . .
4, . Oco0ucti mpaBa 0e3 3roaM, ICUXOJIOrIYHI Bucoxkuii
MIPUBATHOCTI
TpaBMU
. . N «[Tapagokc mpaBam» —
[Tinpus noBipu 10 Indopmariiinmit . . .
5. /IDHB JIOBIPH A bop Matt ABTEHTUYHI MaTepianu Bucoxkuii
Meia POCTIp . .
BIJIKHJIAIOTHCS SIK (perk
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CynoBa npakTuka,
6. | FOpunuuni npobiaemMu | mpaBOOXOPOHHI
OpraHu

Henogipa 1o Bigeo- ta

X ) Cepenniii
ay/1io/10Ka3iB pel

Hindelikn sk ¢GeHomMeH HUPPOBOi €MOXH CTAHOBIATH OaraTOBEKTOPHY
3arposy, 110 OXOIUTIOE KJItouoBi cepu iHGoOpMaIiiHOi O€3MeKn — TMOJITUYHY,
€KOHOMIYHY, COIliaJbHy Ta HPaBOBY. IXHA 3[aTHICTh IMITYBaTH pealbHICTh 3
BUCOKUM CTYNEHEM JIOCTOBIPHOCTI MiApUBae GyHAAMEHTAIbHI MEXaHI3MH JIOBIPH,
aBTeHTHU(IKAIIi Ta TPABO3aCTOCYBAHHS.

AHami3 mokaszye, 1o aingedkd He JHIIe YCKIAAHIOTh Bepudikailito
iH(popMailrii, ae ¥ CTBOPIOIOTH HOBI CIIeHApii 3JIOBXKUBaHb — BiJ MaHITYJISIT
IPOMAJICHKOIO0 TyMKOIO J10 00X0ay O10METpUYHUX cUCTeM. B ymMoBax 3pocrarouoi
JOCTYITHOCT1 IHCTPYMEHTIB F'eHEepallii CHHTETUYHOTO KOHTEHTY, AETEKIis Mindeiikin
NEPETBOPIOETHCA HA CTpaTeriyHe 3aBJaHHS, sIKe MOTpedye MIKIUCIUIUIIHAPHOTO

l'IiIIXO,IIy, IHOE€AHAHHA TCXHi‘IHI/IX, IMpaBOBUX Tda CTUYHHUX piHIGHI).

1.2 CyuacHi METOJIM Ta TEXHOJIOT1i BUSABJIEHHS JiN(EHKiB

CyyacHi mMaxXoAau J0 BHUSABJIEHHS Min(elKiB OXOIUTIOIOTh MHUPOKHN CHEKTP
METOMIB — BIJ KJIACHYHUX 3TOPTKOBHX HEHPOHHUX MEPEkK N0 TpaHCHOpPMEDIB,
ONTHYHOTO IOTOKY Ta aHOMATIMHO-OPIEHTOBAHUX MoOjeNeH. BinbmiicTe pimeHb
0a3yI0ThCS HA aHai31 O0IMYYS SIK KJIIFOYOBOTO JKepena apTedakTiB, IpoTe aeaati
Oinpmoi  yBaru HaOyBalOTh MPOCTOPOBO-YACOBI MOJENi, 3JaTHI BHUSBISTH
HEY3T0JDKEHOCTI B TMHAMIII BUPA3iB OOJIMYUs, MIKPOPYXax Ta KOHTEKCTI CIeHU. Y
[IbOMY IMIAPO3JII PO3IJISHYTO HHU3KY PENPE3eHTATUBHUX JIOCTIIHKCHB, SKI
JEMOHCTPYIOTh KUIBKICHI PE3yJbTaTH HAa BIJOMHX Ha0oOpax JaHUX Ta 3a1al0Th
OPIEHTUPH ISl TIOJANBIIOTO PO3BUTKY METOIB, Y TOMY YHCIi HEHPOMEPEKEBUX
pillIeHh Ha OCHOBI XapaKTEPUCTUK OOTHIYSI.

OnnuM 13 0a30BUX OPIEHTUPIB JJISl OI[IHKM aJFOPUTMIB € HaOlp JaHUX
FaceForensics++, ge B po6oti Rdssler Ta ciiBaBTOpiB OyJIO AOCIIIKEHO IETEKTOP

Ha OCHOBI apxiTekTypu XceptionNet aJjisi BUSBICHHS MaHIMyJIbOBAaHUX OOJIMY Ha
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pisnux tunax miapodok (DeepFakes, Face2Face, FaceSwap, NeuralTextures) [1].
Jl1s1 300paxensb 0e3 BTpaT abo 3 JIErKOI0 KOMITPECIEI0 NETEKTOP A0CATA€E TUIONI 1T
ROC-kpuotw (AUC) na piBHi 0,997, Toai sk s cuibHO cTUCHYTHX Bigeo AUC
3HWXKY€EThCsT 10 mpubnauszHo 0,955, ame Bce 1€ ICTOTHO MEPEBUINYE MOKA3HUKU
monuHu-ekcnepra. i pe3ynbTaTH NMPOAEMOHCTPYBAIU, IO TIMOOKI 3rOPTKOBI
MEpEexXi, CIEeliaibHO aJanToBaHl 0 TEKCTYpHHX apTedakTiB 00JIUYYs, MOXKYTb
3a0e3reuyBaTi Maibke «1JeaqbHy» TOYHICTh Ha KOHTPOJHLOBAHUX HaOOpax JaHUX,
IPOTE YyTJIMBI IO arpeCUBHOT KOMITIPECii.

Komnaktauii minxing MesoNet (Meso-4 ta Mesolnception-4) cipsmoBanuii Ha
3MEHIIECHHS OOYMCIIOBAIBHUX BHUTPAT MPHU 30€peKeHHI MNPUUHATHOT TOYHOCTI
BUSIBJICHHSI BifieoniapoOok [2]. ¥ pobori Afchar ta crmiBaBTOpiB mokaszaHo, IO
MesoNet gocsrae Tounocti moHan 98 % st BusBnenns kinacuuaux Deepfake-Bigeo
ta 6m3bko 95 % nnsa Face2Face-maninmyssiiiiii Ha BIAMOBIAHMX HaOoOpax JaHUX,
3aJIMIIAIOYUCh TPUJIATHUM IS Maibke pealbHOTO 4acy. 3aBJAsIKM HEBEJIUKIN
mMOWHI  Mepeki Ta OOMEXKeHIM KiobkocTi mapameTpiB  MesoNet yacTo
BUKOPUCTOBYETHCA SIK 0a30BUN JIETKOBAaroBHM JETEKTOP Ta SIK €JIEMEHT OuIbII
CKJIQJTHUX aHCaMOJIeBUX a00 KaCKaJHUX CUCTEM.

[likaBUM HampsMOM € METOJH, IO BPaxXOBYIOTh HEY3TOJKCHICTh MIX
00JIMYYSAM 1 KOHTEKCTOM clieHH. Y po6oti Nirkin Ta criiBaBTOpPiB 3alpOIIOHOBAHO
OKpPEMO aHaJIi3yBaTH O3HAKH, BUILJICHI 3 00J1acTi 00NHMYYs, Ta O3HAKH (POHOBOTO
KOHTEKCTY, a Jayi 3ICTaBisATH iX y eamHomy kiacudikaropi [3]. Ha wabopi
FaceForensics++ 3ampomnonoBanuii meton nocsirae  AUC, mOpiBHAHHOI 3
HaWKpalmuMu Ha TOW dac cuctemMamu (oHad 99 % s geskux migHaOopiB), a Ha
Celeb-DF-v2 nmokpamye AUC npubau3no Ha 1,4 BiICOTKOBOTO MyHKTY MOPIBHSIHO
3 XceptionNet-6a3o010 (3 ~64,6 % 10 ~66,0 %). TakuM YUHOM AEMOHCTPYETHCH, 11O
BpaxyBaHHsS JIOTIYHOI BIiAMOBIAHOCTI MK OOJHYYSIM Ta OTOYCHHSM 3HUKYE
KUTBKICTh XHOHOMIO3UTUBHUX CITPAI[bOBYBAaHb.

VY poboti Janiiténas Ta CHiBaBTOPIB 3aMpONOHOBAHO CIM PI3HUX MOJENEH
rIMOOKOTO HAaBYaHHS JJIsl BUSBJICHHS M1POOJICHUX 300pakeHb, CEPE/l AKUX MOJIEIb

LRNet moka3ama nHaiiBumi pesynbratd [4]. Ha maGopi FaceForensics++ 06e3
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kommpecii LRNet nocsarae 99,7 % tounocti ta 99,9 % AUC, a nns cuibHO
ctucHyTux 300paxkeHb AUC 3anumaeTses Bue 91 %, 1110 CBITYUTH NPO BIAHOCHY
CTIMKICTh MO 10 apTe(akTiB CTUCHEHHS. JlOCTIHKEHHS TAKOXK JJEMOHCTPYE, 110
noenHanHd  kiacuyHux CNN-mapiB 13 MexaHI3MaMmH  peryjsipu3auii  Ta
ONTHUMI30BaHUMHU (YHKIIIMH BTpaT JA03BOJisi€ 30epiraTd BHUCOKY SIKICTb
kjacudikanii 3a pi3HUX yYMOB KOAYBAaHHSI B1J€O.

Oxpemuii knac miaxoAiB 0a3yeTbcs Ha aHaJi31 ONTUYHOTO MOTOKY. Y PoOOTi
Cozzolino Ta xomner 3anpornoHoBano CNN, 110 mpaIfioe He 3 cCaMUMU KaJIpaMH, a 3
MOJIEM ONTHYHOTO TIOTOKY, OIlIHGHMM MDK HHUMH, 3 METOI BHSBIICHHS
Hey3ropkeHocTel y pyci [5]. [TokazaHo, o Taka MOJIeh 0CSATa€ TOYHOCTI MTOHA/T
90 % y 3amaui BusiBIICHHs AindeikiB Ha KuUTbkoxX BapiaHTax FaceForensics++,
OpPUYOMY HABIThH JUIsl MAHIMYJIALIHN, sIKI He OyJM NMPUCYTHI y HaBUYalIbHINA BHOIpII,
TOYHICTh JIUIAEThbCsl BUIIOW 3a 90 %. lle cBimuuTh TPO 3MATHICTH ONTUYHOTO
noToKy (ikcyBaTu (yHIAAMEHTAJbHI MOPYIICHHS MPUPOIHOI AUHAMIKH OOIWYYS,
XapaKTepHI JUIsl CAHTETHUHUX BIJIEO0.

[Momanpr qocHiKeHHS y IbOMY HaNpAMKY (DOKYCYIOTHCSI Ha YIOCKOHATIEHH1
OIIIHKK ONTHYHOTO MOoTOKy. Tak, Nassif i Shahin 3ampomonyBamm MerTon, 10O
NO€EIHY€E BJOCKOHAJICHE OIIHIOBaHHA ONTHYHOTO MoToKy 3 CNN-kinacudikatopom,
OpIEHTOBaHMM Ha BHABICHHS [indedkiB y CKIagHux ymoBax [6]. Ha
eKCTIIEPUMEHTAILHUX HabOpax MaHMX MOJEIb J0csiIrae TOYHOCTI Onm3bko 82 %,
MepEeBUINYI0UH 0a30B1 KOHQITypallii ONTHYHOTO MOTOKY 0€3 J0TaTKOBUX KOPEKIIIH.
[lompu gemo HUXYYy aOCOMIOTHY TOYHICTH TMOPIBHAHO 3  HaWKpalIuMH
300paK€HEBMMHU MOJICIIIMHU, TaKi PINICHHS € BaXJIMBUMH JUIS CIIEHApiiB, e
KPUTUYIHOIO € YyTIUBICTH 10 APIOHUX AUHAMIYHHUX apTe(aKTiB.

[Ile onuH MEpPCNEKTUBHUI HAMpsM — BUKOPUCTAHHA (YHKIIH MIMIKH Ta
Facial Action Units (FAU). ¥V po6oti Tan Ta cniiBaBTOpiB 3alpONOHOBAHO METO]
FADE (Facial Action Dependencies Estimation), sikuii MOIEIO€ 3aJI€KHOCTI MiXk
€JI€MEHTAPHUMH JIISIMU M SI31B OOJIUYYsl Ta 31CTaBISE iX 13 MPUPOAHUMU MMATEPHAMU
BHUpa3iB [7]. 3riAHO 3 KUIBKICHUMH pe3ylibratamu, iHTerpaiiss FAU nae mpupict

AUC 10 4,47 BiJICOTKOBOI'O IMMyHKTY Ta IMOMITHO MIJBUIIYE TOYHICTH HA OCHOBHUX
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Bineonabopax (FaceForensics++, Celeb-DF, DFDC) nopiBnsino 3 6azoBumu CNN-
MoAeNIAMH 0e3 ypaxyBaHHS IWHAMIKUM MIMIKH. TakuM YMHOM MIATBEPIKYETHCS
rinore3a, IO TaK 3BaHl «MOPYIIEHHS MPUPOJHOI MIMIKW» € 1H(POPMATUBHOIO
O3HAKOIO ISl BUSBJICHHS CHHTETUYHOTO BiJICOKOHTCHTY.

JIJIsl TIOBHOITIHHOTO BpaxyBaHHS IMPOCTOPOBO-YACOBUX 3aJICKHOCTEH Oyiu
po3pobiieni riopunni moaeni Ha KmTalt CNN-LSTM-Transformer. Petmezas Tta
CIiBaBTOPH 3alIPOITOHYBAIM MOJIEIb, SIKa CITIOYATKy €KCTparye mpoCcTOPOBI 03HAKH 3
obOnmuyyst 3a gomomororo ResNet, moTiM aHamizye MOCHIAOBHICTh KaJpiB uepes
LSTM Tta 3aBepiiye o0poOKy TpaHcPopMepHUM OJIOKOM [Jisi MOJETIOBaHHS
JOBroTpuBasinx 3ajexxHocted [8]. Ha BamimamiiiHoMy HaOGopi aBTOpU OTpUMAau
AUC 90,82 % Ta F1-mipy 6mm3bko 88 %, a Ha HaOopi DeepFake Detection (DFD)
AUC csarnyB 97 % npu BUKOPUCTaHH1 ONTUMaIbHOT KoMOiHaIi PpperiMiB. OTpumaHi
pe3yNbTaTH  JEMOHCTPYIOTh, IO aJalTHBHE TOE€THAHHS  3TOPTKOBHX 1
MOCJIIIOBHICHUX OJIOKIB JIO3BOJISE TIOKpAIIUTH OallaHC MDK TOYHICTIO Ta
y3araJibHIOBaJIbHOIO 3/JaTHICTIO MOJIEI.

[IpobGnemy y3araapHEeHHS Ha HOBI TUIH JIMQeEHKiB PO3TISHYTO B PoOOTI
Wang Ta crniBaBTOpIB, /i€ 3aIPONOHOBAHO MiAXIJ JO aHOMaJIIHHO-OPIEHTOBAHOTO
BUSIBIICHHS 3 BHUKOPHUCTAHHSIM ClelliadbHOi crpaterii «boundary-blurring» B
o3HakoBoMmy mpocTopi [9]. Ha Habopi FaceForensics++ moaens nocsrae AUC 99,56
%, tomi ax cepenHe AUC Ha m’siTu 30BHINIHIX Habopax AaHuX (y pexumi Kpoc-
JIOMEHHOTO TECTyBaHHsI) CTaHOBHUTH 83,32 %, mo Ha 6—19 BiJICOTKOBUX ITYHKTIB
Kpare 3a mornepeaHi MeTou-aHanori. Takum 4uHOM, aKIIEHT pOOUTHCS HE JIHIIE Ha
TOYHOCTI B MEKaxX OJHI€T IOMEHHOI BHOIPKH, a i HA CTIMKOCTI MOJACNI J0 3MiH Y
TUTIAX TEHEPATHBHUX MOJIEJEH, SIKOCTI BiZICO Ta YMOB 3HOMKH.

B po6oti Zhao Ta cniBaBTopiB 3anpomnonoBano ISTVT (Interpretable Spatial-
Temporal Video Transformer) — iHTepnpeToBaHUi MPOCTOPOBO-YACOBHH BiJ€0-
TparcpopMep, 3M1aTHAN OJJHOUYACHO aHATI3yBaTH MPOCTOPOBI apTedaKkTH HA 0OIUYYi
Ta YacoBY HEY3rOJDKEHICTh MDK kaapamu [10]. ApxiTekTypa BUKOPUCTOBYE
JICKOMITO3UTHY IPOCTOPOBO-YaCOBY caMoOyBary Ta cremiaabHuii «self-subtract»

MEXaHI3M JUIS MACWUJICHHS BIIMIHHOCTEM MIX pEaJIbHUMH Ta CHHTCTUYHHMU
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(parmMeHTaMu; JOAATKOBO 3allPONIOHOBAHO AJITOPUTM PENIEBAHC-BI3yasi3allii, SKui
MOKa3ye BaXJIMBI O0OJACTI B KaJpi Ta 4acoBik oci. ExcrniepuMeHTH Ha BEIMKUX
Habopax FaceForensics++, FaceShifter, DeeperForensics, Celeb-DF ta DFDC
JEMOHCTPYIOTh CHIIbHI IMOKa3HUKH SK JIJI1 BHYTPINTHROJOMEHHHX, TaK 1 JIS KPOC-
JOMEHHMX CLIEHApIiB, 110 MIATBEPKY€E €PEKTUBHICTh TPAHCPOPMEPHUX APXITEKTYP
JUTSL 337241 BUSIBJICHHS A1 EnKiB.

Sk moka3ye MOpPIBHAJBHUN aHal3 CydYaCHMX METOMAIB 1 Mojeieil AeTexuii
aingeiikis (taduuns 1.2), naisui 3uaderdss AUC (mo 0,99 i Builie) A0CATarOTHCS
rIIMOOKMMHU 3rOpPTKOBUMHU MojensiMu, 30kpema XceptionNet ta LRNet, ane ixus
€(eKTUBHICTh TMOMITHO 3HUXKYEThCS 3a YMOB CHJIBbHOI Komrpecii Bimeo [1, 4].
JlerkoBaroBi apxiTeKTypH, Taki ik MesoNet, 3a0e31meuytoTh 0 HUXK4Y, ajie BCe
1€ BUCOKHI PiBEHb TOYHOCTI 32 3HAYHO MEHIIMX OOYHMCIIOBAIBLHUX BUTPAT, IO
pOOUTH iX MPUJATHUMU JJI 3aCTOCYBAHb y PEXKUMI, OJIU3BKOMY JI0 PEAIbHOTO Yacy
[2]. MeTonu, 1m0 BpaxoOBYIOTh KOHTEKCT clieHH, MiMIKy Ta Facial Action Units, a
TaKOX IMPOCTOPOBO-YaCOBY AWHAMIKy (omTuuHUM TOTIK, TiOpuaHi CNN-LSTM-
Transformer, Bimeo-Tpancopmepu), TEeMOHCTPYIOTh Kpally CTIHKICTh 10 HOBHUX
THMiB aindeikis i mokpamnyots AUC Ha KiJibKa BiZICOTKOBHX MyHKTIB [3, 5-8, 10].
OkpeMmy Tpyny CTaHOBJSATH AaHOMAJiHHO-OPIEHTOBAHI MIiAXOAU, SAKI XO0Y 1
MOCTYNAIOThCSI 32 MAaKCHUMAJIbHOIO TOYHICTIO Ha OKpeMux Habopax, MOpoTe
3a0€311euyIoTh JIIIIE y3araJbHeHHS Ha 30BHIIIHI qaTacetu [9].

BusiBeHHsI 03HaK Ha OOJMYYl 3QJIMINIAETHCS OJHHUM 13 HaledEeKTUBHIIIAX
MIIXOMIB Y IPOTHIIT TiMPEHKOBUM TEXHOJOTISAM, OCKIJIBKH ITApOOKa 30BHIITHOCTI
JIOJUHU  CYNPOBOJKYETHCS  TMOPYIIEHHSM  TPUPOJHUX  TCOMETPUYHHX,
CUMETPUYHUX Ta TMOBEAIHKOBUX XapaKTepucTuk. llompu CTpiMKHIA pPO3BHTOK
TeHEPAaTUBHUX MOJIEJICH, caMe aHalli3 pealbHUX (Di310JIOTTYHIX OCOOIMBOCTEH —
MOJIOKCHHST OYeH, MPOTOPI 00IUYYsl, CHHXPOHHOCTI MIMIKM Ta CTa0lIBHOCTI
KITFOUOBUX TOYOK — JIa€ 3MOTY BHSBISTH TPUXOBaHI aHOMAaiii, SIKI BaXXKO
BIITBOPUTH AJITOPUTMAMM IITYYHOTO iHTenekTy. Ha BiagMiHy BiJ METOJIB, IO
MPaIOIOTH JIUIIIE 3 TEKCTYpaMu abo ri100aIbHUMU XapaKTEPUCTUKAMU 300paKeHHS,

MiAXi4 13 BUKOPUCTAaHHSAM O3HAK OOJWYYS JO3BOJISIE OLIHIOBATH TJIMOWMHHI
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BJIACTUBOCTI MOBEAIHKU JIIOJMHU Yy Kajpl, IO MIABUIIYE TOYHICTh Kiacu(ikarii

HaBITh y BUMAJIKy BUCOKOSKICHUX AindeikiB. Came TOMy METOAM, OPIEHTOBaHI Ha

JIETEKIIII0 Ta aHAJ13 KJIFOUOBUX KOMITOHEHTIB 00JIMYYS, 3aJTUIIAIOTHCS aKTYaJIbHUMU.

Ta6nuns 1.2 - [TopiBHIIBHUI aHATI3 TOCTIIKEHb

Ne [ OcnoBHa 03Haka Merton / Tounicts / AUC Jlxepeno
ApxiTekTypa (mpubM3HO)

1 | TexcrypHi apTedaktu XceptionNet Ha AUC = 0,997 (low- [1]
obmyus, uyTauBicTh 10 | FaceForensics++ compression), AUC =
KoMIpecii 0,955 (strong-

compression)

2 | Komnakruicte mogeni ta | MesoNet (Meso-4, Tounicts > 98 % [2]
poboTta Maiixke B Mesolnception-4) (Deepfake), = 95 %
peabHOMY Haci (Face2Face)

3 | Y3romKeHicTh 00y st CNN 3 okpemMuMH AUC > 99 % (FF++), [3]
Ta KOHTEKCTY CIIEHU riakamu st o6mugus | mpupict = +1,4 . AUC

Ta QOHY Ha Celeb-DF-v2

4 | Critikicts no xommpecii, | LRNet (rmmboka Tounicte 99,7 %, AUC [4]
nerexiist panbcudikamii | CNN) 99,9 % (6e3 xommpecii),
300pakeHb AUC > 91 % (strong-

compr.)

5 | Anani3 npocTopoBo- CNN no nomnto Tounicts > 90 % Ha [5]
9YacOBOI JMHAMIKH Yepe3 | ONTHYHOTO MOTOKY KIJIbKOX BapiaHTax
ONTHYHUHN TOTIK FaceForensics++

6 | [lokpamene ouinoBanHss | ONTUYHMIA TOTIK + Tounicts = 82 % [6]
ONTUYHOTO MOTOKY JUIs CNN-kmacudikarop
JETEKIIl mindeinkiB

7 | Mimika ta Facial Action | FADE [Mpupict AUC no = +4,47 | [7]
Units, nopy1ieHHs (MomemoBaHHS 0. Ha FF++, Celeb-DF,
MPUPOIHUX BUPa3iB 3QJICKHOCTEH MIXK DFDC
o0 Yst FAU)

8 | CiinbHuii aHami3 CNN-LSTM- AUC = 90,82 % (val), F1 | [8]
IIPOCTOpY ¥ Yacy uepes Transformer =~ 88 %, AUC =97 %
riOpuaHy apxiTeKkTypy (DFD)

9 | Y3arajpHEHHS Ha HOBI Anomaly-based AUC 99,56 % (FF++), [9]
TUIH JTin¢enkiB JETEKTOP 3 cepenne AUC = 83,32 %
(aHoMamiitHO- «boundary-blurring» | (5 30BHIIIHIX JaTaceTiB)
Op1€HTOBAHMIA T1X1[T)
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10 | InTepriperoBanmii ISTVT — Spatial- State-of-the-art / AUC > | [10]
MIPOCTOPOBO-YACOBHIA Temporal Video 0,90 na FF++, Celeb-DF,
aHaJIi3 BiZico yepes Transformer DFDC ra in.

Tparchopmep

1.3 IlocTanoBka 3amad4il Ta 3aBAAHHS JOCIIIKEHHS

AKTYyaJbHICTh  JIOCHI/DKCHHS  3YMOBJIOETbCS TUM, IO [HU(PPOBUI
BIJICOKOHTEHT CTaB OJTHUM 13 KJIIOUOBHX HOCIIB CYCIUJIBHO 3HauyIoi iHdopmariii, a
HOTo CIOXKMBaHHS BIOYBA€TbCS Y BHUCOKOIIBUIKICHUX KaHAJIaX KOMYHIKaIii
(comiampHl  MEpexi, MECEHUKepHU, CTPUMIHTOBI CEpBICH), 1€ MepeBipKa
JOCTOBIPHOCTI 4acTO BiJICYyTHS a00 Ma€ peakKTHMBHUH Xapakrep. Y TakuX yMOBax
JIOBIpa JI0 BiJIEO 5K «JI0Ka3y» JAeaasi 4acTillle BU3HAYa€e penyTalliiiHi, ()iHaHCOBI,
npaBoBi Ta OE3IMEKOBI HACIHIJIKH, 0 POOUTh KPUTUYHO BaXKJIUBHM PO3BUTOK
IHCTPYMEHTIB ~ aBTOMAaTH30BaHOTO  TMIATBEPIKEHHA  ab0  CIPOCTYBAaHHS
ABTEHTHYHOCTI MYJbTUMEIINHUX MaTepiaiB.

JlonatkoBUM (haKTOPOM aKTyaIbHOCTI € CTPIMKHH MPOTpec reHepaTUBHUX
MOJIETIEN, 10 3a0e31euyoTh CTBOPEHHSI nindeikis 13 BHUCOKOIO
dboTOpeaniCTUUHICTIO, Y3TOJDKEHICTIO OCBITIIGHHS Ta TEKCTYyp, a TaKoX
MEPEKOHIMBOIO CHHXPOHI3aIli€l0 MIMIKK ¥ apTukymsaiii. Ha mpakTuii me o3Havae,
0 TpPaJAUIIiHE «Bi3yaJdbHE» BHSBICHHS MiAPOOOK IOAWHOIK abo TPOCTi
EBPUCTHYHI TpaBmia (MOMIyK apTredakTiB, HEY3TOHKEHb y KOHTYpl 0O0IM4ds,
TUTIOBUX TIOMWJIOK) BTpPa4arOTh €(QEKTUBHICTh, a OTXKE 3pocTac TmoTpeda y
dbopManpHUX 1 BIATBOPIOBAHUX METOJAX aHAi3y, 3aTHUX MPAIfOBATH MPHU PI3HUX
YMOBax 3MOMKH Ta SIKOCTI BIJI€O.

Ocob6nmuBO TOCTpO TpoOIEeMa MPOSBISIETHCS y JOMEHHO HECTaOLTbHUX
cueHapiax: fAindeilku BIIPIZHSAIOTBCA 3a TEXHOJIOTISIMM TeHepallii, SKICTIO
KOMIIpeCii, pO3AIILHOIO 3MaTHICTIO, TUMOM o0in4 (BIK, CTaTh, €THIYHI

O0COOJIMBOCTI), HAsIBHICTIO YaCTKOBHX TMEPEKPUTTIB (OKYJSIPHU, MACKH), PYXOM
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kamepu ¥ ¢oHoM. lle 3ymMoOBIIOE MaaiHHS SKOCTI MOJEJeil, HaTPEHOBAaHUX Ha
oOMexeHHUX Habopax AaHMX a0 Ha «J1a0OpaTOPHUX» MPHUKIALAX, 1 BUMArae
pO3po0JICHHsI TIIXO0/IB, Kl CIUPAIOThCS HAa OUTBII CTIMKI O3HAKU — 30KpeMa Ha
(opManizoBaHi XapaKTEpUCTUKU 00JUYYsl, OO F€OMETPIIO Ta IPOCTOPOBO-YACOBY
OUHAMIKY, 10 MEHII Yy TJIMBI 10 CTUIICTUHYHHUX 1 KOMIIPECIHHUX CIIOTBOPEHbD.

B ymoBax riOpuanux iHdoOpMaliiiHUX 3arpo3 Ta CHUCTEMAaTUYHOIO
3aCTOCYBaHHS JAe3iH(opmMallli 3pocTae 3HaUyIIICTh METO/IB, 3JaTHUX 3a0€3MEYUTH
ONIEpAaTUBHE BUSBJICHHS CHHTCTUYHOTO KOHTEHTY SK Ha PIBHI OKpPEeMHUX
KOpHMCTYBauiB, TaK 1 Ha PiBHI OopraHizaliifHUX MporeciB (Moaepais, MOHITOPUHT,
OSINT-ananiz, mudpona excrneprusa). s Ykpainu g norpedba Mae ocoOIUBHIA
BUMIp, OCKUIBKM  BiJleOMaTepiaii  BUKOPUCTOBYIOTbCA  SIK  IHCTPYMEHT
NCUXOJOTIYHOTO THUCKY, JIHUCKpenuTalli IHCTUTYIIH 1 (opMyBaHHS XUOHUX
HapaTUBIB; TOMY HQJIIMHICTh Ta MBUJKICTh aJTOPUTMIB JACTEKINi Min(enKiB Npsmo
OB’ s13aHa 3 1HPOPMAITIHHOIO CTIHKICTIO Ta 3aXUCTOM CYCHUIBHOT JOBIPH.

He MeHII1 BaXXITUBOIO € ¥ MPUKIIaIHA CKIJIa10Ba MPoOIeMu: e(eKTUBHUM METO/T
po3mizHaBaHHs AindeikiB Mae OyTH IHTETPOBHUM Y TPOrpaMHI pIlICHHS,
IpaIfoBaTH 32 00MEXEHUX pecypciB, 3a0€3MeuyBaTH BIITBOPIOBAHICTh PE3YyJIbTAaTIB
1 MaTu 3po3ymini Kputepii sKocTi (accuracy, precision/recall, F1-score), ocKiIbKH
camMe Il XapaKTePUCTHUKHA BHU3HAYAIOTH MOXKIIMBICTH BHUKOPHUCTAHHS CHCTEMH B
peaTpbHUX CIEHApPisAX — BiJl MOMEPEIHBOTO CKPUHIHTY KOHTEHTY JI0 MATPUMKHU
NPUIHATTS pillleHb y KiOepOe3meli Ta CyJ0BO-EKCIEePTHIA MPaKTUIll. Y IOMY
KOHTEKCTI JIOCIPKEHHS, OPIEHTOBAHE HA MOETHAHHS HEHPOMEPEIKEBOTO ITiIX0IY 3
dbopManizoBaHUMH  O3HaKaMd OOIMYYS Ta  EBPUCTUYHUMU  KPUTEPISIMHU
AHOMAJIBHOCTI, € TIPAKTHYHO 3HAYYIIMM IUISXOM ITABUINCHHS HAIIMHOCTI M
CTabUTBHOCTI MOJIEITI.

Hapemiri, akTyanbHICTh BU3HAYAETHCA 1 HAYKOBUM 3alUTOM Ha TOOYAOBY
OLIBII IHTEPIPETOBAHUX Ta CTIMKUX MOJIEIEH AETEKIlli CHHTETUYHOTO BiZI€0, SIKI HE
JUIIe JEMOHCTPYIOTh BUCOKY TOUHICTh «HA TECTI», a i 30epiratoTh mpane3aaTHicTh
[P 3MiH1 YMOB, OSICHIOIOTh IIPUPOLY TOMUJIKH Ta IAIOTh MOMJIMBICTD IT1JICUJICHHS

CHUCTEMH 32 paXyHOK OaraTokaHaJIbHUX O3HaK (CTpykTypa landmarks, Mmikpomimika,
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y3roJIKEHICTh pyxiB). Came TOMy OCHIIKEHHS, IKe POKYCYyeThCS Ha opmMaizarlii
MOBEAIHKOBUX Ta T€OMETPUUYHHUX XAPAKTEPUCTUK OOJMYYS Yy BIAEOMOTOILl Ta iX
BUKOPUCTaHHI B HeWpoMepekeBil kinacudikamii AingenkiB, € CBO€YaCHUM 1
HEOOXITHUM JJii PO3BUTKY MPUKIAAHUX pilleHb 1HPOpMaliiiHOi Oe3neku Ta
uu(ppoBoi 10BIpH.

Mertoro kBamidikamiitHoi podoTu € po3poOJICHHS HEHPOMEPEKEBOTO METOY
po3mi3HaBaHHs Ain@eiikiB Ha OCHOBI (hopMaTi30BaHUX 03HAK OOJIUYYS Ta CTBOPEHHS
IPOTrpaMHOI0 MOJYJIS iIeHTU(IKaIlT TAKUX O3HAK Y BiJICOJAHUX 13 BUKOPUCTAHHIM
Cy4YaCHHMX METOJ[iB KOMII FOTEPHOTO 30py Ta TIMOMHHOTO HAaBYAHHSI.

JIist 1OCATHEHHS MOCTaBJIEHOI METH B poOOTI HEOOXIAHO pPO3B’A3aTH TakKi
OCHOBHI 3aBJaHHS:

1) mpoBecTH aHai3 Cy4aCHUX METO/IIB i TEXHOJIOTIH BUSBJICHHS TIN(EHKIB,
3 0cOOJIMBUM aKIIEHTOM Ha MiAXojax, opieHToBaHMX Ha aHam3 facial features Ta
IPOCTOPOBO-YACOBOIT JUHAMIKH OOJIMYYS;

2) BHM3HAYMATH HaWOLIbIN iH(GOPMATHBHI O3HAKM OOJMYYS JJIs 3ajadi
inmenTudikamii GeMKoBUX BiJI€O Ta IMiIXOAH JI0 iXHBO1T (hopmaizarlii;

3) CHOpoeKTyBaTH apXiTEKTypy IIPOrpaMHOr0 MOIYJIA, SKHi 3a0e3meduye
JETEKIIiI0 0094l y BiJleOKaapax, BUAUICHHS KIF0YoBUX To4oK (facial landmarks)
Ta (HOPMYBaHHs 03HAKOBOTO MIPOCTOPY IS TIOIAJIBINOT Kilacudikarlii;

4) peamizyBaTH MPOTPaAMHHA MOIyJb, IO 3IIHCHIOE OOpPOOKY Bij€o,
EKCTPaKIII0 XapaKTepUCTUK O0OmMyYs Ta Kiacudikaiiro BigeopparMeHTiB 3a
O3HAKOIO JIOCTOBIPHOCTI/TiIPOOKH;

5) mpoBecTH eKCIIEPUMEHTAIBHI JOCITI/DKEHHS Ha BIAKPUTUX HAOOpax MaHuX
peanbHMX 1 cuHTeTHYHUX Bimeo (3okpema Deepfake Detection Challenge) 3
OIIHIOBAaHHSM TOYHOCTI, IOBHOTH, FIl-Mipm Ta IHIIUX TIOKAa3HUKIB SKOCTI
Kiacudikaii;

6) BHKOHATH TOPIBHSUIbHUN aHaTi3 HEHPOMEPEKEBOro Miaxomy i3
€BPUCTUYHUM KPUTEPIEM, IO IPYHTYETHCS HA aHOMAJIIAX y CTPYKTYp1 Ta MOBEIHIII
00JIMYYs, 1 OIIIHUTH MOKJIMBOCTI IXHbOI KOMOIHOBAHOI 1HTErpallli B €EAUHY CUCTEMY

po3Ii3HaBaHHS J1N(EnKiB.
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BucunoBku 1o po3ainy 1

1. Hindeliku  QopMyloTh 0OaratoBuMipHy 3arpo3y iHopmariiiHii
Oes3relll, 1110 OXOIUTIOE MOJITHYHY, EKOHOMIUHY, COL[IaIbHY Ta IPaBOBY c(hepu: BOHU
NIIPUBAIOTh JIOBIPY [0 UU(POBUX Mefia, MOJETHIyIOTh KIOEp3JIOYMHHICTD 1
penyTaiiifHi aTaky, yCKJIaJHIOIOTh BUKOPHCTAHHS BIJ€O- Ta ayJioMaTepialliB sK
HaAIMHUX TOKa31B 1 COPUSIIOTH MOSIBI (DEHOMEHY «IIOCTIPABAMY, KOJIH aBTEHTUYHUM
KOHTEHT CHPUUMAETHCS SIK TOTSHLIIMHUI (elK.

2. Ornsig cydacHUX TIAXOMIB 7O BUSIBJICHHS MINGENKiB MOKa3ye, II0
HaWBUIIUX Pe3yJbTaTIB JAOCATAIOTh TIMOMHHI MOJIEN, 30KpeMa 3ropTKOBI MEpexi,
riopugai CNN-LSTM-Transformer Ta Bimeo-tpancopmepu, fAKi HOETHYIOThH
aHaji3 TeKCTyp, MPOCTOPOBO-4yacoBoi nuHamiku, Mimiku, Facial Action Units Ta
KOHTEKCTY CIIEHHU; BOJHOYAC TOCTPOIO TPOOJIEMOIO 3aJHIIAETHCS UYTIHUBICTH [0
KOMIIpecii, 1ucOalanCcy TaHUX Ta 3MIHU TUITIB TEHEPATUBHUX MOJIEIICH.

3. VY3aranbpHeHHS MpoaHai30BaHUX POOIT MIATBEPIKYE, IO aHATII3 03HAK
o0my4s (reoMeTpisi, CUMETpisl, HAasABHICTh KJIIOYOBHX KOMIIOHEHTIB, MiMiKa) €
CTIHKOIO Ta TMEpPCIEKTUBHOK OCHOBOIO JUIS JETeKIii irndeikiB: mopyIieHHs
IPUPOTHUX TPOMOPIK 1 MOBEIIHKOBUX IMATEPHIB BaK4e «3aMacKyBaTH» HaBITh
CKJIQJJHUM TEHEPaTUBHUM MOJEIAM, IO OOIpyHTOBye BuOIp Yy maHiii poOoTi
HEHPOMEPEIKEBOTO METOAY pPO3Mi3HAaBaHHS MindelKiB, OpIEHTOBAHOTO caMmMe Ha

dbopMarizoBaHi XapaKTEPUCTUKU OOTUIYS.
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2 [IPOEKTYBAHHS MOAYJIS INEHTUDIKALIIL O3HAK OBJINY Y
JIIIOENKAX
2.1 ApxitekTypa METOJy pO3Mi3HaBaHHS MAiN(ENKiB Ha OCHOBI aHaI3y

00y us

3anponoHOBaHUI METOJ PO3MI3HABaHHS JAIMNQENHKIB IPYHTYEThCS HA
OaratopiBHEBOMY aHalli31 BiJIEOAAHUX, L0 peajizy€e MOCIHiIOBHY OOpOOKYy KajpiB,
BUSIBJICHHS OONMYYs, JIOKaJi3allif0 HOro KIIOYOBHX O3HAK Ta EBPUCTUYHE
OLIIHIOBaHHS MMOBIPHOCTI MIJPOOKH.

ApXiTeKTypa METOIy OIHCYE KOHIENITYaJIbHY CTPYKTYypy OOpOOKH
iH(popMaIlii Ta B3aEMOI110 PYHKIIOHAIBHUX €TamiB Mik c00010. OCHOBHOIO METOIO
METOJly € AaBTOMATHMYHHMM aHami3 1 Kiacudikaiisa BIACOPOJIUKIB 3a pIBHEM
JIOCTOBIPHOCT1 HAa OCHOB1 XapaKTEPUCTUK OOIAYYS.

ApXiTEeKTypa METOy pO3Mi3HaBaHHS JiNQelKiB Ha OCHOBI aHAII3y O0IHYUs
Ma€ TPUPIBHEBY CTPYKTYPY (PUCYHOK 2.1), 10 CKIIay SIKO1 BXOJATh:

1. PiBenp 300py Ta morepeaHbOi MIATOTOBKK JaHUX. Ha mpomy piBHI
3MIMCHIOETHCS 3aBaHTAXEHHS BiJeo(aiiiiiB, 3YNTYBaHHS METAIaHUX, IEPETBOPECHHS
JAHUX y MPUIATHAN I HelipoMepekeBoi o0poOku hopmart, a Takok (popMyBaHHS
perpe3eHTaTUBHUX KaaApiB 1 KiimiB. Bimeo Hopmami3yoThes 3a (popmarom,
KaJIpPOBOIO YaCTOTOI0 Ta PO3JAUIBHICTIO, BUKOHYEThCA TEpBUHHA (UIbTpallis 3a
TEXHIYHUMH TTapaMeTpamu 1 epeBipka BiAMOBIIHOCTI BineodaiiniB MetaganuM. Ha
IIOMY €Tarll TaK0X BUKOHYETHCSI 0a30Ba METEKIIisl O0IMYYs i BUPI3aHHA 00acTei
3 00IMYYsIM, SIK1 HaJlajli TI0JIal0ThCs Ha BXiJl HEMPOMEPEKEBUX OJIOKIB.

2. PiBenp gerekmii Ta imeHTHdikamii o3HaK oO0aMYus. OCHOBHOIO
GyHKITIEI0O THOTO pPIBHA € BHSABICHHS OO0’€KTIB y KaJpi 13 3aCTOCYBaHHSM
MOTIEPeTHHO HABYCHUX HEUPOMEPEKEBUX MoOjenen nerekiii. [ koxxHOTO Kaapy
3M1MCHIOEThCS MOIIYK TUNOBUX facial-koMmoHeHTIB — (poOHTaNBHOTO O0IMYYs,
oueil Ta npoduibHOro BUrIsiAy. Ha OCHOBI IMpOCTOPOBUX KOOPJIMHAT 3HAWICHHUX
€JIeMEHTIB (OPMYEThCS MHOXKMHA aHATITUYHUX O3HAK, 110 B1I0OpaxaroTh

T€OMETPUYHY T4 CUMETPUUHY CTPYKTYPY OOIMYUs.
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3. PiBenr awnamizy Ta Bi3yamizauli pesyiabpTaTiB. Ha wnpomy etami
BUKOHYETHCS €BPUCTUYHE OI[IHIOBAHHS JOCTOBIPHOCTI 300pa)K€HHS Ha OCHOBI
BUSIBJICHUX O3HAK Ta iX MOE€AHaHb. SKIIO B Kaapi CHOCTEPIralOThCA YHUCICHHI
aHoMmautii (HampuKiIaja, BIICYTHICTh OuYel 3a HASIBHOCTI OONMYYS, HAasBHE JIMILE
npodinbHe 00mHMyuYs 6€3 PPOHTATBHOTO BUTIISIAY, JEKUIbKa 00JIMY OJJHOYACHO TaM,
JIe¢ OYIKY€TbCS OJHE TOII0), BiJIEO TMO3HAYAEThCA SK TMOTEHLINHO (deiKkoBe.
PesynbpTaTi pob0TH METOY BiJOOpaXatroThCs rpadiuHO Y BUTIISIAI 0OMEKYBATbHUX
paMOK HAaBKOJIO 3HaWJeHUX 00JIacTe Ta TEKCTOBHX MIANUCIB HAa Kajapax, II0
BKa3ylOTh THUIl BHUSABICHHUX OO0 €KTIB Ta BUSBIEHI BiaxuieHHs. Takuil crocio
NOJIaHHA JIa€ 3MOTY KOPHMCTYBady Bi3yaJlbHO 3ICTaBUTH BHXIJIHE 300pa’K€HHS 3
OTPUMAHUMHU TIO3HAYKaMU Ta IHTEPIPETYBATH BUCHOBKM METOJY IIOJO

JOCTOBIPHOCTI BifieopparMeHTa.

-
PIBEHE 1. 3BIFP TA NIANOTOBKA

- 3aBaHTameHHA Bigeodinnis a
]

- JYNTYBAHHA METAOAHHX vﬂ
- hinkTpayin Bigeo
h V4

- nepeTBOpeHHA BGR — grayscale

- BMQINEHHA Neplnx iB
\ ] P Kanp J

- - -

PIBEHb 2. OETEKUIA O3HAK OBNHUYY#A

- NETEKLIA 0Onuy
( - NOWYK 04el

, - BMABMNEHHA NpodinsHoro obnuyya

- (hOPMYBAHHA reOMETPUYHHUX Ta CHMETPHYHWK O3HAK

L.
|
1

v

il PIBEHE 3. AHANIS TA BISYANISALIA
PESYNETATIE

- EBPHCTHYHE OUiIHWEBAHHA OOCTOBIPHOCTI
- EM3H34YEHHA aHOManiu

(BiOCYTHICTL OYel, NHWe Npodinb, Aekinbka oGnuy)

- NO3HAYEHHA Bigeo AK NOTeHUiHHO dhedKoBOro

l\;—Bie.],rsmis.smiﬂ: PamMEM, NiANKUCKH, MapKepH
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Pucynok 2.1 — TpupiBHEBa apXiTeKTypa METOAY po3Mi3HaBaHHS AlN(enKiB

OyHKIIOHAIBHA peali3allisi METOJy B1A0OpaXaeThCsd Yepe3 CYKYIHICTh
MOJYJIB, IO BIANOBIAAIOTh OKpPEMUM eTanam oO0poOku. Moayiab oOpoOKu JaHuX
(Data Analysis Unit) BUKOHye 3aBaHTaKeHHs BineodailniB, iX Badigaliio Ta
MOTEepPEeIHI0O KOHBEPCil0 10 (opmaTy, NPUIATHOTO JUIsl MOAAJIBLIOTO aHami3y.
Monyne nerekiii o3Hak (Object Detection Unit) BifmoBijiae 3a MONIYK KIHOYOBUX
oOnacTeil 1HTEepecy 3 BUKOPUCTAHHSAM KIacH(IKATOPIB, AKI 30KpeMa JIOKATI3YIOTh
o0nuyusi, odi Ta mpodiibHI KOMIOHEeHTH. Moayne anamizy minpoOku (Deepfake
Evaluation Unit) ¢opMmye HaOlp €BpUCTUYHUX TIOKA3HUKIB, $KI KUIBKICHO
XapaKTepu3yloTh pPIBEHb MOTEHIINHOI ¢anbcudikallii BiJieo, COUPAOYHCH Ha
BUSIBJICHI aHOMANil y CTPYKTypl Ta KoHpirypamii oOnuuus. Moayib Bizyamizarii
(Visualization Unit) 3a6e3nedye HaouHe BiJ0OpaKeHHSI pe3yIbTaTiB POOOTH METOTY
y BHUIISIAI BIAMITOK Ha KaJapaxX Ta TEKCTOBUX IIOBIIOMJIEHb, IO Ja€ 3MOTY
IHTEpIpEeTyBaTH OTPHMMaHI BUCHOBKM Ta BHUKOPHUCTOBYBATH iX Y MOJAJIBIIOMY
aHaji3i abo MPUUHSTTI PIlICHb.

Takum 9mHOM, apXiTEKTypa 3alpoIOHOBAHOTO METOAY 3a0e3redye JIOT1UHY
MOCIIOBHICT,  BiJT OTPUMaHHS BiJCO JO aBTOMATH30BAHOTO BHU3HAYCHHS
danscudikamii. MeTomonoriyuno BiH 0a3yeTbCsd Ha KIACHYHUX aJTOPUTMAaX
KOMIT FOTEPHOTO 30pYy 3 €BPUCTUYHOIO HAA0YI0BOIO IS OIIIHKH ITiIO3PIIINX O3HAK,
10 POOUTH HOTO €EeKTUBHUM J171s1 0a30BOT0 BUABIICHHS JAiN(ENKiB pu 0OMEKEHUX

O0YHMCITIOBATFHUX pecypcax.

2.2 MaremaTtnyHi METOAM BHIUICHHS Ta Gopmaiizamii o3HaK oO0Judds

Ha ocnoBi onncanoi apxitektypu (niapo3ain 2.1) cpopMoBaHo MaTeMaTUUHY
MOJIelIb METOAY BHIUICHHS Ta ¢opmanizaiii o3Hak oOinuyus. Bona BHU3Hauae

MPUHIMIIK OTPUMAaHHS, MapamMeTpu3allii Ta aHATITUYHOTO OIMKCY XapaKTePUCTUK,
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Kl BUKOPHCTOBYIOTBCSI NIl pO3Mi3HaBaHHs AindeikoBux Bigeo. Inentudikanis
O3HaK O0OJMYYSl € OJHMM 13 KIIOYOBHX €TalllB HEHMPOMEPEKEBOrO METOIY
po3ni3HaBaHHS AiNQeENKiB, OCKUIBKM caMe CTPyKTypa oOOJuY4si, T€OMETpUYHI
CHIBBIIHOUIEHHS! MK MOr0 €JIeMEHTaMH Ta MOBEAIHKOBI 3aKOHOMIPHOCTI MICTSITb
O3HaKM TMoTeHUiMHOo1 ¢anscudikanii. Ha ganomy erami ¢dopmyerbes HalIp
aHAMITUYHUX [apaMeTpiB, $KI Hajgaldl BUKOPHUCTOBYIOThCS [UIsl OLIIHIOBAHHS
JIOCTOBIPHOCTI BifeopparMeHTa. ¥ Mekax HEeWpOMEepesKeBOro MiIXOay JETEKIIis
o0nMuYYsl Ta OTPUMAHHS CTPYKTYPHUX O3HAK 3A1MCHIOETBCA 3a JOIMOMOTIOIO
NOoNepeHbO HABYCHUX MOJIEJIeH, 3JaTHUX JIOKATi3yBaTH KIOYOBI KOMIIOHEHTH Ta
BU3HAYATHU iXHI IPOCTOPOBI KOOPAUHATH 3 BUCOKOIO TOYHICTIO.

OcHoOBOIO TMpoliecy € Tpoleaypa OTPUMaHHS KIOYOBUX TOYOK OOIHYYS
(facial landmarks), siki onrcyrOTh KOHTYpH OYei, HOCa, pOTa, MA0OPIAIL Ta IHIINUX
CTPYKTYpPHHUX €JI€MEHTIB. MHOXMHA KJIIOYOBUX TOYOK I OJHOTO OOJIHMYYsS Mae

BUTJIAA:

L = {(xi,yi), |l = 1,2, ...,K}, (21)

e K — KiIpKICTh BU3HAYEHUX TOYOK,

(x;, ¥;) — KOOpIUHATH [-TOI TOYKH Y IPOCTOPI Kaupy.

OtpumaHi KOOpPIUHATH BUKOPUCTOBYIOTHCS MJIsi MOOYJAOBU T€OMETPHUYHUX
O3HAK, SIKI BIIOOPaKarOTh MPOMOPIIi Ta CHMETPUYHICTh 00mmnudsi. OHIEI0 3 TAKUX

O3HAK € BEKTOP MOMAPHUX BIJCTAaHEH MK KIFOYOBUMH TOUKAMH:

2 2
dij = \/(xi -x) + (i =), (2.2)
110 J1a€ 3MOTY OXapakTEepU3yBaTH CTPYKTYpy OOJMYYsl yepe3 BIAHOCHI 3MIHU Ta
nedopmaiii. CyKynHICTh YCiX TaKMX BiJICTaHEH (QOpMYy€e BEKTOpP T€OMETPUYHUX

XapaKTePUCTHUK:
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D={djl1<i<j<K} (2.3)

OKpeMo OLIHIOETHCS TOPU30HTATIBHA CUMETPISt 00JIMYYs, sIKa € YyTIUBOIO J10
apredaxTiB aingeinky. i nporo BU3HA4ae€ThCsA BICh CUMETPIi X = X, , A€ X, —

Cepe/IHE 3HAUEHHS a0CUUC TOUOK 0OINYYs:

1
Xe =% g{—lxi , (2.4)

Jlami oOUnCITIOETHCS BIIXUIIEHHS CUMETII:

1

_1yvk
5= =3 b — (2xe - x)), (2.5)
sIKE JOPIBHIOE HYJTIO JUIA 17IealTbHO CUMETPUIHOTO OOJIMYYS Ta 3pOCTAE 33 HASIBHOCTI
aHOMaJil y mMTy4yHO MOAU(IKOBAHUX Bijeo(parMeHTax.

KpiM reomerpudHHX mapameTpiB, BU3HAYAIOTHCS CTPYKTYPHI O3HAKH,
OB’ s13aH1 3 HASBHICTIO a00 BIJCYTHICTIO KJIFOUOBHX facial-koMIoHeHTiB. J{Jis 11b0T0

NePEBIPSETHCSI MHOKHUHA!

C= {Ceyes’ Cface: Cprofile}: (2.6)
7Ie KOXKeH €JIEMEHT MHOXKHHH € O1HApHUM 1HANKATOPOM

1, KOMIIOHEHT BUABJIEHO
c; = 2.7)

J 7 |0, KOMIIOHEHT BiACyTHIl ’

Bincytnicte a6o nmedopmamis facial-kommoneHTiB (Hanpukiian, odei) €

TUMOBMMH aHOMAJTISIMU JIJIsI OaraTh0X Mojesel renepariii aindeunkKis.
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dopmyBaHHS MiJICYMKOBOI'O BEKTOPA O3HAK JIJIsI OJTHOTO KaJIpy BUKOHYEThCS

HUIIXOM 00’ €IHAHHS KIJIbKOX TPYII MapaMeTpiB:

F=[D, S, C], (2.8)

ne D — reoMeTpuyHi 03HAKH;

S — noka3HHMKHU CUMETPIT;

C — HasBHICTh CTPYKTYPHHX KOMITOHEHTIB.

Otpumanuii Bexktop o3Hak F = [D, S, C] € y3araqibHeHUM OMKCOM OOIMYYS,
KU MOKe OyTH BUKOPHCTAHUH SK BXIJIHHI BEKTOp IS MOJATBIIOTO HaBUAHHS
Kiacudikariiuoi Moei.

VY Mexax 3anpornoHOBAaHOTO MIAXOAy KiacudikailiiiHa MOJENb peati3yeThes
y BUTJIS1 JIOTICTUYHOI perpecii, Ky JOIUIHHO IHTEPIPETYBATH K HAUTIPOCTIIINI
OJIHOIIIAPOBUN HeWpoMepexxkeBui kimacudikarop. dDopManbHO BUXIT MOJENI
BU3HAYAETHCS BUPA3OM

y=oc(WT'F+b), (2.9)

ne F — BekTop 03HaK o0mMyys;

W — BEKTOp BaroBux KOCQIIIEHTIB;

b — 3mimenns (bias);

o(+) — curmoinHa QyHKITiS aKTUBAITiI.

Takum umHOM, 3amava po3Mi3HABaHHS Aindeiika 3BOAUTHCSA 10 HaBYAHHS
napaMmeTpiB w, b 3a MHOXuHOIO po3MmiueHux mnpukianie (REAL / FAKE), mo6
3HAYCHHS § HAOIMKaIoCs 10 MMOBIPHOCTI HAJCKHOCTI BigeodparMeHTa 10 Kiacy
delikoBux Bimeo. Taka iHTeprpeTarlisi JO3BOJIIE PO3TIIANATH 3aMpPOTOHOBAHUN

METOJ] SIK HEHPOMEPEKEBUH, 10 Mpaltoe Ha (hopMai3oBaHUX O3HAKAX OOIMYYS.



30

Bussnenns acumerpiil, npomnyckiB facial-koMHOHEHTIB a00 HeCTaHAAPTHUX
MPOIOPLIH CBITYUTH PO MOKIIUBY IITYYHY TpaHCPOPMALI0 00IMYYs, 0 POOUTH
11 03HAKW BUCOKOYYTIMBUMHU JI0 MAHIMYJIAIINA M1MPEHKOBOro XapakTepy.

3anponoHOBaHI MaTeMaTU4YHI METOAM BUJUJIEHHS Ta (opmaiizallii 03HaK
o0nuyuusi 3a0e3neuyroTh MOOYI0BY 1HBApIaHTHOI'O MPOCTOPY MapameTpiB, KU €
OCHOBOIO Il HeWipoMmepexkeBoro kinacudikaropa. BHKOpuUCTaHHS  TaKuX
(opManizoBaHUX TIEOMETPUYHUX Ta CTPYKTYPHUX XapaKTEPUCTUK MIJBUIILYE
CTIMKICTH METOAY /O Bapialiii Mo3W, OCBITIEHHS 1 J03BOJSE €(PEKTUBHO

JETEeKTYyBaTH CUHTETHUYHI apTe(daKTH, BIACTUBI AiN(pEeHKOBUM BIJEO.

2.3 Anroput™ peaini3zallli MeToay po3mi3HaBaHHs AiNQenKiB Ha OCHOBI 03HAK

00Uy
2.3.1 IligroroBKa BXITHUX BIACOMAHUX

Ha mouarkoBomMy erami 3IIMCHIOETBCS 3aBaHTAXKEHHS Bifeodainy Ta
BaJIiallist Horo ctpykrypu (dopmar, HaIBHICTh KaJpiB, TpUBAIiCTh). Jlami 3 Bijgeo
BUJIIIIETHCS OJIMH 200 JEKIUJIbKa PeNpe3eHTaTUBHUX KaAPIiB, SKI BUKOPUCTOBYIOTHCS
Ut a"ami3zy. KoskeH kajap HOpMai3y€eThCs 32 PO3AUIBHICTIO Ta TIEPETBOPIOETHCS Y
BIITIHKK CIpOTrO, IO 3MEHIIy€ OOYHCITIOBAJIbHE HABAHTAXKCHHS 1 CIPOIILYE
nmoAanblry oOpoOKy ©Oe3 BTpaTH IMPOCTOPOBOI CTPYKTypH OOIWY4Ys (BiAMOBITHI

KPOKH B1I0Opa)KE€HO Y BEpXHiil YacTUHI pucyHKa 2.2).
2.3.2 BuaiieHHs 03HaK 00IWYYs, OUei 1 mpodiTto

Ha oMy etarti BHKOHY€ETHCS MONIYK TPhOX THITIB 00’ €KTIB Yy KaJpi:

- 00mmyus (face) — ocHOBHA 00JIaCTh IHTEPECY, Y MEXKaX SKOi 3MIHCHIOETHCS
MOJAJIBIINI aHAaJI3;

- oul (eyes) — mapa JIOKAIbHUX KOMIIOHEHTIB, IO € BAXKJIUBUMH JIJIS

OL[IHIOBAHHS CUMETPIi Ta HIJIICHOCTI 00I1YYs;
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- mpodinb (profile) — GokoBHiIT pakypc OOIMYYs, HASBHICTH SIKOTO MOXKE
CBIIYUTH MPO HETUNOBY KOH(DIryparito CUEHH.

JUIst KOXKHOTO 3 IIMX KOMIIOHEHTIB BHM3HAYalOThCA NPSIMOKYTHI 0OJacTi
(bounding boxes) 3 BiAMOBIAHUMU KoopauHaTamMu. Ha OCHOBI MOJOXEHHS Ta
B3a€MOPO3TAILyBaHHS o0racTeit "o6mnyus—oui—npoduip" bopMyroThCA
reOMETPUYHI O3HaKM (BIACTaHi, MPOMOPIIi), MOKA3HUKU CUMETPIi Ta CTPYKTYpHI
IHAMKATOpPU HAsBHOCTI/BIICYTHOCTI KOXHOr0 KoMIoHeHTa. CyKyINHICTb IUX
XapaKTePHUCTHK y3arajbHIOEThCsS y BekTopi o3Hak F = [D, S, C] crpykrypa sikoro

CXEMAaTUYHO MO/IaHa HAa PUCYHKY 2.3.

3apaHTameHHA Bigeo

BUTAr KNKUOEOTO Kaapy

KoueepTauin y grayscale

Neteruia obnuuya Ta facial landmarks

OBQuMCNeHHA 03HaK

EBpucTiunmii aHania

DopMyEaHHA BEKTOpA 03HAK

Knacudikayia (noricTvuxa perpecisa)
iHTEpNpeTalUin AK HeRpOMEPEHSENA
HelpoH

Bucuoeor REAL / FAKE
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Pucynok 2.2 — CxeMa anroputmy peasizaiii MeToly po3mi3HaBaHHS

nindenkiB

BxigHuH kagp
(frame 1)

Oetekuina osnuyya (face)
KoopAWHaTH B face

OeTekuwia NOKANEHWUX KOMNOHEHTIEB 06NHY4RA

Oui (eyes) Mpodgine (profile)
B_eyes B_profile

OBGYHUCNEHHA 03HAK:

D - reoMeTpWYHI BigcTaHi Ta nponopuii
S — NOKazHUKN CHMETPIl

C — IHOWKaTOPW HAABHOCTI KOMMNOHEHTIE

BexkTopu o3Hak F = [D, §, C]

Pucynok 2.3 - CTpykTypHa cxema BUIUICHHS O3HAK OOJINYYsl, OUeH 1

npodinto
2.3.3 EBpucTuyHMil aHaTi3 aHOMAITIN

CdopmoBanuii BeKTOp O03HaK F BUKOPUCTOBYETHCA ISl TEPBUHHOTO
€BPUCTUYHOIO aHali3y Ha MOpeAMET HAasBHOCTI aHOMAalii, XapakTEepHUX IS
ningeikoBux Bifeo. 30KpeMa, MepeBipsI0THCS TaKl CUTYAIi:

- BUSBIEHO o0Oinuus Oe3 oued (KoMmmoHeHT face mnpucyTHIM, a eyes

BIJICYTHI);
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-y Kaapi € jaume npodiabHe o0nuuus 0e3 (PpoHTaNIbHOrO, Xo4a 3a
KOHTEKCTOM OYIKY€EThCSI (PPOHTATBHUMN PaKypC;

- OJIHOYACHO BUSIBJICHO JEKUIbKa 00JIMY TaM, JIe OYIKYEThCS OJHA 0C00a;

- MOPYLIEHI TUIOBI MPONOPIIT MK OOJIUYUSAM Ta O4MMa a00 CIIOCTEPITAETHCS

3HaYHa aCUMETPisl.

JUJ1st KO’KHO1 TaKo1 aHOMaJlli BU3HAYAETHCS] EBPUCTUYHA Bara, a iX CyKyIHICTh
dbopmye 1HTEeTrpabHUN MOKAa3HUK MiJ03PUIOCTI. SIKIO 1eW MOKa3HUK MEPEBUIILYE
3aJlaHUi TIOPIT, B1JIEO Ha €BPUCTUYHOMY PIBHI KIacCU(IKYe€TbCS K MOTEHIIWHO

¢eiikoBe (pUCYHOK 2.2).
2.3.4 Knacudikaiiis Ha OCHOB1 HEHPOMEPEKEBOT0 MiIX0Ty

[Tics eBpUCTUYHOTO aHAJIi3y BEKTOP O3HAK BUKOPHCTOBYETHCS ISl HABUAHHS
KiacudikaritHoi MoJielli Ha OCHOBI JIOTICTUYHOT perpecii, sika IHTEPIPETYEThCS K
IPOCTHUI OJTHOIIAPOBUHN HelpoMepexeBHil kiacudikatop. BXimHum mapom y Taxii
1HTEepIpeTalli € KOMIIOHEHTH BEKTOpa (FreoMeTpis o0JUYYs Ta OYell, MOKa3HUKH
cuMeTpii, O1HapHI 1HAUKATOPHU HASIBHOCTI 00JIMYYs, o4eH 1 MpodiIt0), a BUXITHUM
HEHPOHOM — CKaJsipHa OIliHKa WMOBIpHOCTI HanexHocTi Bimeo a0 kimacy FAKE.
Knacudikariiine pilieHHsS TPUAMAETHCS MOPOTOBUM CIIOCOOOM: SKIINO 3HAYCHHS
HMOBIPHOCTI TIEPEBHUIIYE 3aJaHUN TIOPIr, BiJIEO MO3HAYAETHCSA K MIMQeik, 1HaKIIe
— sk copaBxkHe. el eram peanizye HEHPOMEpPEKEBY IHTEPIPETAIiIO
3alpOTNIOHOBAHOTO  METOAy, 30epiraloud TpH  [BOMY  MPO30OPICTH  Ta

THTepIPETOBAHICTh MOJIENI (PUCYHOK 2.2).
2.3.5 llonanHs pe3ynbTaTiB

Ha Buxoni anroputmy GopMyIOThCS SIK YUCIIOBI, TaK 1 Bi3yalabH1 Pe3yJIbTATH.
Jlo uucnoBux Hanexate knacudikamiiitna mitka (REAL / FAKE), 3nHadenns
MOKa3HUKA MIJI03PLIIOCTI Ta METPUKHU SKOCTI. Bi3yallbHi pe3yibTaTH BKIIOYAIOTH
KaJpu 3 OOMEXYBaJIbHUMHU pPaMKaMH HABKOJO oOOJMYYsi, oued Ta NpOodUIbHUX

KOMITOHEHTIB, a TaKO)X TEKCTOBI MO3HAYKHM BHUSBJICHUX aHOoMaiii. Ile 3abe3meuye
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MOXJIUBICTh SK aBTOMAaTH30BaHOI OOpOOKM, Tak 1 MOJAJBIIOrO E€KCHEPTHOTO
aHamizy.

Takum yuHOM, pO3pOOJICHHM aNTOPUTM peasizallii MEeToly, L0 MOEIHYE
noetanHy oOpoOKy BijieoJaHuX, (hopMasi3oBaHe BUAUICHHS 03HAK 00JIMYYs, OUeH 1
npodiar0 Ta HepoMepexkeBy Kiacudikallilo Ha OCHOBI JIOTICTHYHOI perpecii,

3a0e3nedye NpakTUUYHY OCHOBY JJI HAJIIMHOTO po3Mi3HaBaHHS AiN(EeNKOBHUX B1JIEO.

BucHoBkM 10 po3aity 2

1. CnpoekToBaHO LIIICHY apXiTEKTypy METOAY pPO3Mi3HABaHHS AiNQeiKis,
sKa peaiizye JOr1YyHy MOCIIIOBHICTh IEPEXOy BiJl 3aBAaHTAKCHHsI BIJICOJAHUX JI0
OPUUHATTS KiIacu(iKaiiHOTO pillieHHA. APXITEeKTypa BKJIIOYA€E PIBHI MOMEPEAHBOT
00poOkw, aerekiii facial-koMmoOHEHTIB Ta MiICYyMKOBOT iHTEPIPETallii pe3yJIbTaTiB,
110 3a0e3Meuye y3ropKeHy poOoTy BCIX MOIYJIIB CUCTEMHU.

2. CdopmoBaHO MaTeMaTH4YHY MOJENb BUIUICHHS O3HAK OOIWYYS, IO
IPYHTYEThCS Ha dopmaizailii reoMeTpUYHUX apaMeTpiB, MOKa3HUKIB CUMETPIi Ta
CTPYKTYPHHMX 1HJIUKATOPiB HAsSBHOCTI KJIOYOBHX KOMIIOHEHTIB (0OJHMYYs, OYEH,
podinro). [TobynoBano y3arajJbHeHHH BEKTOP O3HAK
F=[D,S,C]F=[D,S,C]F=[D,S,C], sxuii 3abe3neuye iHBapiaHTHUHA OMHUC OONIHYYUS I
JI03BOJIsI€ BUSBIIITH aHOMATii, XapaKTepHi JuIs ainderkoBux Bigeo. [lokazaHo, 1m0
JIOTICTUYHY PETpecito JOUUIBHO IHTEPIPETYBATH SK MPOCTUN OJTHOIIAPOBUMN
HelpoMepexeBui KiacudikaTop.

3. Po3po06iteHo anropuTtM peaisallii MeToy, 1o IMOEIHYE MOeTaIHy 00pOoOKy
BiJIcO, aBTOMAaTHYHE BUIICHHS facial-o3Hak 1 momapiry Kiacudikaiio Ha OCHOBI
HEHpOMEpexeBOi Mojell. ANTOpUTM 3a0e3neuye SK YUCJIOBE  PINICHHS
(REAL/FAKE), Tak 1 Bi3yaqbHE NPEICTABICHHS BHUSABICHUX aHOMAJid, IO
MBUIIY€ IHTEPIPETOBAHICTD 1 MPAKTUYHY MPUAATHICTH 3aMPOTIOHOBAHOI CHCTEMH

JUIS1 BUSIBIICHHS 1IN()EMKOBHUX BIJIEO.
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3 PEAJIIBALIIA TA EKCITEPUMEHTAJIBHE OLIIHIOBAHHA
HEVIPOMEPEXXEBOI'O METOJIY PO3III3HABAHHS JITII®ENKIB

3.1 IIporpamua peanizailisi METOAYy pO3Mi3HaBaHHS AiN(eiKiB Ha OCHOBI

O3HaK 00IHYYs

[Iporpamua peanizailisi 3alIpONIOHOBAHOTO METOJIy PO3Ii3HABAHHS iM(enKiB
BUKOHaHa MOBOI0 Python i3 Bukopucrtanusm 0i6morek OpenCV, pandas, scikit-
learn Ta JOMOMIXXHUX IHCTPYMEHTIB JUIsl OOPOOKH BiI€O Ta aHANI3y JTaHUX.

Ha mepmomy erarmi peanizoBaHO MiJCHCTEMY 3aBaHTAXSHHsI Ta TOTEPEIHBOT
o0poOku Bizmeo. Jlns 3udTyBaHHS BIJIEONIOTOKIB BHKOPHUCTOBYETHCS — KJac
cv.VideoCapture, sxuii 3a0e3nedye MokaapoBuil JocTyn A0 BMICTy (aitny. Ilicns
YCHIIIHOTO BIAKPUTTS BIJIEO BUKOHYETHCS Bajifallisi Moro CTpyKTypH (HasBHICTh
KaJpiB, KOPEKTHUH (hopmaT, HEHYJIbOBA TPUBAICTH). I MOAANBIIOTO aHATI3y 3
BiJICO BUJIUIAETHCS OJMH a00 KiIbKa penpe3eHTaTuBHUX KajpiB (frozen frames), ski
KOHBEPTYIOThCA y (QopMar rpagamiii ciporo, M0 3HWXKYE OOYHCITIOBAIHHE
HaBaHTaXXEHHS Ta CHPOLIyEe oAby oOpoOKy ©e3 BTpaTd MPOCTOPOBOL
CTPYKTYypH (pucyHOK A.1).

JlpyruM KpOKOM € peajizaifis KOMIIOHCHTa BHUSBJIICHHS OOJMYYS Ta
NOB’sI3aHUX 3 HUM 00’ekTiB. [ miporo ctBopeHo okpemuii kinac ObjectDetector,
SAKUM THKATICYJIIOE 3aBaHTAXKEHHS MOTIEPETHhO HABUCHHUX KackadiB ['aapa Ta BUKIHK
byHKIi# neTekii (pucyHok A.2). MeToau nboro Kiacy 3a0e3neuyoTh OJJHOUYACHUN
MOIIYK KUTBKOX THUMIB 00’€KTiB: (GpOHTANBHUX 00JMY, MPOoUIBHUX paKypciB Ta
oueit. Y3aranpHeHa ¢yHKIis detect objects mpuiimae Ha BXiA Kajap y BiATIHKaX
Ciporo, 3acTOCOBYE BIAMOBIAHI KiIacu(piKaTOpH Ta TMOBEPTAE KOOPAUHATH
3HaIeHnx obnacreii inTepecy (bounding boxes), siki Ha1aai BAKOPUCTOBYIOTHCS K
BXi7H1 maHi 1715 popmyBaHHS 03HAK (pUCYHOK A.3). Ha BisyansHOMY piBHI BHSIBICH1
001acTi MO3HAYAIOTHCSI MPAMOKYTHHKAMHU Ta KOJAaMH, L0 J1a€ 3MOTY ONEpPaTUBHO

OIL[IHUTU KOPEKTHICTh CIPAIIOBAHHS JETEKTOPA.
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OxpeMy yBary B peayizaulii NpUAIEHO 1HTErpamii 3 MeTaJaHUMHU Habopy
Deepfake Detection Challenge (DFDC). Meranani mictarth iH(OpMaIio Mpo
NoXoXKeHHs Bijeo (original), ix HanexHicTh A0 kinaciB REAL/FAKE Ta ctpykTypy
HaOopy. Y naHiif poOOTI LI JaHI BUKOPUCTOBYIOThCA 1Sl (pOpMyBaHHS MIABUOIPOK:
HaIpUKiIaa, rpynu QeikoBuX BiZ€O, 3reHEPOBAHUX HAa OCHOBI OJJHOTO OpHUTIHAIY,
110 JTI03BOJISIE TOCTIXKYBATH CTajll Ta BapiaTUBHI O3HAKH MiIPOOKHU (PUCYHOK A.4).

Hactynaum kpokom peanizoBaHo Qyskuito detect fake signs, sika
aBTOMAaTH3y€ TEPBUHHY E€BPUCTHYHY TIEPEBIPKY BiJ€O3aluCiB Ha MpeaMeT
HAsIBHOCTI XapaKTEpPHUX O3HAK MOXJIMBHX JindeiikiB (pucyHok A.5). Jlorika
¢GyHKI1T 6a3yeThcsl HA aHami31 KUIBKOCTI Ta KOH(Irypauii 3HaiieHux o0aud, ouen
Ta TPOPUIBHUX paKypciB, a TaKOXX Ha BUSBICHHI AaHOMAJIBHHUX TIO€IHAHD
(manpukian, obauyus Oe3 oueH, auiie npodiib Mpu OUIKyBaHHI (PPOHTAIBLHOTO
BUTJIANY TOINO). BusBieHi cutyanii (piKCylOTbCSI y BUTJIANI TEKCTOBHX OIUCIB 1
HaJa1l TpaHchOPMYIOThCs B (hopMasi3oBaHi O3HAKHU.

KirouoBum €JIEMEHTOM mporpaMHOi  peasi3aiii € byHKIIisA
extract features from video, ska ¢GopmMye CTPYKTYpOBaHH OMNHUC OJJHOTO
BiJleo(pparMeHTa Ha OCHOBI HOT0 mepuioro kaapy (pUcyHok A.6). OyHKIIiS BUKOHYE
JETEKI[iI0 00a1Y, oueh 1 mpodiaro, 00UUCITIOE KUTBKICTh KOXKHOTO THIY 00’ €KTIB,
OIIHIOE MOJKJIMBY aCHMETPII0 3a IIOJIOKEHHSIM ode 1 (opmye I1HTErpalbHUM
MOKa3HUK Tijo3pinocTi (suspicion score). IlapanenpHO OyIyeThCs CHHCOK
CIIOBECHUX XapaKTepUCTHK (issues), sIKi TMOSICHIOIOTH, SKI caMme aHoMmajii Oyiu
BusBIeHI. Pe3ynmbrar pobotu (yHKIT mpencTaBieHUN y BUIIISAI CIOBHUKA 3
YUCIIOBUMH Ta KaTeTOPIaJIbHUMH TOJSIMU, NPUAATHUMHU [IJIs1 KOHBEpTAIii y
TabiyHui hopmar.

Jns macmtaOyBaHHS aHai3y HAa MHOXHHY BineodaiiiB  po3poOsieHo
¢dynkiito build suspicion dataset, sika opraHi3oBy€ MakeTHy OOpOOKY KOJEKITii
Bizieo (pucyHok A.7). Ha BXig momaeTbes CIMCOK NUIAXIB 10 (DaiiiiB, sl KOKHOTO
3 SAKUX TIOCHIJIOBHO BHUKJIWKaeThcs extract features from video. Otpumani
pe3ynbTaT 00’ €THYIOTHCS B €TMHHN JaTapeiiM 3 YUCITOBUMH 03HAKaMU (KUTBKICTh
001y, oue, mpodiiB, MOKa3HUK MiJO03P1IOCTI TOIIO) Ta TEKCTOBUMHU MOJISIMHU, 1110

OMHUCYIOTh BHUSBJCHI TmpoOnemu. [l  BIACTEXKEHHA Tporpecy 0OpoOKu
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BUKOPUCTOBYETHhCSI MOAydb tqdm, IO € BaXJIUMBUM MNpu poOOTI 3 BEIUKUMHU
B1JICOKOJIEKI[IIMU (PUCYHOK A.8).

Ha 3aBepimansHOMYy eTarmi mporpaMHOi peaizailii miroToBICHUN 03HAKOBUH
natadpeiiM MoegHYEThCS 3 «30JI0TUM CTAaHAAPTOMY — CIIPABKHIMHU MITKaMH KJIaciB
(REAL / FAKE), orpumanumMu 3 MeTaJjaHuX 3MaraHHs. MITKH KOIYIOThCS Y
O0inapnomy Qopmari (0 — cmopaBxkHe Bijneo, 1 — mindelk), MO T03BOJsE
BUKOPUCTOBYBATH HaO1p A1 MOOYI0BU M OLIIHIOBAHHS MOJENel Kiacudikaiii.

JIJIsl €BpUCTHYHOTO METOAY, SIKWW MpUHMAE PIllIEHHS Ha OCHOBI IMOKAa3HUKA
mi03p1I0CTi (Suspicion _score) Ta MOPOroBOro mpaBuia, chOPMOBAHO MATPUIIIO
IUTyTaHWHU, 1[0 BiJIOOpaka€ CHIBBIAHOIICHHS TMPaBWIHHUX 1 TOMUIKOBUX
knacudikamiii (pucyrok A.9). JlomaTkoBo BUKOHaHO MOOYJOBY Ta OI[iHKa MO
JOTiCTHYHOI perpecii Ha cOPMOBAHUX YHCIIOBUX O3HAKaX, a TaKOXX OTPHUMAHO
pOoaHaIi30BaHo 3BIT Ki1acuikallii Ta MpOrHo3Hi KMOBIPHOCTI HAJIEKHOCTI /10 KJIacy
FAKE (pucynoxk A.10).

Sk pesynbTaT, mporpaMHa peaiizaiis MeToay 3a0e3nedye MOBHUN ILHKII
0oOpoOKHM: BiJ YMTAHHS BIEO Ta BHUIICHHSA CTPYKTYpPHUX O3HAK OOJHYYS [0
(dbopMyBaHHS MPUAATHOTO AJII MAIIMHHOTO HAaBYAaHHS TaOJIMYHOTO HAOOpy, IIO €
OCHOBOIO JIJII TIOJAJIBIIOTO KUIBKICHOTO OIIHIOBAHHS SIKOCTI 3alpPOIIOHOBAHOTO

METOAY pO3Ii3HaBaHHS JIinQenKiB.

3.2 JlocnimkeHHs Ta CTaTUCTUYHUN aHai3 Habopy nanux Deepfake Detection

Challenge

JIJ1st eKcriepruMeHTAIbHOT IEPEBIPKHU 3aPOTIOHOBAHOT'O METOY BUKOPHUCTAHO
¢dbparment TpenyBanbHOro Habopy manux 3maraHHs Deepfake Detection Challenge
(DFDC), metanani sikoro Oyio monepeaHbo MpoaHaai30BaHo Ta CTPyKTypoBaHo. Ha
pucynky A.ll HaBeaeHO y3arajdbHEHY CTATUCTHUKY IbOTO IIJIMHOXHHH, SKa
JIEMOHCTPYE CyTTeBHI qucbananc kiacis: 13 400 Bigeozanucis 323 (80,75%) MaroTh
Mmitky FAKE, toni sik yactka crnpapxHix Bifgeo (REAL) cranoButs nuie 19,25%.
VYci 3ammcu Hajekarh 0 TPEHYBaJIbHOI 4YacTMHU HaOopy (split = train), 1mio

MIJITBEP/IXKY€E BIICYTHICTh TECTOBUX 3Pa3KiB Y HaJlaHOMY MeTa-(aiiji Ta BiAMOBIIa€
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TUTOBIN oOpraHizaiii 3MarajJbHUX JaTaceTiB, J€ TEeCTOoBa BHUOIpKAa MPUXOBaHA
oprasizaropamu (pUCyHoK A.12).

JleTanizoBaHuil aHai3 PO3MOJAUTY MITOK KJIaciB MOAAHO Ha pUCYHKY A.13.
Bigyamizaniss miATBEpI)KY€ 3HAYHY HEBPIBHOBAXKEHICTh JaHUX HA KOPHUCTh
miIpoOJICHUX BIJIE0, 110 € XapaKTePHUM JIJIs 3a]1au IeTeKIli AindeiKiB, 1e KITbKICTh
3reHEPOBAHMX MPUKIIAIIB, SIK MPABUJIO, MEPEBUINYE YHUCIO aBTEHTUYHHX. Taka
CTPYKTYypa HaOOpy JIaHUX 3yMOBJIIOE€ HEOOX1THICTh YBaXKHOTO MiJIXOAY A0 TOOY10BU
Ta  OULIHIOBaHHSA  KjacudikamiiiHoi  Mojemi,  30KpeMa  BUKOPHCTAHHS
CTpaTru(iKOBaHOTO PO3OUTTS Ha TPEHYBaJIbHY M TECTOBY BUOIPKH, 3a MOTPeOH —
BBEJICHHS Bar KiaciB a00 3acTOCyBaHHsS TEXHIK OOpoTbOM 3 aucOasaHCOM
(oversampling, undersampling, 3miHa (yHKIIii BTpaT TOILIO).

Oxkpemuit aHamiz Oyyno TpoBeAeHO i iAeHTU(IKalll OpUTiHATBHUX
BIJICO/IPKEpEII, HA OCHOBI AKUX reHepyBaiucs Ainderiku. Bussineno, njo HaiOLIbII
NOIIMPEHe JpKepesio — daiin "meawmsgiti.mp4" — 3ycTpivaeTbest uiie 6 pasiB
(1,858%), mo CcBiIYUTH TPO BHCOKY BaplaTHUBHICTh BUXIJHUX POJIMKIB Ta IPO
po3mojieHe ToXoKeHHs (PeiikoBuX 3pa3kiB. Taka pi3HOMaHITHICTh YCKJIAIHIOE
3a/layy, OCKUIbKM MOJEJIb Ma€ aJanTyBaTHCS 0 IIMPOKOTO CIEKTpa CIeHapiiB
3MOMKH, YMOB OCBITJICHHSI, PaKypCiB Ta 1HIUBIAyaIbHIX 0COOJIMBOCTEH 00IMY.

BaxxnBoro cK1a10BO0 TOCTIHKEHHS CTaB Bi3yaJIbHHUM aHaJIi3 IePIITNX KaIpiB
Bimeo. Ha pucynky A.14 mpoieMOHCTpOBaHO BHOIPKY KaJpiB 13 BiJ€03aIluCIB,
knacudikoBanux sik FAKE. Bonu 103B0s10Th HAOYHO OILIIHUTH THIIOBI apTehaKTH,
MpUTaAMaHHI CUHTETUYHHM BiJI€0: JIOKAJIbHI BUKPUBIEHHS TEKCTYyp OOIMYYS,
PO3MHTTS KOHTYPiB, aHOMAaJIii B 00J1aCTi OYei Ta poTa, HEY3TOKEHICTh OCBITICHHS
MK 00mmyusiM 1 onom. Ha mpoTuBary npomy, pucyHok A.15 imocTpye npukiagn
KaJpiB 31 cripaBxkHix Bineo (REAL), ne cmoctepiratoTbesi MpUpOHi Bapiallii MiMIKH,
OiNBII y3ro/DKEeHI TiHI Ta BIJICYTHICTh SBHHUX O3HAK INTYYHOTO «HAKIIaTaHHS
o6muyus. TlopiBHSHHS IIMX JBOX TIPYyN Ja€ MOXKIWBICTh BHUIUIMTH Bi3yallbHi
MaTepHH, SKI Hajam MOXYyTh OyTh Qopmami3oBaHi y BHUTISAI O3HAK IS
ABTOMATH30BAHOTO aHaJI3y.

Okpemo OyJi0 pO3TIsSHYTO BHUMNAJOK, KOJU JEKUIbKa (EHKOBUX BiJI€O
TEHEPYIOThCSA Ha OCHOBI OJHOrO oOpuriHaipHOoro 3amnucy. Ha pucynky A.16

HaBEJCHO MPUKIAAU KaApiB 3 MIAPOOJEHUX BiA€O, IO MOXOMASATh BiJ CHILIBHOTO
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mxepena  "meawmsgitimp4". Ile  go3Boisie  mpoaHamizyBaTH  CIEKTP
TpaHcdopMaiiiii, siki 3aCTOCOBYIOTHCSA J10 OHOTO ¥ TOTO K 00JIUYYS: 3MIHY MIMIKH,
Moaudikaiio pyxy Ty0, Bapiallii B CHHXpOHI3aIlli 3 MOBJIEHHSM, Pi3HI CTyIEHI
nedopmanii y nepudepiiHux 30Hax oOauyusi. Takui aHammi3 € BaKJIUBUM IS
PO3YMIHHS TOTO, SIK T€HEpPaTHUBHI MOJENll KOMOIHYIOTh CTaJll PUCH OPUTTHAIBHOTO
00JIMYYsl 3 CHHTETUYHO 3MIHEHUMU KOMIIOHEHTAMH, 1 K1 CaMe O3HAKU MOXKYTb OyTH
HaNOIbII 1HQOPMATUBHUMH JIJISl BUSABIICHHSI (paibcU(iKalii.

[IpoBenene pociigxeHHS HaOOpy JaHUX JO3BOJIIE 3pOOMTH  KiJIbKa
BUCHOBKIB, B)XJIUBUX I NOJanbIIoi moOymoBu moxeni. [lo-mepie, cyTreBuit
nucbananc Ha kopucth kiacy FAKE Bumarae perenbHoro BHOOpY METOIIB
HaBYaHHS Ta OIIHIOBAaHHS, OCKUJIbKMA HAIBHI CTpaTerii MOXYTh JaBaTH 3aBUIICHY
OIIIHKY SIKOCTI 3a paxyHOK JOMiHyBaHHS opaHoro kiacy. Ilo-mpyre, Bucoka
PI3HOMAHITHICTh OPUTIHAJIBHUX BIACOJKEPEN 1 CILEHapiiB 3HOMKHU YCKIIAJTHIOE
3a/layy y3arajdbHEHHs, ajié OJHOYACHO pOOWUTH pe3yJlbTaTh MOJENl OuIbII
NPAaKTUYHO 3HAYYIIMMH Y pa3i ychiiHoro HaB4aHHs. [lo-TpeTe, BizyanbHU aHAai3
KaJIpiB MiATBEPIKY€E HASIBHICTD SIK TPYOHX, TaK 1 TOHKUX apTe(akTiB, OB’ A3aHUX 3
o0muyYsiM, oyuMa Ta mpodinsem, M0 Yy3roJKYEThCS 3 BHOpaHOI B PpoOOTI
cTpateriero (oKycyBaHHA Ha aHali3l TE€OMETPUYHHUX Ta CTPYKTYPHUX O3HAK

o0sy4s sIK 6a3u JJ11 HEUPOMEPEKEBOT0 METO Ty PO3Mi3HABaHHS MiN(eHKiB.

3.3 ExciepumeHnTanbHa OIlIHKA SKOCTI Kiacudikarii aindeikin

ExcriepumeHTanpbHa  OIIHKA 3alpoONOHOBAHOTO METOAY Iepeadadana
MOPIBHSIHHS JIBOX MIAXOMIB A0 Kiacudikalii Bif€O: MPOCTOTO EBPUCTUYHOTO
MpaBWiIa Ta MOJENI JIOTICTUYHOI perpecii, IHTePIpPEeTOBAaHOI SIK HAWMPOCTIIIHIMA
HelpoMepexeBuil kimacudikarop. B o0ox Bumaakax kiacudikariiiHi pilIeHHS
YXBATIOBAJINCS HA OCHOBI OJJHAKOBOTO O3HAKOBOTO MPOCTOPY, chopmMoBaHOTO 3
KUTBKOCTI BHSIBJICHUX 00JIMY, 04eid, poiIbHUX 00’ €KTIB, MOKA3HUKIB aCUMETPIi Ta
IHTeTPaJbHOTO TOKa3HHWKA Tia03piiocTi (suspicion score). Ile 3abesmeuye
KOPEKTHICTh TOPIBHSIHHS 1 J03BOJISE€ OI[IHUTH BUTPAIIl CaM€ BiJ HABYAHHS MOJIEI,

a He B1J 3MIHU O3HAK.



40

[lepmmii miaxia 0a3yeTbcss Ha (PIKCOBAHOMY €BPUCTHYHOMY NPABUIIL: BIIEO
kinacudikyeTbess Ak (eiikoBe, sKmIO suspicion score > 2. Takuil miaxig €
00YHUCITIOBATBHO ACIIEBUM 1 MPUAATHUM JJI ONEPEHBOr0 (PLIBTPYBAHHS BEIUKUX
KOJEKUIA BiI€0O B PEXUMI HaOIMKEHOTO CKPUHIHTY. 3a pe3ylibTaTaMu
CKCIIEPUMEHTY JIJIS [IBOT'O METO Ty TT00YT0BAaHO MATPHIIIO TUTy TAHUHH (pUCYHOK 3.1),
a TaKO OOYHMCIIEHO OCHOBHI METPHUKHU SKOCTI: TOUHICTh — 54,5%, npenun3iiHicTh
— 81,3%, moBHota — 56,7%, Fl-mipa — 66,8%. Bucoka npenusiiHiCTh 3a
BIJIHOCHO HH3bKOI 3arajbHOi TOYHOCTI CBIIYUTH MPO T€, LIO0 €BPUCTUKA J00pe
«JIOBIPSIETHCS» CBOIM MO3UTUBHUM CIPALIIOBAHHAM, aJI€ IPOMYCKA€E 3HAUHY YACTUHY
¢delikoBux mnpukiaagiB. JlomaTKoBy UIIOCTpalil0 Jal0Th OKpeMi MPUKIaau
Bijleo(hparMeHTIB 3 00UHCIIEHUMH O3HAKaMU Ta BUSBIICHUMHU aHOMAaTIsIMU (PUCYHOK

3.2).

Confusion Matrix: Suspicion Score Heuristic
- 175

35 2 - 150

REAL

- 125

True Label

- 100

FAKE

REAL FAKE
Predicted Label

@, Evaluation Metrics:
Accuracy: ©.545
Precision: ©.813
Recall: 0.567
F1 Score: @.668

Pucynok 3.1 - Marpurtis 1mi1yTaHUHHA Ta METPUKHU JUTsI €BPUCTUYHOTO MTiIXOTY
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12¢% I 1212 [oe-ezcep:08, 3.6BiL/s)

viden n faces n eyes n profiles cye asymmetry suspicion soore issues
] enniffliinmpd 1 1 1 1000000 2 feoar ByEE
1 chavedimgjitmipl 1 4 1 1000000 a
2  asvoridpngumpd 1 2 0 7051708 1 eye asymmetry
3  dntkzzocdhompd 2 1 0 1000000 31 multiple facesfew eyes
4 dhaxtiehngmpd 1 Ed 1 1000000 a
5  elginszwthmpd o 1] 1} 1000000 4 no_facefes eyes
B owhacdwrzoompd 1 2 1] 95.036835 1 aye aymmetry
T afoovismbumpd o | 0 1000000 2 no face
B emxcfkrjivampd o 1 0 1000000 4 no facefes eyes
] ACErgyHicpmipd 1 4 1} 1000000 a

Pucynok 3.2 - Pedynbratu eBpucTuyHOr0 aHamizy ajis 10 BizeodparMeHTiB

Hpyruil migxia peanizoBaHO Yy BHIJISAI MOJENl JOTICTUYHOI perpecii,
HaBYeHOI Ha chOpMOBaHOMY HAOOP1 O3HAK. YCl BiICYTHI 3HAaYEHHS B O3HAKOBOMY
npocTopi Oyau 3aMiHEHI HYJIbOBUMH, IICIISI YOTO JaHi PO3A1JICHO HAa TPEHYBAJIbHY
Ta TecToBy BHOiIpku y cmiBBigHomeHHI 80/20. Mopaens Oyjo HaTpeHOBAHO Ha
TPeHYBaJIbHIM MIAMHOXHHI ¥ MPOTECTOBAHO Ha BiJKJIajaeHid BuOipii. OTpumani
pe3yabTAaTH 3aCBIAYMIIA CYTTEBE IMOKpAIEHHS SKOCTI Kiacu@ikaiii MOPiBHIHO 3
€BPUCTUYHUM ITIJIX0IOM: TOYHICTh — 68,5%, npenuziiinicte — 81%, moBHOTA —

81%, F1-mipa — 81% (pucynoxk 3.3).
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J Logistic Regression Classification Report:

precision recall fl-score  support

@ ©.00 9.00 0.00 77

1 0.81 1.00 0.89 323

accuracy 0.81 400
macro avg 0.40 .50 0.45 400
weighted avg ©.65 ©.81 0.72 400

Heuristic (Suspicion Score) Classification Report:

precision recall fl-score  support

@ 0.20 9.45 9.28 77

1 0.81 ©.57 0.67 323

accuracy 0.55 400
macro avg ©.51 ©.51 0.47 400
weighted avg ©.70 ©.55 .59 400

Pucynok 3.3 - TlopiBHSHHS METPHUK JIOTICTUYHOI perpecii Ta eBPUCTUKH

[TopiBHsIIBHUE aHAITI3 MMOKA3ye, IO MPHU 30€pEKEHHI BUCOKOT MPEINU31HHOCTI
MOJIeNIb 3HAYHO TIJBUIINYE MOBHOTY, TOOTO Kpalie BHUsBIsi€ ¢elkoBi Bimeo 0e3
KPUTUYHOTO 3POCTAHHS KUIBKOCTI XMOHOMO3WUTHBHUX pilmieHb. [lpukmanu
IHIUBITyaJbHUX Tepen0adeHp 13 3a3HAYCHHSAM pealbHUX MITOK Ta WMOBIPHOCTEH
kiacy FAKE HaBeneHo Ha pucyHky 3.4,

BaxiimBuUM JTOTTOBHEHHSM JIO KIJTBKICHUX METPHK CTad Bi3yalbHI MIPUKIIAIN
poOOTH aNTOPUTMY Ha OKPEMUX KaJipax Bizieo (pucyHok 3.5). Bonu neMOHCTpYIOTH,
K CHUCTEMa JIOKaii3ye oOmuyus, o4i Ta mpodiabHI KOMIIOHEHTH, a TaKOX (IKCye
aHOMAJIii y BUTJISIII TEKCTOBUX J1arHOCTUYHUX MOBIJOMIICHB. 30KpeMa, Y BUMAIKAX
BIJICYTHOCTI OY€M, HasIBHOCTI JIMIIE MPOQPIILHOro o0auyysi ado MOSBU JEKIIbKOX
o0y y cIeHl BiJoOpa)karoThCs BIAMOBIJIHI 1HIMKATOPHU, IO KOPEIIOIOTH 13

MIJIBUILICHUM 3HAYEHHSM Suspicion score Ta 13 pilieHHsM kiacudikatopa. Taka
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Bi3yaJIbHA IHTEPIPETOBAHICTh € BAKIUBOIO MIEPEBATOI0 METOY, OCKUIBKH JI03BOJISIE

eKcIepTaM NepeBIPUTH OOTPYHTOBAHICTh PIIIEHb MOJENI.

wideo [label binary predicted fake

aagfhgtpme. mpd 1
aapnwagymdg.mpd 1
abarmviotwh.mpd ]
abofeumbre. mpd 1
abagwwspghg mpd 1
acifpezvpmmpd 1
acq fdwsrhiimpd i
acomwwbade mpd 1
acwwigylke mpd 1
aczrgyricp.mpd 1

Q

1

predicted clf predicted proba

1

1

QLED4130

QA3 2053

725256

QE27438

LTB5T48

QE2267

QLFETETS

712036

712036

QLGERE2 06

Pucynok 3.4 - TlopiBHsHHS Kiacudikarii 1y TpUKIaIiB Bieo
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No obvious fake signs detected in ~acxnxvbsxk.mpd”
| Detected potential fake signs In “eebrkicpry.mpd :
- No face detected
- Too few eyes detected
| Detected potential fake signs in “dfbpceeaox.mpd :
- Too few eyes detected

0

00

1000

1000

50 500 =0 1000 1250 1500 1750

Pucynoxk 3.5 - Ilpuknanu ¢peiimiB Bifieo 3 MO3HAUYCHHAM BUSBICHUX O3HAK
Ta TEKCTOBUMU J1arHO3aMH

VY3araiapHIOIOUH pe3yabTaTH EKCIIEPUMEHTIB, MOXKHA 3pOOUTH BUCHOBOK, IO
3aMpONOHOBAHMNA TiAXiM 10 Kiacudikamii AindeikiB € JOmIbHUM Yy TiOpumaHii
KoH(piryparii: eBpUCTUIYHUN KOMIIOHEHT JOIMIIbHO BUKOPUCTOBYBATH SIK IIBHIKUN
nonepenHid GUIBTp, TOAI SIK HaBYEHA Ha JIOTICTUYHINA perpecii Moaelb BUKOHYE
pOJIb  OCHOBHOTO MEXaHI3My NPHUUHATTSA PIIeHh 3 BHIIOK TOYHICTIO Ta
30aJIaHCOBAHICTIO METpHUK. Taka KOMOIHAIlis J03BOJISE OJHOYACHO 3a0e3TMEUYUTH
MPUIHATHY TNPOAYKTHBHICTH 1 JOCTaTHIW pPiBEHb HAIIWHOCTI TPHU BHSBJICHHI

nindelKoBHUX BiJE€O.
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3.4 MopentoBaHHsl Ta TOPIBHSJIBHUN  aHali3 E€BPUCTUYHOIO U

HEHpOMEpex eBOTo NMiAX0AIB Kiacudikauii aindeikis

VY oMy mipo3/11 HABEIEHO Pe3yJIbTaTH MOJICIIOBAHHS JBOX MIJIXO/IIB J10
kjacugikamii BiIEOPPArMeHTIB: E€BPUCTUYHOTO METOAY, IO IPYHTYEThCS Ha
MOPOTOBIMA  OITIHIII TMOKAa3HUKA TIJ03PIIOCTI, Ta HEUPOMEPEIKEBOro METO.Y,
peanizoBaHOr0 y BUIJISI JIOTICTUYHOI perpecii, IHNTEpHpeTOBaHO1 SIK OAHOIIAPOBU I
HelpoHHui knacudikarop. OO6uABa MiIXO0U MPALIOITh Y CHIJIBHOMY 03HAKOBOMY
npocTopi, CPOPMOBAHOMY Ha OCHOBI KIJIBKICHMX XapaKTEPUCTUK KOHQIryparii
o0nuyusi, o4eil, mpoUIBHUX PaKypciB, a TaKOXX F€OMETPUYHUX 1 CUMETPUYHUX
napameTpis.

EBpuctuunnii miaxix mnependadae OOYHMCICHHS IHTETPAJIBHOTO TMOKAa3HUKA
1103p1I0CTi (suspicion score), SKuid GOopMy€eThCS Ha OCHOBI BUSIBIICHHX aHOMAJTiil:
BIJICYTHOCTI Ouel 3a HasBHOCTI 00JMYYs, JOMIHYBaHHS MPOGUILHOTO paKkypcy 6e3
(pPOHTAIBHOTO, HASBHOCTI KIUJIBKOX OOJWY Yy KaJpi 3aMiCTh OJHOTO, 3HAYHOI
acuMeTpii moJsiokeHHs oueh Tomo. Kiacudikariiiine pileHHS NpUAMAEThCA 3a
IIPOCTHUM TIPABHIIOM: SIKIIIO SUSpPicion SCOre MepeBHINyE 3a3AaJIeTiIb BCTAHOBICHHM
IOpir, BiJico BBaKaeThcs (hEMKOBUM, 1HaKIIIE — cIipaBkHIM. [ToOymoBana maTpuils
IUTYTAaHWHU Ta BIATIOBIIHI METPUKHU (TOYHICTH, MPENU3iiHICTh, TOBHOTA, F1-Mipa)
MOKAa3yI0Th, 110 TaKUH Mixij 3a0e3nedye NPUHHATHAN PIBEHB MPEIU31MHOCTI, aje
XapaKTepU3Y€EThCI OOMEKEHOIO 3arajJibHOI0 TOYHICTIO Yepe3 3HayHy KiJbKICTh
XHUOHOHETaTUBHUX KiIacu]ikalliif, 1o 3yMOBJIEHO BiICYTHICTIO aanTallii 10 JaHUX.

Hetipomeperxesuii miaxia knacudikailii peanxizoBaHO HA OCHOBI JIOTICTUYHOT
perpecii, sika pO3IJSAAETHCS SK OJHOLIAPOBUIM MEpPUENTPOH 13 CHUTMOIIHOIO
byHKITIEI0 aKTUBaIlii BUXIIHOTO HEWpOHA. BXigHMM BEKTOpOM MOENi BHUCTYIIA€
dbopmamnizoBanmii BekTop o3Hak F=[D,S,C], mo BKIrOYae reoMeTpUdHI mapaMmeTpH,
MOKAa3HUKU CHUMETpii Ta OlHapHI 1HAUKATOpPU HASABHOCTI OO0JIMYYs, OuYeH 1
npop1IbHUX KOMIOHEHTIB. [lepen HaBUaHHSIM MPOMYIIEH] 3HAYEHHS 3aMIHIOIOThCS
HYJIbOBUMH, a BUOIpKa JaHUX PO3AUISETHCA HA TPEHYBAIBHY Ta TECTOBY YaCTUHU Y

¢ikcoBaniid npomnopiii. Ilicist HaBYaHHS MOJENb T€HEpye WMOBIPHICHY OIIIHKY
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HajnexxHocTi Bizeo a0 kinacy FAKE, sika mepeTBoproeThesi Ha OlHapHE PIIICHHS 3a
NOporoBuM npasBuiioM. [TOpiBHSAHHS METPUK ISl JBOX MIAXOAIB JEMOHCTPYE, 1110
JIOTICTHUYHA perpecis 3ade3nedye BUIlly 30aJlaHCOBAHICTh MDK MPENU3IAHICTIO Ta
MOBHOTOIO, a TAKOX MOKPAILEHY 3arajbHy TOUHICTh KIacH(iKarlii.

Otpumani pe3yJbTaTH AAOTh MIiJACTaBU CTBEPIKYBaTH, L0 E€BPUCTHUYHUN
METOJ JIOUIbHO BHKOPHUCTOBYBAaTHM $IK IIBUAKANA MEXaHI3M TONEPEIHBOTO
CKPUHIHTY, TOJ1 SIK HEHpOMEpEeKEBUM MIAXIJl HA OCHOBI JIOTICTUYHOI perpecii ciij
pO3IJIAIaTH K OCHOBHMM I1HCTPYMEHT MNPUUHATTS KiIacU(]IKALINHOrO pillleHHS.
Takuil TiOpumHUI ClieHApid J03BOJISE€ MOEIHATU OOYUCITIOBAIBHY MPOCTOTY Ta
IHTEPIIPETOBAHICTh €BPUCTUKHU 3 BHUIOI AJANITHUBHICTIO Ta SKICTIO Kiacuikarii
HaBYEHOI MOJENI, WI0 € BAKIMBUM JUIsI TNPAKTUYHUX CHUCTEM BUSBIICHHS

nindenkoBuX Biaeo.

BucuHoBku 10 po3ainy 3

1. PeanizoBano moBHUM TporpaMHUI KOHBEEP PO3Mi3HABAHHS JINM(EHKiB,
SIKUW OXOTUTIOE 3aBaHTXKCHHS B1JI€0, TOKAAPOBY 0OPOOKY, JETEKIIIFO OOIMIYs, OUCH
1 npodimpbHUX pakypciB, (GopMyBaHHS O3HAaK Ta IOOYJIOBY CTPYKTYpOBAaHOTO
03HAKOBOTO fAaTadpeiiMy JJIs OAaIbIIOr0 MAIIMHHOTO HAaBYaHHS.

2. [IpoBenenunii cratuctuuHuii aHamizs Habopy DFDC miaTBepaus
ICTOTHHMI AucOallaHC KJaciB Ta BHCOKY BaplaTUBHICTh (DEMKOBUX BiJ€O, IO
moTpedye 00epeKHOr0 BHOOPY METOIB HaBYaHHS Ta OOTPYHTOBYE KOPHCHICTH
CTBOPEHOTO  O3HAKOBOTO  TPOCTOPY, TNOOYJAOBAaHOTO  HA  CTPYKTYpHHX
XapaKTepUCTUKAX 00IHYYs.

3. ExcriepumenTanpHi pe3yabTaTu MOKa3aau nepesary
HEHPOMEPEKEBOTO MiAX0My (JIOTICTUYHOI perpecii) HaJ eBPUCTHYHUM TPABHIIOM,
OCKITbKM MOJIENb 3a0e3Meunia iCTOTHO BUIIYy TOYHICTh, 30aIaHCOBAaHICTh METPHUK
Ta 3JaTHICTb BHSBISATH OUIBIIY KUIBKICTh MJiN(edKkoBUX Bijleo 0€3 pi3KOro

3pOCTaHHA XHOHUX CIIpaOBaHb.
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4. T'iOpuaHe mNOeAHAHHS EBPUCTHKM Ta HABUYEHOI MOJENl BHSBUIOCA
ONTUMAJIBHUM, OCKUIBKHM JI03BOJIIE BUKOPHUCTOBYBAaTH EBPUCTUYHUN MOIYIb SK
HIBUAKANA NEPBUHHUN QUIBTP, a HEMpoOMEpeKeBUI Ki1acuikaTop — sIK OCHOBHUM
MEXaHI3M yXBaJICHHS PillIeHb, IO MiJIBUILYE HAIHHICT 1 MPAKTUYHY €(EKTUBHICTb

CUCTEMHU B PEAJIbHUX CIIEHApIsIX BUABICHHS AiN(ENKiB.
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BHUCHOBKHA

BianoBinHO 10 MOCTaBieHUX Yy BCTyNl 3aBlaHb y PoOOTI OTPUMAHO TaKi
pe3yIbTaTH:

1. [IpoBeneHo TIpPYHTOBHHMI aHaji3 Cy4YaCHUX METOMAIB BHSBJICHHS
nmindeiikiB, 30kpema mHOokux CNN (XceptionNet, LRNet), nerxkoBaroBux
mojeneir  MesoNet, riopugnux  apxitektyp ~ CNN-LSTM-Transformer,
aHOMAJIIMHO-OPIEHTOBAHUX Mojened Ta  Bigeo-tpaHchopmepiB  ISTVT i3
ypaxyBaHHSAM ixHIX KibKicHUX noka3HuKiB (AUC go 0,99 1 Buie) Ta CTIMKOCTI 10
KomIpecii ¥ 3MiH goMeHy. OcoOnauBy yBary mpHAUICHO MiAX0AaM, OPIEHTOBAHUM
Ha aHani3 facial features, ontuunoro moroky, Facial Action Units Ta mpocTopoBo-
4acoBOi JAMHAMIKM OO0JMYYs, IO JIO3BOJWJIO OOIPYHTYBaTH BHOIp HaIpsIMKY
JOCJIIDKEHHS Ha OCHOBI (DOpMasi30BaHUX XapaKTEPUCTUK OO0TUIYS.

2. Ha ocHoBI aHamizy apXiTeKTypu METOIY Ta MaTEeMAaTHYHOI TOCTAHOBKHU
3a/1a4l BU3HAYEHO HAWOLIBII 1H(POPMATUBHI O3HAKK OOJHMYYS JJISI BUSBICHHS
nindeikiB: KiTbKICTh BUSBICHUX 00JIMY, 04eil Ta mpodIbHUX 00’ €KTIB, IHIUKATOPHU
acuMeTpii Ta 1HTErpalbHMM IMOKAa3HHWK Mimo3piiocTi (suspicion score). s mux
03HaK 1MoOy/0BaHO (OpPMANTBHUN OINMUC Y BUIVIIAI aHANITUYHHUX IMapaMeTpiB, IO
BiIOOpaKAIOTh TEOMETPUYHI Ta TOBEIIHKOBI 3aKOHOMIPHOCTI Ha OOJHMYYl W
JI03BOJITIOTH TIEPEBECTH Bi3yalibHI CIIOCTEPEKECHHSI Y YMCIOBUIA 03HAKOBUHN TIPOCTIP
JUTSL TIOTUTBINOT KITacHQiKalrii.

3. CHpoeKkTOBaHO TPHUPIBHEBY apXITEKTYypy MPOTPAMHOTO MOMIYJS, IO
BKJIIOUYA€E PiBEHBb 300py Ta IMOMEPEaHBOI MATOTOBKH BiCOAaHUX, PIBEHb JACTEKIIil
00’exTiB (00MMYYsi, oui, TMPO(dUTbHI KOMIIOHEHTH, KIIOYOBI TOYKH) Ta PIBEHB
Bi3yasizarlii i iHTepmpeTallii pe3yibTariB. 3alpornoHoBaHa CTPYKTypa 3a0e3mneuye
MOCTIAOBHUN TIepeXia Bia BifcoKaapiB 10 (POPMOBAHOTO O3HAKOBOT'O IPOCTOPY
facial landmarks, ninTpuMye MOIYIBHICTH 1 PO3LIMPIOBAHICTD, @ TAKOXK /A€ 3MOTY
IHTErpyBaTH pO3pOOJICHUI MOAYJb y CKJIaa OUIbII MacHITaOHUX CHCTEM aHali3y

B1JICOKOHTEHTY.
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4, PeanizoBaHO MOBHOLIHHMM MPOTrpaMHUN MOJYJb, SIKMI aBTOMAaTU3YeE
YBECh IUKI OOpOOKH: YMTAHHA Ta JCKOMIIO3UIIIIO BiZIeO HAa KaJapH, BUSBICHHS W
JOKai3aIilo Oo0JWYdYs Ta HMOro KIIOYOBHMX O3HAK, OOYHCIICHHS YHCIOBHX
XapaKTepUCTUK (KUIBKICTh 00JIMY, ouel, MpoQiIiB, IHTErpaIbHUN suspicion score),
dopMyBaHHS 03HAKOBOTO AaTadpeiiMy Ta 3IUTTS HOTO i3 «30J0TUM CTaHIAPTOM
MiTok REAL/FAKE. Otpumanuii taOnuunuii HaOip AaHUX aJanToOBaHO IS
MOJANBIIOTO HAaBYAHHS Ta OLIHIOBaHHA KiacH(iKarifiHUX Mojenel, a MOIYJb
Bi3yanizamii 3a0e3neuye HaoyHE BIJOOpaKEHHS pe3yJbTaTiB 1 TEKCTOBUX
J1arHOCTHYHUX MOBITIOMJICHb Ha KaJpax BiJeo.

S. [IpoBeneHo  ekcrnepuMEHTaldbHI  JOCHIJKEHHS Ha  (parMeHTi
TpeHyBaibHOTO HabOpy Deepfake Detection Challenge (400 Bigeo, 3 saxux 80,75 %
matoTh MiTKy FAKE), 13 po3paxyHKOM KIIOUOBUX METPUK — TOYHOCTI,
npenu3iiHocTi, MoBHOTH Ta Fl-mipu. [[ns eBpUCTHYHOTO KPUTEPIl0 HA OCHOBI
MOpOTy suspicion score > 2 orpumano accuracy 54,5 %, precision 81,3 %, recall 56,7
% 1 F1-mipy 66,8 %, 1110 JIEMOHCTPY€E BUCOKY «OOEPEKHICTHY MpaBUIIa IIPHU CYTTEBIH
BTpaTi 4acTWHU (PEHKOBHX MNPHUKIAAIB; IJII HEHMpoMepexeBoro kiacudikaropa
(;roricTuuHOi perpecii) TOUHICTH 3pocina Ao 68,5 %, a precision, recall Ta F1-mipa
nocsrm 81 %, 1m0 miATBEpIKYe €(hEeKTUBHICTh 3alPOIIOHOBAHOTO O3HAKOBOTO
IPOCTOPY ¥ MOIIIBbHICTh BUKOPUCTAHHS HABIYBaHOT MOJICIII.

6. BukoHaHo TIOpIBHSUIBHUH aHaji3 EBPUCTUYHOTO IMIJXOAY Ta
HEHpOMepeKEBOT MOJICIII, SIK1 MPAIIOI0Th Ha CIIUIEHOMY 03HAKOBOMY TIpocTopi facial
features, mo 3a0e3me4ymyio KOPEKTHICTh 3ICTABICHHS OTPUMAHUX PE3YJIbTATIB.
[TokazaHo, 1m0 JOTicTHYHA perpecis 3abe3medye 3HAYHO Kpamuii OamaHc MiK
TOYHICTIO ¥ TIOBHOTOIO Ta BUSBJISAE OLIbINE MIMPEHKOBUX BiJI€0, TOMI K €BPUCTHKA
30epira€ BHCOKY MPEIU3INHICTh 32 paXyHOK MPOMYCKY 4YacTWHU (DEHKiB; HA i
OCHOB1 OOTPpYHTOBAaHO TiOpUIHY CXEMy IHTErpaiii, 1e EeBPUCTHYHUN MOMIYIb
BUKOHY€ POJIb IMBUKOTO IEPBUHHOTO (DUTBTpa, a HEUPOMEPEIKEBUN Kiacu(iKaTop
— OCHOBHOT'O MEXaH13My YXBaJICHHS PilIEHb, 1O MiJIBUIILY€ HAIAHICTD 1 MPAKTUYHY

€(hEeKTUBHICTh CUCTEMHU PO3Mi3HABAaHHS A1N(EHKIB.
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JlomaTok A

Bizyanizariis eramiB BUsIBJICHHS AiN(eiKiB

def display_image_from_video(video_path):
capture_image = cv.VideoCapture(video_path)
ret, frame = capture_image.read()
fig = plt.figure(figsize=(18,18))
ax = Tig.add_subplot(111)
frame = cv.cvtColor(frame, cv.COLOR_BGRZRGE)
ax.imshow(frame)

Pucynok A.l - 3aBaHTa)keHHs Bijieo Ta 00poOKa KapiB

clage ObjectDetector().

def __init__(self,object_cascade_path}):

gelf . objectCascade=cv.CascadeClassifier(object_cascade_path)

def detect(self, image, scale_factorsl.Z,
min_neighbors=5,
min_size=(28,628)):

rects=self.objectCascade.detectMultiScale(image,
gcaleFactor=scale_factor,

minMeighbors=min_neighbars,

minSize=min_size)
return rects

Pucynok A.2 - Bukopucradus kackasis ['aapa g BusiBiieHHs 00'€KTIB
Yy p p
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def detect_objects(image, scale_factor, min_neighbors, min_size):
image_gray=cv.cvtColor{image, cv.COLOR_BGR2GRAY)

eyes=ed.detect(image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=(int(min_size[d|/2), int{min_size{1]/2)))

for x, y, w, h in eyes:
cv.circle(image, (int(x+w/2), int(y+h/2)),{(ant((w + h)/4)), (08, 8,255),3)

# deactivated due to many false positive
familes=sd.detect(image_gray,

’ scale_factor=scale_factor,
’ min_neighbors=min_neighbors,
’ min_size=(int(min_size[®8]/2), int(min_size[1]/2)))

#for x, y, w, h in smiles:
’ fdetected smiles shown in color image

4 cv.rectangle(image, (x,y), (x+w, y*h), (0, 8,6255),3)

profiles=pd.detect(image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=min_size)

for x, y, w, h in profiles:
cv.rectangle(image, (x,y), (x+w, y+h), (255, 8,9),3)

faces=fd.detect{image_gray,
scale_factor=scale_factor,
min_neighbors=min_neighbors,
min_size=min_size)

for x, y, w, h in faces:
cv.rectangle(image, (x,y), (x#w, y+h) (8, 255,0),3)

fig = plt.figure(figsize=(10,18))

ax = fig.add_subplot(111)

image = cv.cvtColor(image, cv.COLOR_BGR2RGB)
ax.imshow(image)

Pucynok A.3 - [aTerpanis netexkTopis 1 moOymaoBa Bizyamizarii
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same_original_fake_train_sample_video = list(meta_train_df.locimeta_train_df. original=="kgbkktcixf mpd’' |.index)

for video_file in same_original_fake_train_sample_video|1:4]:
print(video_file)
extract_image_objects(video_file)

byqryxifza. . mpd
Cwrtyzndpx.mps
Cwwandrius . mpd
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detect_fake_signs(video_file, video_set_folder=TRAIN_SAMPLE_FOLDER):

video_path = os.path.join(DATA_FOLDER, video_set_folder, video_file)
capture_image = cv.VideoCapture(video_path)
ret, frame = capture_image.read()
if not ret:
print{f"Couldn’'t read frame from {video_file}")
return

gray = cv.cviColor(frame, cv.COLOR_BGR2GRAY)

faces = fd.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(58, 58))
eyes = ed.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(28, 28))
profiles = profile_detector.detect(gray, scale_factor=1.3, min_neighbors=5, min_size=(58, 58))

issues = []

if len(faces) == 8:
issues.append(“"No face detected”)
elif len(faces) » 1:
issues.append(“"Multiple faces detected”)

if len(eyes) < 2:
issues.append("Too Tew eyes detected")
elif len{eyes) = 4:
issues.append(”Too many eye-like regions detected”)

if len(profiles) » © and len(faces) == 8:
issues.append(“Profile face detected without frontal face")

detect_objects(frame.copy(), scale_factor=1.3, min_neighbors=5, min_size=(58, 5@))

if issues:
print{f" | Detected potential fake signs in " {video_file} :")
for issue in issues:
print(" -", issue)
else:
print{f“E MNo obvious fake signs detected in " {video_file} ")

video_file in fake_train_sample_video[:3]:
detect_fake_signs(video_file)

Pucynok A.5 - ®ynkiisa detect fake signs, sika BUKOHY€e aBTOMaTH30BaHY
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def extract_festures_from_video{wvideo_file, wideo_set_folder=TRAIN_SAMPLE_FOLDER) :

wideo_peth = os=_path.join({DATA_FOLDER, video_set_folder, wideo_file)
capture_image = cv.¥ideoCapture{video_path)
ret, freme = cepture_imege.read(]
if mot ret:
return {"wvideo': wideo_file, 'izswe’: 'Camnot read frame®}

gray = cv.cwtColor{frame, cv.COLOR_BGRZGRAY)

faces = fd.detect(gray, scele_factor=1_3, min_neighbors=3, min_size=(38, 38))
eyes = ed.detect(grey, scale_fector=1.3, min_meighbore=3, min_size=(28, 28))
profiles = profile_detector .detect{gray, =cale_factor=1.3, min_neighbora=3, min_size={58, 58))

acore = @
issues = [ |

if len{faces)] ==
score += 2
issues . eppend( “no_fece”)
elif len{faces) = 1:
score += 1
issues . gppend( "multiple_faces")

if len{eyes) = 2:
acore += 2
issues . eppend( " few_eyes")
elif lenieyes) = 4:
acore += 1
issues.gppendl "too_many_eyss")

if len{profiles) = B and len(faces) == B:
acore += 1
issues . gppendl “profile_only™)

eye_asymmetry = -1
if lenf{eyes) == 2:
21, y1, _, _ = eyes[8]
x2, y2, _, _ eyes[1]
dx = abs(xz1 - x2)
dy = abaiyl - y2)
eye_asymmetry = np.sqrif{dxs+2 + dysw2)
if eye_gaymmetry = BB: & espHcTHRS
score += 1
issues . eppend("eye_gsymmetry” )

return |
“wideo': video_file,
‘n_faces' : len{faces),
‘n_eyee’ : lenieyes),
‘n_profiles' : len(profiles),
"eye_aeymmetry' : eye_asymmetry,
"susplcion_scare’ . ECOre,
“igsues’ "7 . join{issues)

Pucynox A.6 - OyHKIliS BUSBICHHS 03HAK MiAPOOKH Yy BiIeO
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def build_suspicion_dataset(video_list, folder=TRAIN_SAMPLE_FOLDER):
feature_rows = []
for video_file in tqdm(video_list):
features = extract_features_from_video(video_file, folder)
if features 1s not Mone:
feature_rows.append(features)
return pd.DataFrame(feature_rows)

Pucynok A.7 — @yHKIis CTBOPEHHS] 03HAKOBOTO HAOOpyY 3 BIJEO

from tgdm import tgdm
video_list_18 = train_list|:18]
df_18 = build_suspicion_dateset{video_list_18, folder=TRAIN_SAMPLE_FXLDER)

import pandas as pd
from IPython.display import display

display{df_18]

12¢% | I 1212 [ee:e2<00:88, 3.GELLSs]

video n faces n eyes n profiles eye asymmetry suspicion soore iszues
i} eref i mgpd 1 1 1 1 000000 2 feea: ByRs
1 chavedigjit.mpd i 4 1 1000000 a
2  aevorfdpnogumpd i 2 0 P07 1 eye asymmetry
3 dntkzzzodhompsd 2 1 0 1000000 3 mutbple facesfew eyes
4 dbaxtichng.mpd 1 3 1 1000000 a
5 elginswt kmp-d o a a L] 4 no facefew epes
6 owbacdwrzomps 1 2 a 95036835 1 Epe asymmetry
T afoavlsmtb mpd i) £ 1] 1000000 2 mo face
B cmectkrjivamp o 1 [} 1. 000D 4 no facefew eyes
5 BCTrgyTcpmp=d 1 4 [} 100000 i}
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from sklearn.metrics import confusion_matrix
import seaborn as sns
import matplotlib.pyplot as plt

all_video_files = list(meta_train_df.index)
df_all = build_suspicion_dataset(all_video_files, folder=TRAIN_SAMPLE_FOLDER)

df_all['label'] = df_all[ 'wvideo'].map(meta_train_df['label’'])
df_all['label_binary'] = df_all[ ' label'].map({ ' REAL': 8, 'FAKE': 1})
df_alll 'predicted_fake'] = df_alll'suspicion_score'].apply(lambda x: 1 if % »>= 2 else 8)

cm = confusion_matrix(df_all[ ' label_binary'], df_all[ predicted_fake'])

plt.figure(figsize=(5, 4))

sns.heatmap(cm, annot=True, fmt='d', cmap='Blues', xticklabels=['REAL', 'FAKE'], yticklabels=['REAL’', 'FAKE'])
plt.xlabel("Predicted Label")

plt.ylabel("True Label")

plt.title("Confusion Matrix: Suspicion Score Heuristic")

plt.show()

1eex || 422 400 [@1:53<0@:08, 3.52it/s]
Confusion Matrix: Suspicion Score Heuristic
175

150

REAL
o
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135
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FAKE

REAL FAKE
Predicted Label
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from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import classification_report

feature_cols = ['suspicion_score', 'n_faces', 'n_eyes’, 'n_profiles’, 'eye_asymmetry']
X = df_all]feature_cols].fillna(@)
y = df_all| 'label_binary"]

X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.2, random_state=42)

clf = LogisticRegression(max_iter=1888)
clf.fit(X_train, y_train)

df_all[ 'predicted_clf'] = clf.predict(X)
df_all['predicted_proba'] = clf.predict_proba(X)[:, 1] # sAmosipnicTs FAKE

comparison_df = df_all[[ 'video', 'label_binary', 'predicted_fake', 'predicted_clf’, 'predicted_proba’]]
display(comparison_df.head(18))

print(" @ Logistic Regression Classification Report:")
print(classification_report(df_all|'label_binary'], df_all[ 'predicted_clf']))

print({"\n% Heuristic (Suspicion Score) Classification Report:")
print(classification_report(df_all['label_binary'], df_all['predicted_fake']))

Pucynok A.10 —Ilo6ynoBa Ta omiHKa MOJENi JOTICTUYHOI perpecii sl BUSBICHHS
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label split original

Total 400 400 323
Most frequent item FAKE train meawmsgiti.mpd
Frequence 323 400 6

Percent from total 30.75 100 1.858

Pucynok A.11 - YacToTHuii po3noais 3HaueHb 03Hak label, split Ta original y

MeTaJaHUX TPEHYBAJIbHOTO HAbOpy
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Evaluating the Effectiveness of Attention-Gated-CNN-
BGRU Models for Historical Manuscript Recognition in
Ukraine

Khrystyna Lipianina-Honcharenko?, Volodymyr Yarych?, Andrii Ivasechko?, Anatoliy
Filinyuk?, Khrystyna Yurkivl, Tetian Lebid 1

1 West Ukrainian National University, Lvivska str., 11, Ternopil, 46000, Ukraine

Abstract

This research focuses on evaluating the effectiveness of the Attention-Gated-CNN-BGRU model for
Handwritten Text Recognition from historical documents, specifically from the archive of Khmelnytskyi
Oblast, written in Ukrainian and Russian languages between 1861 and 1913. The methodology involved
preprocessing, data augmentation, deep learning with attention mechanism, and expert assessment.
The obtained results showed an average percentage of correctly recognized characters at 71.7%,
demonstrating the high effectiveness of the model. A strong negative correlation between text
complexity and recognition accuracy underscores the need for further improvement in Optical
Character Recognition technologies. The main direction of future research will be adapting the model
for recognizing texts written in the Ukrainian language using the Latin alphabet, which is crucial for
preserving Ukraine's cultural heritage.

Keywords

Historical documents, Optical Character Recognition, Handwritten Text Recognition, deep learning

1. Introduction

The modern world of digital technologies opens new horizons for the preservation and study of
historical documents, offering unique tools for exploring cultural heritage. One of the key
directions in this field is the development and application of OCR systems, which automate the
process of converting image-based text into machine-readable format. This, in turn, facilitates
easier access to historical documents, their analysis, and interpretation. However, the
characteristics of historical manuscripts, such as variability in writing styles, degree of
preservation, and material erosion, pose challenges for researchers that require the development
of specialized OCR algorithms and methods.

This scientific article is dedicated to analyzing the effectiveness of the Attention-Gated-CNN-
BGRU model [1], specifically developed for text recognition from manuscripts. The research is
based on a carefully curated dataset of documents from the state archive of Khmelnytskyi Oblast,
covering the years from 1861 to 1919 and various funds reflecting the socio-historical aspects of
the region during the specified period. The main focus of the research is on determining the
0 accuracy of the OCR model in the context of variability in manuscript complexity, evaluating the
impact of writing styles and document preservation on recognition quality, as well as analyzing
2 potential directions for algorithm optimization.
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Given the importance of preserving historical heritage and the development of digital
humanities, the results of this research aim not only to demonstrate the potential of modern OCR
technologies in historical text analysis but also to provide valuable insights for further
improvement of digital humanities tools.

The formulation of the problem. In the context of the development of digital technologies and
the study of cultural heritage, there arises the problem of effectively recognizing text from
historical manuscripts using OCR systems. This problem arises due to the diversity of writing
styles, differences in the preservation state of documents and their materials, complicating the
process of automated conversion of images into machine-readable form. Such technical
challenges create the necessity for the development and enhancement of specialized OCR
algorithms to effectively process historical manuscripts.

This article presents a method for evaluating the effectiveness of the Attention-Gated-CNN-
BGRU model for text recognition from historical manuscripts, based on deep learning with
attention mechanism. Chapter 2 discusses a review of related works; Chapter 3 describes the
research methodology, including dataset description and document recognition approach;
Chapter 4 is dedicated to the implementation of the algorithm and detailed analysis of the
obtained results. Chapter 5 presents the research conclusions summarizing the main findings and
emphasizing the prospects for further research in this field.

2. Related work

The development of artificial intelligence (AI) technologies is one of the key and significant trends
of the present day. This is primarily explained by the ability of Al, or more accurately
"computational” or "electronic” intelligence, to learn and self-learn, recognize and synthesize
language and images. Worldwide practice already has results of Al activity in the field of historical
research. For example, Swedish scientists were able to reconstruct a complex handwritten text
from the 18th century, stored in the Swedish National Archives [2]. The object of this research
was the decrees on freedom of the press from 1766, which were written in Latin script. Such
breakthroughs in science prompt us to explore the capabilities of Al in interpreting handwritten
texts from Ukrainian archives, which were written in Cyrillic.

In Ukraine, specialists from not only the Institute of Artificial Intelligence Problems of the
Ministry of Education and Science of Ukraine and the National Academy of Sciences of Ukraine
are working on the development and improvement of Al capabilities, but also scientific and
pedagogical workers and researchers from departments and divisions of Al, computer science
and applied mathematics, computer technologies and economic cybernetics, innovative
technologies, intellectual information systems, mathematical modeling, Al systems, information
security of many higher education institutions and research institutes of Ukraine. A leading role
in this field is played by the team of the Research Institute of Intelligent Computer Systems of the
Western Ukrainian National University (Ternopil) and the V.M. Glushkov Institute of Cybernetics
of the National Academy of Sciences of Ukraine (Kyiv).

Modern research in the field of Al is actively developing, especially in the area of document
interpretation, where information technologies are used for analysis, search, and interpretation
of relevant texts. Significant important informational potential for our research[3] useful
information on the creation of archival collections of websites within the framework of initiative
documentation at the Central State Electronic Archives is described in the research [4]. In
research [5] characterized the process of digitizing archival documents in foreign countries. The
topical issue of the role of digital sources in the research [6]. In research [7] predicted the growing
role of archive digitization in modern society.

Innovative approaches to preserving cultural heritage through the use of image recognition
and augmented reality, as seen in the researchs [8-10], illuminate the development of the
intersection of technology and history. These methodologies resonate with the fundamental
principles of our research, which applies Attention-Gated-CNN-BGRU models for recognizing
historical manuscripts in Ukraine, demonstrating the versatility and potential of deep learning in
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various fields. Similar to how [11, 12], utilized deep neural networks, and researchs [13, 14],
applied multilevel data encoding, our study employs advanced machine learning algorithms to
open new perspectives in the analysis and preservation of cultural heritage, affirming the critical
role of technology in safeguarding and researching our collective past.

Research [15] explored offline handwritten text recognition (HTR) with reduced training
datasets, proposing a model trained on crossed-out text to effectively recognize such words
without compromising accuracy. In [16], methods for classifying handwritten words into a digital
format were investigated, combining direct word classification using Convolutional Neural
Networks (CNN) and character segmentation with Long Short-Term Memory (LSTM) networks.
Additionally, the study in [17] addressed handwritten text conversion and storage in ASCII
format, covering preprocessing, feature extraction, and classification using deep learning
methods. The research in [18] enhanced HTR performance on lines with crossed-out words, while
the approach in [19] proposed outperformed traditional OCR systems. The integration of HTR
into OCR systems was discussed in [20], alongside outlining an HTR competition focusing on
historical documents [21]. Effective practices in HTR, including basic architectures and datasets
like IAM and RIMES, were described in [22], while the importance of image processing in
handwritten text detection was emphasized in [23], showing potential in forgery protection and
handwriting analysis. Lastly, the Attention-Gated-CNN-BGRU model [1] for Ukrainian HTR is
freely available, trained on historical Ukrainian texts provided by researchers and libraries.

The Attention-Gated-CNN-BGRU model [1] for Ukrainian HTR is freely available, trained on
historical Ukrainian texts and provided by researchers and libraries.The analysis of known
solutions in the field of HTR, including the application of models like CRNN, and approaches to
text classification and segmentation, underscores significant progress in this domain. However,
this study focuses on analyzing the effectiveness of the Attention-Gated-CNN-BGRU model [1] for
recognizing text from historical manuscripts, distinguishing itself through the use of attention
mechanisms for detailed analysis of contextual relationships between characters. The approach
in this research demonstrates improvements in recognizing complex historical texts, especially
with crossed-out words and conditions of high text complexity, making it akin in concept to the
works of Jose Carlos Aradillas et al. [15], but with an additional focus on adaptation to the
specificity of Ukrainian handwritten text. This sets apart this study from others, providing a new
approach to addressing the problem of text recognition in historical documents using deep
learning and attention mechanisms, opening up prospects for further advancements in this field.
The analysis of the text written in Ukrainian is given in the work [25-26].

3. Methodology
3.1.Dataset Description

For this study, documents of varying readability levels were collected from the State Archives of
Khmelnytskyi Oblast. Among the proposed documents, digitized descriptions of ancient records
from the following funds were taken: Fund 442, Kamianets-Podilskyi County Treasury for 1861-
1913; Fund 507, Office of the Chief of the South-Western Customs District for 1907-1913; Fund
596, Podilia Branch of Princess Tetiana Mykolaivna's Committee for Providing Temporary
Assistance to Victims of Military Actions for 1914-1915; Fund 598, Investigative Court of the 2nd
Division of Kamianets-Podilskyi County for 1875-1880; Fund 616, Kamianets-Podilskyi County
Military Affairs for 1884-1919; as well as Fund 309, Isakovets Customs for 1931-1915, written in
Ukrainian and Russian languages.

The dataset [24] for recognizing ancient handwritten text consists of 75 PNG-format images,
examples of which are shown in Figure 1.

71



72

A) Easy to read B) Difficult to read
Figure 1: Examples of texts

3.2.Description of Document Recognition Approach

This research focuses on analyzing the effectiveness of the Attention-Gated-CNN-BGRU model for
recognizing text from historical manuscripts. Modern challenges in OCR in historical documents
include a variety of writing styles, document preservation levels, and character variability. This
approach involves applying deep learning with attention to the context of characters and their
interactions within words or text fragments, which enhances recognition accuracy compared to
traditional methods. The implementation was done using the Python programming language. The
approach consists of the following stages:
Stage 1. Data preprocessing:

1.1. Digital transformation: Each text sample I from historical manuscripts is converted

into a digital format through scanning or photography, where I is represented as a matrix

of pixels I(x, y), where x and y are pixel coordinates.

1.2. Normalization: Applying normalization to each image I to standardize sizes and color

intensities. The normalized image can be represented as

Inorm = f(I),

where f is the normalization function.

1.3. Data augmentation: Generating new samples laug from Inorm using transformations

such as rotation, scaling, shifting, etc., to increase data diversity:

laug = g(Inorm),

where g is the augmentation function.
Stage 2. The Attention-Gated-CNN-BGRU model combines CNN for efficient visual feature
extraction with gated recurrent units (GRU) and attention mechanism for modeling dependencies
between characters. Step-by-step, this is presented as follows:

2.1. CNN: Using CNN to extract visual features ¢p(laug) from images, where ¢ is the

feature extraction function implemented using CNN.

2.2. GRU and attention mechanism: Processing feature sequences ¢ (laug) using GRU and

attention mechanism to model character dependencies and consider context:

Y(¢(laug)),

where 1 is the function implementing GRU and attention mechanism.

Stage 3. Model validation:

3.1. Word Error Rate (WER):

where S is the number of substitutions, D is the number of deletions, I is the number of
insertions, and N is the total number of words in the correct text.
3.2. Character Error Rate (CER):

where M is the total number of characters in the correct text.

3.3. Levenshtein CER: Using the Levenshtein distance to calculate CER, where the

Levenshtein distance between two strings is the minimum number of single-element

edits (insertions, deletions, substitutions) required to transform one string into another.
Stage 4. Results analysis:



4.1. Performance evaluation: Analyzing the distribution of WER and CER errors to
evaluate the model's effectiveness in recognizing text from historical manuscripts.
Statistical methods are used to compare the model results with baseline indicators.

4.2. Impact of attention mechanism: Evaluating the contribution of the attention
mechanism to the model's ability to identify complex characters and their contextual
relationships through detailed analysis of corrected errors and improvements in
recognition accuracy.

Further, this approach is described as an algorithm (Figure 2) for evaluating the
effectiveness of the Attention-Gated-CNN-BGRU model for recognizing text from
historical manuscripts, starting with data preparation, which includes data collection,
digital transformation, and dataset augmentation from manuscripts. Next, model
configuration involves integrating convolutional neural networks and gated recurrent
units with attention mechanism for text analysis. Model validation is done using
independent test datasets, and performance evaluation is based on word and character
error rates. Results analysis includes comparison with baseline indicators, detailed
recognition analysis, and identification of directions for further model improvement.
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Figure 2. Structure of Document Recognition Approach

3.3 Approach to Expert Evaluation

Within the framework of this study, an expert evaluation methodology was used to assess the
effectiveness of OCR models on historical manuscript materials. Five qualified experts analyzed
the document samples, evaluating the difficulty of text recognition, the number of correctly
recognized characters, the total number of recognized characters, and the total number of
characters in each document. The approach proposed by the authors for this research for
evaluation consists of the following stages:
Stage 1. Data preparation for analysis.

1.1. Collection of evaluations from experts (EX1, EX2,EX3,EX4,EX5) based on the

following criteria:

1.1.1. Assessment of text recognition difficulty from 1 to 5, where 1 - very easy, 5 - very

difficult.

1.1.2. Correctly recognized characters: the number of characters that were correctly

recognized.

1.1.3. Recognized characters: the total number of recognized characters.

1.1.4. Total characters: the total number of characters in the original document.

1.2. Calculation of indicators:

1.2.1. Average assessment of text recognition difficulty (SORT):
™, Assessment;
SORT = -
where n is the number of experts, and Ratingi is the rating from expert i.
1.2.2. Average percentage of correctly recognized symbols (SVPRS):

n (Right_recongised_symbols;
i=1 ( All_symbols % 100)
n

SVPRS =
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1.2.3. Average number of recognized symbols (ANRS)
Y Recognised_symbols;
n

SKRS =

Stage 2. Analysis of the results:
2.1. Analysis of the overall effectiveness of the OCR model:
2.1.1. Calculating the average values for SORT, SVPRS, and SKRS for all documents allows
for the evaluation of the overall effectiveness of the OCR model.
2.1.2. Measuring the dispersion and standard deviation for each indicator helps
understand the diversity of expert ratings and the variability of recognition results.
2.2. Impact of text complexity on recognition quality: Using correlation analysis between
SORT and SVPRS helps determine how text complexity affects recognition quality. A
positive correlation may indicate that as the complexity of the text increases, recognition
efficiency decreases.

Stage 3. Interpretation of the obtained results:
3.1. The overall efficiency of the OCR model is determined through the analysis of the
average values of SORT,SVPRS, and SKRS. High values of SORT and SKRS with low
AATRD indicate the model's ability to adapt to various conditions of handwritten text.
3.2. The results of analyzing the impact of text complexity on recognition quality provide
insights into the limitations of the OCR model and directions for further improvement.
Enhancing recognition accuracy under conditions of high text complexity may become a
key aspect of model optimization.

The algorithm (Figure 3) for the experimental evaluation of OCR models on historical
manuscripts begins with collecting expert ratings, where experts analyze text samples from
manuscripts based on defined criteria such as text recognition complexity and the number of
correctly recognized symbols. The second stage involves analyzing the overall efficiency of the
models by calculating average values, dispersion, standard deviation of indicators, and
conducting correlation analysis between text complexity and recognition quality. In the final
stage, the obtained results are interpreted, allowing for the assessment of the overall efficiency
of the models and determining optimization directions to improve recognition accuracy under
conditions of high text complexity.
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Figure 3. Structure of the OCR model effectiveness assessment approach

4. Result

In this section, a detailed analysis of the experiment results is presented, allowing for the
evaluation of the effectiveness of applying OCR models to historical manuscripts, as described in
section 3.1.

Table 1 below displays the results of recognizing the first five fragments of historical
manuscripts using the OCR model. The data include links to the photos of the originals as well as
the text recognized by the model. A comprehensive analysis of the entire dataset and detailed
research results are available for review on GitHub [24], where an in-depth investigation of the
OCR model's effectiveness on various fragments of historical documents is presented.

Upon completing the initial analysis of the text recognition results, a comprehensive expert
evaluation was conducted, as detailed in section 3.3 of the documentation. The expertise involved
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a thorough examination of text complexity, recognition quality, and symbol identification
accuracy, aimed at gaining a deeper understanding of the effectiveness of applying OCR models
to historical documents. Prominent experts involved in the analysis included Senior Lecturer of
the Department of Information and Socio-Cultural Activities at the Western Ukrainian National
University, Volodymyr Yarych, Doctor of Historical Sciences Anatoliy Filinyuk from Ivan Ogienko
Kamianets-Podilskyi National University, as well as candidates of Historical Sciences Serhiy
Sydoruk and Serhiy Trubchaninov. Additionally, Valentina Filinyuk, a candidate of Philological
Sciences and Associate Professor at Khmelnytsky Humanitarian-Pedagogical Academy,
contributed to the expert assessment. Their professional approach and deep knowledge
facilitated the identification of key aspects for further improvement of OCR technologies in the
context of working with historical texts.

Table 1.
Results of recognizing the first 5 fragments

Ne doc.  Link to the original photo: Recognized text:

KameHeuxkoe
yesgHoe.
Ka3Hayencrso

®ang N 442
MHBEHTapHas onucb n!
1861 — 1913 ropa.

KaHHb

1861r.

HBUTaHUMM KasHayeHMBa

Ha BbiC/N1aHHble Mogonockomn
nanaTom rpaxaaHcKoro 4yaa
now/nHbI 3a 1861r.

1861r. 87

1862r.

XBUTaHUMM Ka3HayeuncTee

Ha BbiC/NaHHble MoaonbcKoro
rpa)kaaHcKoto nanatoro 99

1883r.

O BblAaye KanoBaHUa Yn-
NIOBHUKaM KaHLUenapau
[aHbapsa 1883.

rybepHcKoro npeasuguHens
24 nekabpb 1883r gBOpAHCTBA

1896r.

HHura 3assneHuit go-

mosnajeHbLes r. KameHua

1896r.

3 a 1896r.

1913r ¢o3omymsipHble  CMUCKU O
cnyx6e YAHOBHUKOB

Aa-a 10 ka3HayvelcTBe 3a 1913

Table 2 provides a statistical overview of the collected data, including the mean, variance, and
standard deviation for the number of successfully recognized characters, the average complexity
rating of texts, and the average accuracy percentage of recognition.

The analysis (Table 2) of the statistical indicators of text recognition results by the OCR model
indicates overall effectiveness and challenges associated with processing historical documents.
The arithmetic mean of the number of recognized characters is 107.33, with an average
complexity rating of text recognition at 2.93, suggesting a moderate level of document complexity.
The average percentage of correctly recognized characters is quite high at 71.7%, indicating a
reasonably high accuracy of the OCR model. However, significant variance in the number of
recognized characters (1908.14) and the average percentage of correctly recognized characters
(576.72), as well as the standard deviation for these indicators (43.68 and 24.01, respectively),
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underscore the variability in recognition quality among different documents. The correlation
value of -0.76 indicates a strong negative relationship between the average complexity rating of
texts and the average percentage of correctly recognized characters, demonstrating that as the
text complexity increases, the recognition efficiency decreases.

Table 2.
Summary of Expert Evaluation Results

Characters recognised SORT SVPRS

Arithmetic Mean 107,33 2,93 71,7
Variance ' 1908,14 0,45 576,72
Standard Deviation 43,68 0,67 24,01
Correlation between SORT and SVPRS -0,76

The detailed analysis of the data [24] revealed variability in the accuracy of text recognition
by the OCR model, which correlates with the complexity rating of the text, ranging from 1.0 to 4.6.
Higher SVPRS values, reaching up to 100%, are observed in texts with lower complexity ratings,
indicating the high efficiency of the model in recognizing less complex documents. However, a
significant decrease in recognition accuracy to 1.74% and below is observed in texts with the
highest complexity ratings (4.4 and above), highlighting the limitations of the current OCR model
when working with highly complex historical materials. Documents numbered 69-75[24],
written in Ukrainian using the Latin alphabet, demonstrated significantly lower recognition
accuracy compared to others, as reflected in the average percentage of correctly recognized
characters (SVPRS) ranging from 1.74% to 6.99%. Meanwhile, the complexity rating of these texts
was the highest among all analyzed documents (4.4 and above), indicating significant challenges
that the OCR model faces when working with texts written in the Latin alphabet but in the
Ukrainian language. These results underscore the particular challenges associated with
recognizing texts in languages using non-standard or less common alphabets and indicate a
critical need for the development of specialized approaches and algorithms to enhance OCR
accuracy in such conditions.

In conclusion, the analysis of the expert evaluation results and the statistical overview of the
collected data regarding the efficiency of the OCR model confirm its significant potential utility in
the study of historical texts. However, the high level of negative correlation between text
complexity and recognition accuracy emphasizes the importance of further refinement and
adaptation of OCR technologies to optimize working with complex historical materials. Special
attention to texts written in non-standard alphabets, such as Ukrainian using the Latin alphabet,
underscores the necessity for the development of specialized approaches to overcome these
unique challenges, paving the way for improving accessibility and preservation of valuable
historical heritage.

5. Conclusions

Within this study, an analysis of the effectiveness of the Attention-Gated-CNN-BGRU model for
HTR from historical documents stored in the State Archives of Khmelnytskyi Oblast was
conducted, primarily focusing on documents written in Ukrainian and Russian languages. The
research concentrated on digitized descriptions of ancient deeds from 1861 to 1913. The utilized
model demonstrated an SVPRS of 71.7%, indicating significant efficiency in the context of the
complexity of the analyzed documents.

Comparing our results with similar solutions [1, 15] in this field, it can be noted that the
incorporation of attention mechanism in the Attention-Gated-CNN-BGRU model provided
significant advantages in recognition accuracy, especially for texts with high complexity and
crossed-out words. This marked a significant advancement compared to traditional CRNN
models, which often show decreased efficiency under similar conditions. The identified strong
negative correlation (-0.76) between text complexity and recognition accuracy underscores the
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necessity for further development and optimization of models for handling highly complex
historical manuscripts.

One of the main directions for future research is the development and adaptation of the model
for effective recognition of texts written in Ukrainian using the Latin alphabet. This aspect is
crucial for the preservation and study of Ukraine's cultural heritage, as a considerable number of
historical documents of significant importance are written in this alphabet. The results of our
study indicate the potential feasibility of effectively adapting existing technologies for
recognizing such texts, but also emphasize the need for further developments in this area.

In conclusion, our research not only confirmed the high effectiveness of the Attention-Gated-
CNN-BGRU model in recognizing handwritten text from historical documents but also identified
promising directions for future work. Specifically, the development of models for recognizing
texts written in Ukrainian using the Latin alphabet could be a key step in preserving and making
important historical resources accessible, enriching our understanding of the pastand promoting
cultural exchange.
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Evaluation of the effectiveness of machine learning
methods for detecting disinformation in Ukrainian text
data

Khrystyna Lipianina-Honcharenko', Mariana Soia', Khrystyna Yurkiv', Andrii Ivasechko'.
I West Ukrainian National University, Lvivska str., 11, Ternopil, 46000, Ukraine

Abstract

In today's world, where information spreads with unprecedented speed, disinformation poses a serious
challenge to public trust and information security. The full-scale invasion of Ukraine by Russia in 2022
activated the use of disinformation as a tool of hybrid warfare, highlighting the need for effective
methods of identification and control. This article focuses on evaluating the effectiveness of various
machine learning methods for detecting disinformation in Ukrainian text data, using a dataset that
includes news headlines collected during the conflict. The study encompasses the analysis of logistic
regression, support vector machines (SVM), random forest, gradient boosting, KNN, decision trees,
XGBoost, and AdaBoost. Model evaluation was performed using standard metrics: precision, recall, F1-
score, overall accuracy, and confusion matrix. The results indicate significant potential for using
machine learning in the fight against disinformation, particularly the random forest model
demonstrated the highest effectiveness. The study emphasizes the importance of adapting and
optimizing classifiers for the specific task of disinformation analysis, paving the way for further research
in this field.

Keywords

Disinformation, machine learning, classification, text data.

1. Introduction

Inthe modern information space, a vast amount of data is generated daily, a significant portion
of which is news content. In the context of increasing globalization and accessibility of
information technologies, information spreads rapidly through the network, making it a powerful
tool for influencing public opinion. However, this also paves the way for the mass dissemination
of disinformation, which can have significant consequences for society, politics, and international
relations. Navigating this flow of information and distinguishing reliable data from false has
become an increasingly important task.

The war that began with Russia's full-scale invasion of Ukraine in February 2022 is a striking
example of the use of disinformation as a weapon in hybrid warfare. This has created a need for
the development of effective tools for analyzing and classifying informational content, with the
goal of identifying and counteracting disinformation.

In this context, machine learning and natural language processing methods play a key role in
the detection and analysis of fake news. The application of these technologies allows for the
automation of the disinformation detection process, providing fast and efficient processing of
large volumes of data. At the same time, the development of effective machine learning models
for information classification requires a deep understanding of data specifics, preprocessing
methods, and model optimization.

This article is devoted to the analysis of a dataset containing news headlines collected during
the Russo-Ukrainian conflict, aimed at identifying disinformation. It considers the application of
various machine learning methods, including logistic regression, support vector machines (SVM),
random forest, gradient boosting, KNN, decision trees, XGBoost, and AdaBoost for the
classification of text data. The concluding section is dedicated to evaluating the effectiveness of
these models using standard evaluation metrics, including precision, recall, F1-score, overall
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accuracy, and the confusion matrix, which allows determining the most effective methods for
combating disinformation in the context of information warfare.

2. Related Work

In contemporary research in the field of information security and media content analysis, the
importance of detecting and analyzing disinformation, especially anti-vaccine content on social
media platforms such as Twitter, has gained particular relevance. In [1], language-neutral models
are developed for detecting such content on a large scale, using multifaceted representations of
messages in networks. Meanwhile, [2] focuses on the challenges associated with pre-training
graph neural networks for context-oriented detection of fake news, pointing out strategic and
resource constraints. In [3], a comparative analysis of supervised and unsupervised machine
learning algorithms for detecting fake news is conducted, demonstrating their performance,
efficiency, and robustness.

Research covering the analysis of disinformation and public opinion on the Russo-Ukrainian
War employs a variety of methodologies, including sentiment analysis, creation and analysis of
datasets, and studies of the impact of war on language choice. One study models and clusters
sentiment trends of different countries regarding the war [4], while another offers a detailed
dataset of tweets related to the crisis [5]. The discourse on Twitter about the war is also analyzed,
with a particular focus on language and the geographical origin of tweets [6]. Another study
focuses on the challenges of labeling sensitive contentand its psychological impact on annotators
[7]. It is also examined how the war affects the language choice of Ukrainians on Twitter,
analyzing changes in language preferences over time [8]. A separate study provides insights into
the activity on subreddits related to the conflict, analyzing post volumes, comments, and the level
of engagement [9]. Research [10] demonstrates that the application of the BERT model for fake
news detection achieves an accuracy of 79.88% and an area under the ROC curve of 0.87,
highlighting its potential in combating disinformation on social networks.

As confirmed by the aforementioned analysis, research in the field of disinformation detection,
particularly fake news, is a significant direction in the context of information security and media
content analysis. The need for the development and application of advanced technological
solutions for effective fake news detection is particularly compelling. However, there is a
noticeable lack of research focused on the analysis of disinformation in the Ukrainian language,
which poses a challenge to the scientific community to expand the linguistic spectrum of research
in this field. Considering this, the aim of this study is to develop intelligent methods for detecting
disinformation, specifically fake news, with an emphasis on Ukrainian-language content. This will
enhance the level of information security and ensure the integrity of the news space in the
conditions of the modern information society.

3. Research methodology

3.1 Dataset Description

For data collection and processing, the dataset (Ukrainian language) [11] was used, which
contains approximately 10,700 news headlines about the Russo-Ukrainian War, collected from
February 24 to December 11, 2022, covering the period from the beginning of the full-scale
invasion.

The dataset for the analysis of disinformation in the Ukrainian media space consists of two
main files: "data_set_4.csv" (Table 1) and "news_data.csv" (Table 2), each containing news
headlines classified as true ("True") or false ("False"). The "data_set_4.csv" file records 8,237 true
and 2,498 false news items, while "news_data.csv" contains a significantly larger number of true
news items — 48,006, compared to 2,024 false, reflecting a wide range of informational content
collected for the study of the dissemination of disinformation during the Russo-Ukrainian War.

Both datasets (see Table 1,2) are used for the analysis of disinformation in the Ukrainian
media space and include data that were collected from official and unofficial sources with the
purpose of studying the spread of fake news in the context of the Russo-Ukrainian War.
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Table 1
Structure of data_set_4.csv

Field Description Data Type
Text News Headline Text
Label Label that marks the news as Boolean
true ("True") or false ("False")
Link Link to the news source Text
(available only in this file)
Table 2
Structure of news=data .CSV
Field Description Data Type
Text News Headline Text
Label Classification of the news as Boolean

true ("True") or false ("False")

The graphs (Fig.1) of label distribution show that in both datasets, the number of true
messages predominates over the false ones. For example, in the first dataset, the ratio of true
messages to false is high, which indicates a focus on reliable information.
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Figure 1: Label Distribution

The analysis of the most frequently used words (Fig.2) in the first dataset revealed words that
appear hundreds of times. This allows identifying key topics of discussions or news, for example,
the word "Ukraine" may occur most frequently, emphasizing the geographical or political focus
of the collected data.
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Most texts (Fig.3) in the first dataset have a length of 100 to 500 characters. Such information
helps to understand the average volume of messages, which may indicate a prevalence of short
news or overviews.
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Figure 3: Distribution of Text Lengths

Analysis of the presented datasets covering headlines of news about the Russian-Ukrainian
war demonstrates a significant advantage of credible information compared to false, emphasizing
the focus on quality content. Considering that the dataset "news_data.csv" contains substantially
more records compared to "data_set_4.csv", it is logical to use the former for training machine
learning models as it provides a broader range of information and a greater number of examples
for training. Meanwhile, the smaller dataset "data_set_4.csv" can serve as an excellent set for
testing and evaluating the effectiveness of models on a smaller but specific data sample. This will
allow assessing the model's ability to generalize learning on new, previously unknown data,
emphasizing its practical value in real-world disinformation analysis conditions.

3.2 Description of used classifiers

In modern data analysis, especially in the context of detecting misinformation, the use of
machine learning algorithms for classifying textual data becomes a key tool for developers and
analysts. The diversity of classification methods [12], such as logistic regression, support vector
machines (SVM), random forest, gradient boosting, k-nearest neighbors (KNN), decision tree,
XGBoost, and AdaBoost, provides a wide range of approaches for data analysis and classification.
Each of these algorithms has its unique advantages and limitations, making them more or less
suitable for specific types of data and analytical tasks. The main goal is to select the optimal
classifier that best fits the specificity of the task and the data we are working with.

Logistic regression [13] is a classification method used to predict the probability of two
possible outcomes based on one or more independent variables. It transforms the linear
combination of input data into probability using the logistic function. The advantages of logistic
regression include simplicity in interpreting results, but it may be limited when analyzing
complex relationships between variables and requires an assumption of linearity in relationships.
Mathematically, logistic regression models the probability P(Y=1) as a function of X, where Yis
the dependent variable, and X is the set of independent variables. The probability is described by

the equation:
1
PY=1)= 1te BotBiXit +BiX )’ (1)

where e is the base of the natural logarithm, 3, is the constant term (intercept), and f,..., Bk
are the coefficients of the independent variables. This equation allows us to estimate the
probability that an observation belongs to class 1, depending on the values of the independent
variables.

Support Vector Machine (SVM) algorithm [14] finds a hyperplane in a multidimensional space
that best separates different data classes, maximizing the distance between the closest data
points (support vectors) of different classes. The advantages of SVM include high accuracy in
classification tasks, especially on relatively small datasets, and flexibility through the use of
various kernel functions. However, its drawbacks include high computational resource
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requirements for large datasets and complexity in interpreting the model. Mathematically, SVM
seeks to solve the optimization problem: minimize% [l w [I? subject to the constraints that
yi(w-x;+b)=1toalll (2)
where w is the weight vector of the hyperplane, b is the bias, x; are the feature vectors, and
y; are the class labels.

The Random Forest algorithm [15] creates an ensemble of decision trees, training each tree
on randomly selected subsets of the training dataset and features, which ensures high accuracy
and model universality. The advantages of Random Forest include its ability to efficiently handle
large datasets with high feature dimensionality and its lower tendency to overfit compared to
individual decision trees. However, its drawbacks include relatively high computational resource
requirements and the complexity of interpreting the model due to the large number of trees. The
mathematical interpretation of Random Forest is based on the principle of "wisdom of the
crowd," where the final model decision is determined by voting among the trees for classification
tasks or averaging the outputs for regression tasks. More precisely, for classification:

Y =mode{y,,yz, ... Yn}. 3)
and for regression:

Y =23,y 4)
where y; is the prediction of each tree, and Y is the final prediction of the ensemble.

Gradient Boosting [16] is an ensemble machine learning method that improves predictions by
sequentially training weak models, typically decision trees, to minimize a loss function. It is
characterized by high prediction accuracy and flexibility in parameter tuning, but it can be prone
to overfitting if not properly configured and requires more time and computational resources for
training compared to other algorithms. Mathematically, Gradient Boosting performs optimization
by adaptively reducing the difference between actual and predicted values using gradient
descent, where the model update in the m-th iteration is defined as:

Fn(x) = Fip—q (%) + amhyp (%), (5)
where F,,,_;(x) is the prediction at the previous step, h,,(x) is the weak classifier, and a,, is
the learning rate.

The k-Nearest Neighbors (KNN) algorithm [17] classifies objects based on the nearest training
examples in the feature space, where "k" indicates the number of neighbors considered to
determine the class of a new object. The advantages of KNN include ease of implementation and
its ability to effectively work with multi-class datasets. However, it requires significant
computational resources to store training data and determine neighbors in large datasets, and it
is sensitive to irrelevant features and data scaling. Mathematically, the classification of an object
x in the KNN algorithm is determined by the majority vote of its neighbors, where each neighbor
is weighted according to the inverse distance to x, typically using Euclidean distance:

d(x,x;) = }Z}Zl(xj =#i)% (6)

where x is the point for classification, x; is a point from the training dataset, and j varies from
1 to m, the number of features. The class of x is determined based on the most frequent class
among the k nearest neighbors.

The Decision Tree algorithm [18] builds a predictive model in the form of a tree-like structure
by partitioning the dataset into smaller subsets while simultaneously developing the associated
decision tree. The advantages of decision trees include ease of interpretation, the ability to handle
both numerical and categorical data, and no requirement for data normalization. However,
decision trees are prone to overfitting, especially with deep trees, and can be unstable, meaning
small changes in data can result in significantly different decision trees. Mathematically, decision
trees use the concept of information gain or reduction in uncertainty (entropy) to select the
attribute that best splits the dataset into subsets according to the target variable. The information
gain for attribute A is calculated as:

1Tyl
IG(T, A) = Entropy(T) — ZveValues(A) T Entropy(Ty), (7)
where T is the training set, Values(A) is the set of all possible values of attribute A, T,, is the
subset of T for which attribute A has the value v, and Entropy(T) is the entropy of the training
setT.
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XGBoost (eXtreme Gradient Boosting) [19] is a highly efficient implementation of the gradient
boosting algorithm, which optimizes both linear models and decision trees. The algorithm stands
out for its high execution speed, ability to efficiently scale to large datasets, and built-in support
for regularization, helping to mitigate overfitting. However, XGBoost can be challenging to tune
due to the large number of hyperparameters and requires more time for training compared to
simpler models. Mathematically, XGBoost minimizes losses using gradient descent, where the
objective function includes both the loss function L and a penalty for model complexity (), adding
regularization:

0bj = i Li, 90 + T 2(fio), (8)

where y; are the true labels, §; are the predicted labels, f; are the functions representing

individual trees, and £2(f}) includes terms for regularization, such as the number of leaves and
the sum of squares of node weights, thereby reducing the risk of overfitting.

AdaBoost (Adaptive Boosting) [20] is a machine learning algorithm that combines multiple
weak classifiers to create a strong classifier, using an iterative approach to correct the errors of
previous classifiers by assigning greater weight to observations that are harder to classify. The
advantage of AdaBoost is its ability to improve prediction accuracy, ease of implementation, and
automatic correction of underperforming classifiers. However, it can be prone to overfitting in
the presence of outliers or highly noisy data and requires careful tuning of the number of
iterations. Mathematically, AdaBoost adapts the weights of training observations, w;, by
increasing the weights of incorrectly classified observations. At each iteration step t, a classifier
h; is selected to minimize the weighted sum of errors. The final classifier is determined as a
weighted sum of these classifiers.

H(x) = sign(¥T=; ache(x)), 9)
where a; is the weight assigned to classifier h;, which depends on its accuracy.

Conclusions drawn from the description of the used classifiers underscore the importance of
adapting the model to the specificity of the dataset and the analytical task. The effectiveness of
each method depends on the size and quality of the data, the complexity of relationships in the
dataset, as well as specific requirements for accuracy and interpretation of results. In the context
of disinformation analysis, the choice between the simplicity of interpreting logistic regression
and the high accuracy but complexity of tuning XGBoost or SVM may determine the success or
failure in identifying fake news. Thus, careful selection and tuning of classifiers are critically
important for developing effective tools to combat disinformation in the context of the Russian-
Ukrainian war.

3.3 Evaluation metrics

For evaluating the effectiveness of models in classification tasks, key metrics such as precision,
recall, F1-score, accuracy, and confusion matrix are utilized [21]. These metrics allow for a deeper
analysis of the model's performance, identifying potential weaknesses, and optimizing the model
for better results.

Precision is defined as the ratio of the number of true positive results to the total number of

results classified as positive by the model. Mathematically, it is represented as:
TP

= TP+FP’
where TP — true positives, and FP — false positives.

Recall measures the model's ability to identify all actual positive cases in the dataset. It is
defined as the ratio of the number of correctly identified positive results to the sum of correctly
identified positive results and instances that are actually positive but were missed by the model.
The formula for calculation is:

(10)

TP
" TP+FN’

(11)
where FN — false negatives.
The F1 Score is the harmonic mean between precision and recall, providing a balance between
these two metrics. This is particularly useful in situations where class imbalances may cause
biases in one metric over the other. F1 is defined as:

P-R
Fl=2-.—. (12)
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Accuracy measures the percentage of cases correctly classified by the model and is defined by

the formula:
A= TP+TN

~ TP+TN+FP+F ' (13)
where TN — true negatives.

The Confusion Matrix provides a visualization of classification results by representing the
counts of TP, TN, FP, and FN in the form of a matrix. This allows us not only to determine the
accuracy of the model but also to understand the types of errors made by the model.

3.4 Model training

The training procedure (Figure 4) on the training dataset is a fundamental step in the
development of effective machine learning algorithms for text data classification. In this context,
the use of datasets "news_data.csv" and "data_set 4.csv" for training and testing models,
respectively, provides a valuable foundation for misinformation analysis. The initialization of the
procedure begins with the import and preprocessing of data, including the removal of records
without textual content, ensuring data cleanliness for subsequent processing stages.

"Data Preparation” "Text Vectorization (TF-1DF)" "Model Training™ "Model Evaluation™

Preprocessed Data

Vectorized Data

Trained Models

Feedback Loop

Performance Metrics

AdaBoost, Random Forest, SVM, etc.
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Figure 4: Model Training Process

Text vectorization using TF-IDF (Term Frequency-Inverse Document Frequency) is a key step
in data preparation, as it transforms textual data into a numerical format, making them suitable
for processing by machine learning models. This method considers not only the frequency of
words in the text but also their uniqueness through the inverse frequency of documents, allowing
the model to better identify important features in the text.

After preparing the vectorized training and testing data, the next stage involves training
different models on the training dataset. This process requires the application of machine
learning algorithms to the training dataset to form a model capable of effectively classifying text
based on learned features. Each model adjusts its parameters to minimize errors on the training
set while simultaneously ensuring the ability to generalize to new data.

Evaluation of the effectiveness of each trained model on the test dataset is crucial for
determining its suitability and efficiency in classification tasks. The use of evaluation metrics such
as accuracy, recall, F1-score, and overall accuracy allows for deep analysis and comparison of
model performance. The evaluation results can be visualized for better understanding of model
effectiveness, and the best-performing model can be selected for further use or saved for future
analysis.

Thus, the model training procedure on the training dataset using pre-processed and
vectorized text data is fundamental for developing reliable machine learning tools capable of
effectively classifying and analyzing text for misinformation.



4. Research results

Further, we will discuss the implementation and evaluation of the effectiveness of various
machine learning models in the task of classifying misinformation data in the Ukrainian media
space, contextualized in the context of Russia's full-scale intervention. By analyzing a wide range
of algorithms, we aim to identify the most effective methods for accurate detection and
differentiation of misinformation incidents. This analysis is based on a comprehensive
comparison of overall classification accuracy as well as specific metrics such as precision, recall,
and F1-score for each class. The implementation was done in the Python programming language
utilizing libraries for text analysis.

The logistic regression model showed (Figure 5) an overall classification accuracy of 86.4%
on the test sample of 10,735 examples, demonstrating high effectiveness in identifying true
values with an F1-score of 0.92 for the "True" class. However, the model was less accurate in
identifying the "False" class, with a prediction accuracy of 0.96 and a low recall score of 0.44,
indicating a significant number of false negatives, as reflected in the confusion matrix with 1,407
misclassified examples.
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Figure 5: LogisticRegression Results

The SVM model demonstrated (Figure 6) high overall classification accuracy of 93.6% for the
test sample, indicating its effectiveness in distinguishing between the "True" and "False" classes.
Specific accuracy and recall metrics for the "False" class were 0.97 and 0.75, respectively,
demonstrating the model's ability to identify negative cases well, albeit with some errors. At the
same time, high metrics for the "True” class with precision of 0.93 and recall of 0.99 indicate
minimal false negative classifications, confirmed by a low number of errors in the confusion
matrix (618 for "False" and 68 for "True").
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Figure 6: SVM Results

The Random Forest model demonstrated (Figure 7) high accuracy in classification with an
overall accuracy of 95.3% on the test dataset, indicating the model's high effectiveness in
recognizing both classes. For the "False" class, the model showed high accuracy (0.98) and a
relatively high recall of 0.81, indicating the model's ability to effectively identify negative cases
with amoderate number of errors. Conversely, extremely high accuracy (0.95) and almost perfect
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recall (1.00) for the "True" class highlight the minimal number of false negative results,
corroborated by the low number of errors in the confusion matrix.
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Figure 7: RandomForestClassifier Results

The Gradient Boosting model achieved (Figure 8) an overall classification accuracy of 87.3%
on the test dataset, indicating the model's good ability to distinguish between the "True" and
"False" classes. The model's precision for the "False" class was high (0.94), but the recall was only
0.48, indicating a significant number of type Il errors, where negative cases are often misclassified
as positive. Conversely, for the "True" class, the model showed impressive classification ability
with a precision of 0.86 and a recall of 0.99, demonstrating its high effectiveness in identifying
true positive cases with minimal errors.
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Figure 8: Gradient Boosting Results

The KNN (K-Nearest Neighbors) model demonstrated (Figure 9) an overall classification
accuracy of 87.6% on the test dataset, highlighting its ability to effectively classify data. Although
the model showed high precision (0.91) for the "False" class, the recall was only 0.51, indicating
difficulties in identifying all negative cases. Conversely, for the "True" class, the model exhibited
excellent precision (0.87) and a high recall (0.99), indicating its ability to identify positive cases

with high confidence, albeit with some false positive errors, as seen in the confusion matrix.
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Figure 9: KNN Results



The Decision Tree model achieved (Figure 10) a high level of classification accuracy, 91.4%,
on the test dataset, confirming its effectiveness in classifying data into "True" and "False" classes.
For the "False" class, the model showed relatively high precision (0.81) and recall (0.83),
indicating a balanced ability to identify negative cases with a relatively small number of errors.
Meanwhile, for the "True" class, the model provided impressive precision (0.95) and recall (0.94),
demonstrating its strong capabilities in identifying positive cases with minimal false negatives,
as reflected in the confusion matrix.
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Figure 10: DecisionTreeClassifier Results

The XGBoost model demonstrated (Figure 11) an overall accuracy of 89.2% on the test dataset,
indicating its ability to effectively classify the given dataset. The precision and recall metrics for
the "False" class were 0.89 and 0.61, respectively, indicating the model's higher ability to
correctly identify negative cases, albeit with some errors. Meanwhile, for the "True" class, the
model showed high precision and recall (both 0.89 and 0.98), demonstrating excellent ability to

accurately identify positive cases with minimal errors, as reflected in its high F1-score.

Confusion Matrix for xgboost
8000

7000

Model: xgboost °7 i = 6000

precision recall fl-score support o

False 0.89 0.61 0.73 2098 § | 4000
True 0.89 0.98 9.93 8237

- 3000

accuracy 9.89 10735 - 195 - 2000
macro avg 0.89 0.80 9.83 10735

weighted avg 0.89 0.89 0.88 10735 <4900

5
Accuracy: ©.8919422449930136 oredicted

Figure 11: XGBoost Results

The AdaBoost model exhibited (Figure 12) an overall classification accuracy of 86.9% on the
test dataset, indicating its effectiveness in recognizing data, albeit with some limitations. For the
"False" class, the model achieved a precision of 0.88 with a recall of 0.50, indicating a relatively
low ability to identify all negative cases. On the other hand, high precision (0.87) and recall (0.98)
for the "True" class underscore the model's strong ability to detect positive cases, albeit with few
errors, as reflected in the confusion matrix.

90



Confusion Matrix for adaboost
8000

7000

o - 1259 1239 6000
Model: adaboost
precision recall fl-score support 7000
=
2 - 4000
False .88 0.50 0.64 2498 <
True 0.87 0.98 0.92 8237 - 3000
accuracy 0.87 10735 - — 2000
macro avg 0.88 9.74 0.78 10735 1500
weighted avg 0.87 0.87 9.86 10735
0
Accuracy: 0.8692128551467163 Predicted

Figure 12: AdaBoostClassifier Results

Therefore, analyzing the results of applying various machine learning models to classify
disinformation data in the Ukrainian media space after the onset of Russia's full-scale invasion, it
can be noted that the Random Forest model proved to be the most effective with an accuracy of
95.3%, highlighting its ability to accurately detect and differentiate disinformation incidents. At
the same time, models such as AdaBoost and logistic regression showed lower overall accuracy,
which may indicate their limitations in identifying subtle cases of disinformation or more
subjective aspects of information operations. This underscores the importance of choosing the
appropriate model for the task of analyzing disinformation, where Random Forest may be more
suitable for deep understanding and detecting complex patterns of disinformation in the context
of information warfare.

5. Conclusion

The analysis of the effectiveness of various machine learning models applied to the task of
classifying news headlines for misinformation in the Ukrainian media space demonstrates
significant variations in accuracy, recall, and Fl-score among the models. The considered
algorithms, including logistic regression, SVM, random forest, gradient boosting, KNN, decision
tree, XGBoost, and AdaBoost, showed different levels of performance in addressing the task.

The random forest model emerged as the most effective, achieving an overall accuracy of
95.3%, indicating its high capability to recognize and distinguish true and false messages. This is
supported by high precision scores for both the "False" class (0.98) and the "True" class (0.95),
as well as significant recall scores for both classes (0.81 for "False" and 1.00 for "True"),
demonstrating its effectiveness in minimizing both false positives and false negatives.

These results underscore the importance of choosing the appropriate model for a specific
misinformation analysis task. The model choice not only affects the overall classification accuracy
but also the model's ability to minimize false positives or false negatives, which is crucial for
developing effective tools to combat misinformation. Particularly, the random forest model,
which demonstrated the best performance, can be recommended as the optimal choice for similar
tasks, providing a high level of accuracy and the ability to effectively distinguish between true
and false messages.

Further scientific research in the field of identification and analysis of misinformation in the
Ukrainian media space requires deeper development and improvement of machine learning
algorithms, with a particular focus on enhancing their ability to recognize subtle and complex
forms of misinformation. The results of our study show that the random forest model, with an
accuracy of 95.3%, proved to be the most effective, but there is potential for improvement,
especially in accurately distinguishing between true and false messages. In the future,
researchers may focus on developing hybrid models that combine the advantages of multiple
algorithms, including deep learning and neural networks, to ensure greater adaptability and
accuracy in different informational contexts. Additionally, an important direction will be the
development of methods that allow models to better understand the semantic context and
emotional tone of texts, which can significantly improve their ability to identify hidden
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misinformation. Implementing such approaches will require not only technological innovations
but also a deeper understanding of linguistic nuances and cultural-historical contexts on which
misinformation is based.
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Abstract
WQMnmdwmhmﬂymmﬁm&mmM

threshold-based matching algorithm, our method achieves balanced performance (Precision - 0.34, Recall
« 0.85, F1 « 0.84) on a diverse test set of news articles. The system is delivered as an interactive Streamlit

application that supports dynamic dictionary updates and smultancous sentiment analysis, enabling users
1o assess both legal refevance and emotional tone of comtent. Through 15 real-world case studies, we
demonstrate the apgroach’s practical utility in governmental and media-watch comtexts and discuss paths
hwmmﬂmmm&hmwmmm
prior research om rule-based text analysis in domains mach as cybersecurity and social media, and
contributes a reproducible Explainable Al framework taslored for Ukrainian legal monitoring.
Keywords

1. Introduction

In the context of the previous study [ 1], which implemented a thematic text dassification system
based on emotional coloring with an achieved accuracy of 92%. this paper proposes an improved
won:hloudled.yelnp:ﬁmnﬂymlad: the automatic matching of input text 1o one

the predefined articles of Ukrainian legislation. Unlike general categorization aimed at broad
mmdnmﬁc&nmﬂnepmpmedmhodmnbluﬂucmbhdmemohdmmmmhnk
between the content and a specific legal provision.

In the current context of hybrid threats and information attacks, the relevance of automated legal
monitoring systems is significantly increasing, especially in terms of ensuring the internal security
of the state. Previous research in the field of cybersecurity has demonstrated the effectiveness of
neural networks in detecting attacks {2] and in building intelligent cyber defense systems based on
artificial immunity models {3). which confirms the potential of specialized rule-based approaches in
the tasks of protecting the information space. At the same time, decision support models in the field
of internal security {4] and modeling user responses on social networks 5] indicate a growing need
for transparent and reproducible algorithms for analyzing sensitive content. The system we propose
for formalized alignment of media texts with legal norms is a logical extension of these approaches
and has the potential to be integrated into the information security architecture at the state or
institutional monitoring level

The methodology is based on a rule-based approach that utilizes expert-defined dictionaries of
key terms for each of the 12 legal articles. By applying a phrase occurrence counter and threshold
filtering. the system enables highly interpretable identification of the most relevant article or
confirmation of its absence. This approach is particularly valuable in the context of automated
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systems for preliminary legal analysis, such as in the monitoring of news, social media, citizen
appeals, or expert commentary.

The study also implements a sentiment analysis component based on lexicon-oriented evaluation,
which allows for simultaneous assessment of both normative relevance and the overall emotional
tone of a message. The integration of these two dimensions — normative and tonal — enables the
devdmldmﬁxphmﬂeﬂtmlfmhplmnnmmgthnmbommmmmmdapﬂnabk
without the need for machine

The structure of the paper is as follows: Section 2 provides an overview of rule-based solutions
in applied domains (medicine, finance, smart contracts, public administration, social research);
Section 3 formalizes the task of matching text with legal articles and details the relevance calculation
algorithm based on expen dictionaries; Section 4 presents the system implementation as a Streamlit
application, including validation results and a case study of 15 news articles; and Section 5
summarizes the findings, compares them with existing approaches, and outlines conclusions
regarding the effectiveness of the proposed method for legal monitoring of media content.

2. Overview of existing solutions

To justify the choice of a rule-based approach in this study, a review is provided of the most
representative works in which expert dictionaries and formal rules have ensured high classification
quality across various domains. Comparing their results establishes a context for evaluating the
proposed system for automatic alignment of media texts with the norms of Ukrainian legislation.

The study by Races & Fazilat (2024) examined the effectiveness of various classification models
for lexicon-based sentiment analysis. Using tweets without emoticons, the researchers achieved an
Fl-score above 85%, demonstrating the advantages of a structured polarity dictionary 16).

The article by Abd et al. (2021) compares the performance of sentiment classification using a
lexicon-based method with examples from the field of information security. The average accuracy
exceeded 80% thanks to the optimization of the Jaccard metric {7].

The review by Ullah et al. (2023) summarizes the main sentiment analysis techniques from 2010
to 2021, with particular emphasis on hybrid models (lexicon + contextual features). The article
reports accuracy improvements up to 90% in the most recent approaches [8].

The work by Balshetwar & Tuganayat (2019) proposes a frame-based analysis to determine tone
and mood. By combining frame semantic structures with lexical analysis, the authors achieve a
precision of approximately 82% [9].

In the study by Catelli et al. (2023), public attitudes toward COVID-19 vaccination on Twitter are
analyzed using a lexicon-oriented approach. A model based on BERT and an expert dictionary
demonstrates a recall of over 88% [10].

Kiilu (2021) applied the Naive Bayes method to detect hate speech in Twitter posts in Kenya,
relying on a polarity lexicon. The author demonstrated over 80% effectiveness in categorization {11].

The publication by Satapathy et al. (2017) presents an approach to normalizing microtexts for
sentiment analysis on Twitter. The combination of phonetic correction and lexicon-based analysis
significantly reduced false positive classifications {12].

Itani (2018) developed a sentiment analysis system for informal Arabic used in social media. Based
on a semantic polarity lexicon, the system achieved an F1-score of 0.86 111).

The article by Guarasci et al. (2024) explores the detection of deceptive reviews in the field of
cultural heritage. A lexicon-oriented model incorporating tone intensity achieved a precision of 0.84
4]

Finally, the review by Kumar et al. (2025) systematizes the latest approaches to sentiment analysis,
including transformers, rule-based systems, and hybrid methods. The authors emphasize that hybrid
models offer the best balance between accuracy and recall {15).

The study by Zhang et al (2025) implemented rule-based methods to identify discases and
rchabilitation activities in Q&A communities. A key feature of the approach was the use of expert-
designed dictionaries for syntactic text analysis, which ensured over 85% accuracy in classifying user
queries 16].

The publication by Lashkari (2024) focuses on detecting vulnerabilities in smart contracts using
rule-based classification with dictionaries of key patterns. The author achieved a precision of 82% by
applying a combined analysis of key terms and semantic context [17].
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The article by Perron et al. (2024) justifies the use of Jocal LLMs for analyzing sensitive texts in
social research, where rule-based structures and expert-defined matching criteria play a central role.
The authors note that classification accuracy reaches 88% when evaluating unstructured
documents [18].

Thoni (2015) explored the application of text mining in monitoring sustainable development,
where supplier ranking is performed using a lexicon-based approach. The classification model
achieved a recall of 0.81, enabling effective detection of risks related to child labor {19].

There is also a review by Yeo et al. (2025), which examines the effectiveness of rule-based models
in the financial domain. The study notes that the use of lexical patterns enables F1-scores above 80%
in explainable Al tasks {20]

The study by Narayanan & Georgiou (2013) demonstrated rule-based classification of behavioral
patterns based on linguistic indicators, with a focus on expert-compiled lexicons. In the behavioral
signal processing model, accuracy reached 87% in test cases {21).

The work by Chiarello (2019) examines a rule-based approach to extracting technical knowledge,
where expert-defined rules are employed. The study showed that the accuracy of processing
technical descriptions exceeded 85% [22]

In Nai (2025), rule-based models were applied to analyze public administration expenditures,
inchiding expert queries to align legal content with budget documentation. The effectiveness of this
alignment was evaluated in the range of 80-86% 23]

Uu&U(m)mmmdnlmmmsdmle-basedmdmmsy!unanonngdmcxpen
defined rules achieve accuracy above 80% only in limited domains. However, such methods remain
valuable in legal translation [24).

ORule-based approaches (Lable ) remain an important alternative to statistical and transformer-
based models when full transparency of classification logic is required or when labeled data is
limited. In medical Q&A server communities, the system by Zhang et al. (2025) demonstrated over
85% accuracy thanks to expert symptom dictionaries_[16]. Similarly, Lashkari (2024) achieved a
precision of 0.82 in detecting smart contract vulnerabilities by combining lexical patterns with
contextual rules {17} In social research, Perron et al. (2024) reported 88% accuracy by integrating
local L1.Ms with rule-based compliance criteria {18). The studies by Thoni (2015), Yeo et al. (2025),
and Narayanan & Georgiou (2013) confirm the versatility of such methods in sustainable
development, finance, and behavioral analysis, respectively 119-21] Despite this, there is a lack of
research in the legal monitoring of media that automatically aligns news texts with articles of
national legislation. Our proposed Rule-Based Method for Aligning Media Content with Ukrainian
Legislation fills this gap by integrating lexicon-based matching with threshold filtering for 12 key
legal provisions.

Given the increasing volume of information flows and the need for rapid legal content analysis,
the rule-based method we propose is both timely and in demand. Unlike existing studies focused on
general sentiment detection or domain-specific categories, the developed system is the first to
integrate lexicon-based key phrase matching with threshold voting for the automatic alignment of
news content with specific articles of Ukrainian legislation. Experiments demonstrated balanced
performance with a Precision of 084, Recall of 0.83, and Fl-score of 0.84, indicating the method's
readiness for practical deployment in media monitoring services, governmental institutions, and
legal firms. Thus, this research makes a significant contribution to the development of Explainable
Al in the legal domain by offering a transparent, reproducible, and adaptive tool for rapid assessment
of the normative relevance of media content.

Table 1
Comparative Table of Studies on Rule-Based Approaches
Ne Source Domain / Data Method Primary Metric
1 Zhangetal 2025 Medical Q&A Expert dictionaries of Accuracy ~ 85 %
18] symptoms + synlactic
rules
2 Lashkari, 2024 Smart Contracts Lexical vulnerability Precision = 0,82
[17] (Solidity) patterns + semantic
context
3 Perronetal, 2024 Social Research Local LLMs « rule-based Accuracy = 88 %

(18] (Sensitive Texts) criteria
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4 Thoni, 2015[19]  Sustainable Risk dictionaries and Recall = 081
Dev_ekpmenll&xmly ranking

5 Yeoetal. 2025 Finandial Reports Explainable Al + lexical  Fi-score = 0,80
120] rules

6 Narayanan & Behavioral Signal Linguistic indicators +  Accuracy = 87 %
Georgiou, 2013 Processing expert rules
1]

7  Chiarello, 2019 Technical Rule-based knowledge  Accuracy > 85 %
122] Documentation extraction

8  Nai, 2025 [23] Public Budgets Dictionaries of Accuracy = 80-

regulatory terms 86 %

9 Liu&Li 2023 Legal Translation Rule-based MT Accuracy > 80 %

+24] (Limited
domains)
3. Method

3.1. Formal Problem Statement

Let T denote the input text represented as a sequence of characters or words, normalized to
lowercase to unify substring search. Let the set A - [a4, a3,..., 643/ contain the names of the legal
articles, each of which is associated with a predefined set of key phrases.

For each article ; a dictionary K;-{k; 1, Ki2,-, ki m,]. is defined, where each element k; ; is a key
phrase or expression that best identifies the subject of that article. These dictionaries are compiled
by legal experts based on an analysis of the corpus and the practical application of laws.

The objective of the method is to compute, for each -th dictionary, the number of occurrences of
its key phrases in text nossEMKa XinsKoCTi BX0/pXeHE floro Kmouonnx dpas v rexcr 7. Formally, we
introduce a counter

my
A\’l‘ - Zj-g 1(*‘.@73‘ (')
where 1;; — denotes the indicator function for the occurrence of a substring.
After computing the vector N = (Ny, N3, ..., Ny3) the task reduces to finding the argument of the
maximum:

" =arg max N, (2

The final decision is made based on a threshold condition: if ;. = ¢ (where r = 5 is set by expert
judgment), the text is considered relevant to artidle a;.; otherwise, the algorithm returns the result
"Not Found™.

Thus, the formalization of the task allows for unambiguous and cfficient alignment of the text
with legal articles, ensuring clarity of the decision and the ability to flexibly adjust the threshold
depending on specific application conditions.

3.2. Algorithm

Below is a detailed description of each step of the algorithm, which not only enables its
implementation in code but also ensures transparency and reproducibility of all internal operations:

Step 1. Text and dictionary normalization {25, 26]. The input text Tis converted to lowercase to
climinate case sensitivity. Similarly, each key phrase &; ; is transformed to lowercase, ensuring the
method is case-insensitive.

Step 2. Counter initialization. For each 1€ {1.....12 a variable V;, is initialized to zero. This variable
wiﬂmeuammforlhenmimofkcyphnrmhcsfmmdicﬁonm’ykiinlhcum.
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Step 3. Match search. For each i-th dictionary, the presence of each phrase &;; in text T is
iteratively checked. If the condition &; ; c Tis satisfied, the counter N; is incremented by 1.

Step 4. Candidate identification. Afier processing all dictionaries, a vector N = (Vy...., Ni3) is
l:.?med.'l‘heindzxi'zargmax,u\’,- is computed, indicating the dictionary with the highest number

Step 5. Threshold check and result output. If ¥;- = 5 the algorithm returns the name of article a;-;
if no counter reaches the threshold, the result is "Not Found™. This scheme ensures a minimum
number of detected features before a decision is made.

The following section is devoted to the quantitative analysis of the accuracy and interpretability
of the results. In a series of experimental scenarios, the system will be evaluated using precision,
recall, and Fl-score metrics in order to compare the effectiveness of the proposed approach with

37T bt

4. Implementation

4.1. Technical Description of the Developed System

The developed automated text analysis system is implemented as a web application using the
Streamlit framework [27], which enables interactive user engagement and dynamic interface updates
without the need for separate server deployment. The user interface consists of a sidebar control
panel that allows the selection of a thematic category (legal article) and provides options for
mdwcoﬂtspondmgkeyﬂlrmdnnmy adding, deleting. or viewing the current list of
terms. This structure ensures the system's to changes in legal terminology and discourse
contexts, allowing experts to independently configure the dictionaries according to current needs.

(L - B

Figure 1: Web-based interface

The main part of the interface offers two input modes: manual text entry or providing a URL link
to a news article, which is amomatically processed by the system to extract textual content
Additionally, a sentiment inversion option is implemented. which is useful when analyzing texts that
may contain rhetorical devices such as irony or sarcasm. After clicking the analysis start button, the
system performs a series of processing steps: text normalization, keyword matching, counting
relevant occurrences, and sentiment calculation based on the weighted characteristics of keywords
(categorized as positive, negative, or neutral).

The analysis results are displayed in a user-friendly format, indicating the legal category,
sentiment index, and the processed text content. In cases where the number of matches is insufficient
(fewer than five), the system returns a message indicating that no relevant article was found. This
approach combines implementation simplicity with a high level of interpretability, ensuring ease of
use in legal monitoring contexts.
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4.2. Evaluation of Classification Model Accuracy

To evaluate the effectiveness of the algorithm for matching texts to legal articles, testing was
conducted on a control dataset with a uniform distribution across 12 classes. Based on the obtained
results. a confusion matrix was constructed (Eigure 2). illustrating the relationship between actual
and predicted classes. Most observations are concentrated along the main diagonal, indicating high

The overall accuracy is 83.75%, which means that in more than 4 out of 5 cases, the model
correctly classifies the input text. The precision score of 0.84 demonstrates that when the model
predicts a positive association of the text with a specific article, it is correct in the majority of cases.

The recall metric of 0.83 indicates that the model successfully identifies the majority of relevant
articles in the test set, although it does miss some correct matches. In tumn, the Fl-score of 0.84
reflects a balance between precision and recall, confirming that the model is not only effective but

Some degree of inter-class confusion is observed (particularly between K1<3K2 and K6«K7),
which may be due to overlapping key terms in certain articles. However, the number of such errors
is relatively small compared to the total number of correct dassifications.

Thus, the results indicate a high level of agreement between the model's predictions and the actual
matches in the dataset, making it suitable for tasks involving automated analysis of the legal
relevance of texts.

e T e -

9 ' .

-~ e
L

Figure 2: Matrix of confusion
4.3. Case Studies

Among the 15 processed cases (Lable 2) the largest proportion pertains to materials related to
“Military-Political Leadership of Ukraine at All Levels™ (7/15, 46.7%), followed by “Ukraine’s

International Image in the USA, Canada, and the United Kingdom™ (2/15, 13.3%), “Ukraine’s

International Image in the EU” (2/15, 13.3%), “Law Enforcement Agencies of Ukraine™ (2/15, 13.3%),

and “Armed Forces of Ukraine™ (2/15, 13.3%).

Thus, the results of the 15 analyzed cases demonstrated that:
¢ The sentiment percentage ranged from - 10% to +30%, with the following distribution:

a. Positive (= +10%) — 8 cases (53.3%);
b. Negative (< -10%) — 4 cases (26.7%):
c. Neutral (0%) — 3 cases (20%).
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Table 2
Comparative analysis of 15 case studies

N Source Category Sentiment Article of the
Law / Code

1 BBC News, At least eight people Ukraine's +10% Not entered
killed and more than 80 injured in  International Image in
overnight attack on Kyiv, BBC the USA, Canada, and
News, April 24, 2025 [25) the United Kingdom

2 Hromadske. Tino xypsavicTEn Armed Forces of +10% Not entered
Pommwsol, §Xy 2aKaTysais B Ukraine
IOAOHL, NOBCPHY AN B YEpalay,

Hromadske, 2025 {29

3 Hromadske Rehiony, Ha Military-political +20 % Not entered
TeprouLILIMA] N0TATH leadership of Ukraine
CECTYMAII NOALCEERX KEPTR at all levels
Boawsacsxol rpareail. Hromadske,

2025 {30)

4 BBC News, Pope Francis to be The international -10% Not entered
buried at Santa Maria Maggiore,  image of Ukraine in
BBC News, April 24, 2025 [31] the EU (in 8

languages)

5 Hromadske, Bioxuma & <cagvobyci  Military-political +10% Not entered
cseprix. Penoprax i3 Cym, leadership of Ukraine
Hromadske. 2025 [32] at all levels

6 Fox News, Key Karen Read witness  Armed Forces of -10% Not entered
wasn t true, Fox News, 2025 {33}

7 Magnolia-TV, ¥ Knegi wosorixa Law enforcement -10% Constitution of
CYAMTRMYTE 3a obemuyBaucHraM  agencies of Ukraine Ukraine, Part 4,
¥ EyamusoMy 30yTi nesxorponis, Article 32
Magnolia-TV, 2025 {34)

8 Bessarabia Inform, Memxaneis Law enforcement 0% Not entered
Boarpagcekoro paftony orpusae  agencies of Ukraine
YMORHMA TCPMIH 33 HOZAKOHHE
sbepirasns 30pol Ta HAPKOTHKIE,

Bessarabia Inform, April 2025 {35)

9 UANews, Crpiassuna Military-political +10% Criminal Code
Hoainecexomy paktoni Knesa: leadership of Ukraine of Ukraine,
naxinis 3’ sconye obcranunn at all levels Article 109
immacHETy, UA News, 2025 136)

10 LIGA net. ITfo osnauae Military-political 0% Civil Code of
CEACYBAHHA HAKAIY NIPO NPU30E leadership of Ukraine Ukraine,
Hacipoea 1o 3CY?, LIGA net, 2025  at all levels Article 278

11 0462ua, HABY 3axpuno crpasy Military-political +10% Civil Code of
1npo Belaxonne sbaraueHa leadership of Ukraine Ukraine,
napnena Ilanna Xanimona, at all levels Article 278
0462.ua, 2025 (18]

12 Interfax-Ukraine, IT'srs 1i6 Military-political 0% Constitution
AIKBUIYBAAR TIOXCKY ¥ leadership of Ukraine of Ukraine,

i ACHMITEL, at all levels Part 4, Articke
Interfax-Ukraine, 2025 [39] 32

13 2day khua Ha Xapxisnmesi Military-political 430 % Criminal Code

3araciuiR Macirabey Ficony leadership of Ukraine of Ukraine,
at all levels Article 259
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MOy, 10 EMPYEAIa I 475 56,

2day khua 2025 [40)

14 Xapxie Times, PaTysaananEn The international +30% Criminal Code
XapxiEmMaN TiKeiyEaIn image of Ukraine in of Ukraine,
noxexy 8 banaxificaxosy the EU (in 8 Article 182
micamrei, Xapxis Times, April 24,  languages)

2025 {41)

15 Life Kyiv UA, Crpingamna cepen Military-political -10% Civil Code of
Ginoro jges Ha [lopoxi: mo leadership of Ukraine Ukraine,
crazocs i xro crpiass, Life Kyiv at all levels Artide 278
UA, 2025 [42)

¢ The average sentiment value was +6%, the median was +10%. and the standard deviation
was approximately 11.5%..
e In5 out of 15 cases (33.3%), a relevant legal article was antomatically identified:-
a_ Constitution of Ukraine. Part 4 Article 32 (2 cases);
b. Civil Code of Ukraine, Article 278 (2 cases);
. Criminal Code of Ukraine. Article 109 (1 case);
d. Criminal Code of Ukraine, Article 182 (1 case):
¢. Criminal Code of Ukraine, Article 259 (1 case).
e In 10 cases (66,7 %) the keyword occurrence threshold (r=5) was not reached, and
therefore no relevant article was identified.

The highest percentage of successful matches to legal articles was observed in the categories “Law
Enforcement Agencies of Ukraine™ (1/2, 50%) and “Military-Political Leadership of Ukraine™ (3/7,
42.9%). In the thematic “international image™ categories, no correct matches were identified (0/4, 0%),
indicating insufficient representation of relevant key word forms in these groups.

The obtained quantitative indicators suggest satisfactory accuracy in sentiment analysis of texts,
but a limited ability of the algorithm to identify specific legal articles.

To improve the frequency of successful matches to legal norms, expert dictionaries should be

enriched with synonymous forms, and consideration should be given to lowering the
threshold t for shorter news materials.

5. Conclusions

The conducted evaluation showed that the proposed rule-based method for automatically
aligning media texts with articles of Ukrainian legislation demonstrates an overall accuracy of 83.8%,
corresponding to Precision = 0.84, Recall = 0.83, and F1-score = 0.84 on a control sample of 12 legal
classes. These metrics are only slightly lower than the results of previous rule-based studies in
medical Q&A domains (Accuracy > 85%) and social research (Accuracy = 88%) [l 18] indicating
the competitiveness of the approach even within the highly specialized legal domain. At the same
time, our metrics demonstrate a high balance between precision and recall, which is critical for real-
wuﬂudnmomtumguskswhacclmfuMnmmuuyhnwngmﬁmmlq;ﬂmpbcmom

A detailed analysis of the confusion matrix revealed that most errors occurred between closely
related categories such as “Military-Political Leadership of Ukraine™ and “Law Enforcement Agencies
of Ukraine™ (K1++K2, K6+2K7). which share several key terms. Furthermore, in a series of 15 real-
world case studies, the algorithm successfully identified a relevant article in only 33.3% of cases
(5/15), which is likely due to the fixed threshold r = 5 and the relatively short length of typical news
content. The highest rate of successful matches was recorded in the category “Law Enforcement
Agencies of Ukraine™ (50%), and the lowest — in the international image categories (0%), highlighting
the need to further refine expert dictionaries specifically for “international” topics.

The obtained results highlight the value of the proposed Explainable Al tool: the system operates
without the need for trained models, offering full transparency of its decision logic and flexible
terminology customization through the user interface. This architecture is particularly beneficial for
governmental institutions and legal firms, where it is critically important to reproduce why and
according to which rules a text was matched to a specific legal article. Furthermore, the combination
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of normative alipnment with sentiment analysis opens opportunities for comprehensive monitoring
of reputational risks and compliance with media standards.

Future research will focus on expanding and enriching expert dictionaries with new synonyms,
mmﬂmmmqﬂﬂmufmnntmwm
genre o increase sensitivity to shorer messapes; integrating semantic methods {eg., word
embeddings or topic ontologies) to reduce inter-class confusion; developing hybrid approaches that
combine mole-based logic with lightweirht statistical or transformer modules; and enabling
multilingual support and cross-national comparative analysis of legal texts. Together, these
enhancements aim to significantly improve the system's legal coverage, increase the frequency of
successiul matches, and broaden its practical applications in legal analysis of media content.

Declaration on Generative Al

The suthors weed GET-4 and Dreepl. to prepare thiz paper: Grammer and Spelling Checkar. Afier
using these tools, the authors reviewsd and edited the contsnt as neceszaryv and are solely responszible
for the content of the publication
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A GEMERAL METHOD FOR REAL-TIME DETECTION OF INFORMATION
THREATS WITH A UKRAINE CASE 5TUDY

The minfject mmtter v a gevenn 5o of methods and system architeciwene for fexd analviics, emablieg real=-time
defeciion amd mamforing of imformntion Sreemts, vahdated throush o Dkraunion cave studhy. If infegrodes sewir-
memt amelvsly, palarify-grversion aedling, aed mockine-learming—-besed themaitc clasnf@camtion. The research
15 especia fy refevant i dhe condext of bvtid warfore, where e information ermvaronment becorees o hadfledteld
af disimformation, meaipmlative campargns aad cogmifive mfuence. The goal 5 fo develop and axperimentelly
validefr @ comprebensive mformaiian echmology system for qutaomaded thread detection in the Dlnninian
imformaiion space, bild on the principles off Responsible Artificial Imtelligewce (Rexpoansible Al} and modem
nrhrnn lenguage processirg feckmigues. The obfecives: the formarion of a muiltiliegral corpus af ness aed
socun media fexes; dmplememtaiion of o semiimend aoofvsts module M ncorponaier  polormhy faversion,;
development of o hvbrd themate clowffcaton mefhod thet combiner kevword giciiomaries widh macihime
Teaming model ensembles; and ihe constriciion of @ Reporsthie A Bvafwmion (RATE)] framevwork warh
indicafors for faimess, ronsparency and user smisioction. The obfammed resnlty comfirm all e propased
hypatheses: the developed sentime oenr anelysis modinle ackieves macre=F = 085 ond reduces MAE by 18.2%
campared o e haseline model; $ie polariy imersion defection algonthm allows aowatc reversel of
semitmend score @ surmpadeiive fecfs, improvimg She defecion of horitle norratives; b bvbrd dhemainc
clasrification  achieves mocro=-F[=0.483, witk Imiency of 55 msdocument and throughod of I8
documeninrecong; miegartion aof ol modwlers fnfo o eodfied mpelime dmproves recall by T04% wilbowd
srgmifican increese f fareecy; fhe RATE comoepiam’ model enmeres AFT < 5% an exper? wser smitsfnotion soare
af d 145 and lexy tran 1% lmtency overhead. The concfurions demanstnme Srar $he proposed oystem offectively
cambimes high aocuracy in idemtyfving information threats with the primciples of ethical AL troesparency and
user tnesl, muking i prociicelty valwoble for raotional cpbersecurity cowtres, CERTS and OSINT platforms. Con-
clusions. The screanific movelty ltes ta the developmernd of novel methods: a confe-sevsrinve semtimend’ amalyrs
approach faiored v milifary-refated vacabulery; a polonty nersion alporitkm for defecting covert hoséiry;
a hvtwrd themenc classificoiion model combmimg mochime learmey wilh copert dcifonaries; an iafegambed
Irformaiion processing enchifecture with = 7 documentsSecond throngfipur; o Resparsble A5 evalumtion mode!
ircarporating Fairmess Cap, Mode! Cads aed' User Saiisfaciion Score.

Keypwardy: tert mining: sewmiiment analysis; imversion defection,; fext clessfication; machine learming.

such as OSINT amalytecs and CERT threat intelligence.
Effective real-time detection of disinformation and ms-

1. Intreduction

The full-scale Russian aggression since February
24, 1022, has transformed Ukrame™s indormation land-
scape mbo a multdimensioral battlefield: high-frequency
waves of disinformation, psychological operations and
coordinated nariives am o undermine tnast in state in-
stitutions, demoralise society and influence the country's
foreign policy stance.

Under these condibons, text mmnmg methods — au-
tomaied collection, preprocessing and analytics of large
volumes of fext — have become cnbcally important tools
for the timely detection of information threats, particu-
larty within bybred warfare and cybersecursty operations

mipulation is essentmal for cybersecurnity leams operating
m CERTs, government seoursty agencees and OSINT
centres.

Owver the past five years, information retrieval and
extraction, as well as texi minng, have shown nolable
progress, from contextual search maodels (ColBERT,
AMNCE) to multalmgual 1E systems based on tmansformers
(mBERT, XLM-R). Research efforis have focused on se-
mamisc threat message search, automatsc extraction of
“actor-action—target~ entitres m OSINT analysas and in-
tegrating dictionary-based and deep approaches for sen-
timent amd thematic text analyss. However, most
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developmeents are taibored 1o English-language dats. The
Ukrainian diglos=zia context and wartime vocabulary re-
main methododogically underdeveloped. significantly
limiting the practical applicabalsty of existing sodutions.

Bevond lingustic and technical challenges, ethical,
legal and security complianoe 1ssues are gaining promi=
nence. [hscrepancies in acouracy across genres or lam-
guxpe subsetx, risks of data poisonmg and adversarial at-
tacks, GDPR requirements for persomal dain and the ab-
sence of established practices for tmnsparency and ac-
countzhibty create a gap between academic prototypes
and industry needs m threal monformg syslems.

In modem imformation warfare, this study ams 1o
design and expenmenially validalz an mbegrated texi-
muining syslem for momtoring information threats in
Ukraine, sagmificantly enhancmg real-time cybersecurity
decision=makmg for govermment cybersecursty teams,
CERTs, and OSINT envmronmenis. To achieve this, the
following imsks are formulsied-

- Formation of a multilingus] corpus of news and
social media messages anmotaied aonoss 13 thematic cai-
RS,

-  Development of a modular archiiecture (Pyibon
+ Streamlnt + Transformers + Docker ) with latency < 200
ms= ard throughpat = 50 does's:

- Creatson of hybrid text analyss methods, me-
cluding:

a) a context-sensitive sentiment anabyse method
with polarity mversion;

b1 an ensemble method for thematic clesficabion
with automatic keyword extraction;

- Constructon of a Responuble Al Evaluation
framewark that miegrales clssical metrics (precision, re=
call, Fl, iency, throughput) with FATE indicabors,
Al People principles and the Model Cands formt;

- [mplemeniation of a comprehensive experiment
o compare individual modules and assess their inte-
grated performance im detecting disimformation narra-
tives.

This research achieved the following sciemtific
contributisns:

1. A method for sentiment amslyxis of textual
coniend  was  developed, which, wnlike exssting
approaches, considers both the emotional colouring of
news and the context of informatson threats. This
significantly improves the acoumcy of mamipulstive
caniend identification;

2. A mecthod for polarity mnversion detection was
developed, which emables the identificabon of changes in
the origimal emotiomal tone of messages, therehy
enhancing the effectnveness of dismiormation detection;

3. A methed for thematic classification of textual
canient was proposed. 1t automates topic identification im
messages and demonstrates  improved socuracy in
manitoring the informatson space compared to baseline

approachies:

d. A comprebensive miormation threst momibormg
system was desigmed, miegratmg sentiment analysis,
mversion detection and thematx classificaion mo a
unified archiectore, which substantmally meoreases threat
detection efficiency m the digital environment;

5. A FResponsible Al Evaluabion (RAIE)
conoepiual model was developed. [t integrates traditional
guantitative meincs with ethical mdscasiors (Fairness
Gap. Acoountability, Transparency, Beneficencoe, None
maleficence). It supporis the use of Model Cards.
ensuring high accuracy and compliamce with prnciples
of safety, transparency and accountabalsty.

To empincally venfy the sciemttfic novelty amd
confirm  the practical relevance of the proposed
approachies. the followmng hypatheses were formulated

= HIl: The proposed comtext-sensibtive semtmment
analyxis method improves maoro=F1 by at least 7 % oome
pared to & baseline dichioeary-based approach that does
not consader the comext of information threats;

= H2: The developed polarity inverson detection
algorithm changes the sign of emotional ione m messages
with such accuracy that the mean absolwie error (MAE)
of polartty determination for hostile sources 1= reduced
by at least 15% relative fo systems withou myversion ca-
pabilsty;

- H3: The hybrid thematic chsafication method
combining ML meodel ensembles with RAKETF-1DF
keyword extraction achieves a maoro=F1 smprovemnent of
at least 5% over the best-performing standalone baseline
claxifier (Random Forest) for cabegorising bexts inboe 13
thematic groups;

- I#: The miegratson of the three modules — sene
timend mnalyses, polarity inversson detectson and thematsc
chssification—imio a unified mformation threat monfor-
mg technology inoreases the overall recall of the final
system by at least 107% compared to sequenisal use of in-
dividual modules without data integration, with average
latency not increasing by more than 10/74;

- HS5: The proposed conceptual RAIE model en-
sures a Fairmess (Gap < 5% and a Lser Sabistaction Soore
#= 4 WS, without degradmg the system™s average latency
by more than 10%

In summary, this research presents a comprehonsive
solution that combmes high technical efficency m
textual dain processing with ethical responsibilsty in the
apphicaton of artificsal miedligenoe io monsor Ukrame s
miormation environmend.

The article is stuctured as dollows: Secbom |
outlmes the motivation, research obgectives, novelty and
hypotheses. Section 2 provides a critscal literature review
across the domams of mivrmation retneval extraction
(IR'RE), samilamty metrics. sentiment amalysis with
mversion., thematic classfication and Respomsible Al
principles, haghlighting existmg paps. Section 3
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descmbes the matemals and methods, ranging from the

constructson of a mulitlmgual corpus and preprocessang
pipeline io the proposed algomihms for sentiment,
mnverston and thematic classification, as well &= the
meadular {Python + Streamlit + Docker) archiecture and
ithe micgraied FALEALEFeople evaluaion Eamewark.
Section 4 presenis  expommenial resulls,  grouped
socording to hypotheses HI=-HS and supplemented with
ablatson analyms. Sectiom 5 disoosses  hypothesis
validatiom, comparisons with pmor work, practical
implications fior miormation securnty and fiture research
limitations and directions. Section & summarises the main
contributions and implemmiation recommendations,
while the appendix contains oode. extended @bles and
Model Cards.

2. State of the art

L1, Information retrbeval and extraction
im evbersecurity and information secarity

Information retrieval (IR) models such as BM2S
and the Query Likelibood Moedel (QLM) remain the gold
standard for identifying threat-related documents in cy-
bersecunty. BM2E achseves a Mean Average Precizion
(MAF) of approximately (42 in phishmng content detecs
ison tasks, while QLM reaches a MAP of around (.39 on
standard TREC datasets [1].

Contextual retrieval embeddings such as Col BERT
and ANCE significantly improve periormance m barge-
scale deia environmenis. For instance, i OSINT amlyxis
tasks, ANCE achieved Recalli ] 0 of %5%. which is
T%a hegher than irmditional approaches [2].

Information Extraction (IE} techniques, including
Mamed Entity Recogmtion (MWER), Relabon Extraction
{RE) and Oipen Information Extracton (OpmlE )L are cru-
cial for extraciing “actorsaction-target= triples im Open
Zource Intelligence (O5[NT) scenanos. For example. in
the “Fake News Challemge” propect, (ipenlE-based sys-
iems achieved an Fl score of 0LEE in automatically ex-
tracting key aciors and actons [3].

In comflct comtexix, such as the analysis of the Syr-
1an information space, |E techmiques enabled the extrac-
tzon of over 5,000 unique incidents m just the first three
muanths of research, with actor idemt ficabion aco@racy ex-
ceeding B8% [4].

Anti=dizinformation ceptres activel v use MER and
RE for real-time news monitoring. In studies on the
COVID-19 pandemic, [E-based systems achieved 91%
soouracy m detecting fake news m multlingual environ=
ments [5]. Mulhlmgual IE evaluation using modeks such
as mBERT and XLM-R revealed important distinctions
mBERT achieved an average Fl score of 076 aooss 10
lamguages. In contrast, XLM-E scored .52, indicating
better generalizabality in mon=native combexis [6]. In NER

taszks jor news sireams, mBERT achieved an acouracy of
around Bd%:; however, iis performance dropped 1o 71%
when working with low-resource languages [T

For multimodal information {iext & images), sys-
tems combaning [E with ColBERT vectors showed a 5-
Ve Improvement o fact extracton acoaracy compared o
text-only approaches [E]. o the context of cyber mci-
dents, relabon extraction (REj sysbtems that process
Cyber Threat Intelligence (CTI) reports have demon-
sirated  high  effectiveness. In particular, the
EXTRACTOR model achseved a precesion of ap to 0059
and an Fl-score of (.93 when extracimg causal and at-
tributiomal relationships between threst actors and ther
targeis. The strength of EXTRACTOHE hes in iis imlegra-
tvon of semamtic mole labellmg, customased text normadi-
sabon and attack graph comstruction, which enables the
detection of behavioural patterms even im structurally
complex reporis [9]. The use of DT and SY8 classifiors,
combined with URL and HT TP features, yielded the best
phashing detection results, achieving an Fl score of 0.9%,
precision of 0.99, and recal] of (.59 for SWM [ 10].

Despiie the strong performance of clssical and
comtexhaal madels, there remaims an urgent need 1o mie-
grate multlmgual processimg. multimoedality and real-
time capabalitics to emhance the effectiveness of threat
monormg.

1.2, Similariiy and distance meirics

Text similarity metrics are fundamental tools for de-
tecting duplicates and clustenng informational narmatves
m cybersecurity.

Smilarity messores such ax Levenshiein, Faccard
and Dice are actively used io idemtify duplicate news ar-
ticles. In am experiment oo a news corpus, applying a Jacs
card threshald of greater than (U8 resulted m a dustering
precision af 91 3% with a recall of 87.9% [ 11]. Support
Vector Machmes | 3% M) with REF kemmels ane frequently
apphicd to compare quotabons. In a citabon matchimg
task uxing the CitesperX corpus, RBF kemels achseved
an AUC of 0LEX. In contmast, third-degree polynomaal
kemnels showed an AUC of L84, demonstraimg the RBF
kermnel s supersor abality to model complex dependencies
[12]. Clusterng algorithms such as DESCAN and Mini-
Hatch K-means are widely used for grouping marrainees.
(On a news story dataset, DBSCAN (conbigured with eps
= (1.5 and a mimmum cluster size of 5) achieved a salhou-
gtle score af (L62, cutperformimg MiniBatch K-means
with a score of .54 [13]. In newral similarity models,
Sentence-HERT (SEERT) demonsiraied a cosime simi-
larity of 0.E% for Enghsh texis, though acouracy dropped
te 0.8} when comparing Ukramisn and Russian exts
[ 14d]. SimCSE demonstrated greater stability across mul-
tilimpumal f=ks: for Englsh-Ukmmian sentence pairs, the
cosine similarity remained ad 084, while the Euclidean
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dstance exhibsted greater variability, highlightmg the ef-
fectiveness of cosme similanty in mualblmgual set-
tmgs [15].

A comparson of metnics in fake news clustening
tasks revealed that sing the Levenshtein distanice wih a
threshald of 0.2 achieved an Fl score of 0.79, outper-
formmg the Jaccard score (L75) and the Dhce score
(076 [ 16].

EVM with a polymomial kernel proved particularly
cffective br comparmg “paraphrased”  guatations,
achieving 85% accuracy on the PARACITE corpus with
a second-degree polynomel [17]). DESCAN was highly
sensitive o the eps pammeter im narmative clustering
tasks: reducing eps from (.5 to .3 mcreased the namber
af clusters by 35%. inderscoring the need for careful -
mng [18]. When addressmng high-dimensional semantic
comparsons, replacing tmdibenal Eoclidean mestnics
with a drection-aware distance — which integrates Eu-
clidean dstance and angular divergence based on cosine
similamty — led to a marked improvement in clustering
quality, parboularly m k-means performance o bench-
mark datssels [19]. SmmCSE fne-tuned on parallel
Ukrainsan-Fussian corpora achseved Recallials = 92.1%
using cosne =amilamty, while Ewclidean distamce
achieved only 8. 7% [20].

Diespite progress with classical and deep models,
there remains a need to optimise clustemng stabalsty and
maubltilingual similarity handling for OSINT analysis.

L3 Sentiment analvsks and inversion detection

Senliment analysis and delecing emotional polamty
inversson are critical for recognising manspulative con-
teni m milfary micrmation campazgns.

Lexscon-based tools such as SentiWordMet and
VADER are widely used for short-text chssification
tasks. VADER achicved BE% accuracy on socml media
data when classifyang tweets mbo three sentiment calego-
ries (positive, negative, neutral), while baselme Semt-
WorndNet models vielded only 76%% accuracy [21] Do-
main-specific lexicons — partsoularly for malstary topics -
were expanded by 1 200 termis, whach improved recall by
9% m sentimend analysis of war-relabad news compared
io gememl-purpose sentiment dictionanies [22]. Compar-
1zons between classical machme learnmg methods (MNaive
Hayes. Logistic Regression) and deep learming models
({Bi-LSTM, BERT) showed a clear advantage for the lat-
ter- an the Amacon Reviews corpas, BERT reached 94%
accuracy, Bi-LETM 91%, Logistic Regression E4% and
Maive Bayes 79%% [23].

In sarcasm detection tasks, models with negation
scope and shift classifiers achieved 1% acoaracy on the
SARC corpus, 6% higher than Bi-LS5TM baselmes that
do not handle megation [24). Counterfactaal  data
augmendation, where sarcastic phroses were replaced

with their literal equivalents, mproved Fl scores of iromy
deteczon models by ™6 companed o training on organal
data alone |25]. Im palarsty myversion detection within in-
formation campaigns, algorsthms that applied logic hke
<hostilsty + absemoe of “Ukraine’ — mvert= impronved
ch=sification accuracy of hostile messages by 12% om a
specialised military news corpus [26]. In malstary-themed
dalasets, an adapted VADEER with domain-specific ex-
tensions achieved a 5.6% improvement in maoro-Fl
score compared 1o fis base version [I7]. Bi-L3TM mod-
ek wath additional irony mdicators (e.g., emoticons,
emotional markers) achieved a Becall of B6% on English-
language socml media datasets [2E]. In study [29], the
De=BERTa model showed the best resualt (F1 = .73, out-
performing BoBERTa (0.71) and logistc regression
(0.57). Logistic regressaon showed the closest resulls to
MME, particularly in recognising non-sarcastic commenits
(accuracy: 0L63 for LR and 0L63 for MNMNS)L

Dwuring the research. over 17 milhon multilingual
tweels from the first week of the Rusna—Ukmine war
were analysed and it was found that 8% expressed neg-
ative sentiment, with bot activity amplifying pro-comflict
mnarralrves durmg key events [ M0].

De=pate the high effectiveness of deep models and
domain-specific lexicons, challemges remaim in accu-
rately bandling sarcasm and polanity imeersson m mult-
limgsz] environments.,

2. Thematie text classification

Thematic clhssificabon of news streams enables
stnacturing the information space for real-time threat
monAormg.

In tadizonal approaches, rule-based matching us-
mg lexicon-based taxonomies demanstrates moderate ef-
fectiveness, with an avemge accwracy of 7TX% m mews-
categorisation tasks. Waghted keywords improve this to
TH%a [31].

Machine leaming algorsthms such as Logistic Re-
gression [ LE), Sgppori Vector Machme (5% M) and Ran-
dom Forest (RF) demomstrated varying performance on
Ukramian news corpor: macro=F | for LR reached 81%,
for 3VM - E3% and for BF - ™% lighhghimg the ad-
vantzge of 5VM in thematic clasaficabion tasks [32].
Deep learming using fine-tumed mBERT on Ukraimian
corpora achieved a macro-F1 score of B7.5%, ouiper-
formuing raditicmal machme leaming meodels by approx-
malely 5% [33].

Heerarchecal Attention Metworks (HAN) tested on
Ukramian and Bussian datasets achieved a macre-F1
score of B5. 2%, demonstratmg powertial results on mults-
topic dooaments [ 34]. In companson, fine-tumed mBERT
om large corpora {over 100,000 examples ) outper formed
HAMN by 2.3% in macro=Fl, making it a favourable
choice when computational resources are available [15].
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Model ensembling (rule-based + ML) increased the
macra-F | score to 8%, especially on small datasets (un-
der 10,000 documents), where the hybrid approach par-
izally compenssied for the limsed imming matenial [36].
Model distillation technigues for edge devices reduced
the mBERT model size by 65% with only a 2% drop in
maxro=F 1, a oribical metnc for deployment on resource=
constramed sysiems [37]. Lightweight distlled models.
such as TmyBHERT, achieved a macre=F1 of 4% on a
news corpus, oaly 3-4% behmd full-sized BERT madels
|3E). Random Forest with TF-1IDF vectorsaton achizved
a macro=Fl score of 77% for classfying Ukrainian gow-
emment docaments by topic, outperformang 5% M by ap-
proximabely 5% | 39).

In practical tesis, ensembles of rule-based and SV
classifiers achieved the haghest effectiveness — a macro-
F1 scare of 88% - particularly im scenarios with weak la-
belling (semi-supervised keamming) [40].

Although modern ML and [¥. models demonstrate
high accuracy, further refinement of hybnd systems re-
maxins essential, especially for lowsresource and multi-
iopic dat soenarios.

1.5 Kevword and keyphrase exirac tbon

Effective keyword extractson is critical for improys
ing thematic classbficatson quality and analysing news
sEremmes.

Stanstical methods, such as TF-1DF and (hapi TF-
IDF, remain fmmdstional m many keyword extmction
sysiems. Okap TF-10F achseved 6I% precison for top-
10 keywords on am Enghish-language academic corpus,
campared 1o 58% for standard TF-1I3F.

lkmg the y-score for keyword selection m the-
matic classifiers mproved maomo-Fl from 0074 o 0.79
an the AG Mews dataset, lighlightmg the mportance of
statistical feature selection [41). Immediate extraciors
such as RAKE, YAKE! and TextRank perform differs
ently dependmg on text length: RAKE lost up to 15% m
precision on short bexts (<N words), while Y AKE! re-
maxined stable with andy a 5% drop [42]. TextRank is par-
tsoularly semstive to very short texts {50100 wards],
where Fl scores drop by 18% compared to performanice
on medium-=length texts [43].

Topic modellmg technigoes, such as LSA, LDA and
MMF, showed varving keyword eximction accurscies:
LIk achseved 6d% precision for the top=10 keywords,
while LSA and NMF scored 61% and 5%, respoctively
|[44]). LA proved the meost sable: when vamang the
number of topics from 10 o 50, the precision of top key-
words decreased by only 3%, compared to up 1o 7% for
MWHF [43]. Transtormer-based semantic methods, such as
KeyBERT, signifscamtly enhance keyword quality, as ev-
idenced by KeyBERT achseving 71% precision for the
top 5 keywords on a pews corpus, compared fo 58% for

standard TF-IDF [44]. SPECTER -rank. designed for sci-
entzfic documents, reached 68% precision in keyword ex-
tractson from research absiracts, outperformmg Texs
tRank by %% [47]. KeyBERT. used for pre-exiraction of
keyphrases, improved thematic classification acouracy
by &% i news calegonsation tasks compared o TF-1DF
alone [48]. Combined approaches (RAKE + KeyBEET)
achieved the best resulis m multiling] scenamos, with
an §% imcrease m macro=Fl in a multilingeal news cor-
pus compared to a smgle extractor [49].

Thus, despite advances in transformer-hased meth-
ods, stahility on short texts and mulilmgual corpora re-
mams a relevant challemge.

Lb. Responsible Al Analytics

The prmciples of FATE (Faimess, Accountabality,
Transparency. Ethics) and the AldPeople framewark
have become foundatiomal for developmg ethscal, famr
and transparent mode] evaluation practices m automated
text anakysis.

In the area of faimess, the Post-Processing Equal-
1sed Ohdds method reduced the accuracy gap between dif-
ferent languages by 1 7% on a maltilingual Amazyon Re-
views corpus, demonsirating the effeciveness of posts
traiming correction |50 For accountabalsty, implemsent-
mg aundit traiks durmg modd training signabicantly ime-
proved reproducibality ap 1o 95% in text classifscation
tasks. as reported by [BM researchers [51]. Using repro=
ducible seeds during trammg of large modeds (eg.
BERT) reduced test metrsc varsshility from #1. 7% 1o
#0.3% m repeated muns, greatly enhancmg the reliabalsy
of experiments [52].

Open-sourcing model weights contmbuted ioa Z8%
merease in verfied resalt reproductions bor computer vi-
sion madels, acording o data from Fapers with
Code [53].

When appliad o mews corpara, explamabality tools
such as LIME emabled imterpretation of 84% of classafi-
cation decisons wsing local samogate meodels, with a
mean fasthfulmess score of OLB1 [54] SHAP achseved
E8% explamation accuracy for the top 5 meost essential
features m classificaton tasks, outperforming LIME by
&% im multi-class settings [55]. Counterfactual explana-
tions imreasod user trust m models by 1 7% compared 1o
cha=sic LIME'SHAP explanations, a= determmed through
X testimg with 2(00 particspants [56] Under the benefi-
cence'nan-maleficence principle, disinformatson preven-
tion algorithms based on combaned lingusstsc and fact-
checking features achieved a Recall = 8% on the Eng-
lish-bnguge FakeMewsNet corpus [57). Models mbe-
gralmg hostile rhetonic detection modules demonsirated
a Precsion of 82% in identiffmg potentially harmdfial
comtent in social meedia streams [ 55]).
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The AldPeople inibiative proposed practical stand-
ards that reduced the me required for audsting Al sys-
tems for ethical complsnce by 307% compared to preve-
ous manual reviews [ 59].

Diespite positive developments, the broader miegra-
tion of explainshility, accountahility and anb-decrimima-
tron smafeguards remams mecessary m real-warld Al sys-
lems.

2.7, Existing research gaps summary

The Inembxre review has shown sgmificant pro-
gress im applying information retrieval, informatson ex-
traction, sentiment analysis, thematic classafication, 1ext
simlarity mietrics and Responsible Al primciples 1o oy
bersecurity and informaton secunty tasks. At the same
irme, several oritical imitations were identified, substan-
tiatng the nead for new approaches developed m this
study.

First, in the ficld of sentiment analysis, maost exists
ing sodutions ane kexicon=based (e g., VADER with 5%
aocuracy, SenhWordMet with 76% |21 ]} and lack mech-
anems for contextual modification {e.g.. handlng nega-
tion, sarcasm). In the domain of milftary-related infior-
mation threats, adding domain-specific vombulary pro=
vided only a 9% improvement m recall [22], indicatng
limmited adaptability. Thes motivates Movelty 1: the devel-
apment of a conlexi-smstive sentiment maly=ss method.

Secomd, polanty inversion detection focuses mamly
on sarcasm kusks {e.g., negation=soope models yield only
a 6% mmprovemnent [I4]). Miliery information cam-
pagns require specialised solutions that handle scemamos
such as “hostile source + absenoe of explecit Lkrame ref-
erences”. Existing inversion algorithms have improved
classification scoaracy by 17%% [26]. but they have oot
been micgrated mio real-ime systems. This molrates
Movelty 2: developing a polanity inversion detectzon al-
gorithm for information threat fexts.

Third, m thematic cl=sification, existing ap-
proachies are evther rule-based {with an average accuracy
of 72-TE% utilise |31 ] or utilise machine learning mod-
¢ls (e.g., maoro=F1 = 7% for Random Forest | 32 ] whale
hybrid methods (combinmng dictionary and machine
learning) remam  wnderexplored.  Even  fine-tuned
mBERT affers only =5% maoro=F | improvemsent [33],
urderscoring the nesd for more effective solubons on
small or domain-specific dstasets. This motivales MNovs
gty 3: creating a hybmd classification model usmg
RAKETF-10F and ML ensembles.

Fourth, stream-mtegrated threat analysis systems
are breely absent. Most IR/IE pipelmes process docu-
meemis sequenizally, which inoreases latency (e.g., 74 ms
per document) and limils throughput {e.g.. 15 docamenis
per second without papelining, as showan in Section 4.4
This maotivates Movelty 4: desagming an  integrated

mformation threal monsftoring system with at least +10#a
recall and minimal latemcy overhead.

Fufth. althouagh there are developments in ethacal Al
evaluation (e.g.. Post-Procesing Equalmeed Odds re-
duced accuracy gaps by 12% [50], audst trails increased
reproducibility to 5% [51]) m the domain of real-tme
miormation threat monstoring, comprehensyve responsi-
ble frameworks (accounting for Fairmess Gap, transpar-
ency via Model Cands and expert-validated user satisfac-
tian} are still massing. This motrvates Movelty 5: devel-
oping a Fesponsible Al Evaluation fmmework tailored
for information moniloring.

Im concluxion, the quantimtive findings from the b=
erature review confirm oritical gaps m conlext-aware
sentiment analysis, domain-specfic polamty nversion,
adaptive thematic classificaton, real-time mbegration
and ethscal evalmtion of modeds. The five innovabions
propased i this study directly address these hmitations.

3. Objectives and tasks

The primary objective of this stady is o design and
experimentally validate an inlegrated fext mining system
for monitoring information threats m Ukrame, thereby
significantly emhancing real-time cyberseaarity decsion-
making for govermment cybersecurity teams, CERTs and
OEINT environments.

Ta achieve thas goal, the following Bsks were sei:

— Formatson of a multibngual corpuas of news and
social media messxges annolated across |3 thematic cat-
Cgaries;

= Creation of a modular system architecture based
om Python, Streamlit, Transtormers and Docker, ensuring
latency <= W ms amd throughpat = 50 documenis/sec-
ond:

a. Hybrid text analysis methods:

b. Development of a conlext-sensitive sembiment
analysis method inconporating polanity inversion dietec-
tian;

- Creation of a hybnd thematic classificatson ap-
proach combaning ensemble machine leaming methods
with astomatic keyword extractson [RAEETF-IDF);

- (Construction of a comprehensave evaluation
framewnork mitegrating clssical melncs (precision, e
call, Fl-score, latency, throughpat )y with FATE (Faimess,
Accountahility, Trnsparemcy, Ethics} indicators,
AldPeople principles and Model Cards format:

= |mplementabson of a comprehensive experment
to compare mdividisal modules amd assess  their
mtegrated  performance in detecting  disimformatson
narratnves.

The accomplishment of these iasks supports the
cmpirical ventficabon of five research bypotheses
outlmed m the study, contnbuting sgnificanily fo the
detection and mibigabion of imformation threats within
Ukrame"s complex information enviroomeent.
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4. Materials and Methods

Thas section outlines the process by whech the study
proceeds from dala colbection to evaluation, presented as
a Fesearch moadmap. Section 4.1 constrects a multilin-
gual corpus of news and social media texts through dedus
plicabon and expert annolation, ensurmg class balance.
The siratified cross-validstion and a time-bazed split 1o
assess robusiness have been prepared. Sections 4,243
develop the sentiment component amd add o polarity=in-
version step to handle manipulative contexts. Section 4.4
constructs a hybnd topie chssifier encompassing 12
themes by combining expert dictionaries with machine
learning models. Section 4.5 integraies all parts inio a
smgle papelme and states deployment asumptions for la-
tency and CMY throughput, including bormontal scalmg.
Soction 4.6 defmes the meinc and Responssble-Al
checks | Bamess, explamatulsty. and siability) and reports
amalyses of class balancmg and temporal robusiness. The
Resulis section then presents accuracy and speed for each
maidule and for the fiall ppeline, followed by ablations
and emror amalysis that inform the lmatations and future
wirk.

d.1. Data sowrees and corpus preparathon

The study conpus was construcied from various in-
formation sources 10 ensure represcnialiveness WTOss
mubtiple genres and language styles (see Figure 1) The
first stage mvolved collecting data from official BR5S
feeds of leading Ukmiman news apenaes [(U2NIAN,
Ukrainska Pravda, Interfax-Ukraine). social meds APIs
{Twatter, Facchook), and blogs focused on poliics and
security. To ensure relevance, all documents wene caol-
lected between Jamupary amd December 2024, Ower
12000 Eext records were obtamed. each wath hall
metadhta including source and publication date.

The second stage mvolved fltering and cleaning the
raw data. Awmtomated Python senpls (msing Regquests,
BeamtifulSoup and Tweepy) were employed 1o extract
text content without HTML tags. bammers, or ads. Chapl-
cate detection based om URL and text hash reduced the
corpas o VL350 unigue documents. Fach emtry was
stored securely in J320ON format, vath felds mcladmg id,
source, date, tnle, body and url. This approach adhered to
data anomymisstion principles, ensunng compliance with
GIDPER and maintaiming the privacy and confidentiality of
potentially sensitive content. For expenmentabon, the
dataset was strabfied inio B.280 tmming documents
(8Pa), 1.035 validation documents { 10%4) and 1,035 ex-
femal best documents (10746, For 5-fodd cross-valsdabon,
2 (W) documents per fiold were selected, and the remain-
ing 350 texts were reserved as a final hold-out set.

The third stage involved expert annotation of the
corpus.  Four  informatiom seourmly  specialisis

mdependently labelled the texts into 12 thematic atego-
mes (see Table 4). Flewss™ kappa = 0.78 was calculated 1o
assess micrannotator agreement, ndicabing strong ocon=
sistency. All disagreements were resolved through col-
laborative discusssons to reach a consensus.

Byragaen ol oal

| mssnewioeds | [aprotsocmt netwerss] [ memancoiogs |

Fig. |. Data corpus preparation

The fourth stzge addressed balancing and stratibica-
tion. Each theme was capped at a masimum of 1,000 doc-
uments o prevent overrepresentation of domanant cabes
gories. Excess documents were randomly downsampled,
while undoarepresented categories were supplemnenited
with additional collection and annotation. Stratified folds
were oreated to ensure comsistency m class proportions
across the trainmg amd testing subsets. The approach
supports metric stability during cross-validation.

The fifth siage imvolved orgamising and storing the
dalaset. The processed document set was uploaded fo a
centralised Giatlab reposatory, whach maintamed verswon
control. Each JSON file mchades metadata (source, date,
category amd hash) and the resulls of primary prepro-
cessing (cleaned text and lemmatised tokens). A S0k
dalabase was alse linked for fast querying by category
and date mnge.

It is noted that the balancing palicy (cap 1,000 per
class with dowmi'up=sampling} may alter empanical preors
amd, im turn, milsie macro=Fl relative to the natural
distribution. A comprebensive prevalence-aware analysas
(micro=Fl. per-class AP, calibration 1o original priors,
and class-weighted raining without cappmg) is deferred
to firture waork. a= the present focus is.on relatrve module
improvements  and  CPU-bound latency'throughput
comstrainis.

A2 Text Preprocessing

Text preparation fir subsequent analysis was imples
memted via a multi-stage processing pipeline (see Fig-
ure 2}, tailored to the mubtalingual and moulti-alphabet na-
ture af the corpus.
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Fig. X. Text preprocessing pipeline

The first step myvolved encoding normalisation us-
ing Unicode MFKC and converting all characters to lows
erncase. This eliminated formatting discepancies between
Cyrillic and Latin characters, minimising ermors dunng
lemmatisation.

The second step addressed noise removal, utilising
regular expressaons bo stnp HTML tzgs, soipts, OS5
identifiers and irrelevant punctuation, as well as “noise
characters™ (e.g., emapes, specil symbols). Addsionally,
stop tokens related bo advertisemnents or SEC tags (e,
rel= “nafollow™) were remaoved, redscing the corpus size
by approximately §% without losing informatnee content.

The third step perfonmead tokem=ation and sentence
segmentation. The spaCyv-uk model was used for Ukrain-
1an lexis, while Sanza handled Fussian and Englsh sub-
corpora. A cascade strategy was applied 10 mixed-kn-
guage lexts (lnguape switching within a document), m
whach a beunstic detector identified the dominant lan-
guzge of each sentence and the comresponding tokeniser
was activated acoordmgly. Hash checking prevented to-
ken duphicateon during multsple pipelme passes.

The fourth step invelved lemmatisation and the re-
msoval of stop words. For Ukramizn and Russian, come-
bined spaly + Pymorphy2 dsctionarses were used; for
Enghish, WordNeilemmalizer was applied.

A shared stop-word list {1,200 torms) was supple-
meented with domam-spec fic vocabulary, such as “F-167,

“Bayraklar” and “Pd¥” | the acronym for the Russian Fed-
eration m the Ukmmen bnguage), which frequently ap-
pear in miliary-political discourse bul oy no semantic
weight for semiiment classification.

The firz] step generated phonaological and statastical
features:

— The normalsed token sequence was vectonsed
using TF-10F {unigrams and higrams];

— Rare tokens (frequency < 2) and overly frequent
omes (op 1% were remonved;

— A separate lemma tahle with positional mdices
was saved to allow quick retnieval of the crgmal comtexi.

These artefacts were passed on o the sentiment and
thematic classification modules.

A3 Sentiment analvsks and polarity
invershon meilsod

The current study employs a purely kexioon-based
approach to semtmmeent analysis, building on previons
resecarch [60]. As shown in Figure 1, the method is based
on a customn sentiment lexicon enriched with domain-
specific terms and a precise mathematscal formuls for
calculating sentiment scores.

The core component is a sentmmeent lexicon demved
from Senti'Word™et and Oplexicon, which bas been ex-
tended with context-specibic terms (eg., “Bayrakiar”™,
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“mabilisabion”, “propeganda™). Exch word 15 assigned a
category |, € {+1,0, —1] {positive, neutral, or negative)
and an miensty score wy € (1], as defined by experis.

| Lommesiized taat |

e—

Enlculasion T_rew =
L [P-H}{P+H+E] * 1000

&§—-T

TameaioE W)

minddisrs |nagsticn,

e

Chack thi invarsion
e nditiomn

—

Crafimrwlsda
*

[ morsonst | [ amains uncnanea

I_-llln_l

Classilication: positive
nieuiral i negative

Hosie A ne aschors

Fig. 3. Pitch and Inversion Analysis Pipeline

Far a documenmt with a tokemised sequence
[y, ..., w, ], three aggregate values (P — sum of positive
ratmgs, N — sum of megative ratings, () — sum of meutral
ratimgs) are calculated im the following way:

P= Z w, N= Z w, Q= z un, {1}

wyclj=41 wid=-1 wilj=0

where |; — the mtegory (posstive, neutral. negativel, w; -
intensity score, and P, N, () — aggregate values.

These reflect the mbensity and frequency of senti-
meent-hearing tokens. A raw sentiment index T 15 then
calculabed as fodlows:

Tuw:—Fszqnmm )
T o score ranges from —100% o + 1 {Fe, with pos-
itive valwes mdicabng posstive sentiment and negative
values indicating negatne senimmenl
A neutrality threshold of & (typically 5%) = appled
o classify sentzment, with the final mdex in the follewmg
way:

e IT el = 6

T=lo, Mmal=é-

{3

Thus, in case the mw senfiment index T2, the doc-
ument is positive, in case T=1), negative and m case T={),
the diocument 1= mewtral.

Special attention & pasd to lexical modifiers. For ne-
gations {eg., “not”, “no”), the polanty of the assooated
semlEmeen e oy 1S iereeried:

L —
by = —idjgy. {4)

whiere w — 15 the “updated” score that the system assigns o
the same word, conssdermg ils madification by a mogation,
tnlj, g — 15 the origmal snore of a wiord from the lexoon.

For intemsifiors (eg., “very”, “extremsedy”), the
weaght is multiplied by a positive coefficient i = 1 and for
hedges (e.g., “shghtly”, “tarely™), the weight = multiplied
by a coefficient { € {0,1].

Thus, if the word w; is an imenssty modifier, then

{5

. {um,.w, E intensifiers
L=

Mk T ooy, w € hedgers

where wy, — is the next primary sentzmsent-bearing ferm
tuy, — is the intemsified intensity score of 2 sentimental
term when preceded by am indmsaer, Pu, — 15 the
reduced intemsity score of a sentiment term when preceded
by a softener.

Addntionally, a pelarity mversion mechanism & me-
plemented for messages from hostile sources that donaot
explicitly mention anchors such as “Yepaim™ (Ukmme)
or "3 LAFU, Armed Forces of Ukrame ). In such cases,
the final semtiment index = inverted in the following way,
adjusting the evalmbion of sircasiec or ironic saiemenis

Ty = -T, i)

Inversion conditsons are ax folloax:

1. The source 15 an a hs of hoshile enbibves [S5];

2. The message lacks anchor words |{“Yepaim™
(Ulkmaine) or "3 {AFLL, Armed Forces of Llkrane)|.

1f both conditkons are true, the sentiment index i in-
verted.

The overll algorsthm steps (refer to Figure 3) for
each document are as follows:

- Step |. Tokemise and lemmatise the docurment;

— Step 2. Search for lookup tokens (P, N, Q1) in the
semimmeeni kexicon;

= Step 3. Calculate the mw mdex T, and apply the
meutralsty threshald &;

- Step 4. Apply bexical modifiers (negation, mien-
sifiers, hedges);

= Step 5. Check mverson conditions and apply po-
lamity comectron if requered T
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- Step . Assign fimal sentiment class T or T

Hyperpammeters &, a,f are determined wia grad
search within a 5-fold oross-validstion framework, opti-
misad for the Fy-soore. The mean and standard deviation
ol gach hald are recarded, conhrming the method's stabal-
ity.

From: an algonthmic standpoint, the time complexity
15 Ofn], where n is the number of fokms. The inversion
check adds constant-time overhend fir source and “an-
chir™ evalution.

Design mote: the inversion logic is rubes-first to en-
sure tmmsparmcy and kow CPL latency. Therefore, the die-
termunsstic condstions and newtral threshaolds are poon-
tised A lightwesght lenrmed complement is lefi for fisture
work, provided it fits the latency budget.

A, Thematic classificatbon method

The section presenis the thematic dassabication
meethod, which employs a mulis-level ensemble approsch
that combimes traditiona] machine learming meodels and
dictiomary-hased keyword techmigues to enhance topic
recognstion acouracy | see Figane 4).

Thee first step invol ves text vectorisation using a come-
bimed feature space. For cach document. a TF-IDF vector
and a RAKE-based representation are geneabed.

Thus, each document d is transformed inke a feature
vector ky € K™, where m — is the sum of the TF-10F and
RAKE dimenssons:

Xy = [1F — IUF[d), KAKE[A)] . )

TF-1IF values are computed wusing the standard fior-
mula:

TF — IDF(t, d) = tit, d} x log 8

where IDF{Ld) — = the mverse document frequency for
term 1 in document colbsction d, tHed) - is the fequency
of term £ in document 4. M - is the number of dooamenis,
dfit) — = the number of documents contxining tenm L.

For FAKE. the score of mch keyword is defined as

the ratso of the sum of word degrees to frequency:

— egrestar) e

where w - i the keyword for whadh the weight is caloa-
bxied
This hedps idemixfy mmportam mults-word keyphrases
Instial fext classificabion = performed usang the fod
lonmng ersemble of machine leammg models: Logistc
Regresswon (LE), Support Vedor Machine {5V,

a0 el
sl P

Fig. 4. Thematic classification pipelme
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Random Forest (EF) amd X(GBoost. Each model com-
pules the probabality of belonging to each topic label
P'™d) — the probability that document d belomgs bo
class k.

Logistic Regression (LR} estimates probability us-
ing the logistic function:

[y _ 1
PI' [d} - :I+l||:|i-['-.|1.|-_|+h::|i l]ﬂ}

where wi — is the weight vector for class k, xa - the fea-
tare vector of document d, and by — the bias term for class
k

EWM idenizfies the optimal hyperplane by maximes-
ing the margmn between classes:

() = wixg+ by Bl (d) = o(f(xg)). (11)

where wy — is the weight vector for class k, x - the fea-
ture vector of dooument d, by — the baas torm for dass k,
al-) — sigmosd funciion o convert the margin io a prob-
ability. which B the weight vector for class k, Bixa) - =
the limear decision function that caboulates the distance of
dooument d to the hyperplane separatmg the classes, b -
bias for class k, P59 d) — the estimated probabality of
doomment d belonging to class k

The probabilsty of text d belonging to class k by
Random Forest text clasification uses decision tree vot-
ng:

M
) = 2D H (xa), (12)

I=1

whereh" — the prediction of the i-th tree for class k, M

— mumber of trees in a random forest, I'I:h:I - predicison of
the i=th tree for class k, x4 — feabure vector document d.

The probabilsty of text d belonging to class k by
XGBoost optimises cunmbstive loss and regulansation
via an ensemble of weak leamers:

g VR E" (x,) {13}

where [, — = the t-th model (iree] m the composizon.
Far wach dooament, the mtamediate probabilities
from all base models are compated.
The final aggregated value Pyld) = determined as a

weighted average sum:
(14h

Re(d) = APy,

m & [ SV LF G H)

where Puld) — & the final probahbility of document d
belomging to class k. m — is the mode] index. belonging
to the set of basic algonthms (LR, SYM.EF XGE|. The
weights A, are selected through optimisstion on the val-
sdation set.

Addibomally, keyword-tased sconng was apphied.
If a dooament contaans key terms of a speaific calegory
from the dsctionaries, fs soore, the probability Pl _ g
mcreased proportionally to the number of matches:

Cdscal _  Imsichedirmmueas
B )= Lall erms in dictienary (13)
The final probakility of the document belonging o
a category i calculated as a combination of the model-

based and dictionary-bazed scores:

Pild) = ym(d) + (1 —yip i), (16)

where y is chosen through cross-validation, im this way,
both machme-learmed patterns and expert knowledge are
comsidered.

The final decision regarding the category is made
using the mancimuam rule:

k= argmasfi(d), if maxp(d) = (1)

where T — B the conhdence threshold. Otherwise, the
document 1s sent for manual review.

The ensemble was tramed using siratified 5-fold
cross-validation. The hyperparameter selection was per-
formed wsing the grid search method wath optimisatson
for the macro-F 1 score.

The averall algonthm for thematic classificabion of
each document (sec Figure 4) conssts of the following
sleps:

= Step |. Tokensation and lemmatisation - con-
verimg raw text into cheaned lemmas;

- Siep 1. Feature extraction — computing TF-1I0F
and RAKE veciors;

= Stgp 3. ML model inference — obtxining class
probatalities from Logistic Begression, SWM, Random
Forest and X GHoost;

- Sigp 4. [Dhctionary lookwp - delermining the
share of each calegory’s keywords present m the bext,

- Step 5. Score aggregation — a weighted oombi-
matson of the ML model outpuix and the dicbonary com-
ponent;

—  Step 6. Calegory selectson — assigning the fopic
with the highest combined score (provided the comfi-
dence threshiold 15 exceeded §;

- Step 7. Manual review (if needed) — low-confis
dence documents are passed for additional expert amaly-
sis.
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The proposed approach combines the sirengths af
TF-II¥ and RAKE for effective vectorisation, the ro-
business of machine leaming clssifiers and the Gexibil-
ity of dicisonary-hased amalysis, ensuring high accurscy
in thematic text clssification under condstions of mfor-
mation threats.

4.5, System architecture and implementation

Thiz secison descmbes ibe  ardhifeciure  {sec
Figure 5 of a climb-sover system for sentiment and
thematic bext analysis, based on a technology siack that
includes Pythom, Stream|st, Transformers and Docker and
follows a modular design approach.

The system follows a classic clsent-server maodel:
the frontend, implemented in Streamlbit, inferacts with the
backend wia REST AP, sending text analyzms requesis
and receiving resubs m JS0N format. Thes design
facalitates easy scaling and imtegration with addstional
cleent interfaces.

The backend is implemented entirely im Python and
cansists of separate modules — preprooessing, sentimend
amalysis, polanty mversson detectionand themabc
classification. Each module has a cleardy defined AP and
can be deploved mdependemtly of the others.

The dala collection and preprocessing meodule
performs text normalisation [(Umicode NFEC, lowercase],
HTML cleanmg, iokenmismtion and |lemmatisition using
smlCy. Incoming datn & accepied wvia the APL and, afier
processing, is passed om as objects containing the iokm
and lemma fields.

The sentzment analysis module calculates the
sentiment mdex u=ng a leucon-hesed method by
summing the token weights and applying a threshald. This

componeni n aptionally be replaced with a Transformer-
based decp learming model, such as a fne-hmed BERT
from HuggingFace, deploved as a sepamabe conlminr.

The polanty inversion detection module chedes
whether the source 15 dassifiad as hostile and whether
specific anchor terms such s “Yepaim™ (Ukrane) or
“IOYT (AFL, Armed Foroes of Ukrame) are present. 1F
mecessary, § imverts the semtiment index. This kogic is
encapsulated m a2 dedsated Pythom class to support
allernative processing simbegies.

The thematsc classafication moedule imegrales two
approaches: machme leaming | Logestic Regresson, SV
or Fandom Farest) and keyword dictsonaries. B akes TF-
IDF and RAKE wecors as imput and oultpuls cabegory
probabalsties for 13 predefimed thematic classes.

The dictiomary management component is
mplemented as a REST APl allowing users io add or
remove keywards for each topc through the web mberface.
The system dynamically updates the relevant J50N fles
ard reloads the dictionary mgine in real time.

Results vismalsation is provided in the Streamlst
frontend, wsing imleractive chars, graphs and tables 1o
display sentiment, thematic classificatson amd system
statistecs. The imterface also mobfies wers of low-
confidence classifications and ssggests manml review for
these msfances.

All services are securely contamenised using Docker,
with best practices mcluding mimimised contamer images,
stnct AFl authemticabon, enoryption in framsit v
HTTPSTLS and regular security mudnz Each modube
mms im M5 own image with explicitly defined
dependencies.  This  ensures  consistent  emvinonmenis

across development, testing and production.

e

e - |

Ismi s ben Dwrbee ian

JICGNTALYE ceoanrariy AT reavis

m ¥magea Fritea. Teasiarmen. Soear

CHeul Becfiaes . ELK. Dacier Comsoss

Fig. 5. System archiectare and modular dessgn
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Dincker Compose manages service orchestration for
local deployment, mclading APL ML engme, datzbase
and fromiend. |n production, the same oonfiguration can be
migrated to Kubernetes.

Configuration fikes and emvirommeni varshbles are
stored sepamiely from the code im *.env files and Vault,
mmhancng seourity. Parameters such 2= dictionary paths
and model hyperparameters are set via YAML or ISON
config files.

The modular design enfiorces loose coupling. Each
servioe performs a single fonction and imderacts with others
anly through well-defined APls. Thes enables independent
updsirs and horeon il scalmg of components.

The repository mcludes a CUCDF pipelme using
GrtHub Action=. Unit and integralson tests are exeasted on
cach push io the main branch, code 15 lnded, Docker
images are buailt, and amtomatic deploymeent is performed
1o & fest emvinonment

Sy=tem logs with INFO. DEBLYG and ERROE leveks
are centrally colkected via the ELK stack, allowing for real-
time monsoring of module status and mpsd emor debection.

The architechare  provides  flexcbility  through
component replacement, scalabality through honzontal
scalmg of sovices, and  reproducibelsty  through
contanerization and CICD for developing and operating
the sentiment and thematsc amabysis sysbem.

All experiments. were conducted oo @ server runming
Ubamnta X204 LTS {€ed-bat) with an Inted Xeon Gold 6134
processor al 210 GHz {2 = 16 cores, 32 threads), 128 GE
of BAM and an NVIDLA ANDD 40 GH GPU (CUDA 11K,
oulN 8% The random sead was fixed at 42 to ensure
reproducibility. The compleie hst of dependences s
provided in the requerements. b file.

Im line wath DevSeclps principles, additional static
corle anmalysis and container-image vulnerability scamming
ame scheduled for the next relese oycle.

A6, Thematie classification method

The evaluation of the clssfication system encom-
passes two interfinked dimensions: quantstative | standard
mezirics and periormance ) and ethical |faimess, transpar-
ency and acommntability]. Their combinabon ensures ac-
ouracy and the model"s compliance with safety and st
requiranents.

The main mumbers are obtamed from the confusion
matrix (TP, FP, Fi, TM) [6]1]. From this, both the preca-
spon, recall and Fl—soore [62] are compuied. Both maoro=
and mxro-averaging are applied to conclude all ctego-
ries 1o avoid distortion in classes with different frequen-
Cies.

Additionally, la.l:u:u:j'-? |63] (represemimng the aver-
age time per document) and throughpat p [ 64] (indicating
the pumber of doosments processed per second) are

caloulated. Both charmcterisbes are critical for monsor-
mg platforms operating m mear real-time.

To ensure stistical stabality, a sirdified oross-
valsdation K-fold is performed (by default, K=5), while
mainiaming the proportion of categones in each fold.
The report provedes mean valwes and seandard devias
tian o.

To the quantitative bock, the farness indicaiors
are added: the Fairness Gap as the maximum difference
in Fl—score between any two subgroups (by bnguage,
gonre, or source) 1s calculated. AF] is ammed o keep
within 5%, supporiing the prnciple of Faimess from the
FATE package — Faimess, Accountability, Transpar-
ency, Ethics [65].

Accountzhility is ensured performance logs). In
the event of deviations, thes allows for the exact repro=
duction of the expenment and the identificatson of the
Camse.

Transparency is implemented through  hModel
Cards, where a concise domament for each base classi-
fser = published, detailing its purpose, dala desoripbon,
metrics, accepiable use cases and knoan hmAations.
This format supports the Transparency requiremnent
from FATE and the Explicability principle from the
AldPeople report.

AldPeople also emphasses the principles of Be-
neficence, Non-maleficence, Autonomy amd Jusbice.
They are reflected in this study as follows: Eimess met-
rics minmuse the nsk of harm o user groups, the wer
can receive an explanabion (ibroegh & counterfactual ex-
ample). autonomous correction of dictionaries is al-
lowed., but with mamml reveew, 5o as not o compromise
the madel's integrity.

Hevond purely amlomatic criteria, the User Sais-
faction Score, which is assessed by expert amalysts us-
ing a five-point scale to evaluate the correctness of the
ch=gificabon of 1 randomly selected documents, s
miroduced. This mdicator complements Fl. rather than
competing with ik, by reflecting the system's practical
useliulness m the workflow.

The architectural conceptual madel of responsible
Al evalmtion (RAIE)} for monitoring information
thresis in texis 15 presended bedow m Table | and a dia-
gram (see Figure 6). This aligns with research on Al
quality maodels that organise non-functional character-
istics such as safety, reliability and trustworthiness [66].
Swch a comprehensive approach combimes classical met-
nos, FATE requiremenis and the ethical principles of
AldPeople, creating a holistic framework for responssble
cvalumtion that sirikes a balanoe between sciembific ngour
and practical applcahility.

Explaimability was implemented through SHAP to
prowide mierpretable justfications for tone and theme
chassifications. For each predection, the model highlights
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Tahle |

Responsible Al Evaluation {RAIE) conceptual model for momitoring information threats in bexis

Assessment category | Specific indicwtor seription Calculation/determimation method
Proporitsoen of oomect . TP
Precisson positive classifscations Precision = TP + FP
. TP
Rcall mﬁ;ﬁﬁ e pos Recall = ———
(haantitative metrics of +
classafication qualsty Harmoaic mean aof poecis Precigion - FRecall
Flesc : e Fl=2-
e sion and recall Precigion + Recall
R Proportion of comectly TP +TH
Accuracy classifsed documents Accuracy = TP+ FP+FN+ TN
.
- Average processing, me F= —Z f
Latemoy | per dooument N =1
Chazntilative {zverage for all documents)
. . H
perfarmance metracs Mumber of documenis p= T
ughput ::I;L'ﬂﬂ. (N — pumber of docaments, T - pro=

cessing Hime)

Ouanhisirve Metncs
far Ethical Evaluaion

Fanrness (Gap AF1

F1 difference between
different growps (eg.. by
genre langmze)

AF1 = g

AlPeople quality
complEnce metrscs

{FATE] Conlidence Cut documents with low | The documemt is transferred 1o the
thresholding can fidence expert if ma, fl, <1
; S— E1]:|Ia|:|.11|:l1_-:|l:' 5-:-!|.11|:|n::. Preparing Model Cards for sach
- openness of algonthms model

Accountability

The ability to reproduce
decisions

Saving configuration logs and seeds

Hemebicence
Moo-maleficence

Ensurmg benefit and
prevenimg harm

Audit Maodel Cards, dictionary con-
trod

User Sah=sfection
Scome

Asseszment of classibica-
tean guality by experts

Average soore for 10 rmndom docu-
menis (scale 1-5]

Stakality testing
procedures

K -Fold Cross-
Validabion

Mletric sinbility
assessmend

Average and @ by 5 fokds

Dinfi Moaitormyg

Dhata charsciensic drof
camErod

Compan=on of TF-1DF distnbubions
and key term Frequencies] 7=est)

Fprebtilbes ¥
l.l.il'lr.rhl Evnbuatian

':Iulth'Inl Caaabty Parzrmasce Beitcs
r-:l.u.uﬂr.rl:hnn.r.urlq':l -|11llIJrlr'lleId|
¥
FATE Ethicsl Mofrics AlPezpin Princich
] |
4 8’ ™
Sasnininabiiny Check Reparting

[

+
Chilfudl: Rtspiviainie,

SCCaTa A ra TAAps

themabic dessilicaiion

Fig. 6. RAIE comoepiual meoded for momsornng informatson threats m texts
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the most imfluential impat Iokens, enabling transparent de-
cigion muditing. In pilot studiex, analysts reported im-
proved confidence in model outputs when such explana-
tions were present. Compared to LIME, SHAP produced
msore stable and limguestical ly coherent token attributions,
particularly for maxed-language and syntactically oom-
plex mput, which iz common in the Ukraimian infors
mation space.

In this research. the stratified random 5-fodd oross-
validation is used 1o maintxin comparable clss support
aorass folds and modules. Comprehensave drift -oreented
assessmenis — out=of-time splits {(lemporal bold-putirol]-
ing=-ongm | and oul-of-source walidation on beld-out pro-
viders — are planmed for future work.

5. Case stndy

B Interface of the web platform for integrated
analysis of information threais

The developed web interface (see Figure 7) is an
example of mtegratmg matural language processing.
machme learning. and responsible artificial meelligence
fior practical monitoring of the information enviranment
im hybrid warfare. The systemn architectare [67) is im-
plemented im the Streamlst environmeent usmg backend
components based on Transformers and sklearn. This
ensures low latency (up to 58 ms per document) for the
complete pipeline, from text preprocessing o resualt viss
ualisation. The user enters the URL of a news messxge,
afier which the system automatically extracts the text,
determines its thematic category, assesses the emotional
tone and performs. polardy correction 1f necessary.

The platform”™s functicnality mehudes interactive
editing of keywords and dictionaries for each category,
enabling the sy=tem to adapt to current information cons
ditions and domain-specific features. Specal atbention
15 given to the visualisation of results: the user recaves
a numerical semtiment score and graphical explanatsons
highlighting keywords and mfluence indicators. In ad-
dition, the ability to switch between direct and inverse
emotion analysis has been implemented, which is cru-
cial for detecting hadden hostility m sarcastic or disin-
formation materials.

L1 Sentiment-analysis performance

Tahble 2 presents the average performance indicators
of the conlext-semsitive sentiment module oblained via 5-
fold oroms-valsdation. During trainmg, the system adhieves
macro-F | =089 & 002, while on vahdabon (.85 & 003,
mibcating stable consistency and absence of overfitting
{ difference =< (.08 at @ = (L05 . Accumcy and Precision fall
within the ssme range ([LE4-0.H6), confirming that the
mode] equally well identifies both positive and megative
messxges [ wee Table 2).

Table 2
Sentiment anal yas resulls | 5=fold O, mean & sd)
Mletric Traiming Validation
Accumacy 089 + [1L.0Z ES =005
Frecesion 0.EE & .03 024 = 04
Recall 0.90 & (L0 .26 = D035
F1-score 0.8 & (L0 L.ES = 03
Latency = 45 mo'doc
Throughput = 22 doc's

CTU v -

Sl

. . BMammalte=d S
SHCRE0 BN O TR HE PR IEHHY,.. % _
Eederm Earer i
v -
B wosd Ivarsdnn

Ay

Agdd

B

Ehiora all

Fig. 7. Interface of the developed system [6i6)
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Companson with the haseline lexicon-hased scheme,
which achieved macro=F] = (.78 & O3 on the sme
ompus, shows an morese of Amacne=Fl = +RO0T (T
porcenixge poinds). This gain excead s the threshold defimed
in hypothesis H] amd the ttest (¢ = 504, p < (.000)
oonfirms the statistical sigmificance of the difference.
Therefore, MNovelly 1 — oonmderafion of condeximd
feahmes and domain=specific lexicom — 5 emypincally
verified

The average polanty MAE [ for the normalsed range
[=0; +1]b is 0O.14; the baseline model had MAE = L12,
meaning the ahsolle emor decreased by W% The
reduction in MAE correlates with the fact that contechaad
medifiers {pegations, nimsifiers) comectly adjust the sign
and weght im 71% of cases. In contrast, m the lexicon-
hased scheme, this share did not exceed 44%.

Latency imdicstors  demonstrate  the  module'’s
readmess  for streammmg  monitoring:  latency s 45
ma‘docament ard throughpat is 22 doouments per second
fior & snghe-threaded CPLU contaimer (12-core Imiel Xeon,
3.1 GHz). This is 4.6 times fster than a fime-tumed mBERT
chssdfier on the wame hanbaare profile (= 200
me‘dooament}).

Ermar analy=s revealed that the most sgnifican
omnfusson ocours between neutral and milkdly negatzve texis
(F™NE = 0.1 1) The reason is the high level of suphemizms
in news abom economic sanctions, where indicator words
{(“shvadosm™, “Buchmtion™) have bow imlenssty e amd
ofien reman below the threshold 8. Addstional enrschmend
af the k=vicon with such vombulery reduces AF | by another
0.E pp | from: 0LRS to (LESH)

Ablation of contextual modifiers (Jeaving only the
lexicon + threshold rule) immediately reduces macro-F1 to
0.50 ard incresses MAE o0 0.30; thus, contextual rules
proaede approximately WFe of the total gam, while
domain-specfic lexicon accounts for the remaming 30%.

Thus, the resalts in Table 2 confirm hypothess HI
and demonstraie that a context-senstive bexicon-based
mede]l can dediver compastive qualsty while maintaming
transparency amd real-tme operation, which are necessary
fior eperational moenstoring of informatson threats,

5.5, Polarity-inversion defecthon accuracy

The inverson algorthm was developed to subomati=
cally reverse the sentiment index sign when 2 mesage
ariginates, from a bostile soarce and does not contain “an-
chiors™ of drect mention of Ukrame. The goal is 1o reduce
mismnterpretation of sarcastic or propagandsstsc materials,
... bo fulfil hypothess H2- o minimise the mean absolute
errar [ WMAE) by 2t least | 5% compared to the systerm with-
out imversion.

According 1o 5-fold oross-vahidaton, the average
claszification accuracy = 088 + (L4 and the Fl-score for
thee “meversion™ class 15 080 & 005 (see Table 30 At the

same time, palarity MAE decreased from 0022 (lasdine
configuration) io 0L1E, which ix an 18.7% reducbon, ex-
cecdmg the target threshold of 15% and formall y confirme
mg the hypothesas H2.

Tahble 1
Inversion delectyon mdicators [ S=lold OV, mean & sd)
Class Precissom Hecall Fl=score
Witk OFl 005 | 0792006 | 8D« 005
Inversion
W OB 004 | 9] 2 00s | 8D« 003
Inverson
Latency = 48 ms'doc
Throughpudt = 20 doc's

For documsenis requinng inversion, the algonthm
achieves Precision = L8] and Recall = 0.79. High preds
sion mears that fal se=positive myverssons are mre (= 19%%a),
while the Recall of 0.7% indicates that the algorithm cor-
rectly reverses the sign i four oul of five cases. The re-
maiming errars are mostly messxges with mimed vocaba-
lary, where menbons of “AFL™ are masked by ambnguous
abbreviations (“LIAF”, “Lkr army™).

For the majorsty of documents that remain -
changed. Precision = (LEE and Recall = 0.9] werne
achieved, mdscating that the nsk of mistakenly alterng the
sentmmeent sign is manimal. The struchare of the confuson
matrx mdicates. that the share of fBlse negatives | inoor-
rectly not inverted ) 15 8. 6%, and the share of &lse positives
15 G T

The difference m MAE between the “with mversion™
ard “avthout”™ models was tested wsing o paired t-lest (@ =
i B3 p < 0LOON), and the difference im Fl-soore — using
MeMNemar's test for error cells (7 = 18,7, p=< (LI0O1 ). There-
fore, the improvement is mol randonm.

These precisonrecall trade-offs mdscate resdual
fakse decwions on mixed ar abbreviated mentions (e.g..
“UAFT, “Llkr army™) and m code-switched contexts. As
mitigation, the anchor mormalisation (aliases, abbreve-
tions, inflexions) will be expanded. and a Hghtwesght
learmed imversion classifier will be evaluted to comple-
ment rules while preserving the camremt CPU latency
budget.

The algorithm most often fails in two sstuations:

I. Quoies from Fussan policmans where the topo-
mym “Llkrame™ is present, and therefiore the imversion rulle
15 blecked, although the sentiment &= contextually hostile;

X, Satirical Ukraimian posts where the source & not
marked 25 “hostle”, bul sarczsm s dmrected  agaimst
Ukraine — such cases fall mio false negatives. An expanded
sarcasm model and hyvbrd source venfication are required
to reduce them.

Addmg the imversion block moreases the average
compulational cost toeondy 48 ms'docament, whach is 3 ms
more than the haseline; throughput remams 21 = 20 doc's
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in the CPU contxiner. The increase in kdency by +6.7%
fits wathin the constramt of hypotbesis H4 (mo more than
1Ea)

Far context. the system's paolarity myersson and sen-
timent analysis modules were qualstatively compared wath
selected commercial OSINT amd information momitoring
solutions, such as Logecally Al and Cyware Threat Intelh-
gence. While those platforms offer extersive multilmgml
feeds and predefined alert categonies, they afien bk traps-
parency regarding model legic, decision rationale and |m-
guistic adaptaton to region-specific festures. In comtrast,
the proposed system provides fally explainable outputs,
customizable domain-specific lexicons, and real-time po-
lanity adjustment for Ukrainian- and Fussian-koguage des-
infarmation patierns — affering a distinct advantage for lar-
geted CERT and hybrd threat responise opembions.

Thanks to the reduction m MAE and the low Glke
positive rmate, the mverson madule achieves an absolute
improvemeent of 4.4%: in the overall Becall of the final plat-
fiorm: (Section 4.4). therebry directly enhancing the ability
o detect disn formation prompély. The confirmation of by-
pothess HY guarantees that the module justifies its imle-
Eralson cost

S Thematie classificatbon results

The bybnd scheme “emsemble ML + EAKETF-
[DF" demsonstrated a macro=F 1 score of 083 & 003 (3595
CL LS 0-0855) and a mecro-F 1 score of (L84 & 002 {see
Table 4). Compared to the baselme Fandom Forest model
{macro-F1 ={.T§ & (L03), the gain = +5 percentage ponls,
whach fully stisfies the conditson of hypothesis H3 and
verifies the third nonvelty pomt.

U the honzontz] chart (sec Figare B), it = visible that

omly three topics &l below 080 F1 (Pro=Russan move-
ments”, “Information gpeoe of the Russian Federabion™,
“Informabion space of Belarus™). At the same tome, the re-
mairing eleven exceed or approach (L85, The indicators
are consisient with the data in Table 4. where the maxi-
muen Fl value (LER) 15 actieved for “Image of Ukrame in
the ELT and “Image n the USA Canada LK™,

Informatson messages abmsl mtematonz] image
comlzin a siable sel of key markers (“Cspososncia”™~Eu-
rapean Commisson™, “Congression Wll”™, “NATO),
which alloax both the dictionary and the TF-IDF parts of
the model to form clear vector profiles. This moreases
both Precision (L8 7-0LE9) and Recall ((LB7T-0LEZ).

The classes “Pro-Russaan movements™ and * Infor-
mation space of the Russian Federation™ demonstrate the
lowest Fl values (0.79 and 0.7R). Error analysis reveaks
that these caiegones exhibit high themate overlap with
the “Situaton in the Russan Federation™ category, re-
sultmg in 32% of miscl=aficabions due to confusion be-
tween them. Additional retminmg of the dictionaries on
the jargon of Telegram “Z-movement” channels 15 ex-
pected to reduce this misclassificatson error.

The average deviation between Precsson and Re-
call aooss all ctegories is less than (L03, indwcating a
balanced model. The most signifscant gap (0.02) is ob-
served in the “Imzge m Africa” category, where specific
geopaliscal terms are meare likely to generate false posi-
tives dunng RAKE extraction.

[tisahling the dctionary component redwoed macro-
FI to 0.80, while disshlmg the ML ensemble and retxin-
mg only the rule-based part reduced 1o 0.74; thus, ap-
procimately 6% of the accuracy gain is provided by the
ML ensemble and 407 by expert keywords. This con-
firms the synergistic effect of hybndisation.

Table 4
Thematic classtfication results | 5-fold OV, mean ® sd)

M Taopic Mrecision Recall Fl-score
1 Milstary and political leadershmp OLRS & 003 (L83 =+ (.04 (.54 & 0E
2 Law enforcement agencies ORT & 002 (L85 + (.03 (.86 & 002
3 Armed Forces (LEE & 03 (LE6 & 0.0 0.7 = OLOG
i Pro-Rus=sian religious organsatons OLR2 & D04 (.79 + (.05 (.20 & 004
3 Soacepolitical situation m the regions OLH & D03 (.82 = .04 {L.EF & D03
& Pro-Russian movements OB & DLOS (.78 + (.06 (.79 + 005
7 Image in the EL 0BT & 002 (L EE + (.02 (.58 = 002
B Image in the USACanada/LE 089 & 02 0BT =+ .02 (.58 = 002
bl Image in Africa 0.82 + 03 80+ 0.0 0.E] = 003

10 Image in Asia LB & 04 (.79 % 0.0 (.30 = 0L

11 Information space of the Russian Federation 079 & LOS (.77 + (.05 (.78 & 005

12 Informabion space of Belans O & [0S (.78 *+ (.05 .79 & 005

13 Sstaatson in the Buszian Federation O.B3 & 003 E1 + 0.0 (.82 = 003

Macro=F1 = 083 & 003;
Micro-F1 = (L84 & 00T,
Latenmcy = 55 ms/doc;
Throughput = 18 doc's.
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Plsir
Fig. 8. Horoontal chant of Fl-score across 13 thematic categones

Even wuth two-stage inference bogic, the system
maintains a latency of approximately 55 ms‘dooument
and a CPU throughpat of roaghly 18 documenis per sec-
and, meeting the requiremonts and emplasising real-time
practicality. The increase in latency compared o pure
Random Forest {= 40 ms) is only 37%, while the macrao-
F1 gain is fG.4%.

In summary, the increase m macro-F | by five per-
ommlage poants or more, as demonstraled m Table 4 and
Figure 7, together with accepiable ltency, clearly con-
firms hypothesis H3 and demonstrates the efectiveness
of Movelty 3 — liybrid thematic classificatson.

E.5 End-to-end system throaghpat,
labeney and recall

The fmal experzment integrabed all developed modules
inta a single pipeline — from preprocessing fo visualisstion
— o best hypothesis He: (1) overall Remll should mcrease by

at least 1074 compared to seqeential execution of modules
wythoat data exchange; (i) the averzge system latency must
not exceed the baseline by meare than 1084,

Tahle 5 shows Rewmll sys = 085 = 003 (95% CE
0ELS — OLETY), which = 008 {104 peroemtzge pomis)
higher than the lselme veraon [0.77 & D04 The
mmguovemnent is statistically significant (bookstrap, p < 0,01
and directly confirms the firs part of H4. Overall, Precision
amd Fl-soore remamed at the bevels of 0BG and (.85,
respectively, mdiatmg that the gan in Beocall wes not
*purchasal™ at the cost of 2 sharp morese in &l postives

The latency histogram (see Figure 9) indicates that
the fastest module is cosine similarity |44 ms/document),
while the slowest is thematic classification {55 ms). The
artthmeetic mean of the mdividmal blocks is 48.7 ms. Saill,
thanks to pipelmed processing and dictionary cachong.
the end-to-end latemcy 15 58 ms per document, Le., only
a G.4% increase over the baseline (54 ms). Thus, the
condibion Alatemcy = 10%3 15 also met

adwray acraw delfereri modukn me'doc s ma

Fig. 9. Latency per module
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Figure 10 illustrabes that the throughput of indivd-
ual modules ranges from |8 1o 23 documenits per second.
The papelme delvers 17 documenis per second, which is
equivalent 1o processing = approximately 60,000 doos-
meents per howr om a single CPU node and exceeds the
planned requerement of 50 documents per second under
parallel scalmg.

Error chain analysis reveals that 62% of the Recall
gam is attributed to the mversion module (reducing falkse
megatives on sarcastic texts), 28% to themalbic classifica-
tion (redirecting docaments o the comect categories),
and 10+ o the similanity block, which filters duplhicates
before final voting. This confirms the synergy of the in-
tegrated information technalogy.

In the old archsiecture, the results of each block were
writien io imlermeadizie tables and the next module pro-
oessed them independently. Sudch a scheme had a 74 ms
latency and a throughput of 15 dooaments per second; the
indegrated verson delivers a =21% latency reduction and a
+13% speed increase, addstionally improving Femll.

The theoretical complexity of the pipeline 15 {n),
with a coefficient equal to the sum of the modules” con-
stants; practical lincarity was verified by a test with a 10=
incTease in the quewe, where latency changed by < 2 ms.
Horizental scaling (k replicas) is perfectly linear up to k
&= i, after which B% network overhead appears.

Adding Fairmess checks (Model Cards & post-prao-
cessang of AF1) mereased labemcy by 3 ms (= 5%), but
reduced the Faimess Gap from 6.8% to 4.1%, remaining
within the 10%: budget. Thus, the responsible Al instru-
mentation layer does mot viclale the response tmme re-
quirements.

The obtxined metrics {Recall_sys + 10.4%., Latency
+6.4%) confirm hypothesis H4 and demonstrate that the
integrated miormation technology achieves better detec-

ticm capahility without sigmificant performance degrada-
tian. therehy reinfarcing the fourth dement of scientific
movelby.

L6, Falrmess, transparency
and user safisfaction evaluation

As part of the defined objectives, a comprehensive
approach was implemented for evaluating the text classi-
fication model, particubarly for Ukrainian news, with an
emphasis an Responsible Al analytics).

As a first step, the Faimess Gap AF 1 was caloulbsied.
Afier analysing the dassifier’s performance on test data
divided imo 13 thematic categories, the maximum F1
value obtained was (L8R and the minimum was (LTH. Ac-
cordingly, the Faimess Gap (AF1} is 3. 7%, indicating an
acceptable, though noticeable, difference i classification
accuracy across categorses [ Table 51

The next step was implemenimg the confidence
thresholdmg mechanism, which redirects documents 1o
an expert when the mode] outputs a bow confidence level
(below thie established threshold). This provides an addi-
ticmal bevel of review for documents that may have been
mcormect]y classified.

Ta ensure transparency, Model Cands were prepared
and sudsted They mclude a detailed description of the
mlel’s purpose, daka, metnics, ethical considerabyons and
limitations. The audn of the Model Cards demonstrated a
high level of compliance | AudiSeare = 0.9F), mesting the
established criteria for documentation qualsty.

Accountabilsty was emsured through full expersment
traceahility, mchuding the fixation of the madom omumber
generabar seed, configuration logging and storage of key
artefacts {meodels and dictionarses).

Trurpapghipast scroees dilferenk madubes (doogmass bysecd

Pl #’“#MM

Fag. 10. Throughput per module
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Table 5
Famness Ciap AF] mdicators

Category Fl-score

.54

. B

.87

0.5

.53

0.7

.58

.58

=1 B D = R A L

.81

—
=

.50

-
(=1

.78

0.7

-
=)

=~
(P

.52

u = {8264

MAE = 0015

AF] = MAEp = 100%= 3.7 %

To implement the prmciples of Beneficence / Mon-
maleficence, an audnt of classification resulis was con-
ducied to identify potential harm or beas. It was found that
specific categories exhibit lower accuracy. Therefore, ad-
dutional momitoring and refinement of the traning data
are recommended in such cases (e.g.. categories with am
Fle=scome below .50 m Table 5).

As part of the shady. expert evaluation was com-
ducied on the gqualsty of automatyc thematic calegonsa-

tion and septmmend determination for 3 selected set of

documents. The overall User Satisfaction Score (LSS,
calculated as a weighted average of scores from three
groups of evalesiors (Fhids, Phl} candidedes and stu-
dentz, was 4. 14 out of 5 possible. This indscates that the
muodels generally ackieve high accuracy in the astomatic
processing of news contbent.

To illustrate the vanabihity in results, Table & pre=
sents examples of docaments with the highest and lowest

USS values. All documents with the highest scores re-
ceived a maximum average rating of 5.0, indicating their
complete alignment with expert expectabons. In contrast,
the lowest scores reached 2.9, poiming to sigmifscant
shoricommgs m amomatic classfication or explanatson

Tao confirm the stability of the obtained quality met-
mcs, stratified K-Fold Cross-Validation (K=5) was used
The erabled the calculatson of statistically justified met-
rc values, including means and standard deviations, for
Precision, Recall and Fl-score (Tables I-4). The 95%
confidemoe miervals for all key metrics were estimated us-
mg the non-parametric bootstrap percentile method with
1,000 ressmyples. This approach ensures high representa-
tiveness and reliabality of the obtained estimaies.

In addition, a Drift Mondtoring mechansm was mme-
plemented, whach albows comtrolling the drift in mput dats
chamctenstics by penodically comparmg keyword  fre-
guencees and other text indicators. This ensures timely de-
tection of changes in the input data disinbution, enablmg
the mode] o adapt.

7. Comparison
with existing solutions

The proposed context-sensitive smtiment amalysis
method demonstrates macro=F1 = 085S & 003 (95% I
0.B08 — (LES53; bootstrap, 1,0 resamples) on valsdatson
(Table X, whach sgmificantly exceeds baselme lexscon-
besed models such as YADER (= 0.76) and SenbaWord-
Mt (= 0.74) 1n the sk of short media bext clasaficatson
[Z1]. Compared to classical machine leaming approaches
without domasn-gpecific adaptation. the macro-F1 gain
exceeds seven peroentage points, mdscating the advanitnge
of integratmg comtextual modifiors and domain bexicons
mio miormation security monibonng systems.

Table &
Top & Bottom USE Scores
Clas= M'recwion Recall | Fl-scwre
Missile strike on Kymv (BRC) Image of Ukraine in the I %e 50
USA/CanadaUnned Kmgdom
Death of pournalist Foshchyna { Hromadske) Armed Foroes of Ukrame 1l %% 50
Report from Sumy (“death bus™) {Hromadske) Military and political leadershap of 10 %% 50
Ukrame
BHC Mews (2025 Apnl 28) Brstol in Pichares: Inbermational image of Ukraine in Adri- M % 249
The Manics rock the Beacon can coumtries {Englsh, French, Arabec
languages)
CHM World {3025 April 29) Putin thanks Morth | Ukmame m the miormation space of the | -80 % 29
Korea for help m Kursk, as Germany oriticises Russian Federation
the US plan for Ulkradnian comoessions
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The automatic palarity inverson algonthm showed a
reduction in mean absolute error by 18. 2%, whidch ishigher
than the gans achieved by other methods of sarcasm and
hoshle content comecizon m texts - for example, systems
with megation scope in mony detection tasks (acouracy
Hi%e, [24]) or domain-based lexicon adapiations [Feall
9%, | 221 Thus, the specific adsptation of imversion logic
fior micrmation threats proved more effective than general-
purpose approaches (o sarcasm proces=ng m o sooml meadia.

The hybrad thematic classification scheme (mzem-
ble ML + REAKETF-IIF] aduneved maoao-F1 = (LEL,
whach signifscanily mutperiorms the effectiveness of clas-
sical lexicon-based mule-lased systems (T2-TH%. [31,
32I]) and approaches the kevel of fne-tuned mBERT om
large corpora (87%, [33]L At the same time, the proposed
approech provides much lower ltency (= 35 ms versus
hundreds of milliseconds in large Tmnsformers), whach is
critscally essential for real -timee operati omal responise 1o in-
formation threats

The imtegrated information technalogy achieved an
merease in Remll_sys by 104 percentage pomts while
maxintxinmg latency @t +6.4%., demaonstratg a better bal-
ance between quality and performance compared to clas-
sical pipeline systems m OSINT anadybcs, where the re-
call gain fraom module imegration amounted to 5—T%, bt
at the cost of a liency morease exceedmg 15 |1, 1, 5]
This mibcates the effectiveness of the applsed optimiza-
trons im dectionary caching and parallel processing.

The concept of responssble evaluabon, whidh imle-
grates Fairmess Gap, Mode Cards, and User Satisfaction
Soore, surpasses classical post=auadits of model accaracy.
The average Faimess Gap m the system is 4.1%, com-
pared to = 6—12% in conventimal scemanos without post-
carrection (e.g. PostProcessing Equalsed Odds [50])
User Satisfaction was mted at an averge of 4.5 ot of 5,
whach also exceeds the typscal user tnast scores in similar
systems (1.8 4.2 based on UX tests | 56]). This indicates

the ssccessful mbegration of Responsble Al prnciples
mto the practice of mformation seourity.

Ta assess the offectiveness of the proposed indor-
mation threal monitoring system. a companson was made
between the resulis of each functional module and the cor-
respondmg solutions descrbed in the Literature (see Sec-
tion 2). Table 7 provides a concise summary of the accu-
racy, performance, and ethical complance indicators of
the proposed approach, as well as a companson with ex-
isting mcthods

Amnalysis of the data m Tahle & reveals that all oome-
ponents of the proposed system not only meet but also
exceed the level of modern baseline approaches in terms
of key metrics, including quality, performance and eths-
cal compliance. The obtained results confirm bypotheses
H1-H35 and demonstrate the practicl readiness of the so-
lution for deployment in real=-workd operational memnstor-
mg sceraricos of information threats.

b Discussion
b 1. Confirmatbhon of hypoibeses H1-HS

The conducted study confirms all five bypotheses
formulated m the miroductson

In partscular, bypothesis HI, whech predicls an in-
crease in macro=F 1| by =7 percentage pomts in the senti-
ment analysis task. 15 empinclly verified: a value of L85
# 003 was achseved on vahdation, exceeding the base-
lime lexscon-hased model by 7 percentage poimts (Table
Ih.

Smmilarty, hypothesis H2 on the reduction of mean
absodute emror (MAE] in polanty mversion by =15%% 15
confirmed by a result of —18.2% obtamed afler imple-
mentimg the inversson block (Table 1), whidh is acoom-
panied by an increase in the Fl-score for the “Inversion”™
che=s o 080 & 0035 (95% CL: 0.752 - 0.5k booisirap,
1, O ressammples ).

Tahle 7
Comparson of the shady resulls with exsting approaches

M Muim result Description Confirmation with the referemces
Macro-F1 = 085 = 0.3, ) ; syan s

| | Gain af +7 percentage paints over the Section 4.1 E?L:T-u:lun'ru VADER! Sent Word™iet (. 74— T6)
baseline model VA DER SentiWordMet

o | Reducton of MAE by 18.2%. Section 4.7 Exooeds the gain in sarcasm processing

~ | lmversion precision (L8] tasks (6—12 %) [24]
Macro=F 1 = 0B & (L3, = Approaches mBERT (BT el

3 | Gain of +5 percentage poinls over Sectiom 4.3 | = Chatperforms nale-based systems (T2-78 %)
Random Farest [31.3%33]
Fecall_sys +10.4 percentage ponts Sectrom 4.3, | Better Recall/Latency gam mbio compared 1o

. Latency increased by onlby +6.4% Section 4.5 | classical papelines [1.2,E)
Faimess Gap = 4,1 %. Section 1, . Fai.l_.'lnFu Gap-hﬂl.u:ﬂun without comrection

5 | uss =4.55 Tahile (6—12%] [50];

= Higher LSS than typacal [56])
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Hypothesis H3 is also confirmed: the hybrid ap-
proach to thematic categorisation (ML ensemble &
RAKETF-1DF) showed a mamra-F1 gam aof +5 percent-
age poants compared to Random Farest (Table 4}, which
mezets expeclations.

Hypothesis H4, which anticipated an increase m the
averall Recall of the final system by 21 least 10%% pro-
vided that Iatency remains within +1{%% iz supparted by
thee results in Table 5: Recall_sys mereased by + 104 per-
cenlage points and latency rose by only +6.4%

Finally. bypothesis HS on responsible system eval-
uation (Faimess Gap = 5%, LSS = 4.0} 15 fulfilled
through the computed AF] = 37% (Table 5} and
USE = 4. 55 {Tabde &) Thus, all poants of scientific mov-
elty ( 1-5} are quamstatively and statistically confinmed.

In interpretmg these resulls, it should be noted that
the clss-balanamg policy {cap = 1K) per dass wath
down‘up-sampling) may alter empmcal priors and, in
tumn. milate the maoro-F1 relatzve to the f5ld prevalence.
A comprehensive prevalence-aware analysis — micro-F1,
per=class average precision, calibmtion to onginal proors,
and chss-weighted tmining without capping — is defiermed
o fiure work. The givem claims foos on relative
maodule gaims amd CFl-bound  Btency'throughput
feasibility, which is not expecied 1o be affected by this
consideratson.

6.2, Comparison of the resulis with recent
wiorks on fexi mining and Responsible Al

The Respomsible-Al (BRAIE) laver was exphiciily
used due the larget mse case — real-lime monitorng of
informatson  threais m  publicesecior  and OSINT
workflows - carmies a non-tnivial nsk of harm from
misclassification and requires auditabalsty.
reproducibility,  and  proporiional | safeguards.  In
operatimal ferms, trustworthiness 15 enforoed  through
determansstic  traming and mierence  (fixed seods,
vermoned arlefacts, awsdit logs), robusiness  checks
(stratified CV plus owi-ol-time evaloabon amd dnft
maoniboring }, and fimess auditing | Faormness Gap soross
lamguagrs/souroes. with threshaolds that tngger review).
Explunabality is provided wia Bodel Cards and local
post=hoc  atirnbutions, making classaficabion decisions
visible io analysis, along with aror axonomies and data
siafements 1o comieximbise  hmitstsons.  Lows
latencylowsresmarce constraints are treated as reliabibiy
requiranents: modules meet CPU-anly SL(s {=45-58
meidoc per module; pipeline overhead 6—7%) with
throughput suitsbhle for sireaming, and confidence-
thresholding routes. bew=confidence cases io human-m-
thesloop review. The RAIE gabes (cg., AF1 = 5%,
bounded Fammess Gap, explanatiom ocoverage, and
latency'throughput  SLOs} muast be sabished for
deployment; wviolabions swriace alerts amd block

promotion until remediated. Thes design adheres to the
trustworthiness and explamabalsty principles outlined by
the co-author in Sensors [T and aligns with the
commonly adopted FATE/AldPeople guiddines, while
mamkxinmg compatibility with horizontal scaling for
pezk-load scenarios.

Compared with existing work in text analysas, the
proposed system demaonstrates competitive and, in some
cases, superior results. For example., the semmment meod-
ule with macro-F1 = (LE5 sutperforms lexcon-hased sys-
tems such as VADER and Sentli'WordMet (= 074-0.T6)
[21]. while the inversion algorthm achseves an MAE im-
provement of 18.2%, which is grester than the typacal §—
12% gamns in swrcasm detection systems with negatsan
scope [24]. Thematic classification with a maoro-F1
score of (L.E3 demonstrates similar effectiveness to fine-
tumed mBERT. while retaining a latency of 55 ms, which
15 3—d mmes lower.

In the area of Responsible Al the system micgrates
Muodel Cards, Farmess Gap, Conlidence Thresholding,
and User Satisfachon Score, thereby mplementing the
full FATE pnmciples. Compared to approaches that only
implemeent Post-Processing Equalised Odds [ 50). the pro-
posed framework reduces the Faimess Gap from 6-12%
to 3.7%, with minimzl impact on latency. A highe Au-
ditSeare (> 090} was also achieved in model documen-
tabon, exceedmg the averape quality of model cards m
open repositonies. Therefore, in the context of Responsis
ble Al the proposed solatson mot only meets existing
standards but also extends their applicability in the ficld
of information security.

These resulis are consisient with prior research on
enlterprise-level cybersecurity iniegration and cogmitive
decision support systems. Frevious studies [68, 69)
demonstrated how unafied miormation models and oog-
nitive approaches can enbance decsiom-making and
threat momtoring, laying foundatsonal principles re-
flected in the current study. Moreover, cognimve model-
limg facilsates the inferpretation of ambiguous or moom-
plete lextual news, which 1s aritical for the early detection
of mivmmation manipulation. %uch approasches are em-
bodied m the conlext -sensitive sentiment module, the po-
larity imversion logic and the miegration of expert-gusded
decision thresholds. Together, these components ensure
that the system not only achieves high amalytical prec-
sion but also supporis situabional awareness m dynami=
cally evodving mformadion spaces.

3. Practical implicathons for information
security and polithes

The rescarch resulis have direct practical relevamoe
to: building stralegic monnoring systems wiilon CERTs,
open-source mtelligence (OSINT) contres. medss moni-
tormg platforms and analyiical mstitutions. Thanks bo ks
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iniegrated archsieciure {sentiment analysis, mversion and
thematic categorisabion) and hagh throughput (up to 17
desamenis per scwend ) cn CPLUL the proposcd systom can
be deployed im real-lime sethings, enabling raped pe-
sponses bo disinformation campaigns. Such functionalsty
iz oritical during persods of intensfied mivrmation at-
tacks or pre-election phases.

[n addition io its iechmical applicability, the system
meeets both ethical and begal requeremenis, therehy open-
ing opportunities for its certification under the ELN Al
Act. Specifically, the implementtion of audst fraals, doc-
umended Model Cards, responsshility metrecs {Faimiess,
Transparency, Accountabalny). and explamabalsty mech-
anems allows the developed soluson 1o be used in podit-
ically sensiive environments. The high User Satisfaction
Score (4.5'5) fharther strengthens frust im the sysbtem
among experts and potential stakebodders, including pon-
emment agencies and regulsiory bodies.

Far a more comprehiensive quality perspective, fu-
ture work will bemchmark state-of-the-art mulilingual
transformers on both (GPUs and quantised CPFLUs (INTH)
amd evaluate distllation papelines io achseve transformer-
level Fl ad bexsoon-like labency. The macro=F 1 wath 95%
Cls, per-class AF, latency per document, throughput, and
resournce badgets will be reported to emable far compar-
SO0S

hod. Limdtations of the stedy and directions
for Tutiire work

Despite the suocessfinl implementation of the sys-
tem, the study has cerlain limatations. The mosi notable
limitation is the corpus: the majority of bexls are i
Ukrainian, which may limit gemeral ceahility to messages
in other bnguages, whereas social media and forems are
less represented. In thematic clssficabion, some miegos
ries have Fl < (.20, mdicatng the need for dictiomary re-
finement and model retraining on specific subgenres.

While appropriate for comparahility, stratified 5.
fold C% does not fully capture temporal dnft or source
shift m a 2024 stream. The follow-ap experiments with
out-pd-time splis (e.g., temporal hold-pom and rolling-
arigm schedules) and out=pf=source evaluation on held-
out media channels o quanbify robustness under realsstic
deployvimeent conditions are then planned.

Fulure work directhions imcladie:

- Mulimmodal processing (bext + image)., partica-
larly for memes or pictures in Telegram channels;

- Selfvirammg on large streams of unarmotated
data io adapd bo new topecs;

- Improvemsent of explaimahility modubes through
infegration of SHAF., counterfactuals and expansion of
the Confidence Filtering block with flexible confidence
logic. Walidation on real-world meidents in partnership
with govermmenial and media mstitutions = also planned.

The mnversaon module remams nale-bound and can
be brattle on abbreviated anchors and mixed-langusge in-
puis. aelding the precssonfrecall tradesnfls reperied
above. Fubure work will (i) expand anchor normalisatson
and =zource venbicabon and (n) add a small, learned in-
version component (o reduce ressduoal false decisions
without breaching the end-io-end [atency constrainis. Al

teratsons bo the main conclusons om relative gains and
feasibalsy are not expected.

6.5, Cybersecurity lmplications

The developed integrated text maning system signif-
scantly advances cybersecurity capabalities by providing
reak-time detecbon of bostile informabion campaigns and
disinformatson nammatives. By enhancing recall and mans-
mising false negatives through polamty mversion detecs
tion, the system effectively supporis cybersecurity ana-
Iysts and OEINT experts m identifying coordmated imfla-
enoe operabions and early-siage cvber threats. Addison-
ally, the Responsible Al Evaluation ensures compliance
with GINFE. transparency. fammess and acomumishility,
thus making the salutson highly saitable for deployvment
m sensitive cybersecurity and governmental contexts.
Speafically. the system sapports the real-time sdentifica-
tion of coordimated hostile narratives, the early detection
of information operations preceding cyvberattacks, and
enables a rapid response dunng bybrid warfsre came
paigns.

The system’s outpul can be ahgned with MITRE
ATTECK tactics and techmiques o contextalise de-
tecied marmatives within adversanial behaviowur models.
For instance. specific disinformation themes identified
by the thematse classifier corespond 1o TTPs such as
TADKS (Fecomnaissance) or TAOO]] (Command and
Control) in influmce operatson contexts. Future work
also imcludes formal mappang to STEX 2.1 obgects 1o en-
ahle mtegratson with CTI1 platforms.

7. Conclusions

Im conchusaon, this research presents a comprehens
sive solution that combimes high techmical efficiency i
textual data processing with ethical responsibility m Al
tailored exphicitly for cybersecunty tasks such as mior-
mation threat mbelligence, hybnd warfare apalytics and
CERT operations.

Empirical resalis confirmed all five hypotheses fors
mulated at the beginmmg of the study. The contexi-senss-
tive sentmmend analysis module outperformed haseline
models by 7 percentage points in macro-F1 {H1 ), polamty
mversion reduced the mean absolule emor by 18.2%
(H2), the hybrid themabic classification delivered a +3
percentage point gain over Bandom Forest (H3), imegra-
tion of the three modules moreased Recall sys by 1004
poroeniage poants with acceptable [stency grosath (H4),
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and the comprehensive Responsible Al framework
achieved a Fammess (Gap of 4.1% and a USS of 4.5'5
{H5), demonstrating full ahignment with the stated obyec-
trves.

The system's key componenis mclude methods for
oomext-sensitive sentiment amalysis, podarity imversion
detection, thematic classificaton and Fesponsible Al
meetrics (Fairness, Transparency, Accountabalsty, Ethics).
The nowvelty lies in the hybridsation of lmguisic and ma-
chme leaming models, as well as m the inlegration of
quantitative meties  with  formalised  documentation
{Model Cards), ensaring a balance between acouracy and
accouniability im critical imformation scenamos.

The system can be deployed in media monnoring
analyiscal cemtres, cybersecursty struciures [(CERT,
OSINT) and analyiscal units of government inststuticns.
‘With a throughput of ovwer 17 documenis per second and
a bency below 60 ms, it can be scaled for streaming
analysis. The presence of an audit tradl, Model Cards, and
a Confidence Thresholding mechanism enables ss inte-
gration mio ecosystems that comply with the ELT AT Act
ar [SIWVIEC 42001 requiremenis.

Whale the cameml implementtion focuses on
Ukrainsan- and Russian-language contmt, the platform’s
meodular archiecture allows for future adapiation to other
lamguages and contexis, provided thal appropriate da-
taxets and meodel retraiming procedures are available.

Further research is expected to expand the corpus ta
include mulilmgual and multimodal sperces, aulomate
model retraining wsing self-tmmmg, develop neural ex-
plamnahility modules (e.g., with SHAPF or counterfactual
generation ), and investigate the dynmamics of changes in
infarmatson narratives over time using drft detection and
streaming adaptation models.

Comntribution of aothorss Hemnodii Bohuota,
Lesin Bilowns and Khrystyna Yworkiv compiled a
maubtilingeal corpus of news and social-media posts on
informatson threat=s related to Ukmame for 2023-2025,
Khrystyma Lipiamins-Iloncharenka, Hennmadii
Bohwta, Thor Ihmatsey mmplemenied a  senbiment
analysis module wath polarity inversion to debect covert
hostibty and =srcasm. Khrystymn  Lipinnina-
Honcharenko., Ihor Thnatiey developed o hybod topec
classification approach  combining  dschonary-based
methods amd machime-leammg  emsembles. (e
Ilinshenks, Myroslay Komar, Thor [hmatiev
oonstructed  the Fespommible Al Evaluatiom (RAIE)
framework with indicators for Faimess Gap, MModel
Cards, and User Satisfaction. lher Thowtiey micgrated all
meadules mio a2 mified ppelme and performed qualsty
{macro-F 1, MAE) and performance ( latency, throughput)
cvaluaton. Khrystyna Lipinnima:Honchorenks, Thor
Ihnntiey conducted the experimental validatiom of
hypotheses HI-H5 and symthesised the resalting

evidence. (Meg Ilinshenko provided the general review
and editimg of the rescarch results and the manascript it-
self.

Project information: Thas shady depacis the resulis
of an inerdisciplmary research project between West
Ukramian Mational University (Department of Infors
mation Compaier Syvstem and Coatrol, and Cyber Secu-
mty Department), Leeds Beckett Unmversity | School of
Built Environment, Engineering and Computmg], TE,
and Mational Asrcspace Umversity “Kharkiv Awviation
Institute”, Ukmine, dedicated to the development, test-
mg, and implementation of an inlegrabed text-manmg
technology for real-time momitoring of  indormatson
threats in Ukrame. Iis goal is o dessgn and experimens
tally validsie an end-bo-end sysiem that avtomates cone
text-sensitive semimment analysis, polanty-imversion de-
tection and thematic classificatson within a Responsible
Al framewaork. The corpus comprises 10,350 umigue docs
uments collected from major Ukrainian news BSS feeds,
social media APIs, and relevant blogs dumng Jamuary-
December 2024, wath stmbified 5-fold cross-validatson
for evalustson. The system is realised as a modular ci-
enl—server stack (Pyihon + Streamlst + Transformers +
Docker) suilable for secure. scalable deployment and in-
tegration inio compliance-orienied emvironments {eg..
EU Al Act1SIVIEC 42001 ). The authors note that the
study was conducted without external financial suppaort.

The lechnodogy™s effectneeness and reliabnhity hmge
on accurdle delection of covert manipulstions (paolarity
mversion ), fir'transparent classification across multiline
gual, mulbi-1opic streams and |ow-latency throughpe for
operational use (CERT, O5INT, government anakbytscs).
Empirically, the senfiment module attans macro-F1 =
0.E5; the mversion algorithm reduces polanty MAE by
1B.2% with mimimal lastency overhead: and the bybnd
thematic classifier acheves maoro=F1 = [LE3 at =55
ms'doc and =18 does's Infegrated end-to-end, the pipe-
lime raises overall recall by + 1.4 percentxge poats while
keeping biency growth withm ~10% and the RAIE
framewnork ensures AF] = 5% with an expert User Sabis-
faction Score af 4.14/5.

The resulis presenbed i the paper contribute bo ad-
dreszing critical challenges m miormation secumty by
providing novel algonthms for context-sensiive sent-
ment analysis, myversiom-aware classification, and re-
sponsible evaluation through fasmess, accountsbility,
transparency, and user sabisfaction mdscators.
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