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AHOTANIA

Jro Yen'rorr. OOmK B yMOBaxX BHUKOPHCTAHHS TEXHOJIOTIi OJOKYeHH. —
Kpamidikariiiina HaykoBa mparis Ha paBax PyKOIHUCY.

HucepTariisa Ha 3000yTTs CcTymeHs JokTopa (imocodii 3a crnenianbhicTio 071 —
OOmik 1 onojJaTKyBaHHS. 3aXiJHOYKPAiHChKMI  HAI[lOHAJIbHUM  yHIBEPCHUTET,
Tepnorminb, 2025.

Y aucepTrauniiHOMY JOCTIKEHHI 3I1MCHEHO TEOpeTHYHE OOIPYHTYBaHHS Ta
3alpOIIOHOBAHO HOBHM MiJIX1/ O BUPIIICHHS] HAYKOBUX 1 MPAKTUYHUX 3aBJaHb, KU
nepeadavae BIOCKOHAJIEHHS METOJOJIOTIYHUX, Opra”i3alifHuX 1 MNPaKTUYHUX
MOJIOXKEHb  OyXTalITepChbKOro OO0JIIKY B yMOBaxX BHUKOPUCTaHHS 1H(GOpMaIIiHOI
TEXHOJIOT11 OJIOKYEHH.

Po3eurok rimoGanbHOi Mepexi I[HTepHeT chnpusB (popMyBaHHIO LHPPOBOI
EKOHOMIKH, 1110 CYIPOBOJXKYBAJIOCS 3POCTAHHSAM OOCSTIB JaHUX 1 BJIOCKOHAJIEHHAM
TEXHOJIOTIH iX 00poOku Ta aHamizy. OCKUIBKM OCHOBHHUM J[KEPEJIOM EKOHOMIYHO1
iHpopManli € Oyxraarepcbkuii 0OJiK, UHU(pOBI3ALIL EKOHOMIKM 3yMOBHJIA
TpaHcPOopMaIliio K TCOPETUUHUX TMOJIOKEHb, TaK 1 MPAKTHYHUX aCIEKTIB OOJIIKOBOI
CUCTEMH. Y JOCHIKEHH] MPOaHalli30BaHO TpaHC(HOpMaLlio OyXraJlTepcbKoro o0MiKy B
yMOBax LU(PPOBOI €KOHOMIKHM i BIUIMBOM CYYaCHHUX 1H(OpPMALIMHUX TEXHOIOTIH:
Big Data, GyiokueliH, ITy4YHUA THTEIEKT, MOOUTbHHMKM [HTEpHET, XMapHi 00YMCIICHHS,
InTepHer peuedl Ta 1H, fAKI KapAUHAJILHO 3MIHIOIOTH TEOPIIO Ta MPAKTHKY
OyXraiarepchbKoro oOMiKy.

Cepen 1HHOBaLIMHUX 1H(OPMALIIMHUX TEXHOJIOTIH, SIKI BUKOPUCTOBYIOTHCS Y
OyxranTepchkoMy OOJIIKy, 3HAauHa YyBara NPUAUIIETbCS OJOKOBO-JIAHIFOTOBOMY
CTpyKTypyBaHHIO naHuX. OOrpyHTOBaHO TpaHChOPMAIIMHAN BIUIUB TEXHOJIOT1i
OJIOKYEH Ha OyXrantrepchbKui 00diK Y UGPOBIM €KOHOMII, TPOAHATIZ0BAHO ii POJIb
y MiABUIIEHH] e(eKTHBHOCTI, Oe3MeKHM Ta aBTOMaTH3allli OOJIKOBUX TMIPOIIECIB.
JlocTipKeHO eBOIOIII0 OyXTalTepchKoro OOJiKy, HOBITHIM €Tam pPO3BUTKY SIKOTO
MOB’SI3aHUM 3 BUKOPUCTAHHSIM TEXHOJIOT1i OJIOKUEWH, 110 CHpHUsI0 3a0e3MeYeHHIO
1H(MOpMaIIfHOT TPO30POCTi, 1HTENEKTYAIBHOTO TPUUHATTS pIIMIEHh Ta I1HTErparii

OOJIIKOBHX CHCTEM B rjo0aibHI iHGOpMAaIliiiHI cepeoBUIla Ta €KOHOMIYHI MPOIIECH.
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OOrpyHTOBaHO TOCIIJOBHUM TIepexi CycniibHuX dopMaliii Bija eramy iHQopmaTuzariii
70 CTajii 1HTeNeKTyami3alii OyXraaTepcbkoro oomiKy, 1o 3abe3nedye BUIIUN pPIBEHD
1HTErparlii Ta CTIMKOCTI IU(POBOT EKOHOMIKHU NEpe]] CYJaCHUMH BUKJIMKAMHU.
JIoCHiIKEHO CTPYKTYpHI Ta OmNepalliiiHi acleKTH TEXHOJIOTIi OJIOKYEHH, 30KpemMa
BUOKPEMJICHO 1 CEMHUpPIBHEBY apXiTEKTypy, MEXaHI3MH KOHCEHCYCy Ta METOIU
mmdpyBaHHd ~ OOJIKOBMX  JIaHUX.  3JiMiCHEHO  KiacHikalilo  TEeXHOJOrii
OJIOKOBO-JIQHITFOTOBOTO CTPYKTYPYBaHHSI JaHWX Ha IyOJi4HI, aJdbsSHCHI Ta TMPHUBATHI
OJIOKYEHHM, BU3HAUEHO 3HAUYILICTh 1X BUKOPUCTAHHS B OOJIIKY, BKIIIOYAIOYH 3aXHUIIICHE
30epiraHHsi J1aHWX, 3aro0iraHHsl IIAXpalCTBY Ta JICLUEHTPAJI30BaHy B3a€MOJIIIO.
BceraHoBneHo, IO anbsSHCHI Ta NpUBaTHI OJIOKYEWHM 3a0€3MedyloTh PpO3IIUPEH]
MO>KJIMBOCTI KOHTPOJIO JIOCTYMy Ta aBTeHTudIKallli, mo poOuTh iX 0COOIUBO
NPUIATHUMU /17151 3a0€3MeYeHHS KIOEpHETHYHO1 Oe3meKu 00poOKu 0011KOBOT 1H(OpMaAIiii.
CucTteMHO TIpOaHaNI30BaHO (PYHKIIIOHATBHI MOKJIMBOCTI 1HTETpallii TEXHOJIOT1i
OJIOKUeliH y OyXTaJITepChbKUil 00K, IO JO3BOJMIIO PO3KPUTH HOTr0 3AaTHICTh
BUpIIIYBaTH NpoOiieMu 1H(oOpMaliiiHOi acumeTpii, (IHAHCOBOrO IIaXpaicTBa Ta
HEJOCTOBIPHOT 3BiTHOCTI. CucTemMa OyXraiaTepchbkoro oOJiKy, 3acHOBaHa Ha
INPUHLMIIAX OJIOKOBO-JIAHIIIOTOBOTO CTPYKTYpYBaHHS, 3a0e3ledye aBTEHTUYHICTh 1
JIOCTOBIPHICTh O0JIIKOBOI 1H(opMallli, MiABUILYE PIBEHb KiOEPHETHUYHOI Oe3MeKu
(b1HaHCOBUX JaHUX Ta € OCHOBOIO i nudpoBizallii 00poOku 06miKoBoi 1HPOpMAaIIii,
[0 CHpuUs€ MiJABUIICHHIO ii 00'€KTUBHOCTI, CBOEYACHOCTI Ta HaaIMHOCTI. OILIHEHO
BIUTMB OJIOKYEHWH-TEXHOJIOT1 Ha OOJIIKOBY METOAMKY, BKIFOYAIOYM BU3HAHHS PI3HUX
BUJIB €JEKTPOHHUX (BIPTyaJbHUX) Tpolied OOJIKOBUMHU OO0’€KTaMH, iX TpPOIIOBY
OLIIHKY 3a pI3HUMHU METOJlaMH, BapiaTHMBHE BIJOOPaKEHHS Ha paxyHKax oOOJiKy,
JIeTallI30BaHy Meploau3arlito mpu (opMyBaHHI BHYTPIITHROT Ta 30BHINITHBOI 3BITHOCTI.
[aTerpamist 1HoOpMaliitHOT TEXHOJIOTTi OJOKYEHH 3 XMapHUM OyXTalTepChbKUM
00J1iKOM (pOopMy€ HOBI MOKIIMBOCTI JUTSI €(DEKTHBHOTO YIpPaBIiHHS Oi3HEC-TIPOIIECaMU
Ha MIANPUEMCTBI. 3aBIsIKM XMapHUM cCepBicaM JelieryBaHHs OOJIKOBUX (DyHKIIIHA
HE3aJIeKHUM 1HCTUTYIIISIM CTAa€ JOCTYITHUM T4 €KOHOMIYHO OOIPYHTOBAHUM BaplaHTOM
oprasizaifii 00Ky, a OJOKYEWH rapaHTye 3aXWCT 1 JIOCTOBIPHICTh JAHHX MpPH IX

nepeaaydi ayrcopcepam. 3amporioHOBAHO BUKOPHUCTAHHS TEXHOJIOTIT OJIOKYEHH st
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oprasizaiiii JOKyMEHTOOOITY y YaCTHHI aBTOMATHYHOrO (HOPMYBaHHS €JIIEKTPOHHUX
paxyHKIiB Ta OOJIKOBHX 3aIlMCIB, IO IO3BOJISIE MIHIMI3YBaTH PHU3WKH IIIaxXpaiiCTBa.
JlocnipkeHo TEepCIeKTUBU IHTETpallii TEXHOJOT1i OJOKYEHH 3 XMapHUMHU CepBiCaMU
00poOku 00miKOBOT 1H(pOpMAI] AJIs JeHeHTpalizalii OyXrairepcbkoro OOJIKY SK
Outbll  e(EeKTUBHOI opraHizamiiiHoi ¢GopMu  (QYHKIIOHYBaHHS IIIIPUEMCTBA.
JloBeneHo, MI0 JELEHTpalli3oBaHa Ta Oe3nekoBa Mpupoga OJIOKYEHHY YCyBae
OOMEXEHHS TPAAMIIIMHUX XMapHUX OOJIKOBUX CHCTEM, 3a0e3Medyrodr OiIbII
HaIWHUN MeXaH13M 30epeKeHHS 00JIIKOBUX JIaHUX.

VY AOCKOHANEHO YNpaBIiHHSA EJIEKTPOHHUMHU OYyXTaNTepChbKUMH JOKYMEHTaMHU
3aBIIKH BIPOBAKCHHIO TEXHOJIOTIT OJOKYEHH, 110 ONTHUMI3Y€E MPOIECH BUCTABICHHS
paxyHKiB, BIJIIKOJyBaHHS BUTpAT Ta peecTpallii rpomoBux onepaiiid. Po3pobiaeHo
METOAMKY TIOBHOTO  EJIEKTPOHHOTO JOKYMEHTOO0Iry, 10 TIpPYHTYETbCA Ha
CTpyKTypHu3alii 0a3u JaHuX OJIOKYEHHY, CHOPHUSAIOYM ONTHMI3allli BHYTPIIIHIX 1
30BHIIIHIX KOMYHIKAIN y OyXxraarepcbkoMy OOJIKy IMpH 30€pekeHHI KOMEPIIHHOI
TaEMHUIIl MiANpUeMcTBA. JlOBENIEHO, IO AJITOPUTMH IMIU(PPYBaHHS Ta PO3MOJALICHE
30epiraHHs 3HAYHO MIABUIIYIOTH pPIBEHb OE3MEeKH JaHUX Ta YHEMOXJIUBIIOIOThH
HECaHKI[IOHOBaHUH JOCTYN CTOPOHHIX OCI0.

[HHOBaIIiHUMHY  OOJIIKOBUMH 00’€KTamMu, 1[0 BUHUKIM 3aBASKA PO3BUTKY
TEXHOJIOT11 OJIOKYEHH, € KpUnTorpadiuHi BAIIOTH, SIKI 3 TIO3UIlT Teopii 00Ky MOXKHA
BU3HATH AKTUBAMU TiAMPUEMCTBA. YTOYHEHO METOAMKY OYXTaaTepChKOTrO OOJIKY
CJICKTPOHHUX T'POIIEH Ta KPUITOBAIIOT 3 JOCITIPKCHHIM iX Kiacuikallii Ta OIIHKH.
[IpoaHanizoBaHO OCOOIMBOCTI BIUIMBY OJOKYEHHY Ha OOJIIK €EKTPOHHUX TpOIIEH Ta
KPUIITOAKTHUBIB, OKPECIEHO Pi3HI MIAXOAM 1O iX BHU3HAHHS TPOIIOBHMMH KOIITaMH,
GiHAaHCOBUMHM  IHCTpYMEHTAaMH, 3amacaMd abo HeMaTepialbHUMU  aKTHBAaMH.
3anpornoHOBAaHO KOHLENTYaJdbHY MOJENIh OONIKY €JIeKTPOHHUX TpaH3aKUid, 10
BKJIIOYa€ aBTOMATH30BAaHE JIOKYMEHTYBaHHS, OI[IHKY Ta 3BITHICTh Y KOHTEKCTI
CJICKTPOHHMX  OMepaiiii 3  KPUNTOBATIOTAMH.  Pe3ynbraté  JOCHIHKCHHS
HiATBEPKYIOTh, 10 OJIOKYeHH 3a0e3neuye MOBHUN KOHTPOJb Haa UU(POBUMHU
(b1HAaHCOBUMH OTEpaIlisiMU, JO3BOJIIIOUM BiAJajieHe YMPaBIiHHS Ta MOHITOPUHT Y

peXUMI peanbHOro Yacy.
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YTOouHEHO MOPSAOK 3aCTOCYBaHHS TEXHOJIOTil OJOKYEWH y po3paxyHKax 3
KOHTpareHTamH, IO J03BOJIMJIO BHUSIBUTU X MOTEHLIAN Yy MiJBUIICHHI €(pEKTUBHOCTI
IPOIIOBUX OMepaliid yepe3 BUKOPUCTAHHS CHUCTEMH CMAapTKOHTPakKTiB. BusHaueHo
PU3WKH Ta BUKIIMKH, TTOB'SI3aH1 3 BUKOPUCTAHHAM OJIOKYEHHY, a TAKOX 3aIPOIIOHOBAHO
HOBY apXITEKTypy OJIOKYEIHY, 1110 J1a€ 3MOT'y OOIpYHTYBaTH MEXaHi3M KOHCEHCYCY B
OyxranTepchKoMy OOJIKY TpOIIOBUX ormeparliii. BcTaHOBIEHO, MO TakKui IMAX1T
MiABUILY€E MPOAYKTUBHICTh CHCTEMHU EJIEKTPOHHUX TPAHCAKLIN, 3HWKYE PHUUKH
BUKOPUCTAHHS TPAJAULIMHUX METOJIB PO3pPaXxyHKIB 3 KOHTpareHTamu Ta 3abe3rneuye
€(EeKTUBHICTh Y MDKHApPOJHMX IUIATEXaX. 30KpeMa, ACLEHTPAII30BAHUIA XapakTep
OJIOKUElHY YyCyBa€ IMOCEpPEAHHUKIB Yy cdepl MDKHApOAHMX IaTexiB. [lmaTixHi
wiatdopmu, Taki sk Rubik, nponeMoHCTpyBaid 31aTHICTH ONTUMI3YBAaTH €JIEKTPOHHI
TpPaHCAKIl, OMHHAIOYM CKJaJHI OaHKIBCHKI MPOLEAYpH Ta BaIIOTHI KOHBEpCIi.
[TinTBEpIKEHO, 110 OJIOKYEHH CIIpHsIE 3HWKEHHIO BUTPAT HA TPaH3aKIIii, CKOPOUCHHIO
yacy iX OoOpoOKM Ta MiJABHUINECHHIO 1H(POPMAIIINHHOI MPO30pOCTi 3aBASKU €(hEKTUBHIMI
cUCTEM1 00Ky IPOILIOBUX Omeparliii. AKIIEHTOBAaHO yBary Ha HEOOX1THOCTI pO3pOOKHU
yHIIKOBAaHUX Taly3eBUX CTAHIAPTIB Ta TPABOBUX HOPM [UISI MAacCIITaOHOTO
BITPOBAKEHHS TEXHOJIOT1i KPUTITOBATFOTHUX aKTHBIB.

[IpoananizoBaHO €(EKTUBHICTh BIPOBAHKEHHS TEXHOJOrT OJIOKYEeHH B
Oyxrantepchbkuii 00K, TOCIIPKEHO MOTo 1HTErpailiio 3 iHGOopMaIlitHUMH CUCTEMaMHU
HIAIPUEMCTB Ta BIUIMB Ha OOJIIKOBI Mpolecd. BHUKOPUCTaHO eMIipuyHi JaHi
mismeHOCTI 1598  kommanii 3a 2013-2023 pokw myis  OLIHKKA  €(PEKTUBHOCTI
3aCTOCYyBaHHA OJIOKUEHHY B OyxrajirepchbkoMmy o0diKy. 3acTocoBaHo mojnens DuPont
JUISL  OLIHKK  €(PEKTUBHOCTI OJIOKUElHy B  OyXraiarepcbkomy OOJIIKY, IO
MIPOJIEMOHCTPYBAJIO HOTO POJIb Y CIIPOIIEHH] OOIIKOBUX MPOIIECIB, 3HMKEHH1 KIJTHKOCTI
MOMUJIOK Ta MIJABUINEHHI TOYHOCTI (piHAHCOBOI 3BITHOCTI. JlOBemeHO 3HauHE
MIIBUINCHHS KoedimieHTa 000pOTHOCTI aKTHBIB, IO CBIAYMUTH IIPO IOKpAIICHHS iX
BUKOPHUCTAHHS Ta 3arajibHOT OTMEepaIiifHoi €(heKTUBHOCTI Y MisUTbHOCTI IMiITPUEMCTBA.

KurouoBi cioBa: o6k, 010KueiiH, iHPOpPMAIIHI TEXHOJIOTi, KPUIITOBAIIIOTH,
KpUMNTOOO €KTH, ITU(ppOBa €KOHOMIKA, IUppoBI3allis 00Ky, IHCTUTyam3allis 00iKy,

€JIEKTPOHHI IOKYMEHTH, €JIEKTPOHHI KOMYHIKallii, KibepOe3neka.



ANNOTATION

Liu Chengyu. Accounting using blockchain technology. — Qualification
scientific work on manuscript rights.

Dissertation for obtaining the scientific degree of Doctor of Philosophy in
specialty 071 — Accounting and taxation. West Ukrainian National University,
Ternopil, 2025.

The dissertation provides a theoretical foundation and introduces a novel
approach to addressing both academic and practical challenges through the
enhancement of methodological, organizational, and applied aspects of accounting in
the context of blockchain-based information technologies.

The development of the global Internet network has facilitated the emergence of
the digital economy, accompanied by a significant increase in data volumes and
advancements in technologies for their processing and analysis. Given that
accounting serves as the primary source of economic information, the digitalization
of the economy has led to the transformation of both the theoretical foundations and
practical aspects of the accounting system. This study analyzes the transformation of
accounting under the conditions of the digital economy influenced by modern
information technologies, including Big Data, blockchain, artificial intelligence,
mobile Internet, cloud computing, and the Internet of Things, which reshape the
conceptual foundations and operational practices of the accounting domain.

Among these technologies, special emphasis is placed on distributed ledger
structures. This study explores the transformative impact of blockchain technology on
accounting in the digital economy, analyzing its role in enhancing efficiency,
security, and automation in financial processes. The evolution of accounting practices
has been examined, demonstrating how blockchain technologies have facilitated
real-time collaboration, transparency, and intelligent decision-making. The gradual
shift from informatization to intelligence-based accounting systems has been
justified, ensuring improved integration and sustainability.

The structural and operational aspects of blockchain technology have been

investigated, detailing its seven-layer architecture, consensus mechanisms, and
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encryption techniques. A classification of blockchain types into public, alliance, and
private chains has been conducted, emphasizing their implications for accounting
methodologies, including secure data handling, fraud prevention, and decentralized
financial interactions. It has been established that alliance and private chains offer
enhanced access control and identity authentication, making them particularly
relevant for accounting operations.

The integration of blockchain with accounting has been systematically analyzed,
revealing its ability to address key challenges such as information asymmetry,
financial fraud, and inaccurate reporting. The research has highlighted how
blockchain-based accounting systems ensure data authenticity, enhance security, and
automate financial statement generation, leading to increased reliability and neutrality
in financial reporting. Additionally, blockchain's impact on fundamental accounting
principles, including entity recognition, monetary measurement, and accounting
periodization, has been evaluated.

The integration of blockchain with electronic invoices and accounting records
has the potential to streamline accounting processes and reduce the risk of fraud.
Furthermore, the study explores the integration of blockchain with cloud accounting,
focusing on its potential to enhance efficiency, security, and transparency. The
decentralized and tamper-proof nature of blockchain technology can address the
limitations of traditional cloud accounting systems, providing a more robust and
reliable platform for accounting data storage.

The management of electronic accounting documents has been improved
through blockchain implementation, streamlining invoice issuance, reimbursement
processes, and transaction recording. A novel electronic documentation and
circulation method has been developed, leveraging blockchain's database structuring
to optimize internal and external accounting communications while preserving
enterprise trade secrets. The study has confirmed that encryption algorithms and
distributed storage mechanisms significantly strengthen data security and prevent
unauthorized access.

The combination of blockchain and cloud accounting has introduced new
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opportunities for efficient business management. Cloud computing enhances the
accessibility and performance of accounting services, while blockchain ensures data
security and reliability in outsourced accounting processes. The integration of
blockchain with cloud accounting has been examined, demonstrating how
decentralized ledger technology enhances financial data management, real-time
monitoring, and fraud prevention. Practical applications of blockchain in enterprise
financial data storage have been identified, showing improvements in operational
efficiency and cost reduction. Despite challenges such as processing speed and
scalability, blockchain has been validated as a reliable and efficient tool for financial
management.

Innovative accounting objects that have emerged due to the development of
blockchain technology are cryptographic currencies, which from the perspective of
accounting theory can be recognized as assets of an enterprise. The study also
examines the accounting treatment of electronic money and cryptocurrencies,
focusing on the challenges and controversies surrounding their classification and
measurement as assets. The unique features of blockchain technology impact
accounting practices related to electronic money and cryptocurrencies, and the study
explores the different perspectives on whether cryptocurrencies should be recognized
as cash, financial instruments, inventory, or intangible assets. A framework for
accounting electronic transactions has been proposed, incorporating automated
documentation, evaluation, and cryptocurrency reporting. The findings indicate that
blockchain technology supports comprehensive control over digital financial
transactions, enabling remote operations and real-time tracking.

In addition, the dissertation examines the application of blockchain technology
in accounting for settlements with counterparties, highlighting its potential to
improve efficiency and security. The study discusses the risks and challenges
associated with the use of blockchain in this context, as well as the novel blockchain
architecture that decouples consensus from transactions. By decoupling consensus
from transactions, blockchain has been shown to improve system performance and

reliability while mitigating risks associated with traditional settlement methods. The
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decentralized nature of blockchain eliminates intermediaries, thereby reducing the
time and cost associated with electronic transactions, particularly in the context of
international payments. Payment platforms such as Rubik have demonstrated the
ability to streamline electronic transactions by bypassing complex banking
procedures and currency conversions. The study has identified blockchain's
effectiveness in cross-border payments, reducing transaction costs and processing
time, and enhancing transparency through decentralized verification systems. The
need for standardized industry norms and legal frameworks has been acknowledged
as an area requiring further development.

The dissertation explores the efficiency of implementing blockchain technology
in accounting, focusing on its integration with enterprise information systems and its
impact on accounting processes. Empirical data from 2013 to 2023 of 1598
companies is used to analyze the impact of blockchain on accounting efficiency. The
DuPont model has been applied to measure blockchain's effectiveness in accounting,
revealing its role in streamlining workflows, reducing errors, and improving financial
reporting accuracy. The study has demonstrated a significant increase in total asset
turnover rates, indicating improved asset utilization and operational efficiency.

Keywords: accounting, blockchain, information technology, cryptocurrencies,
crypto-objects, digital economy, digitalization of accounting, institutionalization of

accounting, electronic documents, electronic communications, cybersecurity.
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INTRODUCTION

Relevance of the theme. In the current era of scientific and technological
advancement, all spheres of societal activity are undergoing a transformation, shifting
from labor-intensive operations toward the implementation of high-tech processes.
Over the past decade, the accelerated evolution of information technologies has
significantly shortened their life cycle. The emergence of cutting-edge technologies
such as 5G, Big Data, artificial intelligence, neural networks, the Internet of Things
(1oT), and, most notably, blockchain, has not only contributed to the modernization
of financial and economic operations but has also had a profound impact on
enterprise management systems.

As an innovative information technology, blockchain possesses substantial
functional potential for transformative influence on socio-economic processes and
demonstrates considerable applicability across various domains. This potential has
attracted the attention of national governments and management teams across
different sectors of the global economy. Public institutions and business entities are
increasingly striving to harness blockchain technology to gain technological and
economic advantages in an environment of global competition.

Achieving competitive advantage requires the optimization of enterprise
management through the provision of reliable, complete, timely, and accurate
accounting information. With features such as decentralization, immutability of
records, and real-time processing, blockchain technology can serve as a robust
technological foundation for enhancing the efficiency and reliability of accounting
systems. Continuous technological advancement has led to significant changes in
both the theory and practice of accounting within enterprises. High-quality
accounting information is critically important for ensuring sustainable business
development.

The advantages and functional capabilities of blockchain technology align with
the qualitative characteristics required of corporate accounting information, thereby

reinforcing the need for digital transformation in accounting methodology and
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organizational structures. The integration of blockchain into accounting practices can
enhance the efficiency of accounting and information processes, mitigate the risks of
unauthorized alterations to financial records, and, in the long term, optimize the
financial performance of enterprises. Organizing accounting based on blockchain
principles facilitates the effective operation of accounting departments in
coordination with other functional units, aiming to improve the quality of accounting
information and reduce the costs associated with its digital and automated processing.

The theoretical and practical aspects of blockchain technology in accounting
were explored by the following researchers: Neal, James and Paul, Beomsoo, Chen,
Pang Jian and Zhu Xinmin, He, Key, Carlsson, Grasso, Huff, Fu, Dai, Gao, Listiadi,
Ng, Patil, Balaziuk, Bardash, Brukhanskyi, Fomina, Illiashenko, Kravchenko,
Krupka, Lehenchuk, Muravskyi, Nashkerska, Nazarova, Onyshchenko,
Osmiatchenko, Pravdiuk, Pyliavets, Resler, Semaniuk, Shevchuk, Spilnyk,
Yaroshchuk, Yershova, Zadorozhnyi, Zvarych and others. The review of these
studies highlights significant advancements in the field of blockchain application in
accounting. However, the potential for further enhancement of accounting practices
through blockchain technology, particularly in the context of evolving digital
economies, increasing automation of accounting processes, and the transformation of
internal and external control, remains underexplored.

This determined the choice of the topic of the dissertation work, confirms its
relevance, and made it possible to determine the purpose, tasks and main directions of
the research.

Connection of work with scientific programs, plans, topics. The dissertation
research was carried out in accordance with the research plans of the Department of
Accounting and Taxation at West Ukrainian National University within the
framework of the research project titled «Digitalization of Accounting to Ensure
Economic and Cybernetic Security of the Enterprise» (State registration number
0125U001067). In this project, the author has improved the accounting methodology
in the context of using blockchain technology

The purpose and tasks of the research. The purpose of this research is to
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identify the functional capabilities of blockchain technology in the processing of
accounting information, with a focus on improving the methodology and organization
of accounting in the context of the digital economy, in order to ensure informational
completeness, transparency, cybersecurity, and the efficiency of enterprise
management..

To achieve this purpose, the following tasks are defined:

- to investigate the impact of the use of information technology on accounting in
the digital economy;

- to identify types of blockchain technology and their functional structure in the
context of use in accounting;

- to systematize the transformational capabilities of blockchain technology in
accounting;

- to clarify the methodology of electronic documentation in accounting using
blockchain technology;

- to integrate blockchain technology and cloud services in the context of their
shared use in accounting;

- to develop an information scheme for accounting for electronic transactions
using cryptocurrencies;

- to explore the application of blockchain technology in transaction settlements
and in cross-border payment;

- to examine the efficiency of blockchain technology in accounting, including its
integration with enterprise information systems.

The object of research is the operation of enterprises as a set of financial and
information flow processes in the context of their accounting activities, with the
application of blockchain technology at the enterprise level.

The subject of research is a combination of theoretical and practical principles
of accounting under the conditions of using blockchain technology within the
enterprise.

Research methods.The following methods and techniques were employed to

fulfill the tasks set in the thesis: dialectical method, historical and logical approaches
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— in the study of financial activity as an object of accounting and analysis. When
elucidating the essence and content of the definitions, methods of theoretical
generalization were utilized: analysis and synthesis, induction and deduction,
comparison, analogy, abstraction. The method of cause-and-effect relationship,
abstract-logical, and method of grouping were applied to study the classification of
financial costs, their accounting, and analysis at the stages of data collection and
storage, processing, reporting of financial transactions; the method of comparison and
economic-mathematical modeling — when conducting an analysis and forming an
optimal pool of financial service providers or a resource strategy; graphical — for
analysis of financial transactions and formation of financial policies of institutions.

The information base of the research consists of the works of domestic and
foreign scholars; international and national legal acts on the organization of
accounting and the formation of financial reporting, analytical processing of
information; accounting and statistical information of financial institutions; reference
and information publications, etc..

Scientific novelty of the obtained results consists in in-depth theoretical,
methodical, organizational provisions and the development of practice-oriented
proposals regarding the improvement of accounting of financial activities as a set of
processes of recording, storing, and reporting financial transactions using blockchain
technology at the enterprise. During the course of the thesis research, results were
obtained that are characteristic of scientific novelty, in particular:

improved:

- method of electronic documenting and document circulation on the principles
of block-chain structuring of the database, which determines the order of
fragmentation and recombination of accounting information at the internal and
external levels of electronic communications methodology for isolate information in
favor of open document management in terms of maintaining trade secrets of the
enterprise in accordance with the information needs of users and their classification
in the enterprise management system;

- the procedure for integrating blockchain technology with cloud services to
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ensure the efficiency, security and transparency of accounting processes based on the
capabilities of blockchain data structuring towards their decentralization and cyber
protection, which, unlike existing cloud accounting systems, is able to: overcome the
functional limitations of blockchain technology, offer effective management solutions
for financial management, accumulate accounting information for tactical and
strategic purposes, organize effective cybersecurity, as a result, minimize operating
costs, increase the efficiency of information processes and ensure the scalability of
implementation in the activities of variable enterprises;

- information scheme for accounting for electronic transactions, which provides
for documenting operations, inventorying, evaluating, reflecting cryptocurrencies in
accounting accounts and in reporting with their recognition as cash, cash equivalents,
financial instruments, intangible assets, which explains their evolutionary
development in the digital economy, and also provides generating original documents
in electronic format, automatically creating accounts, permanently accounting and
controlling electronic transactions, and remotely operating company personnel,

further developed:

- generalization of the impact of innovative information technologies (big data,
blockchain, artificial intelligence, mobile Internet, cloud computing, Internet of
things) on accounting in the digital economy in the direction of ensuring connectivity,
automation, data-driven decision-making, innovation, scalability, user-centricity,
transparency, security, integration, sustainability in the processing of accounting
information, which justifies the gradual evolution of the accounting system from
informatization to intelligence stages;

- positioning of three types of blockchain technology (public chains, alliance
chain and private chain), which are endowed with specific architectural
characteristics, as transformers of the methodology and organization of accounting in
the context of decentralization (distributed ledger), trusted interaction technology,
smart contracts, coordinated sharing mechanism, new measurement model, time
stamp, which provides including enhanced data security, reduced fraud and improved

efficiency of accounting operations;
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- transformational impact of blockchain technology on accounting was
systematized in the direction of impact on: accounting entity, continuing operation,
accounting period, monetary measurement, accounting recognition, accounting
measurement, accounting report, which gave the effect of increased relevance,
enhanced reliability and authenticity, improved timeliness and guaranteed neutrality;

- application of blockchain technology in accounting for settlements with
counterparties has the potential to greatly enhance the efficiency and security of
transaction settlements by separating consensus from transactions, thereby improving
system performance and reliability while mitigating risks inherent in traditional
settlement methods, as demonstrated by its practical benefits in cross-border
payments and settlements, including cost reduction, faster transaction processing, and
enhanced data security; however, despite existing challenges such as the need for
standardized industry norms and clear legal frameworks;

- the use of the DuPont model to analyze the effectiveness of blockchain use in
accounting based on the determination of net profit margin, total asset turnover,
equity multiplier demonstrated the positive effect of digitalization of accounting
information processing in medium and large enterprises by simplifying and
increasing the efficiency of accounting operations.

Practical significance. The practical significance of the dissertation lies in the
possibility of using its main results and developments in the practical activities of
enterprises that use blockchain technologies to digitize accounting, as well as
financial companies in accounting for financial transactions using cryptocurrencies.

Personal contribution of the applicant. The dissertation is the result of
independently performed scientific research. Scientific results and developments,
conclusions and proposals contained in the dissertation belong to the author
personally.

Approbation of the results of the dissertation. The main results of the
dissertation research were reported and received favorable reviews at the following 4
international and all-Ukrainian scientific and practical conferences: VII International

Scientific and Practical Conference dedicated to the 55th anniversary of the
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Department of Accounting and Taxation and the 85th anniversary of the birth of
Doctor of Economics, Prof. B. M. Lytvyn «State and Prospects for the Development
of the Accounting and Information System in Ukraine» (Ternopil, September 26-27,
2024), IV International Scientific and Practical Conference of Scientific and
Pedagogical Workers and Young Scientists «Current Aspects of the Development of
Science and Education» (Odesa, October 24 - 25, 2024), XVII International Scientific
and Practical Conference «Information Technologies and Automation - 2024y
(Odesa, October 31 - November 1, 2024), XI International Scientific and Practical
Conference «Development Strategy of Ukraine: Financial, Economic and
Humanitarian Aspects» (Kyiv, October 15, 2024).

Publications. The main provisions and results of the dissertation are set out in 8
scientific publications, including: 4 scientific publications that reflect the main
scientific results, including an article in a scientific periodical, which is indexed in the
Web of Science and Scopus databases (Q1), 3 articles in scientific professional
publications of Ukraine; 4 scientific publications that additionally reflect the
scientific results of the dissertation. The total volume of published works is 5.2
printed sheets, the author personally owns 2.8 printed sheets, among them: scientific
works that highlight the main results of scientific research on the topic of the
dissertation - 2 printed sheets; scientific works that additionally reflect the scientific
results of the dissertation - 0.8 printed pages.

Structure and volume of the dissertation. The dissertation consists of an
introduction, three chapters, conclusions, a list of sources used and appendices. The
full volume of the dissertation is 212 pages of printed text. The volume of the main
text is 154 pages of printed text. The dissertation contains 19 tables and 22 figures (of
which 1 table occupies a separate page), 5 appendices on 6 pages. The list of sources

used has 240 names and is located on 27 pages.
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CHAPTER 1.

DIGITIZATION OF ACCOUNTING USING BLOCKCHAIN

1.1. The concept of the digital economy and use the information technology

in accounting

«The digital economy's origins date back to the 1980s, as the widespread
adoption and advancement of the Internet led to the generation of vast amounts of
crucial data» [121]. «This, in turn, accelerated the progress and enduring growth of
data processing and analysis technology» [121]. «It is in this context that the concept
of «digital economy» comes into being. The term digital economy first appeared in
the United States. In 1996, Tapscott first proposed the digital economy, and explained
that the arrival of digital economy is imperative, and believed that the development of
digital economy will mainly rely on e-commerce in the future» [32]. Japan first
defined digital economy as e-commerce in a broad sense in 1997 [180]. «In 1998, the
US Department of Commerce released the report «Emerging Digital Economy», an
economic operation model that leads the trend of The Times with «high growth, rapid
technological progress and low inflation» [156]. «The United States tends to define
the digital economy as the sum of measurable e-commerce and information
technology industries, and divides the digital economy into e-commerce and
information technology industriesy [145].

Subsequently, many countries defined digital economy from different
perspectives. China and South Korea generally believe that digital economy should
be a kind of economic activity, but their focus is different [129]. China believes that
digital economy is mainly an economic aggregate generated by the integration of
other industries and information and communication industries. South Korea gives a
broader definition of digital economy, which means that all economic activities,
including e-commerce, Internet services, search services, etc., are based on

information and communication related industries, including the Internet and
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computer technology. France and the Organization for Economic Cooperation and
Development (OECD) focus on measuring the size of the digital economy [35]. The
Digital Economy Measurement released by the International Monetary Fund (IMF) in
2018 defines digital economy as network platforms and activities based on such
platforms in a narrow sense, and defines digital economy as all activities using digital
information in a broad sense [90]. The UK believes that it is more reasonable to use
social production to express the digital economy. According to the UK Commission
on the Digital Economy, the digital economy is an activity in which people, processes
and digital information technology interact to produce outputs for society [114].
According to the relevant research institutions in the UK, all the social and economic
benefits generated through the digitalization and informatization of factor input are
digital economy [27]. Australia promotes the digital economy as an economic and
social progress process. Australia pointed out in the relevant document report that the
digital economy is a networked process of economic and social integration through
information and communication technologies, mobile devices and Internet of Things
networks on a global scale [85]. The digital economy in Ukraine is growing rapidly,
impacting socio-economic sectors [86, P.11-57]. It includes e-commerce, digital
services, and advanced technologies like Al and 10T [209]. The government promotes
digital transformation to boost productivity and competitiveness. E-commerce has
surged, with more consumers shopping online. However, challenges like a skills gap
and the need for a robust legal framework remain [210]. Despite these, the digital
economy offers significant potential for economic growth and social development in
Ukraine [211].

With the rapid development of the digital economy, academia is paying more
and more attention to digital economy. Neal (1999) argued that digital economy
refers to the transformation of existing e-commerce based on the basic framework
constructed by the Internet through the mutual integration between the terminal
equipment of the Internet and digital information technology [159]. James and Paul
(2001) analyzed the digital economy from a more general perspective and pointed out

that the digital economy represents a technological revolution, sustainable
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development and equity [108]. Beom-soo (2003) pointed out that the goods and
services needed by micro subjects are all traded on the basis of Digital information
technology - digital economy (Economics). The view is only from the micro
perspective, but does not pay attention to the macro characteristics of digital economy
[23]. Chen (2024) further pointed out that the scope of information technology covers
all aspects of social economy, including information technology, traditional
industries, infrastructure and lifestyle [39]. «Pang Jian and Zhu Xinmin (2013) paid
more attention to the basic role of information and communication innovation
technology in the digital economy» [158]. «The essential feature of digital economy
is to clean, screen, store, organize and analyze the massive data accumulated in
production and life, and then use it to optimize resource allocation and achieve
industrial developmenty [158]. He (2024) pointed out that as a new way of economic
activities, digital economy is based on related knowledge and information, and its
core driving force is related digital information technology [94]. According to Key
(2004), the focus of the digital economy is based on the creation of new human social
activities and products [118]. Winseck (2016) believed that digital economy
takes digital information and related communication technology as the core
production input, and forms virtual network based on modern communication
facilities [196].

In the 1940s, the emergence of the second generation of transistor electronic
computers and the utilization of integrated circuits led to the rise of digital
technology's influence on our economy and daily life, enhancing human capacity to
obtain and analyze information. .The human society is undergoing earth-shaking
changes, which are brought about by the Internet and information technology
revolution [140]. The rapid growth of the digital economy has been significantly
supported by contemporary information science and technology, establishing a strong
basis and serving as the cornerstone for its advancement [46].
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Table 1.1

The Principles of the Digital Economy and Their Impact on Accounting

Principle of the Digital Economy

Impact on Accounting

Connectivity

«Enhanced data sharing and integration across
different departments and systems, enabling
real-time access to financial information and
improving the accuracy and timeliness of accounting
processes» [13].

Automation

«Reduced manual intervention in accounting
tasks such as data entry, reconciliation, and report
generation, leading to increased efficiency, reduced
errors, and lower costs» [16].

Data-Driven Decision-Making

«Greater reliance on data analytics for financial
planning, budgeting, and forecasting, enabling more
informed decision-making and strategic planning»
[18].

Innovation «The emergence of new business models and
revenue streams, requiring accounting practices to
adapt to recognize and measure new forms of value,
such as digital assets and intellectual property» [24].

Scalability «The ability to quickly scale accounting

systems and processes to accommodate business
growth, facilitated by cloud computing and other
digital technologies» [27].

User-Centricity

«Increased focus on providing relevant and
personalized financial information to different
stakeholders, through interactive and customizable
reporting tools» [42].

Transparency

«Improved traceability and auditability of
financial transactions, facilitated by technologies
such as blockchain, which create immutable and
transparent records» [46].

Security

«Enhanced protection of financial data and
systems from cyber threats, through the use of
advanced security measures and protocols» [51].

Integration

«The integration of accounting systems with
other business systems, such as supply chain
management and customer relationship
management, to create a more holistic view of the
businessy [57].

Sustainability

«The use of digital technologies to support
sustainable business practices, such as reducing
paper usage and energy consumption, and enabling
more efficient resource managementy [64].

Source: developed by the author

Since the 1950s, with the wide application of computers, enterprise management

and the whole social economy have undergone great changes, and gave birth to
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management accounting, and the modern accounting system has been gradually
established and improved. Throughout the development and evolution of modern
accounting, the basic motivation to promote its development is economic
development and technological progress.

1. External motivation: economic development. In the age of the steam
engine, the United Kingdom pioneered a new form of business organisation, the joint
stock company, to meet the needs of mass production. «This change had a profound
Impact on accounting and triggered a major reorganisation of the objects and contents
of accounting services» [20]. «At the service object level, the responsibility of
accounting has expanded from serving only a single enterprise to serving all
enterprises, thus transforming accounting into a social activity» [1]. At the content
level, the scope of accounting has also been expanded from simple bookkeeping,
accounting and additions to the preparation of statements to meet the needs of joint
stock companies for transparency and disclosure of information [21]. During the
electrical age, cost accounting came into being with the progress of industry, and
more scientific management theories and methods began to be incorporated into the
accounting field to promote the continuous improvement and maturity of accounting
tools . During the first and second industrial revolutions, although the overall level of
the economy had not yet reached a higher level and the development of accounting
was relatively slow, this period also witnessed the initial transition from manual
accounting to mechanical accounting [25]. «In the information technology era, due to
the wide application of computers in the accounting field, the development of
accounting has also changed from traditional manual accounting to computerized
accounting» [78]. «Since the early 21st century, the world has transitioned into the
era of automation and intelligence in the digital economy. The increasing demands
for information in the digital economy have led accounting, a crucial provider of
financial information, to evolve from computerized methods to more advanced forms
of information technology and automation» [24].

«The more economic development, the more progress accounting» [76], this is

known by reviewing the relationship between economic development and accounting
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evolution in various countries around the world [77, P.1148-1156]. Modern
accounting from the era of accounting computerization to the era of accounting
information, and then to the present era of accounting intelligence, the objective
environment of economic development and its changes have a direct impact on
accounting [83]. In this period, modern accounting has experienced a gradual
development process from low to high, from simple to complex, from never seeking
perfection to gradual . In short, the external motivation of the development and
evolution of modern accounting is economic development.

2. Internal motivation: technological progress. «Economic development has
evolved from the steam era, through the electric era and the information era, to the
current digital era, with technological advancements playing an ever more crucial
part in fostering economic expansion» [157]. New technologies such as «big
intelligence moving cloud» have introduced economic development into the era of
digital economy, and also promoted the development of modern accounting into a
new era.There are at least two foundations for the development of accounting:
rational basis and technical basis.The so-called rational basis refers to the basic
premise on which the accounting system is built and exists, such as accounting
assumptions and accounting basic theories.The so-called technical basis refers to the
technical support or technical means, so that the accounting system can operate
normally. The origin of accounting is closely related to the calculation and recording
technology. The evolution of modern accounting is directly influenced by every
significant advancement in calculation and recording technology. Technological
advancements are the primary driver of modern accounting evolution. Technological
advancements directly influence the evolution of modern accounting by impacting
calculation and recording methods.

After the 1950s, the continuous progress of industrial technology, the
acceleration of economic development, a large number of economic business,
promote the continuous development of accounting. However, the accounting work at
that time needed to spend a lot of time in repeated manual accounting and manual

bookkeeping, which made the accuracy of accounting work is not high, low
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efficiency . With the emergence of computer and local area network technology,
accounting computerization was born in the early 1980s [84]. Replacing manual
bookkeeping with computer and other electronic equipment, the hands of accounting
personnel were liberated, accounting efficiency was improved, the accuracy of
accounting information was also improved, and the efficiency of enterprise
management was further improved [92]. But in the environment at that time, the
accounting computerization is mainly to simulate the manual account table, its own
system, the accounting information provided by the «independent portal», can not be
effectively integrated with the information of the whole enterprise, thus the «island
phenomenony, the timeliness of accounting information, effectiveness is reduced,
therefore, the influence and impact of accounting computerization on the whole
enterprise is very limited [12]. To solve the «island phenomenony, the information
system of the whole enterprise should be connected together.

At the end of the 20th century, with the rapid development of technology
represented by the Internet and e-commerce, accounting informatization emerged
suddenly. The advent of ERP information management software not only replaced
the traditional information system with electronic information system, but also further
integrated the information of each business link such as procurement, sales,
production and inventory [19]. «Terminate the «independent» status of the
accounting information system and enhance its integration with other business
systems to improve the timeliness and effectiveness of accounting information» [91,
P.57]. «As a result, the information integration and sharing not only improves the
overall efficiency level of all links of the enterprise, but also reduces the cost of
enterprise-level accounting» [91, P.57].

«Since the 21st century, the advent of novel technologies like «cloud computing
and big data» has disrupted conventional enterprise-level electronic information
systems, enhancing efficiency across industries and society as a whole» [130,
P.150-156]. Compared with traditional accounting, accounting accounting has been
compressed in a large range» [130, P.150-156]. «Management accounting deeply
integrates the data provided by financial sharing with business» [130, P.150-156].
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«The industry's accounting costs, as well as those of the industry and society, have
significantly decreased» [130, P.150-156]. «The concept of financial sharing has been
widely embraced, facilitating a swift shift from conventional accounting focused on
accounting to the proactive value creation realm of management accounting» [130,
P.150-156].

Technological progress is the basic element of economic development.
Economic development creates conditions for technological progress, and also
provides objective demand for accounting progress.When the development of
accounting can not adapt to the rapid growth of economic business needs, accounting
will change [35]. Technological progress is the internal motivation of accounting
development and progress. The technological progress of computer and network
information, big data, artificial intelligence, cloud computing and other aspects has a
decisive and subversive impact on the evolution of accounting [4].

The following table outlines the history of IT development and its impact on
accounting, based on the provided documents [167]. Table 1.2 summarizes the key IT
developments and their impact on accounting, highlighting the transition from
manual processes to advanced digital technologies. The latest technologies, such as
Al, 10T, and blockchain, are transforming accounting practices by enhancing
efficiency, accuracy, and security [36].

Since half a century ago, the Internet era, symbolized by the Internet and
e-commerce, has come, which has greatly changed people's working and living
environment, living environment and even way of thinking. Information technology
(IT) has begun to become the leading core technology of sustainable economic
development and contemporary social progress [89]. Makes the society to electronic
information, the global economy gradually to information, the national economy to
information, the enterprise to information, accounting posts from the original
traditional manual accounting to the computer comprehensive accounting and then to
the network accounting processing, from the original independent occupation,
business to the integration of financial business, accounting process revolution is in

progress, steadily to the accounting information [55].
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Table 1.2

Historical Development of IT and Its Impact on Accounting

Time Period

Key IT Developments

Impact on Accounting

Pre-1950s

Manual record-keeping
and basic mechanical
calculators

Limited to basic
transaction  recording  and
financial reporting

1950s-1960s

Introduction of electronic
computers and early
accounting software

Improved data processing
speed and accuracy, enabling
more complex financial analysis

1970s

Development of
specialized accounting
software

Enhanced ability to
manage and analyze financial
data, supporting
decision-making

1980s

Widespread adoption of
personal  computers  and
spreadsheet software

Increased accessibility to
financial data and facilitated
more detailed financial
modeling

1990s

Emergence of the
internet  and networked
systems

Enabled real-time data
sharing and  collaboration
among accountants and
stakeholders

2000s

Growth of cloud
computing and web-based
accounting software

Allowed for remote access
to financial data and software,
improving  flexibility  and
efficiency

2010s

Big data analytics and
business intelligence tools

Provided deeper insights
into financial performance and
trends, supporting  strategic
planning

2020s

Artificial intelligence
(Al) and machine learning

Automated routine
accounting  tasks, improved
fraud detection, and enhanced
financial forecasting

Present

Internet of Things (lIoT)
and blockchain technology

Enhanced data collection
from connected devices,
improved data security, and
facilitated  transparent  and
immutable financial transactions

Source: developed by the author

The complex process of financial accounting informatization is a necessary

stage of change, and it is also a comprehensive improvement of accounting process of
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change, it indicates the long-term impact of information on accounting.This
transformative impact is embodied in accounting theory, accounting work,
accounting research and accounting education. In addition, the accounting system
based on accounting theory and accounting practice will be deeply affected and even
impacted.

The emergence of application technology, centered around computer
technology, due to the advancement and widespread use of modern information
technology, has  significantly = enhanced accounting and  enterprise
management. Notable examples include computerized accounting, e-commerce, and
ERP [56].

1. Computer-based accounting. «Simply, computer-based accounting refers to
the technique of bookkeeping, accounting and reporting in an accounting style using
computers» [92]. «Computerizing accounting streamlines the input of original
vouchers, creation of accounting vouchers, bookkeeping, cost calculation, financial
statement preparation, and more» [92]. «This enhances the speed and accuracy of
processing accounting data, minimizes technical errors, and facilitates the
development of a networked accounting systemy [92]. With the help of the Internet to
achieve internal, enterprise and even international accounting information
transmission, thus greatly improving the comprehensiveness and timeliness of
accounting information [93, P.39].

2. Electronic commerce. «E-commerce encompasses business operations
conducted within the realm of computer Internet technology, comprising business
objects, media, events, information flow, capital flow, logistics, and other
fundamental components» [131]. Commerce is to include businessmen, consumers
and government, so as to form the e-commerce mode of «b to by, «b to c», «b to g»
and «c to g» [116]. «The medium of commerce refers to the place where business
transactions are conducted, namely the electronic network.

Business events refer to the business contents between related business objects,
including inquiry, quotation, placing orders, payment, logistics and distribution, etc»

[18]. E-commerce can be categorized into local, domestic, and global e-commerce
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based on the scope of electronic transactions. «Local e-commerce involves
transactions within a specific region or city, encompassing various information
systems such as those of transaction parties, banks, insurance companies, universities,
commodity inspection, tax administration, and cargo transportation» [55]. The main
characteristics of e-commerce are: low marketing cost, operation scale is not limited
by the site (network, intangible), electronic payment method, centralized customer
management, electronic transaction can be globalized .

3.ERP. «ERP, as a suite of business management tools, focuses on the supply
chain. It integrates enterprise management principles, business processes, essential
data, human and material resources, as well as computer hardware and software»
[132,P.12632-12650]. Its main goal is to integrate the functions of the whole
enterprise into a computer system, and serve the special needs of these functions, so
that the enterprise departments and universities can span time and space,
conveniently share information, fast and effective communication and coordination,
not only requires the sharing of data, but also requires a high degree of integration of
functions and management activities (processes) [14]. The main structure and
contents are shown in Table 1.3.

In conclusion, the company operates a robust material circulation system backed
by warehouse, transportation, and distribution management. It also has a production
support system supported by quality control, equipment maintenance, and spare parts
management. The company is equipped to handle multinational operations across
multiple countries, regions, enterprises, languages, time zones, and currencies. It also
provides online analysis and processing, after-sales service, quality feedback, and
real-time monitoring of market demand information.

Support enterprise capital operation, investment management, all kinds of
supervision management and standardized management and other enterprises with
enterprise production characteristics, support remote communication, Internet,

e-commerce and so on.
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Table 1.3

Basic components of ERP

Components Main Content
Marketing «Sales forecasting and planning, order management, sales
Management | analysis, distribution management» [50]
Production «Bill of Materials and process, production planning and
management | scheduling, cost control analysis, equipment management,
quality management» [144]
Logistics «Procurement planning and control, inventory management,
management | transportation management» [3]
Human «Personnel needs planning, personnel salary and welfare
resource management, performance appraisaly [124]
management
Financial «Accounts receivable and payable, general ledger
management | accounting, financial analysis, cost analysis, capital planning»
[133]
Information «Information system planning, data management, system
processing maintenancey [123]
High level «Strategic planning, resource allocation, decision support»
management | [53]

Source: systematized by the author

4. The basic path of technological progress and accounting development
and evolution. «The ongoing advancement of information technology continually
drives the progress of accounting, with new technologies consistently fostering its
development» [212]. «The internal logical connection between technological
advancement influences the evolution of accounting» [212].

The era of accounting computerization: computer technology replaces
dissertation, pen and ink, and abdominals to improve the accounting efficiency of
accounting departments. Accounting has developed from manual accounting to
computerized accounting before the third industrial revolution, and accounting is
generally in the traditional stage of manual accounting. During that era, due to the
technical constraints of dissertations, pens, ink, and basic calculation aids were
essential for utilizing physical items as a medium for gathering, analyzing, and
sharing accounting data. The handling, validation, categorization, and auditing of

primary receipts, along with the creation of accounting documents, ledger books,
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general ledgers, reconciliations, and accounts, required significant human and
material resources for statement preparation. Moreover, extensive time was needed
for repetitive verification and audit tasks to prevent errors, leading to suboptimal
overall work efficiency [44]. This period of time to provide accounting data lag,
information users are difficult to meet the needs.

«In the early 198s, computer technology supported the evolution of accounting
into computerized accounting, initially implemented in the accounting domainy
[117]. «This integration merges modern electronic and information technologies with
accounting practices, digitizing accounting tasks using computers» [172]. «The
adoption of computer technology facilitated the transition of accounting from manual
to digital processe» [172]. «By upgrading hardware components such as computers,
keyboards, and electronic screens, traditional methods like paper-based calculations
were replaced, enhancing efficiency, reducing costs, and minimizing resource
wastage» [172]. Second, in the accounting organization procedures, the traditional
accounting has a variety of forms, in the implementation of accounting, there are
cumbersome procedures.However, computerized accounting uses computers instead
of manual bookkeeping, bookkeeping and reporting, through the use of accounting
software manual entry of vouchers, the computer receives data after automatic
processing to generate accounting statements [57], so that the form of bookkeeping is
simple, the accuracy of accounting information has been improved to the greatest
extent. Again, in the information processing, the rigorous processing algorithm of the
computer program, not only promotes the automation of accounting information
processing, but also improves the processing efficiency and reduces the error rate,
rather than the traditional manual accounting of double check, error correction and
audit work.The era of accounting computerization is a major change caused by
technological progress in the evolution of modern accounting. It mainly comes from
the accounting department. By improving accounting efficiency, reducing the cost of
department accounting, improving the timely accuracy of information, and improving
the efficiency of enterprise management, it is possible to automate the processing of

accounting data under the background of knowledge economy and supported by
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computer technology. It promotes the development of accounting work from manual
accounting to computerized accounting, forms a dissertationless office environment

and simplifies the form of accounting.lts development path is shown in Figure 1.1.
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Fig. 1.1. Development path of computerization of accounting

Source: developed by the author

Accounting informatization Era: Enterprise-level electronic information system
composed of Internet technology and ERP software replaces the traditional
information system to improve the overall efficiency of enterprises. «Accounting
develops from computerized accounting to information-based accounting» [164,
P.68-74]. Under the information economy, enterprises gradually integrate into
financial derivatives from the original single role of production and operation, and
their business also expands accordingly. In this context, accounting from the original
single role of production and management gradually to diversified development,

enterprise business model in the enterprise, the role of financial capital management



35

Is becoming more and more important. However, under the technical environment at
that time, accounting computerization is mainly a highly simulated manual
accounting information system, which is self-contained.

The accounting information provided is «independent portal» and cannot be
effectively integrated with the information of the whole enterprise, resulting in the
«island phenomenony. In order to break the «island phenomenony, it is necessary to
connect the entire enterprise information system. So that the information system of
the whole enterprise with the continuous progress of Internet and e-commerce
technology, financial software from a single accounting field, instead of manual
bookkeeping to the direction of commercial application software development,
enterprise management software in the greater influence of ERP software covers a
series of daily processing sections, such as finance, procurement, sales, production,
inventory, etc. And has the functions of financial prediction and decision-making
assistance, ERP software in enterprise management software has the combination of
Internet technology and accounting, promoting the development of accounting from
accounting computerization to accounting informatization, which is the combination
of Internet technology and accounting.

First, «in terms of basic accounting technology, the emergence of the Internet
and ERP has further improved the hardware and software facilities of accounting,
making accounting jump out of department boundaries, and the enterprise-level
information system has replaced the traditional information system, which has
improved the overall efficiency level of all links of enterprises, reduced the cost of
enterprise-level accounting, and become the reform of enterprise-level» [10]. Second,
«in the initial integration of business and finance, it is no longer limited to the era of
«accounting computerization» to collect all kinds of business information manually
and then integrate, but to keep pace with business» [27].

During business operations, the system can promptly collect and store data,
enabling seamless integration between the accounting information system and other
business systems, thereby achieving the initial goal of «integrating business and

finance». Let the financial data and business data fusion together, so as to realize the
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financial data and financial data information timeliness, accuracy has been improved.
Third, in the ERP era of enterprise informatization, enterprise management software
integrates information from all business levels. Accounting no longer stands alone
but merges with all business resources, offering predictive decision-making support.
This integration and analysis enhance the enterprise's core competitiveness. With the
background of information economy and the support of Internet technology and ERP
software, the formation of enterprise-level electronic information system breaks the
«island phenomenony» of accounting information system, connects the information of
each link of the enterprise and automatically collects and integrates it, thus making
the information integration and sharing, improving the overall efficiency
level of all links of the enterprise, and reducing the cost of enterprise-level
accounting.

The initial integration of business and finance, through the integration of various
resources and information, improve the use value of information, accounting
gradually evolved from computerized accounting to information accounting, its
development path is shown in Figure 1.2. At this stage, accounting still takes
financial accounting as the main content, accounting function is mainly manifested as
value recording, and the initiative of accounting to participate in the creation of value
by enterprises is not prominent.

The era of accounting intelligence: With the continuous progress of «big
intelligence moving to cloud» and other new technologies to subdue enterprise-level
electronic information system and improve the efficiency of the industry and the
whole society, accounting develops from informatization accounting to intelligent
accounting.

In recent years, accounting has developed rapidly from informationization to
informationization and informationization cloud computing, which provides a
guarantee for computing technology to effectively process big data. «Gary King,
professor of sociology at Harvard University, once mentioned a revolution brought
by the explosive amount of data that drives the quantitative process in various fields»

[13]
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The same is true of accounting. «The emergence and development of a series of
new technologies, such as «big intelligence moving cloud thingsy», are setting off a
wave of change in the whole accounting industry» [14]. «In this context, a series of
change and development directions, such as financial sharing services, industry

financial integration, scalable business reporting language, accounting big data, cloud
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accounting, «Internet + agency bookkeeping», are undergoing new changes» [14].
«The combination of «big intelligence moving cloud» and other new technologies
with accounting subverts enterprise-level electronic information system and promotes
the development of accounting informatization to accounting intelligence» [14]. The
path to achieve includes the following three aspects: The establishment of the
financial sharing center, with the support of new technologies such as «big
intelligence moving to the cloud», has accelerated the development process of
accounting. First, in terms of accounting mode, through the concept of
«decentralization to integration», the scattered and repeated business and process of
enterprises are centralized to the professional sharing service center for integration
and processing, so that it develops from the centralized accounting mode to the
financial sharing service mode, which is a new sharing service mode after the
transformation and innovation of operation and management mode driven by
information network technology [68].

To share the business of financial sector for enterprises. Can effectively reduce
costs, improve efficiency. Second, in terms of service objects, for group enterprises,
the establishment of financial sharing center can give full play to the advantages of
scale, make accounting supply greater than accounting demand, greatly reduce
operating costs, improve operational efficiency, ensure service quality, further
improve the quality of accounting information, so that financial information to
achieve a greater degree of sharing;For small and medium-sized enterprises, the
financial accounting work can be outsourced to the financial sharing center and
supervised by the information sharing mode, which can greatly save the accounting
cost. Third, in terms of value creation, the accounting mode of financial sharing
center enables enterprises to concentrate more energy and resources on their core
business in order to increase their own irreplaceability, improve their competitive
advantage, and further improve their own business and customer satisfaction [178].
Accounting and statement preparation can be promoted and applied as a shared
service mode, which can be extended to expense reimbursement, receivables and

payables, fixed assets, statement preparation and other accounting work fields, which
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accelerates the transformation and development of accounting.

«Accounting in the stage of financial sharing center does not really realize the
real-time recording, processing and sharing of data» [179]. «Modern «financial
cloud» technology to improve this shortcoming, through «cloud computing» to
complete the accounting work to break the space limit, and to the development of
cloud accounting, so that the technical basis of accounting data processing has been
further changed» [179]. «The advancement of accounting through new technology is
evident in three key areas» [115, P.111].

«Firstly, cloud computing in accounting significantly reduces costs by enabling
real-time data recording, processing, and sharing» [115, P.111]. «This decrease
benefits the industry and society as a whole» [115, P.111]. Secondly, in the realm of
information processing and quality, accounting data is now generated in a dynamic
«big intelligence moving cloud things» environment, utilizing data and cloud
computing for real-time data sharing» [115, P.112]. «This facilitates rapid
transmission of accounting information and enhances information quality» [115,
P.112]. In terms of value creation, information sharing under cloud computing not
only provides more effective and valuable accounting information for the
development of enterprises, but also makes the excess or more important accounting
ability turn to the field of management accounting for value creation, providing
opportunities for the future development of accounting [17].

The fusion of finance and business is crucial for advancing technology-driven
accounting. «Historically, financial professionals focused primarily on overseeing
post-accounting and monitoring company operations» [47]. «Now, the financial
management work has moved forward» [47]. «With the support of new technology
and financial sharing center platform, the post-supervision has been transformed to
the pre-management and control, realizing the synchronous sharing of business and
finance» [47]. «Leveraging new technology and a financial sharing platform,
post-supervision has evolved into pre-management and control, enabling real-time
sharing of business and financial data» [47]. «By utilizing information tools to

promptly convert business data into financial data, it enhances timely financial
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reflection and monitoring of business activities» [47]. «This improves the efficiency
of sharing management data and advances the integration of industry and finance to a
new level» [47]. Commencing from the business process and relying on business
processing rules, the integration of industry and finance leverages a shared database
in a new technical setting. This approach aims to diminish data entry
redundancy and enhance information collection and integration efficiency
significantly.

Users are empowered to grasp not only financial data but also business and
management insights. Each data user obtains business information within the scope
of his/her work according to his/her own scope of work, and after the division of
labor processing by each functional department, the business finance such as
assembly line is summarized into information statements, so as to realize the organic
integration of financial processing and business processing [34]. Turn the focus of
financial work to management, and use management thinking to carry out financial
work, which is the result of the integration of industry and finance.Through the
integration of industry and finance, the original isolated, scattered and lagging
management is gradually transformed into a comprehensive, dynamic and real-time
management driven by business activities, so that the function of financial reflection,
control and service of enterprise business activities is further improved.

«It can be seen that the era of accounting intelligence is under the premise of
digital economy, by promoting enterprise-level electronic information system to the
industry and society as a whole information intelligence system, with the continuous
progress of «big intelligence cloud» and other new technologies, making the industry
and society as a whole accounting cost rapidly decreased, accounting efficiency
improved» [195]. Simultaneously, leveraging technology and sharing platforms has
advanced the integration of industry and finance to a new phase, enhancing the
accuracy and customization of accounting data, and progressing towards information
symmetry. As shown in Figure 1.3, the development path of accounting

intelligentization.



41

Independent accounting of enterprise information

[ Industry,industrial

information intelligence j

Financial
sharing

Great wisdom moves clouds

Digital
finance

Big data

Mobile

Digital technology

Cloud

Internet

;
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

computing

Internet of
things

Industry
data

Supply
chain
data

Service
data

Financial
data

Automatic collection
and integration

Automatjc collection
and integration

Integration
of industry

and finance

Automat|c collection
and intedration

Automatic collection
and integration

Fig. 1.3. The development path of accounting intelligence

Source: developed by the author

The following summarizes the impact of technology on accounting development

based on the analysis of the connection between technological changes and the

evolution of modern accounting, the technical features of each stage, and the

characteristics of the accounting era (Figure 1.4).

«Ukrainian scholars have extensively explored the integration of modern

technologies into accounting automation, emphasizing its transformative impact on

the field» [173]. «The emergence of cloud computing has transformed data storage

and access, facilitating instant collaboration and distant entry to financial  data»

[173].
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«This innovation greatly benefits small and medium-sized businesses in Ukraine
by streamlining accounting procedures without requiring substantial initial
investments in hardware and software» [173]. «Furthermore, Robot Process
Automation (RPA) has emerged as a potent mechanism for automating repetitive
accounting duties like data input and reconciliation, thereby diminishing errors and
enhancing productivity» [173]. «Researchers from Ukraine highlighted the significant
potential of RPA in efficiently managing numerous transactions, crucial for
businesses in fast-paced markets» [173]. Moreover, the integration of blockchain
technology has bolstered the security and transparency of financial transactions,
mitigating issues surrounding data integrity and fraud detection. Research in Ukraine
shows that blockchain can greatly reduce the risk of unauthorized tampering with
accounting records, thereby promoting trust among stakeholders. «The adoption of
these technologies not only improved the accuracy and efficiency of accounting
processes, but also enables enterprises to adapt to changing market conditions more

quickly» [153]. «However, challenges such as the high implementation costs, the
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need for specialized training, and the lack of strong digital infrastructure in some
parts of Ukraine hinder the widespread adoption of these innovations» [153].
«Despite these obstacles, Ukraine's ongoing digital transformation is expected to
promote the further development of accounting automation and ultimately improve
the competitiveness of Ukrainian enterprises in the global markety» [153].

The digital economy has transformed accounting, enhancing data storage and
processing efficiency via cloud computing and robot process automation. These
advancements enable real-time collaboration and remote access to financial
information, enhancing accuracy and cutting costs. Nonetheless, challenges persist,
including steep implementation costs and the necessity for specialized training.
This paves the way for investigating blockchain technology in accounting, which
could potentially transform financial record-keeping and bolster trust among

stakeholders.

1.2. Positioning blockchain technology in accounting

Blockchain was first introduced in Satoshi Nakamoto's 2008 article discussing
the structure of Bitcoin. «The article suggested a method to distribute a digital
currency through a decentralized network responsible for recording transaction data»
[200]. «The hash of each transaction block is added to the expanding proof-of-work
chain, timestamping the transaction record» [200]. «An incentive mechanism is
implemented using a timestamp server, proof-of-work consensus algorithm,
asymmetric encryption, digital signatures, and P2P networks to prevent
double-spending and remove the necessity for financial intermediaries» [200].
Transaction data traceability and non-duplication are ensured. A block comprises a
block header and a block body. The block header and block body collaborate to
validate the blockchain's consistency and integrity, along with the unchangeable
transaction details stored in the block, establishing a reliable distributed database

[49]. The detailed process is shown in Figure 1.5.
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Satoshi Nakamoto laid the technical foundation of the blockchain, and Buterin
added the key concept of smart contracts to it, greatly expanding the scalability of the
blockchain system.In fact, blockchain is an entirely new combination of technologies,
a powerful systematic improvement over existing technologies, rather than a
disruptive new technology.Yuan Yong et al. (2016) pointed out that the most
representative innovation of blockchain technology is the combination of timestamp
based blockchain structure, distributed node consensus mechanism and flexible

programmable smart contract [53]. The combination of the above technologies
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endods blockchain with distributed features, reliable databases, traceability, open
source programmability, collective maintainability, security credibility and
quasi-anonymity of transactions.

The basic system of blockchain consists of three layers: data layer, network
layer and consensus layer.The extended blockchain system architecture has been
upgraded to seven layers: infrastructure, basic components, ledger, consensus, smart
contract, interface, application and operation dimension, and system management, as

shown in Figure 1.6.
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The infrastructure layer is tasked with the provision of the requisite operating
environment and hardware resources for the seamless functioning of a blockchain

system. At the infrastructure component level, the programme delivers
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communication protocols, database support, and cryptographic libraries required by
the blockchain network. The ledger layer, which is responsible for storing data in the
blockchain system, integrates underlying data blocks with associated encryption
techniques, timestamping, and other essential algorithmic technologies. It is an
established fact that the consensus layer, which is situated between nodes in the
blockchain network, encapsulates both the consensus mechanism and algorithm. This
consensus has been proven to serve as the primary area for their implementation.The
smart contract layer is a system that executes predefined rules via code, thereby
enabling conditional triggers and automatic operations while concomitantly reducing
human intervention. Furthermore, it is capable of handling the compilation and
deployment of business logic within the blockchain framework. The interface layer
proffers simplified invocation methods for the application layer, enveloping
functional modules for the sake of ease of use. The application layer integrates
various scenarios and use cases in the blockchain ecosystem, leveraging the smart
contract layer's interfaces to deliver diverse services and applications to users, with
the objective of achieving technological realisation.System management can be
defined as the oversight of two fundamental functions: permission control and node
administration. Finally, the operations and maintenance (O&M) layer is charged with
the routine functioning and upkeep of the blockchain system.

«According to the research results of China Academy of Information and
Communication Technology on blockchain, blockchain can be classified according to
whether the network system has a node acceptance mechanism» [201]. In an entirely
open blockchain network system, nodes can freely enter and leave, known as a public
chain, making it an unauthorized chain. Conversely, if nodes require permission from
the relevant system program to participate, it is a permission chain, further
categorized as an alliance chain or private chain. These blockchain variations also
vary in incentive and consensus mechanisms.The main characteristics, connections
and differences are shown in Table 1.4, depending on whether the subject who

controls the authority is centralized.
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Table 1.4

Features of the three types of blockchain

Public chains Alliance chain Private chain
Full network Within an individual
Participants nodes Inside the alliance or business
Nodes join and
exit Freedom Permission required Permission required
Degree of Fully
deconcentration | de-centered Polycentric (Multiple) centers
Incentives Required Not essential Non-essential
Consensus Distributed Distributed
mechanism PoW/PoS/DPoS | Consistency algorithm | consistency algorithm
Speed slow slow fast
Inter-node legal
architecture Incompatibility | Partially compatible Compatible

Source: developed by the author

It is analyzed from various factors such as whether the application scenario
requires database, whether multiple parties are required to write, whether the interests
of the participating parties are consistent, whether system control is required, and
according to the scenario condition judgment diagram of regional blockchain use in
the blockchain white dissertation of China Information and Communication Institute.
Blockchain in Europe demonstrates potential for improving transparency and
efficiency in different sectors. «For example, in supply chain management, the
unchangeable record of blockchain guarantees traceability and responsibility,
decreasing fraud and mistakes» [213]. Public sector initiatives, such as the European
Blockchain Services Infrastructure (EBSI), strive to offer secure cross-border
services by utilizing self-sovereign identity and verifiable credentials. Yet, obstacles
persist, including regulatory ambiguity, technical intricacies, and the requirement for
broad acceptance [181]. «The experience in Europe highlights the importance of
collaboration between governments, businesses, and technology providers to address
these issues and unlock blockchain's full potential» [48]. The experience of using
blockchain technology in the USA spans across various sectors, with significant
advancements and lessons learned. In the financial domain, blockchain has shown

potential for enhancing transaction efficiency and security, as seen in the adoption by
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major institutions like banks and financial firms [211]. Projects such as R3 CEV's
consortium demonstrate the collaborative effort to integrate blockchain for
automating processes and reducing costs. However, challenges such as regulatory
uncertainty and technical complexity persist. Issues like data privacy concerns and
the need for robust regulatory frameworks remain [214].

Overall, the USA's experience with blockchain technology reflects a blend of
innovative progress and ongoing challenges, emphasizing the need for continued
research and strategic implementation [69]. Alliance chain and private chain can set
access system, identity authentication, limited privacy protection and other standards
for network participating nodes, because public chain has the necessary incentive and
consensus algorithm, which is more suitable for digital currency transactions.
Because accountants are born with two functions of accounting and supervision,
financial data privacy between different accounting subjects is also essential within a
certain scope of authority and supervision [122]. Therefore, «the existing research
generally believes that the accounting work of the enterprise's overall external
participation in economic business activities can adopt alliance chain and private
chain, and the information and value transfer between the enterprise's internal
business department and the financial department can adopt private chainy» [54].
«Thus, the accounting industry finds alliance chain and private chain more
appropriate» [54]. «The introduction of alliance chain and private chain offers a
practical avenue for implementing blockchain technology in accounting» [54].

The popularity of blockchain technology in 2016 is closely related to the global
popularity of Bitcoin [75]. Leveraging blockchain's technical features to address
information asymmetry, guarantee data authenticity, reliability, and secure storage,
standardize monetary measurement methods, automate financial report processing,
and enhance information supervision and traceability represents advancements in the
accounting domain [182, P.1370-1384]. This dissertation constructs a fusion
relationship table between blockchain technology and modern accounting concepts,
examining the application of blockchain technology in accounting.As shown in Table
1.5:
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Table 1.5

Integration relationship between blockchain technology and accounting

philosophy

Features

Blockchain technology

Application of accounting concept

Decentralization

Participants connect
directly and equally

Low cost, high efficiency and solve
information asymmetry

Trusted_ Tamper prgof_and Authenticity and immutability of
Interaction transparent distributed

records
technology ledgers

Ability to automatically
execute contracts and
Settings

Personalized, automated

Smart contracts performance reporting

Coordinated

All nodes jointly maintain | Information disclosure is fast and

sharing : and unify authentication extensive
mechanism
New Digital metering mode The metering mode is stable and
measurement 2 :
with virtual encryption secure

model

: Informatlpn 1S Imprinted Traceability and verification of data
Time stamp with time

Source: developed by the author
Decentralized features (distributed ledger). In the blockchain system,
diversified subjects are not only transaction participants, but also the regulator of the
whole network transaction information with equal rights and obligations. All subjects
have equal and simultaneous access to interconnected information. In the accounting
field, financial data flows freely among nodes, enabling all to equally access and
request transaction information, thus addressing information disparities and reducing
time spent on obtaining financial data without intermediary involvement [125, P.2-6].
Trusted interaction technology. In the blockchain system, when the node
information change system automatically discards the tampered node information, the
countless nodes of the distributed ledger jointly record the information to ensure the
consistency and transparency of information.In the field of accounting, after
participants record financial information, the information is spread to all corners in a

peer-to-peer manner [142]. Therefore, it is meaningless to tamper with information in
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a single terminal, because for the same number of books, more financial information
is the real financial data, and the tampered financial information will be automatically
deleted by the system, thus ensuring authenticity, reliability, transparency and
tamper-proof of financial data.

Smart contract. In the blockchain system, the intelligence and automation of
contract execution is guaranteed by a set of pre-set digital programming conditions as
the trigger conditions for contract execution.In the field of accounting, the manual
processing of financial information and the issuance of financial reports still exist in
large numbers, which reduces the work efficiency and affects the timeliness of
financial information transmission.The automatic setting of trigger conditions for the
preparation of financial statements can provide personalized and automatic reporting
for performance evaluation reports, saving additional time and labor costs.

Coordination and sharing mechanism. In the blockchain system, participating
entities collectively maintain all node information as a dependable distributed ledger.
The security of data storage and transmission is ensured through the use of
asymmetric Alpine technology. In the accounting sector, users of financial
information engage in transactions collectively, enabling swift sharing of financial
information, enhancing the speed and breadth of information disclosure. This
approach helps prevent financial information loss and transmission delays, ultimately
boosting the security and transparency of financial data [127, P.180-200].

New measurement mode. In the blockchain system, Bitcoin and other digital
currencies are used to create a new business model including instant settlement,
global interworking, no transaction costs, security, and realize a universal
measurement model, which is stable and does not generate risks [204]. In accounting,
diverse currency measurement methods across countries impact financial data
acquisition. Exchange rate fluctuations further complicate data accuracy, hindering
user comprehension and utilization. This novel measurement approach can replace
historical cost, replacement cost, net realizable value, present value, and fair value,
potentially influencing data precision.

Time stamp. In the blockchain system, the recorded data information will be
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stamped with the corresponding time and place, so that the information has both time
and space dimensions. In the blockchain system, the data information will be marked
at the corresponding time and place.In the field of accounting, the spatio-temporal
concept of the financial situation over a period of time is reflected in the accounting
period, so that the financial information has a time dimension, which facilitates the
traceability of the financial information and the verification of the spatial dimension
[207].

«The incorporation of modern IT, blockchain trust, and digitalization is vital for
improving oversighty [208]. «It ensures data credibility, tracks transactions
thoroughly, protects enterprise accounting integrity, and enhances information
quality, facilitating comprehensive preservation of transaction evidence» [208].
«Recognizing the importance of accounting information for businesses and
stakeholders is crucial. Improving the quality of accounting information at a societal
level is key to promoting the efficient operation of the economy and the optimal use
of resourcesy» [28, P.1362]. The extensive involvement of stakeholders in enterprises
and the improvement of accounting information quality are crucial for society, as
they enhance capital market functionality, safeguard stakeholder interests, and
maintain social stability. For businesses, promptly obtaining precise accounting data
and consistently improving its quality not only cultivate a favorable corporate
reputation and facilitate rapid growth but also strengthen internal control
mechanisms.

1. «The blockchain-based accounting system guarantees the reliability and
authenticity of accounting information, effectively preventing financial fraud. Guan
highlighted that the cloud accounting platform fails to ensure the reliability of
accounting information, leading to issues like distorted data and frequent accounting
fraud» [7]. Huff et al.(2003) believe that the introduction of blockchain technology
into the dynamic accounting information platform can solve the problem of unreliable
accounting information caused by information asymmetry, reduce the investment loss
of stakeholders, and alleviate the contradiction between principal and agen [104].

«Simultaneously, it can address accuracy, timeliness, and reliability issues with
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accounting information. The unalterability of a blockchain-based accounting system
can deter financial fraud».Based on blockchain technology,Fu (2019) constructed a
procurement activity accounting model, which shows that it can provide services for
procurement activity management accounting in practical application, and can
effectively ensure the uniqueness of transaction data, so that historical information
can not be artificially fabricated and tamper with, and the quality of accounting
information is improved [70].

2. Blockchain-based accounting systems can mitigate information disparities,
lower transaction expenses, and operational costs. «Dai (2017) highlighted that
blockchain technology facilitates direct peer-to-peer transactions, automated
settlement, and real-time book updates» [56]. «This technology ensures the
credibility and precision of accounting data, enabling parties to engage in transactions
without intermediary institutions» [56]. «Consequently, transaction fees are
significantly decreased, simplifying financial processes and diminishing operational
expensesy [56]. «Gao (2024) proposed that data exchange under blockchain
technology would be encrypted online» [72]. «The transmission of accounting
information is no longer in the form of point-to-point, but in the form of
point-to-point network transmission: data maintenance, update, check and other work
is completed by the computer distributed in the nodes, which not only saves
transaction costs, but also reduces the impact of subjective judgment factors on
accounting information, making accounting more fair and reliable» [72]. «He pointed
out that the central characteristics of traditional finance will lead to the increase of
reconciliation cost, audit cost and third-party intermediary agency cost of financial
accounting, while the addition of decentralized blockchain technology can reduce the
maintenance cost, mobilize the enthusiasm of every participating member, improve
the efficiency of information communication, and reduce the financial operation cost
of enterprises» [72].

3. The openness and transparency of duanchain and the invariance of distributed
financial system can strengthen the quality of accounting supervision. Lee's (2021)

research on the accounting supervision of enterprises shows that accounting
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supervision is of great significance to standardize accounting behavior and enhance
enterprise value [126]. However, from the actual situation of accounting supervision
in China, there are some problems such as insufficient supervision and improper
methods, which shows that there are still many deficiencies in accounting supervision
in Chinese traditional accounting.The application of blockchain technology in
accounting ensures quality supervision by utilizing an irreversible distributed
financial system, non-tampering security keys, smart contracts, and promoting
openness and transparency. This integration advances the development of blockchain
technology in conjunction with accounting supervision. «Ng (2025) explained that
the time stamp signature feature of blockchain technology, in addition to the
immitability of blockchain, provides reasonable guarantee for whether there is
material misstatement of accounting information, and avoids fraud in audit work, it
can also realize auditors to directly obtain effective information in the block and
access the accounting accounts to be audited in real time» [82]. After the addition of
blockchain technology, audit supervision has been effectively strengthened.UKkrainian
researchers, including «Tenyukh and Pelekh (2022), have extensively studied the
utilization of blockchain technology in accounting. «They highlighted that
blockchain's inherent features, like decentralization and immutability, offer a robust
framework for enhancing the security and trustworthiness of accounting data» [184].
«The timestamp signature function of the blockchain system, along with its
unalterable nature, offers a reliable mechanism for preventing significant inaccuracies
in accounting records» [184]. «This not only deters fraudulent activities in auditing
but also allows auditors direct access to reliable information stored within the
blockchain» [184]. «Moreover, it facilitates real-time access to the accounting
records under audit, thereby enhancing the efficiency and precision of the auditing
process» [184]. Similarly, Kobets (2023) emphasizes the revolutionary potential of
blockchain in accounting, pointing out that its ability to ensure the integrity and
authenticity of financial data can greatly improve the credibility of accounting
systems. By leveraging blockchain technology, Ukrainian enterprises can strengthen

their accounting practices and improve overall business competitiveness [119].
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It was selected the core collection database of Web of Science (WQS) as the
data source of blockchain accounting related literature. It entered the database in
March 2023, and set the search span from 2010 to 2023.Select the search scope as
«Topicy, enter «Blockchain accountingy in the search term, and set the literature type
as «Article».Excluding non-English literature unrelated to the research object, a total
of 941 relevant English literature were obtained.

CiteSpace software is used to standardize and efficiently analyze the basic
information related to the international field of blockchain accounting research, such
as, etc. Based on this, the scientific knowledge map of blockchain accounting
visualization is obtained, including co-occurrence, clustering and time zone
map.Through the visual analysis of scientific knowledge map, this dissertation shows
the general situation and development trend of international blockchain accounting
research related topics. Examining the timing of literature data is crucial for gaining
insights into the landscape of blockchain research, offering valuable guidance for
scholars, and obtaining a comprehensive understanding of blockchain accounting
research trends. The analysis of the publication trends in blockchain accounting
research (see Figure 1.7) reveals a consistent growth in publications since 2016, with
a notable surge from 2017 to 2022.

— Number of documents

Fig. 1.7. The trend of the number of blockchain accounting literature published

Source: developed by the author
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Although the research appears to have plateaued in the last two years, it remains
in an upward trajectory. This indicates that blockchain accounting research has
emerged as a prominent area of study within the accounting domain. The integration
of blockchain technology across various disciplines has paved the way for innovation
in finance and its expansion into non-financial sectors such as the Internet of Things,
healthcare, and the sharing economy. As a reflection of a company's financial health,
accounting has evolved with technological advancements, allowing Blockchain
technology to provide a more accurate depiction of a firm's operations. The
fluctuation in the number of interdisciplinary blockchain accounting research
publications correlates positively with the global industry's interest in blockchain
technology. Furthermore, the development and enforcement of national policies
directly influence the research landscape of blockchain accounting.

The research hotspots can be accurately and clearly expressed by the keywords
of the literature.Keywords are highly refined research content by researchers. Using
the co-occurrence, clustering and time zone characteristics of keywords to analyze, it
is convenient to quickly and accurately understand the changes of literature research
hotspots, which is helpful for researchers to further grasp the research status of
blockchain accounting.

Keyword co-occurrence analysis.Table 1.6 lists the top 30 keywords in
blockchain accounting according to the co-occurrence frequency,with a cumulative
co-occurrence frequency of 722, accounting for more than 70% of total frequencies
(722/1028). Table 1.6 shows the most common keywords based on their
co-occurrence frequency: smart contract (73 occurrences), internet (55 occurrences),
and blockchain (55 occurrences). Hence, blockchain technology, smart contracts, and
the internet are fundamental elements of the blockchain accounting knowledge
system. «Enhancing the accounting information system has been a key research focus
in accounting digitalization.Accounting and IT, such as enterprise resource planning
(ERP) systems, big data, artificial intelligence (Al), blockchain technology, the
Internet of things (l1oT), and cloud computing, are closely linked. Research shows that

implementing IT can enhance accounting proceduresy [146].
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Table 1.6
Top keywords with their frequencies in blockchain accounting.

No. Keywords Freg. | No. Keywords Freq.
1 smart contract 73 16 security 20
2 internet 55 17 bitcoin 18
3 blockchain 55 18 information 17
4 blockchain technology 39 19 thing 15
5 challenge 37 20 edge computing 13
6 technology 37 21 privacy 12
7 management 32 22 network 12
8 system 31 23 distributed ledger 12
9 supply chain 27 24 architecture 11
10 framework 27 25 access control 11
11 big data 26 26 scheme 11
12 model 25 27 future 11
13 impact 24 28 machine learning 11
14 internet of thing 20 29 iot 10
15 artificial intelligence 20 30 | peer-to-peer computing 10

Source: developed by the author

«According to the ICAEW (2018), blockchain is described as an accounting
technology used to transfer asset ownership and uphold precise financial records,
with the reliability of the ledger stemming from confidence in the underlying system
supporting record-keeping» [29]. Blockchain enables encrypted transactions to be
publicly displayed, benefiting from validation by multiple parties. This allows
companies to offer real-time financial statements, including balance sheets, income
statements, cash flow statements, inventory records, and capital investments, to
various stakeholders such as business partners, clients, auditors, and regulators within
the value chain.

«The technical design of research on the integration of blockchain technology
and accounting information technology involves smart contracts, distributed ledgers,
peer-to-peer computing, consensus algorithms, and encryption algorithms. «These
elements are closely linked to the characteristics of the accounting sector and thus
represent crucial areas of investigation» [30, P.43]. Blockchains, in theory, can

enhance transparency, precise distribution, immutability, and technological logic to
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mitigate information asymmetry and ethical risks through smart contracts or
automation. «By facilitating instant information sharing, blockchain could establish a
real-time, auditable, and transparent accounting environment for managers,
accountants, partners, and investors to collectively validate transactions and offer
credible validation evidence» [62]. The consensus mechanism in a decentralized
distributed ledger platform is utilized by a third party to finalize the blockchain's
accounting records. This platform promotes electronic signatures, transaction records,
and electronic certificates within the digital economy. It facilitates cross-platform
integrated economic transactions and accounting data records concurrently.
Standardizing accounting processes and digitizing business operations simplify the
integration and sharing of accounting information, enabling users to engage in
generating accounting information.

«Maximizing security management and minimizing risk are essential in
accounting» [5]. «Computerized accounting systems are prime targets due to the
valuable company information they store, including financial records, contact details,
and banking information» [5]. «Corporate accountants prioritize preventing hacker
intrusions as these systems contain coveted dat» [5]. «Many accounting software
products prioritize security and emphasize safeguarding data with robust passwords»
[5]. «Blockchain technology operates on decentralized accounting, where network
participants collectively validate and record transactions, instead of relying on a
single entity» [99]. «Accounting departments store their documents online for
efficiency and convenience, but unlike other data, they handle confidential customer
information. Insecure practices like downloading, local storage, and sharing data via
email can expose sensitive information to hackers, facilitating theft» [99].

More companies are now creating partnerships within the supply chain, known
as the «horizontal integration» model. Both essential and non-essential businesses
cannot handle the risk of supply chain disruptions. «Supply chain management
involves gathering, analyzing, and assessing data to anticipate and pinpoint potential
risks and advantages promptly» [101, P.976-980]. «This process allows for precise

assessment of each stage and the overall status of the supply chain, leading to cost
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management and enhanced productivity» [101, P.976-980]. «A blockchain can track
goods' origin and movement in a supply chain, record consortium transactions,
generate business documents, and accounting records. Smart contracts trigger and
record accounting «entries» for payables' credit terms on the blockchain» [103].
Keyword cluster analysis. The aggregation of blockchain accounting research
topics can be observed by analyzing blockchain keyword clustering.Keyword
clustering analysis focuses on the structural characteristics between clusters, which
can accurately reflect the key nodes and highlight the core connections.Generally
speaking, the higher the cluster number is, the higher the attention is received and the
more important it is.Therefore, in order to explore more research hotspots related to
blockchain accounting comprehensively and deeply, CiteSpace software is used to

draw the knowledge graph of blockchain keyword clustering (Figure 1.8).
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Fig. 1.8. Blockchain accounting keyword clustering knowledge graph

Source: developed by the author with CiteSpace software using

CiteSpace software cluster was used to analyze the keywords in the research
field of blockchain accounting, and a total of 10 clusters were obtained, which are as
follows: cpn, artificial intelligence, blockchain technology, digital economy, Internet
of things, digital transformation, bitcoin, training, distributed databases, and game

theory.In the realm of blockchain accounting, the focus lies on the potential benefits
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that artificial intelligence and blockchain technology can offer to corporate
accounting in the digital economy era, aiding in enhancing digital transformation and
upgrade efforts. The distributed database in blockchain accounting forms a robust
basis for enterprises' triple-entry accounting approach, garnering significant industry
attention. The top five clusters resulting from the analysis conducted using CiteSpace

are presented. (Table 1.7)

Table 1.7
Top-ranked clusters and the terms within the clusters
NO | Size | Silhouette | Mean Label (LLR) (p-value)
0 15 0.812 2020 cpn (6.96, 0.01); data security (3.53, 0.1)
1 15 0.91 2020 artificial intelligence (11.57, 0.001); big data

(9.22, 0.005); security (6.83, 0.01)

blockchain technology (13.52, 0.001); smart

2 14 0.98 2019 contracts (10.54, 0.005);distributed ledger
(8.19, 0.005)
digital economy (17.18, 1.0E-4); accounting
3 13 0.978 2020 | information systems (12.8, 0.001); triple entry

accounting (11.43, 0.001);

internet of things (23.45, 1.0E-4); cloud

4 11 0941 | 2020 computing (4.81, 0.05)

Source: developed by the author

The most extensive group comprises artificial intelligence and blockchain
technology, encompassing 15 papers. Leveraging these technologies can improve the
reliability and transparency of accounting systems, ensuring authentic and traceable
transaction data. It also protects investors' rights to access financial information and
mitigates information disparities. An accounting framework integrating Al and
blockchain links financial data with cash flows and 10T in real-time, curbing revenue
and expense fraud. Real-time cash flow tracking prevents fraudulent transactions,
enhancing accounting data quality. This approach facilitates shared, verified, and
consensus-driven auditable data, improving audit efficiency through Al tools and
traceable blockchain records. «Han (2023) applied agency and stakeholder theories to

elucidate how blockchain-based accounting mitigates information asymmetry and
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involves all stakeholders by enabling novel collaboration methods» [87].
Furthermore, integrating blockchain technology can boost corporate governance,
leading to enhanced accounting information quality. «Research by Bin Fang and
colleagues (2016) explored the influence of blockchain technology adoption on
global firms' accounting information quality. The findings reveal that blockchain's
positive impact involves reinforcing corporate governance and facilitating
collaborations with prominent audit firms. Economic assessments indicate that
adopting blockchain enhances firms' financing activities and overall value» [64].

The blockchain technology cluster, the second largest, comprises 14 articles.
Facilitating the integration of business and finance, the creation of a trading platform
was highlighted. «Wu et al. (2019) developed AIS models using the EABAT
method» [196]. «These novel AIS models enable automatic identification, analysis,
and assessment of contracts; automatic contract execution (i.e., transactions);
automatic data transmission, event information recording, and storage; and
personalized financial report generation» [196]. «Smart contracts enable impartial
assessment of enterprises’ financial status, mitigating risks from information
disparities» [76]. «Embracing global accounting standards can enhance international
collaborationy» [76]. «Corporate leaders may reassess their perspectives on IT and its
influence on financial disclosures due to smart contracts» [76]. «Due to the complex
and advanced nature of business dealings and concerns regarding the limited
transparency of financial records, stakeholders may hesitate about the possibility of
company insiders exploiting information gaps to deceive stakeholders about firms'
actual financial performance» [41]. «When a company employs GAAP-compliant
Deferred Acquisition Costs (DACs) for revenue recognition and financial reporting,
stakeholders gain increased confidence in the accuracy of the accounting figures»
[148].

«The digital economy, the third largest cluster, comprises 13 articles. The
transition from manual accounting to the digital era began with the introduction of
computerized accounting in the 198s. Currently, the accounting sector is experiencing

a new reform trajectory due to the rise of blockchain technology, which is fostering
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the advancement of enterprise management. According to Nguyen et al. (2024),
digital transformation can positively influence the integration of blockchain
technology with management accounting systems in manufacturing firms» [148].
«Implementing blockchain technology in management accounting systems can
decrease inefficiencies in production processes and foster more enduring outcomes»
[149]. «To stay relevant in the era of digitalization, accountants need to embrace a
digital shift» [149]. «Accountants need to pivot their attention towards enhancing
their skills in data analysis and decision-making support, moving away from
conventional accounting practices» [149]. Mastering digitalization-related
technologies, such as data analysis, artificial intelligence, and blockchain, empowers
individuals to detect issues from data, analyze patterns, and make data-informed
decisions. The utilization of distributed ledger technology in accounting records will
transition financial reporting from enterprise-focused to exchange-focused, enhancing
the quality and reliability of financial reports significantly. «Ballou (2018) proposed a
blockchain-based shared ledger design for the accounting information system. The
research applies the COFRIS economic exchange model, merging economic
exchange with accounting standards. Additionally, smart contracts are implemented
to automate and ensure shared account booksy [15].

The internet of things is the fourth largest cluster, comprising 11 articles. The
application of blockchain technology in the accounting sector needs to tackle three
main challenges. Initially, it should guarantee the safe retention of accounting data
while also dealing with capacity worries. «Zhang and Zhu (2022) employed cloud
storage to extend blockchain capacity and the Paillier encryption scheme to safeguard
shared data privacy» [206]. «Ethereum blockchain enhances cloud functionality by
ensuring data origin and facilitating cloud supervision» [206]. «Khan (2024)
suggested a data storage security model for cloud computing utilizing Ethereum
blockchain. Additionally, the reliability of the access control system. Conventional
cloud access control typically relies on trusted centers and internal administrators,
making it vulnerable to both internal and external attacks» [119]. «Rouhani(2021)

discussed how permissioned blockchains could be helpful as trustable backends in
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access control systems, thus providing a solid basis for audits» [169]. Thirdly,
accounting big data information can be shared through the establishment of a
blockchain data sharing platform. «This involves using ETL tools (Extract,
Transform, Load) to extract, transform and load data from the accounting system for
integration» [120, P.32-35]. «The integrated data is then standardized, including
unified naming and data format specifications, to enable different systems to
understand and share data with each other» [120, P.32-35]. The confidentiality and
integrity of data are ensured through encryption technology, access control, and data
sharing protocols. Additionally, rules and constraints for data sharing are defined.
Keyword burst analysis. In order to distinguish the research hotspots and
present the evolutionary trend structure of knowledge, this dissertation draws a clear,
standardized, scientific and reasonable keyword emergence map (Figure 1.9) based
on the obtained information.This figure can clearly and intuitively show the evolution
trend of related keywords in blockchain research. According to this figure, keywords
appearing in different research times will be distributed in different time periods in
the figure. Based on this, it can not only deeply understand the emergence time of

each keyword, but also fully grasp its relevance.

Top 20 Keywords with the Strongest Citation Bursts

Keywords Year Strength Begin End 2015-2023
electric vehicle 2018 1.36 2018 2018 -
vehicular communication 2018 1.36 2018 2018 -
information security 2019 1.92 2019 2019 -
design science 2019 1.92 2019 2019 =
bitcoin 2019 1.852019 2020 fa—
digital economy 2019 1.82019 2020 —
design 2019 1.582019 2019 -
market 2020 2.03 2020 2020 -
access control 2020 1.41 2020 2020 -
digital currency 2020 1.37 2020 2021 [
smart city 2021 2.32 20212021 -
architecture 2021 2.17 2021 2021 -
consensus mechanism 2021 1.93 20212021 -
edge computing 2021 1.552021 2021 -
task analysis 2021 1.54 2021 2021 -
information system 2021 1.54 2021 2021 -
business 2021 1.54 2021 2021 -
communication 2021 1.54 2021 2021 -
information technology 2022 1.63 2022 2023 —
adoption 2022 1.63 2022 2023 f—

Fig. 1.9. Emergence diagram of blockchain accounting keywords
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As can be seen from Figure 1.9, the research hotspots in this field are constantly
changing over time.Since the research period of blockchain accounting is still
relatively short, the research hotspots are mainly concentrated in 2018 to 2023.In
2019, scholars mainly focused on the discussion and analysis of information security,
Bitcoin, digital economy and other related contents;In 2021, the research hotspots
will turn to smart city and consensus mechanism.In 2022, research on supply chain
finance and distributed ledger will be carried out.Research related to accounting is
mainly reflected after 2019. As keywords such as digital assets, distributed ledgers
and digital economy have become research hotspots in the field of blockchain, the
attention of «blockchain + accounting» research has also increased rapidly.

Utilizing CiteSpace software, this dissertation thoroughly examined
blockchain-related literature through bibliometric and knowledge graph analyses. The
software facilitated the creation of keyword co-occurrence, clustering, and emergence
maps to identify research trends and dynamics in blockchain accounting.The research
results show that: (1) The research hotspots of blockchain accounting focus on
blockchain technology, smart contract, digital currency, bitcoin and other directions
closely related to blockchain itself.As blockchain accounting research progresses and
technology matures, the future focus will shift towards integrating blockchain with
traditional industries, presenting a significant research opportunity.(2) Although some
scholars are involved in the research direction of «blockchain + accounting», such

research is relatively rare in the field of blockchain research.

Conclusions to the Chapter 1

The digital economy has fundamentally reshaped accounting through
technological integration. The development and application of the global Internet
generated massive data, driving advancements in data processing and analysis
technology, leading to the concept of the «digital economy.» Various countries have

defined the digital economy from different perspectives, emphasizing its role in
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economic growth and social development. Technological advancements, such as
ERP, Al, and blockchain, have significantly enhanced efficiency, transparency, and
strategic decision-making in accounting. The evolution of accounting can be divided
into three stages: computerized accounting, accounting informatization, and
intelligent accounting. In the computerized accounting stage, electronic computers
and accounting software improved data processing speed and accuracy. The
accounting informatization stage involved the integration of Internet technology and
ERP software, connecting business information and automating data collection and
integration. The current stage, intelligent accounting, leverages Al and blockchain to
automate processes, drive financial planning, and integrate business and finance.

Blockchain technology has the potential to enhance the quality and efficiency of
accounting systems by ensuring the authenticity and reliability of information. Its
decentralized and immutable nature improves the security and transparency of
financial data when integrated with accounting principles. This technology can
reduce transaction costs, eliminate information asymmetry, and strengthen
accounting supervision. Despite challenges like high implementation costs, skill gaps,
and the need for robust digital infrastructure, digital transformation is essential for
global competitiveness. Future studies should prioritize interdisciplinary methods to
tackle ethical and infrastructural hurdles. Integrating blockchain technology with
accounting systems can boost the dependability and openness of financial
information, enhance corporate governance, and elevate the quality of accounting
data. With the progression of the digital economy, incorporating cutting-edge
technologies such as blockchain will be pivotal in molding the accounting landscape.

The results and proposals presented in the first chapter of the dissertation have
been published in [134; 137; 138].
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CHAPTER 2.

THE APPLICATION OF BLOCKCHAIN TECHNOLOGY IN ACCOUNTING

2.1. Impact of blockchain technology on accounting methodology and

organization

Traditional accounting operates manually, posing risks of errors compromising
data accuracy and security. Blockchain data offer traceability, trustlessness,
decentralization, anonymity, non-tampering, openness, and transparency. Integrating
blockchain with accounting creates original vouchers at each node, enhancing
security management to prevent falsification and fabrication, thereby boosting
security, accuracy, and authenticity of accounting data.

Traditional accounting assumptions, such as entity assumption, going concern
assumption, monetary measurement assumption and historical cost measurement
assumption, are facing challenges and changes under the impact of blockchain
technology.

1. Impact on the accounting entity. Restore an accounting entity to a business
entity. In order to ensure that the accounts of both parties are consistent, the accounts
of both parties shall be checked regularly. The introduction of blockchain technology
simplifies the process because both A and B are nodes in the blockchain. If there is a
transaction between A and B, all nodes in the blockchain record the transaction. The
content of the record is based on the transactions of A and B, with no emphasis on
who keeps accounts with whom. Therefore, the accounting entity «for whom» is
diluted in the blockchain system, and the accounting entity is more reduced to a
business entity.

The accounting check between different accounting entities was cancelled. The
distributed accounting model of blockchain system enables transactions between
Party A and Party B to be recorded throughout the network, and the recorded

information cannot be tampered with at will. Under this accounting model, trust is



66

established between different accounting entities, so that Party A and Party B do not
need to check their accounts regularly to keep the data consistent. The establishment
of this «public trust» model not only improves the trust between different accounting
entities, but also saves social resources. «By digitizing and coding the accounts
through the blockchain technology, the trust of both parties to the transaction is
re-established without checking the accounts of both parties» [52].

The accounting entity is replaced by a transaction chain. Different from the
traditional accounting entity assumption, which focuses on the accounting objects,
the blockchain emphasizes more on the transaction chain in which the entity is
located, i.e. in which procurement and sales chain, and with which partners to
establish supply chain cooperation relationship. blockchain is a computer protocol
within a network structure that objectively records network-wide transactions
throughout the network. Compared with a single accounting entity, it is more
important to which entity is in which chain and with which entity the transaction
occurs.

2. Impact on Continuing Operation. «The assumption of a going concern is
replaced by the risk response assumption to ensure accounting accuracy» [97].
«Enterprises are expected to operate continuously despite challenges, such as the
common issue of «cliff termination» due to market changes and technological
advancements» [97]. «However, the going concern concept is increasingly
unrealistic» [97]. «As economic activities evolve, obtaining relevant data from
various sources is feasible but maintaining an efficient accounting process requires
adherence to the notion of continuous operationy» [97]. «The emergence of blockchain
technology is poised to revolutionize information equality and eliminate the
traditional information center model» [97]. With the popularity of the whole network,
each node has complete information, which makes it possible to not only rely on
accounting to make assumptions, therefore, the future operation will be displayed in a
perfect form, so that it is advisable to better predict future risks and take
corresponding measures to deal with them.

It can accurately judge whether the operation can be continued in advance. The
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traditional accounting assumption is based on going concern, mainly because when
judging whether an enterprise can continue to operate, it usually depends on the
subjective judgment of the accounting personnel, but the accounting personnel's
experience, risk preference and information mastery level are different, which results
in that they are often not objective enough when assessing whether an enterprise can
continue to operate, and different accounting personnel have different judgments,
leading them to choose different accounting methods. In order to avoid the difference
caused by the accountants' judgment based on past experience, the enterprise should
assume the premise of going concern, so as to reduce the influence on the accounting
method caused by the accountants' experience judgment. However, the information in
the blockchain is shared and cannot be modified at will. «Therefore, «it is possible to
objectively judge whether an enterprise can continue to operate and whether there is
any risk of bankruptcy, and to establish corresponding judgment rules to code the
information of whether an enterprise can continue to operate, instead of the
traditional judgment made by accountants based on experience» [43]. Under the
influence of blockchain technology, it is possible to judge more accurately and
objectively whether an enterprise can continue to operate.

The advancement of IT enables more precise forecasting of enterprise
development trends, decreasing future uncertainty. Hence, the conventional
accounting premise should assume normal business operations rather than a
pessimistic evaluation. Through distributed accounting tech, real-time monitoring of
every node, encompassing financial reports, customer relations, market status,
business prospects, loT management, etc., is achievable.Due to the fact that
information cannot be tampered with and is shared, the sharing mechanism of
information at the bottom of the blockchain enables network nodes to judge in
advance whether an enterprise's operation is sustainable or not, and even to establish
an operation risk early warning model in order to timely discover and deal with
possible risks. Take appropriate measures to deal with the problem.

3.Impact on the accounting period. The accounting period will still exist.

Through the accounting stage assumption, it is possible to better compare the



68

operating conditions and results of different entities across various time dimensions,
thereby meeting the necessary requirements for horizontal and vertical information
comparison. In order to ensure the comparability of accounting data, the accounting
period of time dimension is still essential regardless of the accounting method.
Accounting phasing will be more flexible. «The accounting phasing assumption
aims to divide the future time period into several stages in order to better forecast the
future development trend» [100]. «Because the traditional accounting method has
some limitations when dealing with enterprise data, it is necessary to adopt a more
flexible way, i.e. dividing the accounting period into several segments, so as to make
the work of statistics and aggregation more efficient» [100]. «With the help of the
powerful computing power of blockchain technology, it is possible to comply with
uniform rules while significantly reducing the time required for collecting and sorting
accounting informationy» [100]. In addition, accounting periods can be divided more
flexibly according to the needs of users of accounting information, because the
calculation speed of blockchain can enable users of information to meet the
requirements of data statistics for accounting periods ranging from large to small, so
the application of blockchain technology can make accounting periods more flexible.
4. Impact on monetary measurement. Virtual currency will pose a severe
challenge to the position of functional currency. In recognizing, recording and
reporting transaction activities, corporate accounting should follow the monetary
measurement assumption, i.e. based on the currency actually issued by each country
(i.e. local currency), in order to accurately reflect the transaction. «As «Bitcoin» is
widely used as a reward, it has become a virtual currency available for global use and
can be widely used. With the support of blockchain technology, all transactions can
be recorded in the form of bitcoin, making virtual currency the core currency of the
«bookkeeping» system. « With the development of blockchain technology, traditional
financial assets may face the impact from virtual currency, thus changing their
original pricing model» [12]; With the emergence of global unified currencies such as
bitcoin, they can effectively offset the economic losses caused by exchange rate

fluctuations, making «bitcoin» and other virtual currencies expected to replace the
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traditional physical currency.

The range of objects for value measurement is wider. Assuming that all
economic activities are measured based on money, this means that all economic
activities must be expressed in money. «Although traditional accounting can reflect
the value of economic activities in monetary form, their value is difficult to be
directly reflected in monetary form in complex management activities such as
strategic management and human resources» [79, P.325-378]. Therefore, the
importance of management activities is ignored. Using the blockchain technology,
the application field of «bookkeeping» has been greatly expanded. «From traditional
economic transactions to text editing and PPT production, the thinking mode of
«bookkeeping» can be realized by computer programs» [80]. «Therefore,
management and thinking are important indicators to measure a person's value» [80].
«Under the current situation, the blockchain technology poses a huge challenge to the
monetary measurement hypothesis» [80]. Different from the traditional way of
economic transactions, the application of blockchain technology expands the scope of
the definition of money, classifies all activities into «bookkeeping», adds new value
to these activities, and thus improves the scientific and rational definition of money.

The assumption that the monetary value will remain stable will still be
challenged. An implicit premise of monetary measurement assumptions is that the
value of money does not fluctuate due to changes in the market. Although in reality
the value of money is bound to be affected by factors such as inflation, resulting in
fluctuations in value, in order to simplify the accounting process, these factors that
affect the value of money are generally not considered, assuming that the value of
money is stable and constant. With the progress of science and technology, the
modern functional currency has replaced the previous physical currency, its
circulation is no longer restricted by any issuing institution, and the price is more
stable. «Driven by blockchain technology, Bitcoin no longer needs a specific issuer,
but is generated and circulated through a large number of computer algorithmsy
[101]. As a result, the number of bitcoins is extremely limited and is almost a rare

item. «Bitcoin's price is more reliable than traditional physical currency because it
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has not been issued or circulated in any way» [56, P.30-35]. «Although bitcoin has a
very high value, it is still unable to maintain absolute stability due to its scarcity, so
the fluctuation of currency price will still be inevitable» [56, P.30-35]. The stability
of monetary value remains a challenge with the advancement of blockchain
technology.

Additionally, the use of blockchain technology can enhance the accessibility of
accounting information. The stability of monetary value remains a challenge with
blockchain advancement. Simultaneously, blockchain technology facilitates easier
access to accounting information. It can automatically identify accounting
information, check according to the data of different regions and different nodes,
automatically screen and eliminate irrelevant information, and intelligently analyze
accounting information, thus strengthening the relevance between different
information. The occurrence of account errors and omissions is reduced, so that the
accounting work can be carried out more efficiently.

5. Accounting recognition. «Accounting recognition is a complicated process,
which involves integrating all financial records, financial reports and financial
statements into a unified financial management system, and according to specific
rules, principles, standards and norms, etc., to ensure the authenticity and reliability
of financial statements, thus ensuring the normal operation of the financial position of
enterprises» [106]. «Hence, in accounting, the precision and validity of financial data
are crucial» [106]. «To guarantee accuracy, accounting recognition is divided into
initial recognition and re-recognition stages to uphold data reliability and usability»
[106]. The purpose of initial recognition is to identify which transactions should be
recorded and the specific dates, amounts and other valid information about those
transactions. Re-recognition, from the accounting books to the financial reporting,
our focus is on the preparation and analysis of the financial statements.

«Under the traditional accounting management mode, because the information
sender can master more true and effective information than the information receiver,
the problem of information asymmetry will occur, and there are also drawbacks in the

accounting process» [24]. In addition, there may be loopholes in the manual entry
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process, resulting in endless cases of financial fraud and whitewashing of accounting
statements. Luckin coffee's financial position has become extremely poor, mainly due
to the fraud in its accounting process. «In 2018, Kangmei Pharmaceutical disclosed in
the «Correction Announcement for Early-Stage Accounting Errorsy that the monetary
funds in 2017 exceeded 29.944 billion yuan due to accounting errors in the
company's account funds» [199]. Both Asia Pacific Pharmaceutical and Yihua Life
were severely punished for not making public disclosure in accordance with relevant
laws and regulations» [199]. Due to the lack of effective control, forgery and
falsification often occur. Such fraudulent vouchers can not only cover up the actual
financial situation, but also transfer a certain amount of funds to the accounts of
related parties through false bank records, or use them on a large scale, causing huge
financial risks to investors. «Due to the false financial statements disclosed by
enterprises, investors' trust in them has dropped sharply, thus causing a serious trust
crisis» [98, P.85-93]. The operation of accounting informatization has been realized
before, but the core of the accounting process is still accounting personnel, which
makes the accounting supervision function unable to give full play to its role, which
IS easy to cause the problems of missing accounts, wrong accounts and false
accounts. «For example, if the accounting is not timely, the accounting method may
be changed at will; In order to rationalize illegal income or evade taxes, illegal
collection and distribution of costs and expenses, which makes the cost accounting
inconsistent with the objective economic business accounting» [106]; No actual
amount has been selected for valuation adjustment. These violations of accounting
standards will lead to a decrease in the reliability of financial information. For
investors, the low-quality financial information has no reference value, which
increases the investment risk of investors.

Blockchain technology can enhance accounting information quality significantly
compared to the traditional double-entry bookkeeping method and trial balance. «lt
plays a crucial role in accounting recognition by ensuring that data between nodes is
verified to create new information independently, thereby enhancing accuracy and

reliability» [163, P.63]. It is also a mutual check. With the emergence of new
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transactions, it is advisable to use blockchain technology to realize real-time
transmission; After the broadcast, the nodes of each partition block will begin to
perform information verification on the newly initiated transaction to ensure that their
virtual nodes are exactly the same as the existing nodes [81]. Once confirmed, they
can be combined into a complete chain structure, thus making the whole network
more stable and reliable; If the virtual node is found to be different from the expected
content, it will be eliminated to prove that the information it provides is wrong. It is
essential to guarantee the precision and uniformity of accounting data via this
process. «The blockchain technology possesses strong error correction abilities and
can accurately identify accounting data» [112, P.10-30]. «Using a hash algorithm,
every transaction gets logged in the system, and each node validates it to secure the
transaction's accuracy and dependability» [112, P.10-30]. «In the accounting
acknowledgment procedure, each fresh transaction record receives a distinct
timestamp for easy tracking, thereby upholding the data's precision and
trustworthiness» [112, P.10-30]. Third, the blockchain technology has strong security
and stability. It can store all nodes' data safely and can back it up in real time. In this
way, once a system failure occurs, it can effectively ensure the smooth progress of
accounting. This can not only ensure the data security, but also allow the enterprise to
make adjustments according to relevant businesses and appropriately modify the
internal business system in the actual work. With the passage of time, in order to
ensure the security of the original data, it is necessary to continuously expand and
optimize the data resources so that they can realize efficient information exchange,
sharing and scheduling under the blockchain technology environment.

At this stage, the accounting recognition method adopted by most enterprises in
China is accrual basis, and some institutions use cash basis. Therefore, the accrual
basis is the most important accounting recognition method used by enterprises for a
long time. However, «this does not mean that the accrual basis has no defects» [42].
«It can even be said that the accrual basis has very clear defects» [42]. «The accrual
basis of accounting is most likely to be a fraud committed by someone in the

confirmation process» [42]. Take corporate sales as an example, because sales are the
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main link for an enterprise to achieve profits, so this link is also the link that is most
prone to fraud. Under the traditional accrual basis, because accounting recognition
often leaves room for collusion and misrepresentation due to business barriers
between sales segments, at the same time, because the corporate income under the
accrual basis is not exactly the same as its cash inflows, it will cause inaccurate
recognition of accounting income, in addition, accounting personnel cannot timely
understand the credit status of customers, which in turn causes problems such as the
authenticity of financial data cannot be guaranteed [111]. Although many enterprises
want to solve this problem through the introduction of enterprise resource planning
system (ERP system), but ultimately because the ERP system is human-computer
co-management, leaving a certain gap for collusion.

The introduction of blockchain technology into accounting recognition can
effectively solve the defects of accrual basis at this stage. Similarly, taking sales as an
example, blockchain technology can connect all departments related to sales within
an enterprise to the same platform to form a block; In this block, the sales-related
business of each department is open and transparent, so that the information barrier
between each department will disappear and the accounting personnel will know all
the processes at a glance [33]. Moreover, this block is placed on the Internet. Each
department only has the right to fill in the specific contents of the contract and
relevant information, and does not have the right to change the information in the
block. In this way, the occurrence of yin-yang contracts can be effectively avoided. In
addition, the block can be connected with the Internet of Things through cross-link
technology, so that accountants can clearly understand the consumption of goods and
grasp the logistics of goods [38]. More importantly, through cross-chain technology,
enterprises can form larger blocks with other cooperative enterprises, thus ensuring
the quality of accounting information recognition in a wider range.

6. Accounting measurement. The core concept of accounting is based on
money. Therefore, it is advisable to decide which measurement method to adopt
according to the specific circumstances, such as historical cost method, fair value

method, etc.However, due to the existence of standard differences, information
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asymmetry and other problems, the application effect of these methods is limited,
which leads to the transfer and change of value.

The introduction of blockchain technology can enable enterprises to select more
appropriate measurement attributes. In the traditional accounting system, due to the
information asymmetry and lack of trust, enterprises cannot measure the fair value of
assets accurately and can only rely on historical cost or other means to measure,
which makes the actual value of assets difficult to reflect in the statements. However,
the use of blockchain technology, the use of network-wide authentication and
distributed features, can greatly improve the accuracy of the fair value of assets, so
that the value of assets more in line with the actual situation [128]. Using blockchain
technology, it is advisable to effectively ensure the openness and transparency of the
measurement process. The «time stamp» specifies the marking of past nodes, making
it advisable to trace back to past transactions and events, thereby enhancing audit
efficiency. In addition, each node in the blockchain system keeps transaction
information separately, so the nodes will review each transaction, avoiding
accounting information fraud and other behaviors, and providing information users
with more objective and accurate information such as net realisable value and
historical cost [3]. In addition, if someone wants to modify the measurement data at a
certain node, they need all other nodes in the blockchain system to agree before
making the modification, and will leave a modification mark in the blockchain
system. Therefore, the accuracy and reliability of accounting measurement can be
significantly improved, financial fraud can be effectively prevented, and the quality
of accounting information can be ensured.

At the same time, the introduction of blockchain technology into accounting
measurement can effectively ensure the compatibility between accounting
measurement system and digital currency, because blockchain technology was born
based on virtual economy, and the basic assumption of accounting measurement is
money. With the continuous digitalization of money, accounting measurement will
also develop towards digitalization in the future [171, P.239-246]. In addition, the

blockchain technology can also solve the problems such as research and
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development, goodwill and so on, which are difficult to measure accurately in
monetary form under the current accounting system, resulting in the value it may
create is also difficult to estimate accurately. The introduction of blockchain
technology enables enterprises to place these hard-to-value information in the
blockchain. Due to the distributed bookkeeping feature of the blockchain, enterprises
in the blockchain can see part of the information. If they are interested in the
information, they can further inquire about it. The information has market price due
to the supply-demand relationship. On the one hand, enterprises can obtain more
profits through the blockchain; On the other hand, accounting personnel can have
more effective and clear control over the measurement work of enterprises.

Although accounting records are only the process of recording the accounts after
accounting recognition and accounting measurement, it also plays a decisive role in
the quality of accounting information, so there are many financial problems in this
link. The accuracy and completeness of accounting records are essential to prevent
data fraud. Failure to conduct timely and effective audit may result in serious
economic losses. With the development of science and technology, the use of
blockchain technology to improve the accuracy and reliability of accounting records
has become extremely important.

The current accounting bookkeeping method adopts double-entry bookkeeping
method, which only reflects the changes of accounting information through two
dimensions of borrowing and lending, and cannot reflect the business information in
depth. Moreover, it is tedious to query accounts and related transactions, because the
bookkeeping systems of different accounting entities are obviously different. With
the popularization of blockchain technology, accounting records have been greatly
improved. Its large account book can realize the rapid replication and backup of
information between nodes, enabling participants to monitor and correct errors in real
time. Therefore, the blockchain technology has brought great improvement to the
traditional accounting measurement.

Blockchain technology can make the three-way accounting method of

accounting records more rigorous and non-falsifiable. Through the establishment of



76

the blockchain, enterprises can trace back all businesses related to cash flows, and
information related to physical assets is clearly recorded in the Internet of Things. For
accounting personnel within an enterprise, these information can be queried through
the enterprise's private chain, and can also be reconciled through the external alliance
chain. And a third party can be introduced through the blockchain technology to
supervise the accounting behavior, which is usually used in the private chain of the
enterprise [88]. Due to the network-wide authentication function of the Internet, the
enterprise does not need to supervise the accounting behavior in the external alliance
chain.

With the adoption of network verification and traceability technology, it is
necessary to effectively prevent financial personnel from tampering with accounting
data, ensure the accuracy of accounting information, and reduce the occurrence of
fraud.Accounting records are the work that records economic transactions in a
specific way.

By applying blockchain technology, it is possible to effectively avoid duplicate
transactions and decentralization, thereby significantly enhancing the efficiency and
quality of accounting management. Due to deficiencies in accounting management
and records, businesses often repeat operations when using digital currency for
transactions. In the traditional accounting management model, enterprises usually
transfer important transaction information to third-party institutions to ensure the
accuracy and reliability of transactions. This may also lead to potential security risks
as third-party authorities collect more and more enterprise user data. By applying
blockchain technology, it is advisable to better manage accounting information and
provide a more secure solution using the principles of cryptography.It also uses time
stamps to mark various accounting data, so that various information is managed and
protected separately. In addition, due to the particularity of blockchain technology, it
can accurately record all transactions, thus preventing duplicate transactions.

7. Accounting report. Accounting reports are intended to provide all relevant
personnel with accurate and reliable information so that they can understand and

apply them. The preparation of financial reports is people-oriented, and the amount of
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accounting-related data of enterprises is large, so the workload of sorting out and
preparing accounting reports is large and complicated. Due to the fragmentation of
information in modern society, there is a serious asymmetry in the disclosure of
accounting information, which may lead to a large deviation in the authenticity and
accuracy of accounting information, thus bringing great risks to enterprises [137].

The introduction of blockchain technology has changed the accounting report
from ex post financial report to immediate financial report. Most of the current
financial statements are prepared after the fact, which may result in missing
information and delayed reporting, thus weakening the reliability and availability of
accounting data. «By using blockchain technology, it is advisable to track and store
all transactions in real time, ensuring the information is traceable» [175, P.360-365].
In this way, it is possible to conveniently inquire about and understand the operation
of the enterprise, and it is necessary to improve the efficiency and competitiveness of
the enterprise.With this approach, it is necessary to move beyond traditional
post-event reporting to real-time financial reporting, thus enhancing the efficiency
and competitiveness of the enterprise.

At the same time, the blockchain technology enables the disclosure of corporate
financial information to be automatic and real-time instead of passive disclosure,
eliminating the risks caused by information asymmetry. And different from the
traditional accounting report preparation, the introduction of blockchain technology
makes the accounting report separate from the human-oriented information disclosure
method [71]. Users of the accounting report can comprehend data in the blockchain
system and minimize risks from human errors. Transactions trigger the system to
record and differentiate information. If a node contains incorrect data, it will be
rejected by other nodes. This process ensures the reliability and precision of financial
data in the accounting report, enhancing the portrayal of the enterprise's current
financial status for optimal utilization of the report.

The application of blockchain technology can also trace and self-audit the
accounting information and data, effectively reducing the business cost of the

enterprise.As shown in the Table 2.1.
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Table 2.1
Impact of blockchain on the quality of accounting information
Affect Descriptions
Increased Meet diversified user needs, improve financial management
relevance efficiency and facilitate user access to and analysis of financial data
Enhanced Decentralised and de-trusted features to ensure the objectivity and

reliability and | authenticity of the initial input information, encryption technology to
authenticity | enhance security, double key and anti-tampering features to avoid
information leakage

Improved Meet the market's requirements for information timeliness, once

timeliness business information is recorded, all nodes are automatically updated to
ensure the timeliness of information

Guaranteed Real-time monitoring and validation of accounting information,

neutrality decentralised data sharing system, effective prevention of fraudulent

transactions, reduction of bad debt rate and reduction of information
asymmetry problems

Source: developed by the author

1.Relevance. The users of accounting information include not only internal
shareholders, but also external investors, creditors, government agencies, etc. As the
demand of users of accounting information changes, their attention to accounting
information is also increasing, so as to meet their diversified needs. With the progress
of blockchain technology, the traditional accounting model has been difficult to meet
the growing demand for digital finance in today's society. Therefore, the emergence
of «general ledger» has greatly improved the efficiency of financial management and
allowed users of various financial data to more conveniently access, analyze and
process financial data.

2.Reliability and authenticity. The integration of blockchain technology can
enhance accounting data accuracy and bolster financial information security through
decentralization and trustlessness. Decentralization guarantees the impartiality and
authenticity of entered accounting data, while encryption of recorded information
under anonymous transactions heightens security. Leveraging blockchain's dual-key
and tamper-proof attributes can mitigate data breaches, resolving conventional
security concerns and upholding data precision and completeness. Consequently,

enhanced accounting data accuracy reduces enterprise transaction costs and
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inter-entity trust issues, elevating the value of accounting information.

3.Timeliness. As the economy evolves, the market grows increasingly dynamic,
elevating the need for swift information. Yearly financial reporting, a conventional
practice, falls short of meeting market demands. The advent of blockchain enhances
the timeliness of accounting data, alleviating market pressure. With blockchain,
recorded business data triggers automatic updates across all nodes, ensuring
irreversibility and enhancing the timeliness of accounting information.

4.Neutrality. It is essential to monitor and validate accounting information in
real time using blockchain technology, ensuring strict updating and maintenance of
this data. Utilizing blockchain technology can enhance the creditworthiness of
entities in daily accounting operations and revamp the credit system. The evolving
blockchain technology renders the traditional financial accounting model obsolete.
This innovative approach offers a secure decentralized data sharing platform for
businesses, effectively curbing fraudulent transactions and enabling better credit
management and oversight. Integration of blockchain technology can notably
diminish enterprise bad debt rates, mitigate issues stemming from information
asymmetry, and promptly access partner performance data to grasp the true financial
standing of counterparties, thereby averting non-market agreement pitfalls. Prior to
engaging in partnerships, acquiring comprehensive information is crucial to ensure
seamless operations.

Utilizing blockchain technology can significantly decrease labor involvement,
cut labor expenses, and enhance operational efficiency. Automation systems can
effectively minimize errors from manual tasks, lessening the financial workload on
companies. Additionally, the technology can prevent calculation and entry mistakes
common in large enterprises, which are often challenging to detect promptly and
correct within accounting periods. By leveraging blockchain, intricate and
monotonous tasks can be streamlined, enhancing the accuracy of accounting data and
freeing up a substantial workforce. This allows accounting professionals more time
for learning, enabling them to delve deeply into current policies and regulations
[177,P.122-158].
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2.2. Electronic accounting documents using blockchain technology

The accounting field is rapidly evolving due to advancements in science and
technology, including the widespread use of Internet technology. This evolution is
evident in the transition from manual bookkeeping to digital, automated, and
intelligent systems, leading to a significant enhancement in financial management.
The integration of «internet plus» mobile Internet, cloud storage, and blockchain
technology has revolutionized accounting practices, replacing traditional methods of
record-keeping and significantly boosting the efficiency and convenience of
managing accounting files [205]. Effective management of electronic accounting files
is not only the demand of enterprise management, but also the trend of the times. The
popularity of electronic invoices makes electronic archives an important part of
accounting archives.

1. Blockchain e-invoicing. In order to promote the process of dissertationless
and information, electronic invoice is indispensable. With the development of
economic modernization, electronic invoice has become an inevitable product. In
order to meet the requirements of promoting the use of electronic invoices, abolished
the original invoice supervision seal and adopted the electronic invoice supervision
seal in a unified way. In 2021, it officially announced the pilot of the value-added tax
electronic special invoice to ensure the smooth implementation of the electronic
invoice system [40].

In 2018, Shenzhen introduced the blockchain technology into the field of
electronic invoices for the first time, which greatly improved the relevant
management and ushered in a brand-new era, bringing the value of electronic
invoices into full play [180]. Adopting advanced technical means, such as organically
integrating multiple links and accurately recording each step, can effectively track the
invoice process, not only ensure the accuracy of information, but also avoid the loss
of data, so as to ensure the reliability and safety of invoices. In the future, by
introducing blockchain technology, it is possible to better integrate business

processes, capital flows and tax flows, allowing traditional electronic invoices to be
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replaced by digital invoices. In addition, this technology can also extract, make
statistics and analysis in real time, helping us to better deal with the problem of
information isolation.

Electronic invoices serve as original accounting vouchers and efficient
financial management tools. Traditional paper-based invoicing is inadequate due to
manual data entry, leading to decreased efficiency and accuracy. Electronic invoicing
enhances the precision and dependability of accounting data by automatically
generating invoices from system transactions, enabling paperless transmission, and
preventing data distortion from human errors. This technology reduces accountants'
workload, ensuring the reliability and efficiency of accounting data. The outdated
paper-based invoicing system is no longer viable with advancing technology.
Automation streamlines financial data collection, classification, reporting,
eliminating the need for multiple department head signatures and simplifying
processes. Electronic invoicing enables comprehensive automation, streamlining
financial management tasks and enhancing efficiency. Businesses can cut operational
costs, enhance financial management, expedite tax filings, and advance accounting
digitization through electronic invoicing. The benefits include cost savings,
environmental conservation, speed, convenience, and improved tax compliance.

Get rid of dependence on hardware such as tax-controlled equipment. Using
advanced encryption algorithms, it is possible to effectively protect the integrity and
security of blockchain electronic invoices. With the progress of science and
technology, taxpayers can now use smart devices, such as smart phones and tablets,
to easily issue invoices, which not only greatly reduces the workload, but also brings
them a better invoicing experience.

Electronic invoice (E-invoice) systems are essential for enhancing operational
efficiency in modern business environments. However, their implementation often
encounters challenges such as inadequate training, technical issues, and system
integration difficulties. To address these challenges, a comprehensive approach is
necessary, involving qualitative assessments of current E-invoice practices, training

needs analysis, and stakeholder feedback. Data collected through surveys and
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interviews with professionals, administrators, and IT specialists can identify key
issues and recommend solutions. Possible tailored training programs are crucial,
covering various aspects of the E-invoice system. These programs can help users
better understand and utilize the system, thereby improving overall efficiency and
effectiveness.Technical challenges, including system compatibility, user interface
design, and connectivity issues, must be resolved to ensure smooth operation.
Integrating the E-invoice system with existing workflows can enhance data accuracy,
streamline processes, and improve user satisfaction. E-invoicing facilitates faster
payments and approval processes, reduces operational costs, and eliminates manual
tasks, thereby improving efficiency and customer satisfaction. The successful
implementation of E-invoice systems relies on comprehensive training, proactive
technical support, and effective integration strategies. These measures optimize
billing and reimbursement processes, foster collaboration, and enhance organizational
sustainability. Future research should focus on generalizing these enhancements
across entire business blueprints and improving the integration of legacy systems
with new components.

Through the use of blockchain technology, taxpayers can easily complete
invoice application, issuance and inspection operations, which greatly simplifies the
traditional invoice business process and improves service quality and management
efficiency. Using the blockchain technique, once the invoice is issued, it is
automatically uploaded to the reimbursement system. In this way, the enterprise can
quickly find the invoices that need to be paid according to the personal information of
the users, and can also track the changes of the invoices in real time after the payment
is finished. With the introduction of management cost reduction, the application of
blockchain technology has greatly improved the efficiency of invoice processing,
making the accounting process more convenient and reliable.

Data security is guaranteed. Invoices, whether in dissertation or electronic form,
carry potential security risks. Due to the fact that the traditional dissertation invoices
are easy to be lost and stored incorrectly, and there may be false issuance or cover-up,

these factors may cause errors in tax information, thus damaging the national
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revenue; With the progress of technology, the traditional electronic invoice has been
facing more and more challenges, including the lack of a perfect platform, the lack of
reasonable legal provisions and the over-centralized management model. Due to the
networking of electronic invoice platform and enterprise financial system, enterprises
are facing potential security risks: once these data are leaked or tampered with, it will
cause great damage to tax revenue and market order. With the advancement of
technology, electronic invoices can be directly accounted for and reimbursed without
being printed in dissertation form, which greatly improves the use efficiency of
electronic invoices and makes it possible to realize the vision of dissertationless. The
electronic invoice system built by using blockchain technology can effectively
implement asymmetric encryption and hash algorithm, effectively prevent the
financial information of the enterprise from being violated externally, and also
effectively prevent the tax-related behavior of the tax authorities. By applying
blockchain technology, it is possible to ensure the security of electronic invoices and
effectively control and disseminate this information.

Help the tax authorities to crack down on tax evasion. With the development of
technology, the application of traditional invoices is no longer limited to the
exchange of information between the drawee, the tax bureau and the drawer, but can
realize cross-department cooperation. Due to the lack of complete connection
between many electronic invoice platforms and corporate financial systems, the
processes of issuing, checking, accounting and reimbursement are separated, which
affects the efficiency and accuracy of corporate financial management. Due to the
lack of effective linkage between the enterprise and the tax bureau, as well as
between the electronic invoice platform and the tax bureau, the information cannot be
transmitted in real time, which results in the information isolation of the electronic
invoice in the whole process of circulation and tax payment. As the data between
various electronic invoice platforms cannot be effectively shared, cross-platform
electronic invoice data cannot be effectively collected and integrated, which brings
great challenges to the management of the tax department [217, P.200-202].

Although a data sharing mechanism has been established, due to the differences in
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the informatization level of each platform and the different standardization
requirements of tax-related information, in order to ensure the accuracy and
availability of data, it must be screened, sorted out and extracted several times, which
limits the application of electronic invoices and makes the data flow more difficult.
With the progress of science and technology, electronic invoices no longer need to be
printed in dissertation versions, but can be directly used, which not only greatly
reduces the workload of management personnel, but also can avoid tedious
operations such as document copying, repeated printing and multiple reimbursement.

All transaction parties must input tax data into the blockchain system. Invoice
details should link to both parties' information. Blockchain enables swift storage and
transfer of diverse tax data like capital flow, taxpayer details, transaction logs, and
logistics records. This fosters an efficient tax management system [74]. Through the
introduction of a unified collection and management system and tax assessment
system, the tax-related acts of enterprises can be comprehensively and accurately
recorded and analyzed by the tax bureau, thus improving the efficiency of tax
administration. Through the application of blockchain technology, it is necessary to
achieve comprehensive supervision of all funds, including invoicing, circulation,
payment and appeal, thereby forming a complete closed loop. The electronic invoice
system based on blockchain technology has powerful distributed functions. Its
architecture design and encryption algorithm can effectively prevent the leakage of
data, thus realizing the safety, stability and integrity of data. « After careful analysis
and comparison, it is advisable to clearly identify the transactions between enterprises
and consumers, which can fully reflect the whole picture of the entire transaction,
thus effectively avoiding the generation of false invoices» [185, P.988-990]. By
adopting a series of measures, it is necessary to not only effectively prevent the
occurrence of false invoices, but also help enterprises reduce the cost of invoice
inspection, thereby reducing the audit burden of tax authorities, improving their
supervision efficiency, and enabling them to more strictly implement the relevant
provisions of invoices.

2. Blockchain technology to improve accounting electronic records. The
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introduction of blockchain technology can alleviate issues in traditional electronic
accounting archives management. Blockchain technology is crucial in accounting
information systems as a distributed ledger and database, enhancing information
management for enterprises. Its key advantage lies in its tamper-proof nature,
ensuring complete traceability and confidentiality. By leveraging blockchain
technology, digital encryption management of accounting information can be
achieved, expanding the scope and diversity of accounting records. Furthermore,
blockchain technology significantly impacts the accounting role and technology
importance by enhancing information security through cryptography,
anti-counterfeiting measures, and digital signatures. This, in turn, improves the
traceability of information, clarifying the roles and responsibilities of internal control
and corporate management entities.

Utilizing blockchain enhances accounting data credibility and reduces
expenses. This technology allows assessing enterprise operations using its data and
distinctly segregating public and private keys. Accounting plays a crucial role in
guaranteeing precision and trustworthiness during economic transactions. Blockchain
is a groundbreaking approach that records all network node transactions, enabling
real-time monitoring to prevent risks and ensure information accuracy and timeliness
[186]. In addition, due to the special nature of the blockchain, the security and
stability of these data can also be well guaranteed. Through strict monitoring and
management, tampering has been effectively prevented. Through the use of
blockchain technology, data can be processed more securely, thereby significantly
enhancing the accuracy and reliability of accounting work. By establishing a
traceable node mechanism, the circulation of financial information within the
enterprise can be effectively monitored, thus ensuring the authenticity and accuracy
of the data [186, P.120-125]. By using the blockchain technique, information about a
transaction is recorded on the nodes, so that the management of the enterprise will not
easily change the financial data, which greatly reduces the possibility that they will
force the financial personnel to change the financial statements in order to cover up

the real situation. With the development of blockchain technology, transactions can
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be broadcast globally without the guarantee of the central government, which greatly
reduces the workload of accountants and thus effectively reduces the risk of
deterioration in the quality of accounting information due to human error.

With the continuous development of Internet technology, the processes of
application, issuance, payment, issuance and audit of electronic bills can be
completed online, and all information can be stored in the database. As the electronic
bill can dispense with the traditional dissertation carrier, its printing cost is extremely
low, and it can be quickly transmitted through the network, thus effectively replacing
the traditional dissertation bill, thus saving the printing cost. The use of electronic
accounting files can significantly reduce the use of dissertation printing and ink, thus
greatly reducing the pollution to the environment, which not only reflects our
attention to green environmental protection, but also is a concept of sustainable
development. With the support of blockchain technology, a large amount of financial
data is stored electronically, which can help enterprises reduce storage and
management costs. Currently, accounting records can be kept for 10, 30 or more
years. For the life of houses and people, the retention period of accounting files can
reach more than 30 years, but for some special circumstances, such as retirement, the
use of milk powder additives, the retention period is even longer [187]. With the
progress of the times, the management of accounting files by enterprises has become
more complicated. Therefore, effective measures must be taken to ensure the safety
and integrity of the files, including purchasing necessary equipment, installing
shelves, building file cabinets, building aisles, etc., and paying reasonable rental and
depreciation expenses. By adopting digital storage technology, it is necessary to
significantly reduce office space without the use of computers or other equipment.
This approach helps reduce the cost of operating and managing the archive. By using
electronic accounting files, it is advisable to avoid the risk of damage and decay
associated with the long-term preservation of physical documents. Management and
processing of documents, editing and printing of dissertation financial statements and
other work usually require a large number of repetitive and inefficient manpower,

which not only increases the economic burden, but also wastes valuable time. By
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relying on electronic bill data files, It is recommended to manage accounting files
more effectively and no longer need dissertation files for preservation. This not only
improves the work efficiency, but also reduces the labor cost. Using electronic
accounting technology, it is advisable to not only achieve automatic archiving,
greatly improving business efficiency, but also complete a series of standardized and
automated operations, including data collection, unified management, intelligent
generation of vouchers and reports. This effectively prevents human error and further
improves work efficiency [109]. When the workload is reduced, the demand for basic
accounting personnel will be correspondingly reduced. By transferring a large
amount of tedious and repetitive work to computers, enterprises can obtain huge
economic benefits, thus achieving more efficient management and operation [110,
P.51-55].

The application of blockchain technology can improve the security of
accounting files. At present, electronic accounting files are mainly stored in magnetic
media. Due to the complicated surrounding electromagnetic environment and the
magnetic medium itself, the retention period of electronic accounting records is
usually about 5 years, which is relatively short [188, P.3-21]. The distributed storage
mode using blockchain technology can effectively realize multiple copies and
automatic backup of electronic accounting files, thus improving information security.
With the emergence of advanced CPU, blockchain technology can not only
automatically reconstruct all recorded information, but also greatly enhance the
security and stability of the system. If there is a problem with a blockchain node, it is
recommended to quickly resolve it through the platform to return it to its normal
working state and reduce unnecessary losses. By adopting the encryption algorithm
of Dblockchain technology, it is advisable to effectively protect the electronic
accounting documents and their metadata, thus greatly improving the security and
integrity of the electronic archives and making them more reliable and credible. With
advanced encryption technology, it is advisable to safely transmit the data to the
blockchain system, and use digital signature algorithm to protect and control the data.

Through the blockchain technology, all participants can establish a safe and reliable
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cooperation environment, thus greatly improving the efficiency and reliability of file
recording, management and borrowing. Compared with the traditional way of file
management, the use of electronic accounting technology can greatly improve the
efficiency of the use of files, and can better protect the security of information, which
is particularly important in building a perfect information security system.

With the development of science and technology, traditional financial operations
have been greatly simplified, thus reducing the burden on financial personnel and the
outflow of funds caused by input errors or other human errors. The use of electronic
accounting files can greatly reduce this risk. blockchain technology uses digital
encryption technology to ensure the security of business transactions. After the public
key encrypts information, only the private key holder can decrypt the file. This
asymmetric encryption technology ensures the safe transmission of data in the
blockchain. When the transaction is in progress, the enterprises of both parties will
record the transaction data and send it to the blockchain after encryption using the
private key to ensure the security and reliability of the data [60]. After both parties
have received the data, the sender's SK can be used to unlock the information. By
using blockchain technology, it is advisable to achieve higher security, and it is
advisable to ensure the identity of both parties through asymmetric encryption
technology. Without a public key, no transaction is possible. In this way, the financial
workload is significantly reduced, and the financial error rate is also significantly
reduced, thus greatly improving the safety of payment. Through the asymmetric
encryption of blockchain technology, the transaction information of enterprises can
be securely encrypted. Even a malicious attacker with SK cannot steal any
information.

Case analysis of Dblockchain technology improving accounting electronic
records. With the rapid development of «internet plus» and other IT, the government
actively invests to support the development of universities and promote the expansion
of the economic scale of the universities. With the continuous enrichment of sources
of income, the pressure of financial work is also increasing, a large amount of data

needs to be processed, the accounting business becomes more complicated, and the
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signing and approval procedures are more complicated. All these have brought great
challenges to the financial management of colleges and universities. M University is
a public university located in China. Its financial department is committed to
managing the general ledger as its core task. The specific operation steps are as
follows: 1. Collect relevant original credentials; 2. Prepare accounting vouchers. 3.
Registration schedule. 4. Register the general ledger account. 5. Prepare the report.

1. Due to human intervention, the accounting results become inaccurate. The
original credentials of M University are very important because they are the
foundation of all work. However, some managers may forge or tamper with these
credentials for personal purposes, such as printing electronic invoices multiple times
and making multiple claims, which will result in blurred accounting records and
increase the risk of financial fraud.

2. The accounting documents are leaked due to the abuse of power. M
University allows anyone to easily access the school's financial information with their
username and login password without any authorization. If the financial personnel
fail to use the financial system correctly and lack safety awareness, they may
encounter the theft of passwords, creating a good environment for the lawless
elements, which will lead to a large amount of leakage of accounting information.

3. The large number of dissertation documents makes management extremely
difficult. Although «safekeeping for safekeeping» and «you check me out» both
provide effective methods of managing accounting files, there are still some
differences between them. With the development of science and technology, more
and more universities begin to adopt advanced electronic file management system,
which can effectively improve the accuracy, integrity and reliability of accounting
files. The shortcomings of dissertation documents are obvious: high cost, inefficient
management and limited storage conditions. (1) With the continuous development of
colleges and universities, management costs are also increasing. With the continuous
improvement of accounting technology, the number of accounting vouchers has also
increased significantly, far exceeding previous years. As dissertation-based original

vouchers and bookkeeping vouchers must be prepared for each reimbursement, this
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greatly increases the expenses of office supplies. Table 2.2 shows the number of
dissertation-based reimbursement vouchers of M University in the past 5 years. The
number of accounting files in M University has increased sharply, and the printing
amount of vouchers is also increasing continuously, which poses a severe test for the
traditional file management methods, because they consume a large amount of
manpower, material resources and financial resources, and also consume a large
amount of inventory space, which makes them unable to meet the increasing
workload. With the progress of technology, the traditional printing process is no
longer applicable, they become more simple, improve work efficiency, and bring
positive impact to the development of universities. The traditional file management
method of M University is no longer suitable for today's intelligent and digital
campus. They need a large number of dissertation files for inquiry. Such work
efficiency and quality are very low. This approach is far from the status quo of
dissertationless office.
Table 2.2
Summary of Number of Reimbursement VVouchers in Universities from 2015 to
2019

Year | Accounting document Documents and Accounting statement
Attachments
2015 569611 1072568 9601
2016 724907 1114117 9973
2017 766477 1070878 10055
2018 958705 2288555 12504
2019 981183 2748886 17001
total 4000883 8295004 59134

Source: M University's Annual Financial Report for 2015-2019

The blockchain technology under the M university electronic accounting
archives construction. With the help of blockchain technology, M University's
electronic accounting archives feasibility framework model consists of three levels:
operation level, application level and analysis level, which are closely related, as

shown in Figure 2.1, forming a complete system.
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By using the blockchain technology, users can transmit financial information to

the blockchain network in real time, and finally store the information in the

blockchain database after negotiation between both parties, so that the real-time

exchange of financial information can be realized, and at the same time, the financial
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information can be connected with application layer data, thus greatly improving the
efficiency of financial management. blockchain technology has been widely used in
many different fields, such as payment, electronic transactions, human resources
management and account inquiry. These are important components of translating
financial data into technologies that can be used in practice. By using the blockchain
technology, it is advisable to quickly and accurately collect, analyze and integrate
huge amounts of data, so as to better meet the needs of different types of consumers.

According to Figure 2.1, every student and teacher in M University has the right
to record information. Whether on the mobile phone, PC or intelligent device, the
system can be accessed easily as long as the student number and title code of the
individual are entered; At school, the system automatically generates a electronic
certificate if the student has already paid for accommodation and other related
expenses. Then, the teachers need to upload the reimbursement data according to the
system prompt, and record the date and details of each expenditure. Eventually, the
information will be uploaded to the back office for more rigorous review. By
applying the blockchain technology to the management of electronic accounting files,
it is advisable to convert all the data into original data that cannot be tampered with.
In this way, it is advisable to convert all electronic accounting files into complete
electronic management, and use big data technology to analyze the financial
information of universities, including the increase or decrease of capital investment
and the proportion of structure. By collecting and analyzing useful information in a
timely manner, it is necessary to greatly improve the management level of electronic
accounting files at the decision-making level in colleges and universities.
Management level of electronic accounting files.

Application of M University Electronic Accounting Files under blockchain
Technology. Protecting the information security is very important for the
management of university electronic accounting files. Two public and private keys
are used to encrypt and decrypt the information. M University has adopted the
blockchain technology to manage the electronic accounting files. By «encrypting,» it

IS necessary to effectively protect financial raw data from tampering or loss.Using the
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blockchain technology of M University, it is necessary to protect the digital
information safely. Only authorized users can use the public key to unlock and access
the accounting records, thus greatly improving the security and integrity of the
information. Through the blockchain technology, users can use the private key and
the public key to manage the electronic accounting files, thus realizing the safe
sharing of data and effective security protection, effectively preventing illegal access.
By using blockchain technology, finance personnel can complete tasks faster and
their workload can be saved. At the same time, the technology can also solve the
difficulties of the managers in time and place, so that they no longer have to worry
about waiting or losing the original bills. With the progress of science and
technology, the management of accounting files has changed from the traditional
entity model to the virtual model. In this way, the central organization can classify,
arrange, regroup, analyze, query and retrieve the files flexibly through systems such
as data warehouse, and can export and share the data in many aspects. Experiments
prove that the use of electronic accounting files can greatly reduce the consumption
of 87% of dissertation files, and can also make better use of storage space, thus
relieving the pressure of inventory, which is far better than the traditional dissertation
file archiving method; According to the forecast, the adoption of the electronic
accounting file system in 2021 can significantly reduce the number of printed
dissertation documents to 7.5 million, and at the same time, the price of each printed
dissertation will also drop by 0.18 yuan, thus bringing an economic income of 1.35
million yuan to m university, and at the same time effectively reducing the indirect
cost of inventory management. By using the blockchain technology, it is necessary to
make more effective use of resources, reduce operating costs and significantly
improve the management level of electronic accounting files in schools.

The structured chain block of accounting data streamlines the storage process.
The decentralized certificate repository needs integration into a linked cloud service
framework for user access to file details. Storing electronic records on a network of
linked servers in the cloud ensures continuous access, security, and preservation.

Upon request, various sets of archived accounting data are extracted and reassembled
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for stakeholders, including internal users (such as accounting or management
professionals) and external regulatory or financial entities.

«To access digital files, a digital signature system is employed, widely utilized
in finance and government services» [134]. «The process involves two key phases:
creating initial files and retrieving them from a dispersed database» [134]. «Once the
records are gathered, individuals in charge of creating the initial documents should
digitally sign them to verify the author's identity» [134]. «Subsequently, the
accounting data is fragmented and encrypted, then reassembled back to its original
state upon reaching the intended recipient» [134]. «To gain access, users restoring
data must employ a unique digital signature, serving as proof of data handling» [134].
«Limiting stakeholders' entry to the voucher database can be achieved by imposing
time constraints on digital keys» [134]. Regular rotation of staff digital signatures is
essential for network security. «Updating security protocols is prompted by the
necessity to reissue digital signatures» [134]. «Users must request new electronic
keys from the provider, ensuring ongoing oversight of stakeholdersy [134].
«Company management effectively regulates the use of electronic formats to
authenticate individuals seeking confidential data access» [134]. «Through electronic
key systems, users can retrieve extensive information from the open document
repository» [134]. The proposed blockchain-based open document management
system is depicted in Figure 2.2.

«Blockchain technology, coupled with electronic file implementation and
management based on data openness principles, serves as the primary organizational
model for network security across enterprises of varying ownership and size» [134].
«Rejecting isolation is crucial in facilitating information exchange within enterprise
environments and fostering an open national economy» [134]. «The flow of
accounting information acts as a catalyst for advancing new technologies in finance
and economics, enhancing both internal and external network security effectiveness»
[134]. «Advancements in information network security and efficient methodologies,
alongside increased utilization of computer and communication technologies, are

instrumental in overcoming barriers to the continued growth of the digital economy
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«The conventional management of electronic accounting documents has various

functional limitations, leading to vulnerabilities in enterprise network security» [134].

«To enhance both internal and external electronic communications effectively,

integrating blockchain technology into file management is recommended as it aligns

with contemporary enterprise network security standards» [134]. «The initiation of

the subsequent flow of accounting information processing and dissemination stems
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from the collection of original data» [134]. «Based on the information needs and
confidentiality levels of proprietary information, blockchain-recorded data is
partitioned, encrypted, and disseminated to internal and external users in a controlled
manner. Implementing a licensing mechanism for accounting information processing
involves deploying a digital signature system and distributed databases via cloud
infrastructure» [134].

«Blockchain technology enhances electronic file and file management by
offering fragmentation, complementarity, expansibility, reproducibility, timing,
confidentiality, distribution, accessibility, and openness in processing accounting
information» [134]. «This is crucial for ensuring robust network security in
enterprises» [134]. «The structured and distributed accounting information
framework within network security organizations fosters document circulation
openness, diminishing the necessity for segregating information» [134]. «Leveraging
blockchain technology encourages information exchange openness in network
security, reducing organizational constraints in digital economy formation, and
fostering an environment conducive to incremental innovation and social form

evolutiony [134].

2.3. Accounting cloud processing and storage on blockchain

In recent years, cloud computing and blockchain have become essential in the
accounting IT field, with their influence growing steadily. Blockchain technology is a
transformative tool that revolutionizes traditional digital structures. Through
blockchain, accounting data records can be securely maintained using a novel
«Block» method. This technology enables real-time monitoring and analysis of
economic transactions, facilitating effective management and prediction of financial
data through a consensus mechanism in distributed ledgers. Consequently, financial
transparency, traceability, and comparability are enhanced. Blockchain technology,

rooted in the realms of the Internet and accounting, upholds principles such as
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information exchange, security, transparency, fairness, sustainability, and data
sharing, devoid of commercial motivations.Cloud accounting, a novel accounting
approach, enhances enterprise accounting efficiency, cuts costs, and streamlines
financial management. The convergence of cloud storage, third-party computing, and
advanced technologies like blockchain has significantly advanced blockchain
technology, ensuring robust technical backing. The integration of big data and
blockchains will drive societal progress and establish a holistic ecosystem.

By using accounting information, it is necessary to better control economic
activities and the operation of capital markets. Through accounting, it is necessary to
communicate important information to all parties. As a brand-new accounting
service, cloud accounting will have a far-reaching impact on modern accounting
information and data theory, which will come from the diversification, reliability and
operability of modern systems, as well as the optimal application of computer
accounting information and data. «In September 2015, JPMorgan Chase and other
major financial institutions in the world signed an important agreement to promote
the application of technologies within the cluster and formulated a series of
brand-new industry standards» [59]; Technology is changing from abstract concepts
to practical applications, and the chain is changing. Expanding the departmental chain
will bring more competitive advantages to large enterprises, making it easier for them
to transfer accounting information to the cloud, thus improving the financial
management efficiency of each large group.

1. Comparison between cloud accounting and blockchain technology.
«The research and development concepts of centralization and distribution are
different. Research shows that with the increase of the concentration of
decision-making, the efficiency will also increase accordingly, i.e. the more
centralized the decision-making, the higher the efficiency» [146]. With the
decentralization of decision-making, democracy will also be improved, thus making
the decision-making process more democratic. «Cloud accounting uses cloud
computing technology to provide new and reliable accounting services for

enterprises, thus effectively improving the financial management level of enterprises
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and realizing the automatic processing of financial data» [184, P.47-50]. «Blockchain
technology's fundamental concept is to decentralize financial data management,
transforming it into self-operating data» [147, P.22]. «To enhance decision-making
efficiency, one must assess the company's needs and management goals, making
optimal decisions by balancing all stakeholders' interests» [147, P.22]. «Cloud
accounting technology implementation aids small and medium-sized enterprises in
better financial cost control and significantly enhances decision accuracy» [147,
P.22]. By adopting cloud accounting, such enterprises can more easily complete
complex accounting tasks. In large and medium-sized, administrative affairs and
international enterprises, accounting information is crucial to management decisions,
and each organization has its own unique management style. As a result, it may be
more appropriate to centralize accounting information on a private cloud, while
centralizing accounting information on third-party services may have adverse effects.

Different degrees of competition in accounting. The emergence of cloud
accounting has greatly reduced the workload of accounting personnel, but at the same
time it has also led to more and more intense competition within the accounting
industry. With the popularity of cloud accounting model, accounting entities can
obtain virtual services at any time without employing professional accounting
personnel. Instead, one accounting personnel is responsible for managing multiple
accounts. With the development of cloud accounting technology, the audit between
enterprise directors becomes more convenient, which is not only helpful to the overall
planning of the enterprise, but also can greatly improve the efficiency of internal
audit. By using the blockchain technology, each party can realize the real-time
transmission and management of financial data on the data chain. By comparing the
work efficiency and accuracy of different participants, it is necessary to determine
who can complete accounting records faster. After the records are completed, it is
necessary to distribute the data to the entire system for information sharing. On the
blockchain platform, all accounting entities should participate in competition to
improve efficiency and competitiveness. In addition, each accounting entity should

have professional accounting personnel to ensure the accuracy and reliability of
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accounting.

There are differences in the saving points of accounting costs. The use of cloud
accounting technology can help small and medium-sized enterprises to reduce initial
investment and later maintenance costs, and at the same time, it can also save the
manpower needed to hire professional technicians for software maintenance. On the
other hand, cloud accounting is more affordable, can obtain the best service at a very
small cost, and has extremely high cost performance. By introducing the blockchain
technology, the efficiency of accounting can be greatly improved, and more
convenient services can be brought to all parties, so that each accounting entity can
easily copy the account book, thus greatly reducing the accounting cost; In addition,
the adoption of encryption technology ensures consistency between backup data. By
using blockchain technology, it is necessary to protect the data security through
distributed records without human verification.

Different outstanding technical advantages and characteristics. Cloud accounting
and blockchain are both accounting technologies with great potential, but their
respective characteristics and advantages are also different. The popularity of cloud
accounting technology makes it one of the most influential accounting methods in the
world today. It not only penetrates into all walks of life, but also has an advantage in
competition. blockchain technology has many unique advantages, the most prominent
of which is its integrity, encryption, seamless connection, traceability, anonymity,
security, sustainable data processing and strong sense of social responsibility. Using
blockchain technology, it is necessary to combine finance and accounting closely,
effectively eliminating the information imbalance caused by the gap between
transaction and accounting.

2. Blockchain and cloud accounting integration. «Achieving comprehensive
development of cloud accounting and blockchain involves integrating multiple
levels» [190, P.280-283]. «To fully utilize blockchain technology and enhance
information security, integrating it with big data, artificial intelligence, and
accounting is essential for optimal outcomesy» [190, P.280-283]. «This optimization

not only presents fresh opportunities and challenges but also enables the
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amalgamation of diverse technologies» [190, P.280-283]. With the development of
the times, the blockchain has become an important tool, which can integrate various
information technologies together to achieve a more efficient allocation of resources
and promote coordination and integration of economic, social, cultural and other
aspects. In recent years, the development of cluster chain technology has become a
kind of multi-level comprehensive application. It organically integrates cloud
computing, artificial intelligence, big data, intranet and other cutting-edge science
and technology, and provides a brand-new solution for traditional accounting
information processing. One of the most important links is the effective application of
cloud accounting technology to cluster chain system, thus greatly improving the
efficiency and accuracy of accounting information processing.

The blockchain has evolved into a crucial tool in contemporary times,
facilitating the integration of diverse information technologies to enhance resource
allocation efficiency and foster coordination across economic, social, and cultural
domains. Cluster chain technology advancement represents a sophisticated
multi-level application that seamlessly merges cloud computing, artificial
intelligence, big data, intranet, and other state-of-the-art technologies, offering a fresh
approach to conventional accounting information processing. A key aspect involves
leveraging cloud accounting technology within the cluster chain system to
significantly enhance the precision and efficiency of accounting information
processing. The definition of intelligent contract is put forward in the blockchain
technology. Because the blockchain protocol is a shared database and can digitally
verify, execute and control «transactionsy», the «intelligent contract» is completed
through specified operations agreed in the network. Assuming that Company A needs
to report and pay taxes, the original data of the Company was originally at the private
end of the chain. The original data was processed by the intelligent contract
according to the format and standard required by the tax bureau, encrypted by the
private key, and retrieved when the tax bureau issued the instruction. The information
Is processed according to the information released by the tax bureau through public

key encryption, i.e. the format and standard required for release on the public chain,
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which is convenient for all companies that sign «smart contracts» to obtain, and then
the information is verified by means of network-wide broadcasting. if the verification
Is passed, the information is packed and compressed into a certain block for storage
with a «time stamp» and can also be saved on the public chain; If it does not pass the
verification, it is directly returned to the private chain end. When the tax bureau
issues an order requiring each company to file tax returns, the compressed block
information can be automatically transferred to the tax bureau's private chain. If
Company A has also signed an agreed «smart contract» with the bank, the bank can
directly read the company's tax return information on the public chain through the
public key when the private chain end of the bank also needs the company's tax return
information. Such real-time data sharing is not only efficient but also safe and
reliable, which avoids the cost of obtaining information and communication, but also
does not cause waste of resources.

The adoption of new accounting governance methods can more effectively
supervise enterprises, such as improving the registration quality of enterprises,
enhancing the professional ability of accounting personnel, strengthening the annual
inspection of enterprises, improving preferential tax policies, enhancing the social
responsibility of enterprises, and perfecting the financial audit system. By strictly
controlling accounting personnel, accounting organizations and corporate leaders, it
IS necessary to effectively monitor corporate behavior and economic activities to
achieve the desired objectives. The application of blockchain technology makes the
accounting platform run automatically, which completely subverts the «man-led»
way in traditional accounting and makes accounting more selective. Accountants are
people with professional skills who are dedicated to collecting, integrating and
analyzing various kinds of information to meet the needs of enterprises. With the
development of cloud accounting and blockchain technology, accounting
organizations and accounting personnel no longer need tedious basic work, and can
expand their functions to more fields, thus improving work efficiency and quality.

The theory of accounting extinction suggests that as science and technology

advance, accounting responsibilities evolve, new functions emerge, and the scope of
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work is influenced by the economic environment and enterprise management needs.
Over time, the focus has expanded beyond traditional accounting to include
forecasting, decision-making, management, internal control, strategic analysis, and
practical advice for enterprises.According to Tulloch's political profit theory,
regulators have great potential for development, but their expansion is limited due to
their wide range of public spending and control by interest groups. With the
continuous strengthening of audit, the cost of financial statements of enterprises is
also rising. With the popularization of blockchain technology, the cost of accounting
information processing in enterprises has been greatly reduced, thus replacing the
tedious procedures that required manual audit by auditors. With the support of
blockchain technology, all nodes can carry out data verification, thus ensuring the
authenticity of accounting information and greatly improving the efficiency of
external audit and internal audit conducted by certified public accountants. In view of
the non-falsifiability of cloud accounting data, blockchain technology is adopted to
update and secure the data. The advancement of blockchain technology enhances the
detection of cloud accounting information distortion due to its irreversibility and
timestamp function, emphasizing the significance of research in this area. This
technology also enhances the security, integrity, and traceability of accounting data,
allowing corporate and accounting executives to conceal financial information more
efficiently, thereby preventing financial irregularities, avoiding audits, and assuming
legal responsibilities. Blockchain technology development has enabled a potent
deterrent against false transactions, malicious collusion, and improper financial
operations. Enterprises enhancing input information reliability necessitate continuous
enhancement and optimization of external audit supervision by cloud accounting
service providers. Leveraging blockchain technology is crucial in phasing out
traditional audit methods, thereby cutting audit costs for cloud accounting businesses.
Furthermore, blockchain facilitates swift and secure recording and storage of cloud
accounting data to better cater to user requirements.

Cloud management is crucial for data security and ethics. To safeguard «cloud

accounting» products, providers must advance data security technology and
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implement a rigorous data management system. This is essential to protect personal
information of small enterprises and individual users from viruses and maintain their
privacy. Utilizing coding and multi-level storage can ensure the integrity and
accuracy of financial accounting data. Although accountants may encounter ethical
difficulties when dealing with data that is of personal interest, it is advisable to more
effectively address the ethical challenges involved in cloud reporting with the help of
cluster chain technology.

3. Specific Application of BlockChain Technology in Enterprise Financial
Data Storage. Blockchain technology enhances data chain security in modern online
storage systems, improving financial data reliability and accuracy by introducing
structural features. Its attributes of non-tampering, complete preservation, and
traceability have led to widespread adoption in enterprise financial management. In
essence, distributed storage is a new type of storage. It can store complex information
on multiple computers, which is different from the traditional centralized storage. It
uses a scalable architecture to split storage resources into smaller parts and store them
in a wider space. Advances in blockchain technology allow ledgers to be performed
in more scenarios. This approach enables ledgers to be managed and used on more
nodes. By using the blockchain technology, the real-time monitoring of the whole
network can be realized, and at the same time, data can be exchanged between
different users, so that the financial information of an enterprise can be stored and
transmitted safely and efficiently in a variety of different channels, such as platforms,
partners, formats, etc. blockchain technology is a revolutionary database technology,
which can effectively record the source, value, traffic and other information of
products, and can realize distributed collaboration, effectively protect financial data,
prevent data loss and distortion, and also can effectively prevent fraud in the audit
process. With the advanced API interface, password consensus mechanism and
shared file network transmission protocol, it is advisable to more efficiently and
accurately complete the financial management of the enterprise, thus more accurately
checking the income and expenses of the main business and accounting for debts

more accurately [191].
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By using blockchain technology, it is advisable to store all our financial data in a
database and keep it shared. In this way, the staff can check the required information
at any time. All data is tightly encrypted and only employees with specific
permissions can access, change, or modify the data. This means that any input and
output must be strictly encrypted. Through the use of blockchain technology,
enterprises can quickly and accurately cooperate with other merchants, thus realizing
the real-time information sharing between the two parties without relying on tedious
dissertation documents. With the development of blockchain technology, enterprises
can more finely select suppliers to meet their needs, and can conduct effective data
analysis from multiple partners, so as to obtain more accurate and objective
investment suggestions. When a new supplier appears in the market, it is advisable to
immediately send an alert so that timely action can be taken. Once all nodes have
agreed, all data of this supplier will be recorded in the system. At the same time, the
data of other blocks will also be recorded, and the system will provide the latest data
analysis report at any time. Enterprises should not only maintain close
communication with customers and sales side, but also conduct regular financial
verification to ensure the accuracy of financial information such as cost of main
business, accounts receivable, bad debt reserve, etc., and provide timely financial
analysis services for managers. Blockchain technology constructs a database that
securely stores and manages historical data, ensuring the accuracy, security, and
timeliness of financial information. This technology allows real-time storage of
transaction documents and data without traditional paper-based methods.The
establishment of an instant database can more effectively support the financial work
of enterprises, thus meeting the needs of information indexing, transmission and
sharing. blockchain technology not only ensures security and sharing, but also strictly
encrypts all data information, which makes the encryption algorithm difficult to crack
[189]. Compared with ordinary networks, the security of blockchain technology has
been significantly improved. In this way, it is advisable to ensure that the database is
not attacked and destroyed by hackers. Although some nodes are severely damaged,

most nodes can still keep good records, so there is no need to worry about missing
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data. In addition, in the blockchain technology, the data writing method is very
secure. Through the distributed audit mechanism, it is advisable to effectively prevent
the input of false information, and at the same time make it meaningless to change
the accounts without permission. According to Figure 2.3, the advantages of the
Rubik platform are obvious [192, P.1224-1226]. Enhancing data security and
reliability is crucial for the Rubik platform's decentralized financial system. By
reducing capital operation costs and thwarting external attacks, it safeguards against
human errors. Unauthorized access is prevented, and robust encryption secures all
stored data effectively. To ensure data reliability during inter-company transactions, a
network linking both enterprises, Party B, and the bank is essential. This network
facilitates the exchange of necessary documents like agreements, receipts, and bank
account vouchers.This enables enterprises and customers to access the documents and
utilize the contained date as a timestamp, guaranteeing the precision and entirety of
data. During trade transactions, companies typically must furnish diverse documents
like contracts, receipts, bank records, etc. To uphold data reliability, a network
linking two enterprises, Party B, and the bank has been set up. This setup allows
enterprises and customers to retrieve the documents and employ the date as a

timestamp, thus assuring data accuracy and completeness.
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Fig. 2.3. Enterprise Private Chain Data Storage Flow Chart
Source: improved by the author
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Although the blockchain technology can effectively protect the integrity and
non-tampering of data, in order to improve the processing efficiency, each transaction
must be packed into a block, and the hash value needs to be calculated to establish a
complete Merkle tree to store the transactions in the block [61]. Although this
approach can improve the security and integrity of the data, it will lead to a
significant decrease in processing speed. With the development of technology, the
Bitcoin system has been able to handle more than 7 transactions, which greatly
improves its efficiency and can meet the growing business demand. Although there
are many different technologies to solve the performance problems, such as lightning
network and graphene, most of them are still under development and verification,
therefore, they still need a period of time before they can be truly put into practical
application. In addition, the efficiency and scalability of the blockchain are limited.
blockchain technology makes transactions no longer need to be carried out in
sequence, but can synchronize the transaction results and payment records of the
entire network in real time, thus greatly improving the efficiency of the system. When
the number of users increases rapidly, the network layer will face tremendous data
pressure and cannot verify and record information in time, which will lead to system
performance degradation and affect the scalability of the blockchain.

On the blockchain platform, access restrictions can be implemented. Individuals
with specific identities have access to the company's financial position, the
transactions they participate in, and the information they collect. Commercial
transactions between Company A and Company B typically involve contracts,
cheques, and other pertinent documents. The network facilitates the connection
between the enterprises and banks of both parties to verify the accuracy and
reliability of the transaction information, thereby finalizing the assessment of the
entire trade process. Upon adding a new transaction record to the blockchain, a
broadcast message is disseminated, prompting the remaining nodes to promptly
update their records. However, these records are not subject to arbitrary modifications
due to storage limitations. This model enables the financial database on the platform

to precisely depict the business status of the company, thereby enhancing the
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enterprise's value proposition.

Blockchain technology is vigorously promoting information transparency, and is
expected to completely subvert the traditional way of information disclosure.
Although the existence of a centralised market makes it extremely difficult to have a
fully transparent financial system, the process of moving towards a more transparent
financial system should still be advanced on the basis of weak centralisation. By
using blockchain technology, enterprises can realize the transformation from
traditional manual audit to distributed system audit. By reducing the related
workload, the control effect was not only improved, but the regulatory requirements
were also met. The advancement of blockchain technology will greatly diminish false
accounting, enhancing transparency in financial data to better serve businesses'

operational requirements.

2.4. Electronic communication in accounting based on blockchain

At present, accounting computerization and ERP have become the main means
of accounting business process [193, P.222-234]. Their application scope and purpose
are basically the same, that is, through a series of steps, accurate and efficient
accounting financial statements can be achieved. For staff on business trips, it takes a
lot of time and energy from preparation to reimbursement, but it can effectively
improve the efficiency. Moreover, this is only a basic financial operation that an
internal accounting staff must complete. In daily operation, an enterprise should not
only handle its internal business, but also cooperate with other units and conduct
transactions with related parties. In this series of processes, each unit inside and
outside the enterprise is in an independent state. Therefore, accounting personnel
need to spend a lot of energy and time to audit and verify transactions, information,
brokerage and other activities inside and outside the enterprise. In order to ensure the
accuracy of production, procurement and marketing, a rigorous review of relevant

corporate departments must be conducted to obtain reliable data; accounting firms are
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committed to auditing and overseeing the transactions of the cooperating banks to
ensure their transparency and accuracy.Efforts will continue to be made to maintain
close contact with government agencies to jointly resolve issues such as taxation,
social insurance and business registration; re-audit the debt amount and maintain
close contact with relevant departments. In order to ensure the accuracy and
completeness of the financial statements, strict examination and inspection must be
carried out on all relevant data. The financial department of an enterprise is usually
separated and managed and supervised by professional accountants. In this case,
financial data are usually stored centrally, and accountants play an important role in
the management and supervision of these data. Although the current accounting
system is known for its high degree of centralization and specialization, it still has
many disadvantages, such as the arbitrariness of the accounting process and possible
fraud. Due to the objective or subjective errors in the traditional accounting business
process, as well as the non-openness and non-transparency of information, the
transmission of information is limited to a certain extent, which cannot ensure the
accuracy, timeliness and reliability of economic business.

1. Problems in Information Communication. In the 1970s, Eugene F. Fama
proposed the theory of information asymmetry, which greatly influenced the
development of information economics. It stressed that when a person has enough
information, he can realize his own interests through effective communication, so as
to avoid being violated by others [63].

With the emergence of information asymmetry, people may make two choices:
one is reverse actions, the other is decisions based on moral principles. «adverse
selection» reveals that some people may try to cover up their own defects in order to
gain the approval of others and thus achieve the purpose of the transaction; Moral
hazard means that when a person or organization comes into contact with valuable
information, he/she may make decisions that are harmful to others or organizations.
Due to the timeliness of information, the timeliness of access to information is crucial
to future economic decisions.Therefore, if both parties to a transaction obtain

information slowly, they will face an unfavorable situation and even cannot make
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correct economic decisions. Therefore, it is undoubtedly crucial for both buyers and
sellers to obtain the latest transaction information in a timely manner,

According to the asymmetry of information, it is advisable to divide it into two
categories: one is the potential lack of knowledge, the other is the potential lack of
action. The implicit difference in knowledge means that excellent people do not
realize their own knowledge, which leads them to make opposite decisions. When
there is a clear imbalance in the information between the two parties, one party's
behavior may exceed the other party's expectations, thus causing the other party to
suffer moral losses. Because of the information inequality, adverse decision-making
and moral hazard may arise. These factors may seriously damage the operation of the
market, resulting in a significant decrease in the work efficiency of both parties.
When both people have the same information, the difference between them is often
obvious. In this case, one person can often obtain more advantages from another
person, which leads to the inequality of information transaction; through the case of
mobile communication companies such as China Telecom, it was found that because
the information sources of the two companies have a considerable share and position,
their customer information is not completely symmetrical, as the management can
easily access all the communication records [197]. Therefore, in this case, the
information between the corporate customers and the corporate management is not
completely symmetrical.

In 1962, Princeton University Press put forward a new view, that is, the
distribution of prices has obvious information asymmetry, which leads to the
distribution of prices [151]. In order to eliminate the price difference caused by
information asymmetry, market participants will adopt effective information search
strategies in order to expect to obtain the best goods or services and thus realize the
maximum economic benefits. Price changes affect search costs and revenue. With a
balanced distribution of prices, the probability of obtaining the lowest price will
increase significantly [152, P.880-890]. Figure 2.4 shows how price changes affect
the marginal cost and marginal revenue of a search, where U and C represent the
expected effect and cost (or frequency), respectively [198, P. 29-36]. Under the
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condition that the marginal cost MC remains unchanged, the marginal revenue curve
will move from MR to MR' with the price fluctuation, even if the search cost will
increase from cl to c2, the increase in search utility will be more significant than the
increase in search cost. When the marginal cost matches the marginal revenue, a
better result can be obtained by using a minimum number of searches, as shown in
Figure 2.5. The search is effective when n is less than or equal to n*, and ineffective

when n is greater than or equal to N>n*.
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After in-depth analysis, it was found that information asymmetry leads to moral
hazard and adverse selection problems, which affect the efficiency of transaction
settlement.

First, information asymmetry exists between enterprises. In today's business
environment, many people may face the risk of being eliminated due to information
inequality. This results in information asymmetry, i.e. participants with similar or
missing information may be more likely to win than those without such information,
thus making the market more chaotic. Transaction information cannot be transmitted
evenly among all operating entities, which is reflected in the limitations and
differences of different participants’ access to information. For example, in the
financial market, when a financial institution provides financial services, the
information of the reporting entity is far less than that of the reporting entity itself.

Financial institutions often only rely on relevant statements, such as balance sheets
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and profit statements, to understand the operating conditions of the enterprise and
conduct credit evaluation. However, this approach does not truly understand the
actual repayment ability of the reporting entity and the related repayment risks. The
occurrence of such information asymmetry may lead to adverse selection before the
loan business occurs and moral default risk after the business occurs.

Second, due to the lack of timely and accurate communication between various
departments, there is an obvious imbalance in information transmission. Both
external customers and internal teams must obtain valid data through the system
when making decisions, but these data are difficult to be accurately detected.

Third, Information inequality exacerbates tensions between company
shareholders and management. In the contemporary corporate framework, ownership
and operational control rights are distinct, with managers holding the control rights.
As the de facto company controller, management possesses comprehensive insights
into the company, while owners rely primarily on one-sided financial data disclosed
in statements. Yet, management's subjective discretion influences information
disclosure in financial reports, rendering it unreliable.The existing information
asymmetry between enterprise operators and owners suggests that the design of
remuneration and incentive systems in listed companies primarily revolves around
senior executives' pay and company earnings levels. Consequently, in times of
declining performance, managers may exploit their informational advantage to alter
financial statements. This information gap enables managers to manipulate earnings
discreetly, making detection challenging for owners who rely on managers and are
incentivized by lucrative compensation packages. To mitigate information
asymmetry, enterprise owners typically establish oversight departments to monitor
business operators.

Fourth, there is information asymmetry between enterprises and tax authorities.
In the tax field, both the drawer and the payee are the main participants in the
transaction, and they can directly understand the details of the transaction, which
gives them a greater advantage; Relatively speaking, the tax authority is obviously

inferior to other departments. Both parties hope to obtain the maximum profit in
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business activities, so they are not willing to disclose the true business information,
but tend to fabricate false transaction records, hide some income, and increase
transaction costs in order to reduce their own tax burden; The tax authorities strongly
require taxpayers to fill in invoices accurately according to the actual transactions, so
as to ensure the legitimacy and effectiveness of tax revenue and avoid tax loss.
Although the tax authorities have taken a series of measures to strengthen the
supervision over the use of invoices, there is still an information asymmetry
phenomenon, which results in taxpayers abusing their information advantages to
cover up, falsely declare, fail to report or refuse to provide income, which is still not
effectively managed.

Fifth, information asymmetry exists within the tax authorities. Because the
information sources of each tax authority may be different, if the lower level
department can timely and accurately provide the true status of the tax, the higher
level department can better evaluate and supervise the tax information, so as to
ensure the correct implementation of the policies at the higher level, and further
improve the efficiency and quality of tax collection and management.

2. Financial information island phenomenon. In order to achieve long-term
development, collaboration between various departments and cross-sectoral
collaboration is crucial. The marketing department should conduct a comprehensive
assessment of the sales of the customers and combine the collection cycle to identify
possible business opportunities; By applying advanced internet technology, the
finance department can manage and analyze financial data more effectively;To
safeguard the company's industry position, the information management department
must conduct a thorough evaluation aligned with the company's business scope.
Nevertheless, a challenge known as the «isolated island of financial information» has
arisen due to inadequate inter-departmental communication and collaboration. The
evolution of production methods, the escalating external economic challenges, and
intensifying industry competition contribute significantly to this information
isolation. To address the mounting market competition, enterprises need to

continually expand their organizational structure to meet customer demands.
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However, despite ongoing efforts, the newly formed department has not yielded
substantial economic gains for the company.Simultaneously, communication barriers
among various departments have notably raised the Company's operational expenses,
leading to disarray in its management framework. Additionally, the conventional
labor division model constrains each employee within the organization, compelling
them to make potentially erroneous decisions without sufficient oversight, impeding
their autonomy. Furthermore, this authoritarian management approach obstructs
interdepartmental information exchange, fostering an «information island» scenario
that significantly undermines the practical utility of financial information.

With the development of science and technology, more and more enterprises
begin to use internet technology to collect and analyze their customers' information,
thus eliminating the phenomenon of information island. Enterprises should make full
use of the platform to collect more information about customer behavior, purchase
habits, transaction records, search preferences, etc. However, due to the asymmetry
of resources, these data are scattered among different Internet companies, making
information sharing difficult, thus forming a state of information isolation. Due to the
centralized management of data, the risk of data leakage is increasing. However,
there is currently no legal provision on the legality of personal data on the Internet,
which makes it easy for companies with large amounts of data to abuse such
information.

3. Financial process optimization and business process reengineering.
Establishing an advanced and efficient financial management mechanism is
undoubtedly the key for an enterprise to achieve sustainable development and
increase revenue, which will greatly increase the market share of the enterprise and
create greater value for investors. By establishing sound financial processes, it is
advisable to ensure the accuracy and timeliness of financial information. By
establishing a reasonable financial process, it is advisable to effectively monitor the
use of corporate funds and provide accurate financial information support for
managers. The accounting supervisor is committed to deeply exploring and

accurately grasping the accounting system and financial policies, and applying them
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to the daily operation of the enterprise, making them an important support for the
development of the enterprise and realizing the sustainable development of the
enterprise. If there is a problem in the financial process of an enterprise, this will
cause its financial information to become inaccurate, thus making the decision-maker
unable to correctly judge and take effective measures, which may put the enterprise
in a disadvantageous position. As other enterprises are unable to obtain effective
guidance from financial information, this will lead to extremely optimistic or
extremely pessimistic expectations of the capital market, which will affect the
development prospects of enterprises. If no timely action is taken, this situation may
lead to losses for the enterprise and may affect its relevant upstream and downstream
supply chains, which in turn may lead to turmoil and uncertainty in the capital
market. In order to win in today's increasingly fierce market environment and realize
the sustainable development of an enterprise, it is very important to perfect its
financial management system.

If a company can continuously improve its financial process with a
problem-solving orientation, it will gain huge profits. The optimization of corporate
financial process must be based on scientific theory to ensure its effectiveness and
sustainability. Without the guidance of the core theory, designing the financial
process from a single business perspective will not be able to meet the actual needs of
the enterprise, which will seriously affect the financial management level of the
enterprise and even damage the operation efficiency and coordination of financial
management of the enterprise. In order to achieve effective financial management,
the company should fully understand the future development direction and carefully
study the financial management measures adopted at present in order to better
achieve its business objectives. After in-depth analysis, it was found that information
asymmetry leads to moral hazard and adverse selection problems, which affect the
efficiency of transaction settlement. Optimizing financial processes not only requires
meticulous management of each link, nor does it require all processes to be deleted.
Instead, effective measures should be taken according to the actual situation of the

enterprise in order to improve the financial management level of the enterprise and
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keep it consistent with the development goals of the enterprise. Through the
optimization of financial processes, it is advisable to innovate and analyze the actual
value of each process, thus bringing real improvement to the enterprise.

Professor Michael Hamme proposed the business process reengineering theory
for the first time, and this theory has been widely accepted by the Massachusetts
Institute of Technology [183]. Through the adoption of financial sharing system, the
enterprise's business process is comprehensively reformed to reduce operating costs
and improve management efficiency, which is the so-called business process
reengineering.

The redesign of business processes aims to break down organizational
boundaries and establish a process-centric organizational structure by optimizing and
integrating resources. When an enterprise redesigns its business process, it should
fully consider the coordination of various internal components, so as to greatly
improve the operation efficiency and work quality; If these challenges cannot be
effectively addressed, the performance of enterprises will deteriorate sharply and
even face the risk of bankruptcy. By re - engineering the business processes, the
efficiency and stability of business operations are aimed to be improved, and a lasting
impetus for its future growth is provided. See below for details:

Pay attention to the optimization of the overall process to achieve the best
results. By comprehensively optimizing the internal processes of the company and
re-examining the existing working model, ineffective or non-valuable behaviors are
minimized to maximize the value of each link, and the focus is placed on the external
business processes, including the company, customers and suppliers, to improve the
overall performance.

Emphasis on customer satisfaction. In the process of corporate business
restructuring, the channels of information exchange should be expanded to shorten
the communication time. The employees of the company should put the satisfaction
of customers first, and measure the performance of each employee. Through timely
review and decision - making, it is possible to respond quickly to the needs of the

market and customers, thus improving operating efficiency.
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Pay attention to teamwork and participation of all members. The enterprise
should strongly encourage and cultivate the team cooperation spirit, not only
requiring every member to actively participate, but also organizing an
implementation team led by senior personnel. In addition, every member of the team
should participate in the whole operation process of the enterprise, and should
concentrate all his energies on team cooperation, and at the same time, should attach
great importance to every task.

Reduce the management position. To improve efficiency, the decision was made
to adopt the most advanced business processes. In this way, a high degree of
transparency can be maintained while providing employees with more freedom to
help them realize their full potential and maximize their personal value.

Take advantage of IT and give full play to its role. Using advanced information
technology, it is advisable to transform complex processes into more efficient and
convenient data exchange, which greatly improves the business processing efficiency,
and can effectively share various data, thus promoting coordination between systems
and flexibility of enterprise organizations.

Generally speaking, business process reengineering can be carried out in two
different ways: first, process optimization is adopted, i.e. the current process is
adjusted and improved from different perspectives, different levels and different
dimensions. Through process optimization, enterprises can continuously accumulate
experience, thus obtaining higher efficiency and greater revenue, and at the same
time can effectively reduce risks and ensure the normal operation of enterprises.
Although it has some shortcomings, it is still based on the existing procedures. By
rethinking and adapting, it is advisable to abandon old processes and develop more
efficient and flexible business processes. With a new design approach, traditional
assumptions can be abandoned and the possibilities of business implementation
explored in depth to achieve more efficient and accurate results. The adoption of
entirely new designs may result in significant changes not being achieved. Generally
speaking, the risk is high, and if the new process is too different from the previous

process, it may be difficult for employees to adapt.
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4. Blockchain technology to strengthen financial integration of enterprises.
At present, in order to give full play to the advantages of blockchain technology,
enterprises should go beyond the traditional management model of a single financial
department and establish a multi-party joint governance mechanism to achieve
comprehensive business, financial and tax control. With the development of
technology, the trend of de-trust has changed significantly, that is, the traditional
professional accounting method has been changed to a consensus mechanism
algorithm based on blockchain. Decentralization means that the accounting
information system needs to realize network-wide backup and distributed accounting,
so as to promote the equality of rights and obligations of all parties.

Financial management is crucial for enterprise growth and is essential for daily
operations. It is integral to strategic planning, execution, and future achievements.
The accurate assessment and interpretation of financial data rely on various business
units. The proper functioning and efficiency of an enterprise's financial status hinge
on the rigorous oversight and management of these units. Nonetheless, inadequate
financial expertise among department staff and their workload pressure can lead to
erroneous evaluations of current financial strategies.The finance department's work
faces challenges due to inadequate support, leading to significant repercussions. To
achieve comprehensive financial management in a company, integrating various
business and financial processes closely is essential. This integration ensures that
financial staff not only gather data retroactively but also embed financial
management throughout the business development process, thereby achieving a
seamless fusion of business and finance. The industry-finance integration model
effectively addresses this issue.

By adopting the theory of integration of industry and finance, enterprises can
effectively deal with the challenges in financial management, and use this theory to
optimize the allocation of resources and improve the cooperation efficiency between
the financial department and other departments, so as to better grasp the financial
information and realize the efficient operation of financial management. At present,

many enterprises are making great efforts to realize the organic combination of
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finance, business and management. The most important link is to establish an
enterprise financial information base. By adopting this measure, not only the
operating cost of the enterprise can be greatly reduced, but also the financial
personnel can know the business development situation in time, greatly improve the
management level of the financial department, and realize the efficient integration of
financial data and business information. With the integration of industry and finance,
financial experts can quickly identify potential risks and quickly formulate effective
response strategies to ensure the safe and efficient operation of funds. In this way,
enterprises can not only better predict possible risks, but also improve efficiency. By
integrating the financial information into the business process, the data ultimately
presented to the management can be ensured to be more complete and accurate, so as
to better meet the needs of decision makers and make the decision-making more
operable and targeted. By effectively integrating the application layer and consensus
layer of the blockchain technology into the business and capital activities, not only
the integrated management idea can be realized, but also an important operation
mode can be provided for the integration of industry and finance. Through the
blockchain technology, the effective integration of business flow, capital flow and
information flow can be realized, thus greatly improving the management efficiency
and benefit. Based on the real data of the blockchain, the method has the
characteristics of low cost and high efficiency, and can realize the optimal allocation
of resources. In the construction of the industry-finance integration platform, a
platform including an information layer, a capital layer and a business layer is
constructed by applying the blockchain technology, as shown in Figure 2.6, wherein
the information layer mainly includes financial and non-financial information; The
capital level includes various capital revenue and expenditure activities, such as
production and sales; The business level includes multiple process activities such as
production and supply. The application of blockchain in the integration of industry
and finance makes the data information more refined, which can meet the information
needs of enterprises and has the characteristics of integrity and efficiency in the

transmission of business and financial related information.
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5. Distributed technology to solve the problem of information asymmetry.
Blockchain is a kind of distributed account book based on information technology. It
can realize seamless connection between multiple nodes, and each node can use its
own key to access the data of other nodes, thus forming a safe and efficient
information exchange platform. With the continuous development of technology,
blockchain technology has developed into three different forms: alliance chain, public
chain and private chain. Each form has its own unique advantages and can meet
different needs. In this common blockchain system, all nodes can freely access and
exit the network, and can also access and store blockchain data. The public chain is a
point-based network structure in which the nodes are strictly separated and
completely decentralized. The reliability of public chain usually depends on
consensus algorithm, however, this approach will consume a lot of manpower,
material resources and time; The characteristic of the private chain is that all nodes
must be authorized and the permissions of each node are strict, which leads to its high

centralization. In addition, the consensus algorithm used in the private chain can also
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be adjusted according to the actual situation; In the alliance chain, participants must
be authorized through a strict audit mechanism, in order to prevent the activities of
malicious nodes and ensure the security and reliability of transactions. With the
continuous development of institutions and alliances, the alliance chain has formed a
multi-center structure with strong expandability. By using the alliance chain
technology, a plurality of carefully screened nodes can cooperate to complete the
generation of each block, while the rest of the nodes can complete the transaction
independently without worrying about the tedious steps of recording and clearing.
Such a design not only helps to improve the operation efficiency of the organization,
but also helps to reduce the waste of resources.

Through the use of blockchain technology, it is advisable to store the data
equally, and each transaction needs to be audited by multiple nodes to confirm its
authenticity. When a node's data is damaged due to the operator's negligence, the
blockchain technology will automatically recover the relevant information from the
database, so as to effectively prevent the intervention of other nodes and provide a
more secure and reliable financial management model for the enterprise. In addition,
the blockchain technology can also make the financial information exchange between
enterprises and the public more transparent and timely, so that both parties have the
opportunity to obtain valuable information and effectively monitor the transmission
of such information.

6. Optimization of financial information processing technology path. At
present, enterprise financial information processing adopts intelligent information
technology, generates accounting vouchers by inputting original data, and the
accounting information system can automatically complete financial processing
according to predetermined procedures, thus generating various account books and
statements. In this process, the reliability and accuracy of the information from the
original sources are of paramount importance. By applying the blockchain
technology, it is advisable to effectively manage and maintain the data on the original
vouchers, thus greatly improving the accounting process and greatly enhancing the

security of financial information. Using the blockchain technology, it is advisable to
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achieve synchronization between nodes, data sharing and more strict verification in
the financial field, thus greatly reducing the isolation of information and enhancing
the accuracy and comparability of financial information. By adopting advanced
technical means, the original vouchers can be effectively fixed. By re-encoding the
original credentials, it is ensured that the data therein will not be tampered with in
any way. As a first step, it is necessary to establish an external and reliable
mechanism that enables relevant departments such as the government, industry and
commerce, and taxation to have confidence in the company. The adoption of alliance
chain technology can effectively improve the process efficiency. By releasing the
detailed information of the enterprise to the alliance chain of the regulatory authority,
the enterprise can obtain registration after strict review, thus obtaining certain
authority in the alliance chain. At the same time, the regulatory authority will also
conduct a comprehensive inspection on the enterprise data to ensure its legitimacy.
The second step is to establish an internal management system based on the private
chain, so as to ensure that when both parties sign the agreement, they can implement
comprehensive control in accordance with the specified process, from procurement to
warehousing, collection, sales, transportation and revenue and expenditure records.
Under the strict supervision, the data information becomes more authentic and
reliable, and the acquired data becomes more extensive, including not only financial
information but also other non-financial information.

7. Implementation of financial sharing. Through financial sharing services,
enterprises can more effectively optimize their financial organization structure, so as
to achieve more efficient business objectives. Through the use of advanced
information technology, it is advisable to effectively implement standardized
management of financial and business processes, thus significantly improving work
efficiency, reducing operating costs, maximizing enterprise value, and better meeting
the needs of internal and external customers in the enterprise. The adoption of
centralized management and coordination can significantly reduce the adverse impact
of a single department, thus greatly improving the operation efficiency of the

organization; By using the technology of resource sharing and information exchange,
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enterprises can know the status of customers in real time, so as to make correct
decisions faster and effectively prevent and control risks. Through the establishment
of information platform, to promote the exchange and cooperation between
enterprises, to achieve the effective integration of information resources, to provide a
strong support for the development of enterprises. Through the use of blockchain
technology, it is advisable to achieve financial sharing, i.e. real-time transmission of
transaction information through distributed accounts, thus eliminating the isolation of
information. According to Figure 2.7, in order to achieve financial sharing, the
participants in the blockchain need to be first identified and then a common value
needs to be established among them. By adopting the blockchain technology, various
services are integrated together, and the initial steps of the services can be more
effectively managed and supervised according to the key distribution mechanism
granted by users. In the final stage, the identified business process needs to be
combined with the financial management process. Through the carefully designed
process, the transaction information and financial information have been successfully
shared effectively. This enables the information flow and value flow to be
synchronized, providing more comprehensive support for data collection, analysis
and utilization, and greatly improving the reliability and operability of financial

information.
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8. Controlling the formation of financial reports. With the support of
blockchain technology, the generation of financial statements can be regarded as the
generation of distributed books. By adopting effective signature technology, the third
party can be effectively prevented from interfering, thus greatly improving the
security and reliability of the transaction. Next, a private key must be obtained and an
asymmetric encryption algorithm used to build a secure and reliable blockchain
account. Only when the two hash values are exactly the same can this information
system be utilized for financial records, thereby ensuring the accuracy of the accounts
of both parties involved in the transaction. In the asymmetric encryption algorithm,
the hash value of the public key is irreversible. Therefore, even if malicious third
parties attempt to crack these passwords, they cannot find the plaintext in them, thus
ensuring the security of the data. By using distributed storage technology, it is
advisable to create a distributed account book. It is recommended to ensure the
authenticity of transactions by establishing appropriate regulatory mechanisms within
the blockchain network. In the process of data processing, any possible changes must
be strictly prohibited, even in the final accounting results, otherwise, the blockchain
technology will automatically discover the falsity of these financial information; If
the nodes in the blockchain achieve 51% recognition, the contents can be updated.
Effective measures are taken to manage and supervise financial information to ensure
its safety and reliability, thus greatly improving the efficiency and accuracy of
financial management.

9. Rebuilding the credit system. Through the blockchain technology, the credit
resources of each entity can be effectively shared, thus greatly improving the
efficiency and quality of accounting daily business. In the traditional financial
accounting methods, there are often false related party transactions. The unique
feature of blockchain technology is that it can be decentralized, thus establishing an
alliance chain between various businesses, and can realize the sharing of information,
thus eliminating the impact of information asymmetry, and ultimately solving the
problem of credit qualification. With the development of blockchain technology, it

can greatly reduce the bad debt rate of the company, eliminate the financing difficulty
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caused by information asymmetry, and can help the enterprise to better control the
interest cost, at the same time, it can more accurately obtain the operating conditions
of the partners, so as to avoid signing non-market agreements. In order to ensure the
normal operation of the company, more valuable information should be collected
when selecting partners.

Using the blockchain technology, it is recommended to make everyone's
personal information more public, and at the same time, it is recommended to record
the details of the transaction for future reference and analysis. In addition, due to the
high reliability of the Company's credit report, this will greatly increase the
Company's financing amount; By using the blockchain technology, it is
recommended to effectively protect everyone's privacy and ensure the security and
integrity of their personal information without any infringement. With the
development of blockchain technology, both supply and demand sides of capital can
directly conduct transactions without any intermediary institutions, making financing
channels more convenient. By using the blockchain technology, the enterprise can
make the profit distribution rules in advance and record them on the blockchain. If

these rules are met, the profit distribution is performed automatically.

Conclusions to the Chapter 2

The adoption of blockchain technology could profoundly influence accounting
practices by providing numerous advantages, including strengthened data protection,
reduced errors, and enhanced operational efficiency. By incorporating blockchain
into accounting frameworks, many issues linked to conventional accounting

techniques—such as discrepancies in information access and fraudulent activities—can

be mitigated. Although obstacles remain, successfully embedding blockchain within
the accounting domain has the potential to produce more dependable and open
financial disclosures. Ongoing studies should aim to delve deeper into the possible
uses of blockchain in accounting and devise approaches for its seamless incorporation

into existing systems.
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The use of blockchain technology holds the promise of greatly improving the
handling and protection of electronic accounting documents. By applying blockchain
to electronic invoicing and accounting records, organizations may experience lower
expenses, enhanced data safety, and greater operational effectiveness. Despite the
challenges involved in adopting blockchain, such as the necessity for staff training
and adequate technical assistance, these issues can be resolved with well-designed
strategies. Further investigation should concentrate on uncovering additional ways
blockchain can be utilized in accounting, along with creating practical methods for
integrating it into current systems. Successfully incorporating blockchain could result
in more dependable and streamlined accounting procedures, ultimately supporting the
long-term sustainability and expansion of businesses.

Combining blockchain technology with cloud accounting could substantially
boost the efficiency, security, and transparency of accounting operations. The
decentralized and immutable characteristics of blockchain offer solutions to many of
the constraints found in conventional cloud accounting systems, delivering a more
robust and effective approach to financial data management. Real-world applications
of blockchain in enterprise financial data storage highlight its capacity to enhance
data handling and cut down on operational expenses. Although hurdles remain, such
as enhancing transaction speed and system scalability, the effective adoption of
blockchain technology can result in more secure and streamlined accounting
processes. Ongoing research should emphasize advancing and perfecting blockchain
technology to overcome these challenges and unlock its full potential within the
accounting industry.

Implementing blockchain technology in electronic communication within the
accounting sector could greatly enhance transparency, lower transaction costs, and
strengthen data security. By tackling problems like information imbalance and the
«financial information island» issue, blockchain can streamline financial operations
and restore trust in credit systems, resulting in more efficient and dependable
accounting methods. Although challenges persist, such as the ongoing need to

advance and refine blockchain technology, its effective adoption in accounting has
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the potential to bring about substantial advancements in financial management and
decision-making processes. Further research should concentrate on uncovering the
complete capabilities of blockchain technology in accounting and devising practical
approaches for integrating it into current accounting frameworks.

The results and proposals presented in the second chapter of the dissertation
have been published in [137; 138; 144]
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CHAPTER 3.

IMPROVEMENT OF ACCOUNTING WITH BLOCKCHAIN

TECHNOLOGY USING AND ITS EFFECTIVENESS ANALYSIS

3.1. Accounting for electronic money and cryptocurrencies

With the development of blockchain technology, it can effectively solve the
problem of financial authenticity, completeness and timeliness brought by Internet
informatization, so it has attracted extensive attention from the global financial
community. In January 2016, Pricewaterhousecoopers launched a new initiative to
build a team of blockchain experts to meet the needs of clients, while it will further
expand the size of the team at the end of the year [141]. Ernst & Young is launching a
personal authentication system based on blockchain technology in Australia, which
will allow users to create and maintain personal authentication information according
to their personal needs, while also distributing this information to all trusted partners
[67]. The application of blockchain technology in the accounting field can greatly
reduce financial risks, eliminate information asymmetry, and effectively save
transaction costs. The implementation of online digital asset transactions has changed
the way accounting information is transmitted. The previous peer-to-peer
transmission has been replaced by a distributed network so that data can be
maintained, updated and audited at different nodes. Through this major shift, it is
recommended to not only save costs, but also effectively suppress individual biases
and subjective assessments, thus improving the accuracy of values. Therefore, the use
of blockchain technology is very important for the accounting industry.

Money is an important commodity that acts as a bridge in the whole society.
Money, as a unique commaodity, has the same value as other ordinary commaodities.
Generally speaking, an equivalent is a commodity that can reflect the actual value of
a particular commodity and can be exchanged with it. As an important tool, money

has played an irreplaceable role in the economic trade of human society and made
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great contributions to social development. In recent years, electronic money, as an
emerging financial technology, has been transformed from a string of encrypted
digital codes to a peer-to-peer transmission mode of asset rights and interests, while
blockchain technology, as the basis of bitcoin, has made a major breakthrough in the
field of currency issuance and become one of the most mature applications in the
financial 1.0 period, greatly changing the traditional mode of currency issuance. Has
greatly changed the traditional mode of currency issuance and brought revolutionary
changes to the financial market.

Electronic money is a new type of financial instrument, which combines modern
technology with financial services, and realizes the convenience of online shopping
and payment through the form of electronic symbols. As science and technology
continue to advance, the form of electronic money has experienced remarkable
transformations. From its early stages involving electromagnetic waves, magnetic
media, and PU processor electronic pulses, it has evolved to incorporate a wide range
of modern technologies for issuance and usage. The circulation of electronic money
relies on the proper functioning of associated equipment, which in turn drives the
development of new technologies and devices. The security of electronic money is
not solely dependent on traditional anti-counterfeiting methods but also involves
diverse approaches such as password protection, software and hardware encryption,
decryption systems, and network infrastructure for effective supervision and
management.

Cryptocurrency represents a specific type of electronic money that operates
based on cryptographic principles and achieves decentralization through distributed
consensus mechanisms. In simpler terms, cryptocurrency consists of a series of
electronic codes without any physical manifestation, enabling direct transactions
between senders and receivers. However, cryptocurrency is frequently conflated with
related concepts like electronic money, virtual currency, and digital currency. To
clarify the research focus, this dissertation distinguishes these monetary terms:
broadly speaking, electronic money encompasses all forms of non-physical currency.

Narrowly defined, electronic money, virtual currency, and digital currency all fall
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under the broader category of electronic money. Specifically, in a narrow sense,
electronic money refers to the electronic representation of legal tender, including
stored-value cards, bank cards, and electronic funds in third-party payment
platforms.Virtual currency can be obtained by exchanging with legal tender, and used
In some scenarios, such as game currency. Digital currency is a currency guaranteed
by digital technology, depending on whether the issuer is a legal digital currency or a
cryptocurrency. The relationship between these four currencies is as shown in Figure
3.1

Dematerialised currency
Electronic money(broadly defined)

Electronic ..
money(narrowly Virtual currency Digital currency
defined)

[Legal digital currency} [ Cryptocurrency J

Fig. 3.1. Relationship of Various Currencies

Source: systematized by the author

Cryptocurrency is special in that it is not issued by any central bank, but based
on the algorithm specified in its white dissertation, as well as more efficient
technology, so that they can control the value of the currency autonomously, and
through the sharing of multiple nodes, all transaction information can be distributed
to record, thus ensuring the accuracy and reliability of transaction data. Using
advanced cryptographic technology, it is recommended to achieve secure control of
data, so as to ensure the continuous transmission, transfer and expenditure of data,
and enable users to obtain the integrity of data, so as to achieve complete privacy of

data. Unlike traditional centralized forms of money, encryption offers a completely
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different, non-centralized way of moving money around. Over time, many financial
institutions have started to use digital tools that are capable of replacing the
traditional centralized financial system. For example, these financial tools can
improve the efficiency of financial services by issuing digital currencies, adjusting
bank reserve requirements and digital bank ledgers. In this decentralized
cryptocurrency system, all participants can have the same rights, the system will
implement transactions according to strict rules, and any form of malicious operation,
as well as any form of tampering is prohibited.

As cryptocurrency continues to evolve rapidly, national and regional
standard-setting bodies, along with prominent professional groups and organizations
within the accounting field, have increasingly focused on establishing accounting
treatment standards for cryptocurrency. According to research by Fomina et al.
(2019), cryptocurrency is not considered a valid payment instrument in several
developed economies, such as Japan, China, Bolivia, and Switzerland. This exclusion
is primarily due to the price volatility, risks, and uncertainties inherently linked to
cryptocurrency. In contrast, countries like Ukraine have introduced legal frameworks
to regulate cryptocurrency and monitor its potential impacts. Additionally, they
explored varying perspectives on how cryptocurrency is classified in Ukraine,
emphasizing the need to define and harmonize the criteria for recognizing and
reporting cryptocurrency transactions within national accounting standards [209].

This dissertation investigates the classification and valuation of cryptocurrency
assets from two primary dimensions and incorporates diverse industry viewpoints.
According to the definition provided by the International Accounting Standards
Board (IASB), an asset is a resource acquired as a result of past events or
transactions, expected to yield future economic benefits, and under the control or

ownership of the entity [218, P.180-191]. Under this framework, cryptocurrencies

held by both corporate entities and individuals are generally categorized as assets.
This view is widely recognized by international accounting standards authorities and
major  professional accounting bodies.However, the categorization of

cryptocurrencies within the financial statements remains complex. Due to the varied
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nature of asset classes and the corresponding differences in their measurement and
accounting treatment, considerable debate persists in the accounting community
regarding the appropriate classification of cryptocurrency assets. This issue has
emerged as a focal point in discussions on digital asset accounting [219, P.40-50].

From an accounting standpoint, the function of cryptocurrencies as a medium of
exchange has not been comprehensively examined. Given that cryptocurrencies are
not governed by any specific legal framework, lack identifiable issuers or responsible
institutions, and exist solely in a decentralized digital environment, they do not
consistently meet the criteria to be treated as conventional currencies or financial
assets under current accounting principles.A review of existing literature reveals a
range of divergent opinions regarding the accounting measurement of
cryptocurrencies. Some scholars consider cryptocurrencies as speculative investments
and support accounting treatments aligned with 1AS 32. Others argue for their
treatment as financial instruments or inventory under IAS 2, particularly when held
for sale. Another group finds that certain cryptocurrencies share characteristics more
closely associated with cash equivalents, thus favoring classification under IAS 7.
These differing interpretations underscore the ongoing debate and the need for more
precise accounting guidance in this evolving area.

In financial reporting, cryptocurrencies may be classified under several
accounting standards depending on their nature and intended use. Specifically, they
can be reported as financial instruments under IFRS 9 (applicable from 2018), as
inventories pursuant to IAS 2, as cash or cash equivalents in line with IAS 7, as
financial instruments under IAS 32, or alternatively, as intangible assets under 1AS
38. A detailed analysis of the International Financial Reporting Standards (IFRS)
reveals the following insights:

Currently, the accounting treatment of cryptocurrencies primarily involves their
recognition as one of the following asset types: «cash or cash equivalentsy, «financial
instruments», «inventoryy, or «intangible assets». This dissertation will focus on an

in-depth examination of these four asset classifications.



132

Table 3.1

Summaries the Accounting Treatment of Crypto-asset in Financial Reporting

Assets

Explanation

Cash

At present, cryptocurrencies have yet to achieve broad recognition as
a mainstream method of payment. Their market value is highly volatile,
and they lack official endorsement or issuance by any sovereign authority.

Cash
Equivalents

The market value of cryptocurrencies has exhibited pronounced
volatility, introducing considerable risk for holders. Unlike highly liquid
assets, these digital currencies cannot be swiftly converted into cash,
which increases their exposure to liquidity risk. Furthermore, they are not
suitable for long-term saving purposes, as they fail to provide the stability
typically associated with traditional bank deposits. The limited
compatibility of most automated teller machines (ATMs) with
cryptocurrencies also hampers their accessibility and practical use in
everyday transactions.

Financial
instruments

Holders of cryptocurrencies do not possess any contractual rights to
demand settlement in cash or other financial assets, nor are they required
to fulfill such obligations. In addition, the derivatives market related to
cryptocurrencies introduces a set of unique challenges that warrant further
consideration.

Inventory

Inventory does not necessarily need to exist in a tangible form.
However, in the context of routine commercial activities, it typically plays
a crucial role in supporting sales operations. Given that cryptocurrencies
are not traded with the same frequency as physical goods in day-to-day
transactions, such trading generally does not represent a core business
function. Therefore, cryptocurrencies like Bitcoin can only be classified as
inventory when they are held specifically for resale as part of an entity's
primary operating activities.

Intangible
Assets

«Digital currencies are distinguishable by their unit-based structure,
as they are typically traded in discrete quantities on exchanges» [8].
«Upon acquisition, an entity may derive economic benefits from these
assets either through resale or by utilizing them as a form of payment —
where such use is accepted» [8]. «If digital currencies are not yet
recognized as «cash» or «money» under the scope of 1AS 38, they should
instead be treated as non-monetary assets» [8]. «These digital assets lack
physical form and exist solely in electronic format, aligning with the
characteristics of intangible items» [8]

Source: Adapted from Todorova (2019).

1. Cash or Cash Equivalents. At present, no country officially recognizes

cryptocurrencies as legal tender. Their limited acceptance as a medium of exchange

and the absence of a legal or institutional framework means they do not satisfy the

criteria for legal tender, lacking the necessary statutory support [221, P. 89-92]. In

October 2021, Ernst & Young published a report titled International Financial
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Reporting Standards for Cryptographic Asset Holders, which concluded that
cryptocurrencies do not function effectively as a medium for exchanging goods and
services and therefore should not be classified as cash or cash equivalents [8].
Similarly, the Australian Accounting Standards Board (AASB), in its December 2016
publication Digital Currency - A Case of Standard-setting, emphasized that digital

currencies do not align with the definition of cash or financial assets as outlined in the
International Financial Reporting Standards (IFRS) [105]. The publication
Accounting Treatment and Auditing of Digital Assets, jointly issued by the American
Institute of Certified Public Accountants and the Chartered Institute of Management
Accountants in the UK, underscores that cryptocurrencies have not been formally
recognized by regulatory bodies, lack sovereign backing, and fail to meet the
definition of cash or cash equivalents as set out by the Financial Accounting
Standards Board (FASB) [2]. «Similarly, the Chartered Professional Accountants of
Canada observed that, in the absence of central bank endorsement, cryptocurrencies
are considerably more restricted in their use as a «medium of exchange» when
compared to traditional fiat currencies, and thus do not fulfill the criteria for
classification as «cash equivalents» [15, P.20]. Furthermore, according to the
guidance issued by the International Financial Reporting Standards Interpretations
Committee, cryptocurrencies cannot be treated as cash, since they are not issued by
official institutions such as central banks.

Consequently, although cryptocurrencies can be converted into legal tender and
used to purchase goods and services on certain trading platforms, they are not widely
accepted, which significantly undermines their practicality as a payment method.
This prevents them from being used in transactions as widely as cash. Furthermore,
due to their extremely volatile price fluctuations, cryptocurrencies are not appropriate
as a means of value storage [16, P.422-430]. Additionally, without a widely accepted
cryptocurrency serving as a pricing benchmark or value comparison, cryptocurrencies
cannot effectively fulfill the role of a price yardstick. Therefore, the accounting
community generally holds the view that «cryptocurrencies should not be regarded as

cash or cash equivalentsy.
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Table 3.2

Reasons for countries and organizations to recognize cryptocurrencies as «cash

or cash equivalents

Countries and organizations

recognized as
«cash or cash
equivalentsy

Explanation

Salvador Yes Flat money

Ernst & Young (EY) No «Not accessible as a medium for the
exchange of goods and services» [11]

Australian Accounting Standards No «The specified item fails to satisfy the

Board (AASB) [118]

prescribed criteria for classification as cash,
cash equivalents, or financial instruments
recognized  within  the  framework's
regulatory guidelinesy [11]

American Institute of Certified No
Public Accountants

An asset fails to satisfy the FASB's
criteria for cash and cash equivalents if it
lacks endorsement from the administrative
authority and is not backed Dby
governmental support.

Chartered Institute of Chartered No
Management Accountants

Unless it has received authorization
from the relevant administrative body and
backing from the government, an asset
cannot be considered as cash or cash
equivalents according to FASB's definition.

Canadian Institute of Certified No
Public Accountants

Unlike traditional government-issued
currencies, cryptocurrencies face significant
constraints in functioning as a universally
accepted «medium of exchange» due to the
absence of formal endorsement or
institutional  support from centralized
financial authorities.

The IFRS Interpretation No
Committee [37]

«Its issuance outside centralized
monetary policy frameworks disqualifies it
from recognition as sovereign-backed
currency» [105]

Source: developed by the author

When a company adopts cryptocurrency as the payment means and promptly

converts it into local currency on the exchange, it typically doesn't hold the

cryptocurrency for an extended period to evade the risk of price fluctuations. In such

circumstances, cryptocurrency effectively functions as a trading medium: only the

confirmation of income or expenditure based on the exchange rate is necessary,

similar to handling traditional foreign currencies [222, P.15-20]. As cryptocurrency is
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mainly utilized as a medium for commodity exchange, cryptocurrency held for a brief
period should be regarded as «cash or cash equivalenty. Nevertheless, if
cryptocurrency is held for a long time, this approach is not applicable because there is
a higher risk of price variation. According to the regulations for dealing with foreign
currencies, this might result in greater exchange gains and losses and have a
substantial influence on financial statements. This method is appropriate to be
contemplated in a short time. In reality, few companies hold cryptocurrencies solely
for the purpose of being a trading medium, so in practice, this treatment is usually
negligible [223, P.240-249].

2.Financial Instruments. The categorization of cryptocurrency as a financial
instrument is still a matter under discussion, mainly because it is unclear whether
owning cryptocurrency creates a contractual connection with another party [224].
According to International Accounting Standard 32 (IAS 32), a financial instrument
is defined as a contract that leads to a financial asset for one party and a financial
liability or equity instrument for the other. From this viewpoint, the mere holding of
cryptocurrency does not definitely indicate the presence of a contract with other
participants in the blockchain. Specifically, in cryptocurrency transactions and
payments, holders have no right to demand cash or other financial assets from
identifiable entities. Thus, considering the definition of IAS 32, cryptocurrencies
usually do not meet the requirements to be classified as financial instruments or
financial assets. Nevertheless, they do possess certain traits commonly related to such
instruments, such as high price volatility and wide issuance to the public.

In line with accounting standards governing financial instruments, the
operational model for cryptocurrencies is primarily oriented toward trading activities,
which diverges from the conventional structure associated with contractual cash
flows. As a result, cryptocurrencies differ significantly from standard lending
instruments. Therefore, they should be treated as financial assets evaluated at fair
value, with fluctuations in value directly affecting the current period's profit or loss.
At the initial recognition stage, such assets are best measured at their fair value, and

any transaction-related costs should be expensed immediately through the income
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statement as part of investment gains or losses. In subsequent evaluations, variations
in fair value are to be recognized in the current profit or loss, thereby capturing value
changes promptly.
Table 3.3
Reasons for countries and organizations to determine whether cryptocurrencies

are recognized as «financial instruments»

Countries and Are Explanation
organizations | recognized
as»financial
instrumenty
Australian No There are no corresponding contractual rights and contractual
Accounting obligations.
Standards
Board
The IFRS As Generally speaking, cryptocurrency is not regarded as a
Interpretation | appropriate | traditional financial asset. However, other types of encrypted assets
Committee might be defined as financial assets when certain conditions are
met. Such conditions involve granting the holder the right to obtain
cash in specific circumstances or being an equity instrument of
another enterprise.
Canadian As Some future contracts associated with the purchase and sale of
Institute of | appropriate | cryptocurrencies, like forward contracts and options, as well as cash
Certified settlement contracts based on the variations in the value of
Public cryptocurrencies, might be categorized as derivatives and be subject
Accountants to the Regulations on Accounting Treatment of Financial
Instruments.
Ernst & As Although the application of blockchain and distributed ledger
Young(EY) | appropriate | technology will not promptly establish a contractual relationship
between the two parties, if the holder is granted the authority to
purchase goods, services, and financial instruments from other
counterparties, these encrypted assets comply with the definition of
«financial instrumentsy.

Source: systematized by the author

3. Intangible Assets. Under International Accounting Standard 38 (IAS 38),
intangible assets are defined as identifiable, non-monetary assets that an entity has
control over and from which future economic benefits are expected to flow [58].
Based on this definition, if an enterprise can exert control over the utilization of
cryptocurrency and derive economic returns from it, the asset meets the criteria of
being under the entity's control. Given that cryptocurrency exists in the form of
computer code and lacks physical substance, it inherently qualifies as a non-physical
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asset. Additionally, the ability to acquire or dispose of cryptocurrency independently
supports its identifiability. Since it does not represent cash nor is it intended to be
received in predetermined or fixed amounts of currency, it is classified as a
non-monetary item. Thus, it satisfies the criteria for recognition as an intangible asset.
Both Australia and the United States have proposed accounting treatments that align
with this classification. Nonetheless, enterprises may hold cryptocurrencies for
purposes beyond «production or business operations.» These include using them to
acquire goods or services, investing, or providing compensation to employees.
Furthermore, intangible assets are generally recorded at cost, yet the highly volatile

nature of cryptocurrency prices—along with the fact that many firms acquire them for

speculative reasons or to benefit from trading spreads—raises concerns about the

appropriateness of using cost-based measurement. Given the diverse motivations
behind holding cryptocurrencies and the limitations of cost valuation, they may not
fully conform to the concept of «intangible assets.»

IAS 38 outlines three possible methods for measuring intangible assets. For
those with indefinite useful lives, the standard requires conducting impairment tests
and recognizing impairment losses when the carrying amount exceeds the asset's fair
value. These losses must be reflected in the current period's profit or loss.
Importantly, if the market value recovers in a future period, prior impairment losses
cannot be reversed. The third approach is the revaluation model, where assets are
adjusted to fair value at the end of each reporting period. Any upward revaluation is

credited to equity, while downward adjustments—within limits—are charged against

profit or loss. Among these three, cryptocurrencies do not possess a definite service
life, making the first method inapplicable. It remains a subject of further analysis to
determine whether the impairment model or the revaluation model better suits the
nature of cryptocurrency holdings.

4.Inventory. «According to International Accounting Standard 2 (IAS 2),
inventory is defined as assets held primarily for sale in the ordinary course of

business, or for use in the production process or supply of goods and services» [59].
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This raises the question: does cryptocurrency align with the definition of inventory?
A detailed analysis of IAS 2 reveals that intangible assets intended for sale in the
normal course of operations may also qualify as inventory. Additionally, the standard
emphasizes that adequate disclosure is necessary to reflect the economic substance of
relevant transactions. Based on this interpretation, however, cryptocurrencies present
classification challenges. Their lack of physical form complicates their categorization
under either intangible assets or inventory. Valuation difficulties further hinder their
treatment under 1AS 2. «Consequently, encrypted digital assets generally do not meet
the criteria for inventory recognition under standard business practices as outlined in
IAS 2» [202, P.169]. Nonetheless, the intent behind holding cryptocurrency plays a
pivotal role. When an entity clearly maintains cryptocurrency for resale, a case can be
made for its classification as inventory, subject to further evaluative judgment.

When it is clearly demonstrated that an enterprise holds cryptocurrency for the
purpose of sale, an initial classification of such assets as inventory is justified. In the
presence of an active market, determining the fair value of cryptocurrencies is
relatively straightforward, allowing for the calculation of their net realizable value
[203, P. 659]. Based on the valuation principle requiring the use of the lower of cost
and net realizable value, if the latter falls below cost, an impairment loss must be
recognized and reflected in the current reporting period's loss. Should market prices
rebound, the recoverable amount must be reassessed, and adjustments made to profit or
loss, provided that any such adjustments do not exceed the total impairment losses
previously recognized [9]. As speculative components in international cryptocurrency
transactions are gradually reduced, market stability is expected to improve. The high
volatility and inherent risk associated with crypto trading are likely to diminish the
participation of speculative investors, thereby reinforcing the role of cryptocurrencies
in more traditional investment portfolios. Digital currencies have already been viewed
as investment-grade assets and employed as media of exchange. Moving forward, this
classification is expected to become more definitive, allowing users to select
cryptocurrencies according to specific objectives and anticipated returns. However,

challenges remain in realizing their monetary functions, as highlighted in Table 3.4.
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Table 3.4

Cryptocurrencies as money: modernity and prospects

Function of The ability of cryptocurrencies to
No. . Further prospects
money perform the functions of money
Cryptocurrencies are freely traded in
active markets, enabling the
determination of their value and ;I'rhe {:)Jcrztjhr?(rer?gi\éinr:mf:gnorheir
Measure of |exchange rate. The price of the yptoc . .
1. . . . utilization for payment transactions with
value majority of cryptocurrencies, which are . ;
regarded as speculative investment value linked to fiat currency or stock
items, is highly volatile, making it assets.
challenging to predict their value.
Cryptocurrencies have already been
employed as a form of payment for the . .
purgha)ge of goods (WorFI)<syservices) As time goes by, the number Of. countries
An increasing number of 'Erading " |that will legalize cryptocurrencies will
Means of |platforms are accepting rise. In countries with a _regulated
2. . . . . economy, it will be feasible to create
circulation |cryptocurrencies, and nations are their OWN CrVDLoCUITeNcies of to
officially acknowledging them as a yp 1 .
means of payment. Nevertheless, in guarantee the controllability of electronic
some other countries, the use of transactions.
cryptocurrencies is prohibited.
Investors, upon obtaining the anticipated
investment profit, attempt to sell
The unpredicted emissions and nigh-risk crypto assets. With the
Means of |significant fluctuations in exchange enhancem ent of th_e control Iev_el over
3. : . |electronic transactions, the emission of
accumulation | rates make the long-term accumulation . heir val "
of cryptocurrencies challenging cryptocurrencies and their vajue wil
' become stable. The vigorous attraction of
cryptocurrency deposits and loans will
boost their long-term accumulation.
In relation to substantial brice The active implementation of the practice
fluctuations. counter artiFe))s view of smart contracts, which automatically
or tocurrer,lcies as aF;\ undesirable monitor the fulfillment of contractual
4 Means of fo>r/rpr)1 of pavment when there are terms and their payment, makes the use
' payment i nificaelt);ime laas between the of cryptocurrencies acceptable. Once the
cognclusion of contgracts and their value of cryptocurrencies stabilizes, their
avment utilization for commercial purposes
pay ' becomes feasible.
Since electronic transactions carried
out with cryptocurrencies are
confidential, most countries impose - .
restrictions on their usage to counter _Guaranteemg mt_e_rnatlonal contr_ol or
World illegal activities. Some national mdepen_dent aqdltmg of electronic o
5. Money |governments and large international transactions will guarantee the credibility

companies have already begun
accepting cryptocurrencies in
international export-import
transactions.

of cryptocurrencies as international
means of payment.

Source: created by the authors
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The challenge of identifying crypto-assets through a monetary lens in
accounting and financial control is largely justified by the difficulty in affirming their
role as a stable measure of value, as well as their functionality in circulation,
accumulation, payment, and cross-border transactions. As Ya. Krupka and V.
Okrenets observe, «International standards and their domestic counterparts were
established prior to the widespread adoption of cryptocurrenciesy», and therefore did

not account for their distinct economic characteristics» [121, P. 15-27]. «Scholars
have noted that, given the varying approaches to the legal regulation of crypto-assets
around the world and the evolving practices surrounding their use» digital currencies
are capable of partially performing several traditional monetary functions» [121, P.
15-27].

As a result, substantial challenges remain regarding the global acceptance of
cryptocurrency as a legitimate monetary instrument, particularly due to concerns over
anonymity and the difficulty of exercising regulatory oversight—factors that hinder its

function as a medium for international currency exchange. While price volatility of
crypto-assets may serve to limit their use in activities such as money laundering or
tax evasion, this alone is not sufficient. Therefore, it is imperative to strengthen
international regulatory frameworks and oversight mechanisms for electronic
transactions involving cryptocurrencies.

Therefore, in the near term, it becomes increasingly necessary to recognize
cryptocurrency as a new class of assets, functionally comparable to monetary
instruments in facilitating electronic international economic transactions. Scholarly
research has proposed the introduction of a dedicated accounting account to record
operations involving cryptocurrency in electronic form [143, P.44]. Within Ukraine's
accounting framework, the optional Account No.32, titled «Electronic Money and
Cryptographic Money,» has been suggested to reflect the ownership and management
of such digital assets. The next logical step involves formalizing consistent
accounting treatments for financial and business transactions that incorporate the use

of cryptocurrency within foreign economic activities.
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Leveraging blockchain technology, the integration of accounting databases with
the digital currency systems used by banks and financial intermediaries can be
optimized. For this purpose, ensuring seamless data synchronization between
accounting automation software and information services provided by both traditional

banks and cryptocurrency exchanges is essential. This multilevel integration—
spanning digital communication tools such as “client-bank” and “online
banking” platforms, banking and crypto-exchange portals, currency markets, and
financial oversight systems—facilitates the creation of an advanced information

infrastructure [143]. Within this environment, cryptocurrency operates as a medium

of exchange in international electronic trade (Figure 3.2).
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The digital information infrastructure supporting international electronic trade
transactions forms the foundational layer for the functioning of virtual metauniverses.
These metauniverses emerge through an integrated network of electronic
communication systems — linking  “ Client-bank, ” “ Internet-bank, > and
blockchain-based accounting structures. Additionally, this environment encompasses
a unified system for synchronizing banking data with accounting and monitoring
software. It also includes a commercial communication network that consolidates
transaction-related information from all monetary participants, as well as a
centralized Accounting and Control System [143].

Within this framework of unrestricted data exchange, accounting and financial
control professionals are empowered to manage currency operations in real time, 24
hours a day. Equipped with mobile communication tools and smart devices,
authorized personnel can fulfill their roles irrespective of physical location—
facilitating continuous operations even during emergencies, such as pandemics or
wartime conditions. Approvals or rejections of digital transactions, including
cross-border cryptocurrency payments, can be directed to relevant staff members
without spatial constraints. Moreover, each transaction remains subject to ongoing

oversight. Should irregularities be identified—particularly in international dealings—

automated restrictions may be imposed until verified and released by a responsible
authority [143].

This intelligent data environment enables the automatic establishment of
relevant accounting records based on incoming electronic transaction information.
Upon confirmation of inflows or outflows in digital accounts, it is advisable to
generate the necessary source documents and record corresponding accounting
entries. A key recommendation is for core financial documents related to capital
movement—including those involving cryptocurrencies—to be auto-generated and
distributed electronically to designated personnel, akin to digital bank statements.

Accordingly, unified digital communication systems such as “Client-bank” and

“Internet-bank”  should be employed for transmitting transaction details and
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associated account data. Thus, with the establishment of this innovative electronic
infrastructure for cross-border transactions leveraging cryptocurrency as a medium of
exchange, notable advances in accounting and control processes can be achieved-

namely, automated document generation, real-time account creation, continuous

transaction monitoring, and remote staff operations.

3.2. Accounting for settlements with counterparties.

With the development of science and technology, enterprises can realize
automatic capital settlement through automated systems, without the need for tedious
review by financial personnel, and can realize fast, safe and convenient capital
payment through online or Unionpay mutual payment. Although the financial
information system of enterprises can effectively improve the work efficiency and
shorten the work cycle, there is still a certain risk, that is, even if the most advanced
technology is adopted, the accuracy of financial data cannot be guaranteed. When
financial personnel are faced with great work pressure, they may neglect some
important income and expenditure information, and may even lead to errors in the
sales and procurement information of the enterprise, which hinders the formulation of
the adjustment statement and seriously affects the normal operation of other financial
management and business processes. With the development of information
technology, there are many challenges in the fund management process, which poses
a great challenge to the financial situation of enterprises. Financial communication
among various departments is hindered by the imbalance of information caused by
the fact that financial personnel ignore the nuances of accounts. Because the company
does not clearly stipulate the approval authority, and excessively centralize the
approval authority, the fund approval process becomes chaotic, which seriously
hinders the review progress of sales revenue and procurement expenditure, and
ultimately reduces the efficiency of fund settlement. With the advancement of science
and technology, it is recommended to easily obtain all kinds of information.
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However, how to effectively use this huge amount of data and apply it to optimize the
fund settlement process is still a challenge.

1. Application and risks of blockchain in transaction settlement. Blockchain
technology provides a convenient and efficient payment method without central
control. All computers are independent network nodes with the same rights and
obligations. They can exchange information with each other and realize real-time
transactions without the need to set up any central server or store large amounts of
data. Blockchain technology uses its unique design advantages to greatly improve the
efficiency of transactions and reduce transaction costs, thus greatly improving the
efficiency of settlement. The central bank has launched a new financial model, which
uses cutting-edge technologies such as digital currency and blockchain technology to
greatly shorten the cycle of payment and settlement and reduce expenses [160]. With
this technology, accounts can be connected to each other, greatly reducing the tedious
steps of payment and settlement, and the advanced smart contract technology is also
used to achieve comprehensive automation. Blockchain technology eliminates the
need for payments to go through any intermediary, instead protecting each node's
private and public keys through cryptography. This technology can also verify the
identity of both parties through digital signatures, so it has the advantages of high
security and high speed. By applying blockchain technology to transaction
settlement, the cost of supervision and settlement can be greatly reduced, and direct
payment between the two parties can be realized with very little or no fee, so the cost
of cross-border transactions can be greatly reduced. By using blockchain technology
to complete the settlement of funds, not only can realize the peer-to-peer payment,
but also can greatly improve the efficiency of capital transactions, reduce the cost of
transactions, and help to ensure the security of funds. By using blockchain
technology, enterprises can conduct fund settlement more efficiently.

With the continuous development of blockchain technology, it has entered a new
stage of exploration and practice, and there are more and more practical application
cases. However, due to the lack of large-scale promotion, there is still a lack of

awareness about it in various countries and industries. For this reason, there are some
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serious challenges associated with the use of blockchain technology for transaction
settlement.

First, industry standards are not yet perfect. As the development of blockchain
technology is not yet perfect, its application in trade settlement may be limited.
Currently, blockchain technology has not reached a unified industry standard, and
there is a lack of an authoritative organization to ensure its security on the network.
Due to the rapid development of blockchain technology, its ecosystem has become
more and more solid. To be able to be widely used in the commercial field, the pace
of R&D for blockchain trade settlement needs to be accelerated. If the expected
results cannot be achieved in the short term, it will greatly hinder the continuous
development and growth of this technology. With the progress of science and
technology, the traditional trade settlement mode has made great progress in the past
hundreds of years, which has been widely accepted and supported by all over the
world. The most representative ones are the Uniform Rules for Documentary
Collection and Uniform Rules for International Documentary Letters of Credit. In
addition, the International Chamber of Commerce (ICC) has set up an arbitration
panel to resolve possible disputes in international trade and help improve the
efficiency of trade settlement [5]. Currently, blockchain trade settlement is facing
many disputes due to the lack of a dedicated body to protect the technology. These
disputes may be difficult to resolve, which is not conducive to the development of
new technology and the smooth progress of trade settlement. Blockchain technology
will play a key role when users use shared assets of record, so it is important for
companies to jointly develop appropriate blockchain technology to ensure their
internal security, rather than being exploited by competitors [216, P.146-155].
Different enterprise management models may bring challenges, therefore, enterprises
must take effective measures to deal with the new responsibilities and obligations. To
avoid controversy, a unified set of industry norms must be developed. With the
continuous development of blockchain trade settlement, to achieve this goal, a
complete international trade process system must be established, as well as a

complete financial infrastructure must be built. With the advancement of this process,
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a lot of social capital and public resources will be consumed, and the active
participation of government agencies will bring great changes to the global economy,
which needs to be further discussed and verified [217, P.200-202].

Second, the relevant laws still lack clear provisions. At present, there is still a
lack of regulations on blockchain. The law is essential for maintaining order in the
market, and without it, it can lead to economic chaos. Currently, blockchain
technology is not officially recognized [218, P.174-188]. Despite the many
advantages of blockchain technology, if there are no legal restrictions and norms, it
may still cause harm to some people and lead to adverse consequences when disputes
occur. Using Dblockchain technology to store digitized information is an
unprecedented attempt, and it is not yet possible to determine who owns the
information or where it is stored [219, P.40-50]. Whether blockchain technology can
be used for cross-border transactions, and whether courts will accept the validity of
smart contracts. When there is a coding error, the judicial authority should deal with
it according to the relevant law. Due to the unreliable trigger data of smart contracts,
various problems may occur in such cases. Therefore, it is very important to take
interventions to address these issues [220, P.78-79]. An excessively centralized
system will only lead to chaos in society, while rules and laws are the basis for
maintaining the market economy. For this reason, blockchain technology has not yet
achieved widespread commercial application.

2. Novel Blockchain architecture Decoupling consensus from transactions.
Traditional blockchain technologies such as Bitcoin closely link consensus and
transactions, and once an agreement is reached, it indicates that the transaction has
been completed [221, P.89-95]. When an abnormal transaction occurs in a consensus
block, due to the influence of other factors, the consensus of the block may not be
reached, thus making the consensus invalid.

First, if a transaction is abnormal, the correlation between consensus and actual
transaction will be seriously damaged, so that the current consensus block cannot
complete any transaction, which will seriously hinder the efficient operation of the
whole system [222, P.13-18]. Second, in order to comply with PFMI, all transactions
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within the same block should be agreed upon rather than dispersed. PFMI is a
financial transaction code that has been widely used for a long time, and its
compliance is crucial to avoid risks in the financial system. To ensure the
effectiveness of consensus, a new approach that combines consensus and trading is
adopted [150]. However, since traditional blockchain technology lacks an effective
regulatory mechanism, a peer-to-peer P2P protocol has to be adopted to resist
government regulation. As blockchain technology has become an important financial
tool, its regulatory issues are getting more and more attention. Blockchain technology
can be used not only to process data, but also to supervise and control its use [223,
P.240-250]. Due to the complexity of the consensus and transaction mechanism of
blockchain technology, it may lead to severe crashes or even complete loss of
function of the system. Solving these problems requires first identifying the root
causes of traditional blockchain consensus failures [224]. Traditional blockchain
technology assumes that as long as all nodes have the same data and transactions in
the same block will reach consensus, however, due to this assumption, the actual
situation is often problematic, for example, due to data asymmetry, and high-speed
blockchains are prone to crashes. If a transaction fails in the blockchain, the block
will no longer store any other transactions, and all failed transactions will be re-added
to the blockchain system in order to re-establish consensus [225,P.30-33]; Currently,
a large number of transactions are waiting for consensus to be reached, and the
number of these transactions is increasing, so the capacity of the next block becomes
larger. If consensus fails in the next block, then all transactions have to be rerun,
which leads to a sharp increase in the number of transactions that need to be agreed
upon, making the block even larger [226, P.40-56]. As block size increases, the
number of internal transactions grows proportionally. However, under the assumption
of a 0.01% per-transaction failure probability, a block containing 1,000 transactions
would exhibit an aggregated failure probability of approximately 10%; When there
are 10,000 transactions in a block, any one of them can cause the block's transactions
to fail [165]. If a fast blockchain system is exposed to extreme risk, then it will cause

huge losses. To prevent this from happening, swift measures must be taken to
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strengthen the supervision of this network and deal with any abnormal situation in a
timely manner. Even though blockchain technology has made great progress, there is
still a risk of a crash [227, P.51-55]. The reason is simple: a poorly performing
blockchain system may only be able to process 100 transactions per second, and
when the probability of each transaction failing is 0.01%, the probability of failure is
not high due to the small number of transactions processed by the system, but a good
performing blockchain system may process 10,000 transactions per second, and then
it will fail almost every time [153]. Therefore, it is not a wise choice to combine
consensus with transactions.

In this brand new blockchain technology, the consensus principle is changed
from individual nodes to it being lifted when the data is the same for all nodes and
part of the transaction has already been reached; according to the «data
inconsistency» rule, as long as there is one factor, the other factors will be ignored, so
that the probability of consensus failure is greatly reduced, and the efficiency of the
system is significantly improved, therefore, the avalanche phenomenon will no longer
exist [154, P.2-40]; the data of each node is completely consistent, so each node can
determine which operations are correct and which operations are wrong. Therefore,
consensus and transaction decoupling is the key to the development of blockchain
technology, which can not only improve the performance of the system, but also
greatly improve the development efficiency [155, P.1074-1107]. With the
development of blockchain technology, the connection between transaction,
settlement and account has been completely disintegrated, and the reliability,
monitoring ability and scalability of PFMI principle have been significantly
improved, thus greatly improving the security and effectiveness of the whole process
[73]. After the separation of consensus and transaction, the efficiency and stability of
the system have been significantly improved, and the software architecture has
become more compact, which can realize more functional expansion.

Unlike traditional blockchain technology, the latest blockchain architecture
adopts the PFMI principle, which means that consensus needs to be reached several

times to ensure the accuracy of each step when processing any transaction. After the
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KYC verification is completed, the transaction will be agreed upon for the first time
and uploaded to the network [161]. After strict supervision, any transactions that do
not meet the regulations will be rejected, and all transactions will be re-uploaded
through the consensus mechanism. In the third consensus, it will be ensured that all
transactions that have been reviewed by regulators can be uploaded to the chain. In
other words, the process of trading can be divided into several main links:
submission, review, execution and settlement.

1. Through blockchain technology, it is recommended to query the information
of all transaction parties to ensure that the funds and assets are real. This information
will be recorded on the chain for future verification [228, P.88-100].

2. Once the on-chain consensus is reached, the transaction awaits transaction.

3. After the transaction is completed, all the transactions will be uploaded a
second time. If the transaction does not achieve the expected result, or is rejected by
the system, the transaction will be recorded and declared to have failed.

4. In the final result, the details of the transaction will be disclosed to everyone
and a third uplink will be made. In cases where it is not necessary to disclose to the
outside world, this step can be omitted [229, P.100-109].

According to Figure 3.3, using the new blockchain architecture for three uplinks
enables real-time tracking of each transaction, thus avoiding failure, failure to
complete, or rejection before settlement. These rejected transactions may involve a
company or individual for some reason, such as suspected money laundering. By
going up the chain three times, it is recommended to ensure that all the information
can be retained so that it is possible to facilitate future audits. By adopting advanced
blockchain technology, it is possible to achieve one-time, three-times consensus
transactions, thus achieving more efficient management. With three-times consensus,
it is possible to apply it to multiple different functions to achieve step-by-step
supervision, and it can be implemented in multiple systems, thus greatly improving
the efficiency of the system. By separating the individual functions, it is possible to
develop, simplify and optimize them. In the future, the number of consensus three

times can be adjusted to four or even five times through appropriate regulatory
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measures, thus greatly enhancing the scalability and flexibility of the system. By
establishing an effective regulatory mechanism, it is possible to effectively maintain
the security and reliability of transactions. By adopting the latest blockchain
technology, big data platforms can store transaction information in the form of a
comprehensive digital table or image, thus greatly speeding up the process of query

and monitoring.
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Fig. 3.3. Decoupling mechanism between consensus and transaction

Source: systematized by the author

By collecting and analyzing data through big data platforms, it is possible to
better understand the current transaction situation and use it as the basis for
regulatory decisions. Through the big data platform, users can collect, analyze and
obtain effective regulatory information on their own, so as to better realize
decision-making and execution. Using big data technology, it is possible to quickly
analyze the current transaction and determine whether the transaction is acceptable
based on the blacklist and other relevant information. Using big data analysis
technology, it is possible to quickly upload the evaluation data to the blockchain

system, so that it can accurately reflect the review opinions of the regulatory
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authorities, thus ensuring the legality of the transaction. Through the consensus
mechanism, transactions can be effectively isolated, so that no matter whether the
transaction has been completed or not, all relevant information will be stored in the
blockchain system and can be uploaded automatically. If any party is involved in
money laundering, which ultimately leads to the failure of the transaction, the big
data platform and blockchain technology will immediately provide effective reports
to the regulatory authorities so that effective measures can be taken in a timely
manner.

Using the technology of multiple consensus and multiple uplink, the new
generation of blockchain architecture can perfectly isolate consensus, transaction and
settlement, which can significantly improve the operation efficiency of the whole
system. In this new blockchain architecture, consensus and transactions are divided
into three parts, and each transaction can only take place once after being reviewed
by regulators; From this point of view, consensus and transaction are completely
independent, not affected by any external factors, no matter whether the transaction is
successful or not, or whether it will be rejected by the regulator, the normal
consensus state can be maintained, and this information will also be recorded in the
blockchain. By introducing blockchain technology, it is possible to achieve
comprehensive supervision of transactions and record relevant regulatory
information, so as to ensure that all data will not be tampered with, so as to achieve
security and reliability of the whole chain.

3. Application of blockchain technology in cross-border payment and
settlement. In recent years, international payment has become a powerful driving
force for the growth of cross-border trade and investment, and has made indelible
contributions to the vigorous development of today's world economy [230,
P.265-270]. Although cross-border payment accounts for only 1/6 of the global trade
volume, the global international payment revenue has exceeded US $200 billion, of
which transaction fees and foreign exchange gains account for 27% respectively, and
they are rising at a rate of 6% every year [176]. According to the latest data, China's

cross-border payment volume reached 28.39 trillion yuan in 2020, up 44.3 percent
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from 2019, indicating that China is on track to become the world's third largest
payment center [31]. Although current payment services have been digitized on a
large scale, including wechat Pay, Alipay and credit cards, the development of
cross-border payments is far behind, with many challenges, such as long processing
time, high fees and opaque information [231]. This is mainly due to the excessive
centralization of the current cross-border payment system and the lack of unified
technical standards.

Over the past few decades, cross-border payments have grown rapidly as the
international mobility of goods, services, capital and people has increased. The
annual amount of cross-border payments globally has reached US $23.5 trillion,
accounting for more than 25% of global GDP, and even during the global pandemic,
cross-border payments have been growing at an annual rate of 10% [45]. Making
individuals and businesses more dependent on cross-border payments. With the
increasing market demand for cross-border payments, users want to be able to access
more efficient and secure cross-border payment services, not just domestic services.
As the scale of cross-border payment settlement continues to expand, traditional
settlement methods can no longer meet the current demand [232].

At present, 90% of cross-border payment activities in international trade use
B2B payment methods, most of which are provided by banks [166]. Banks must
conduct strict identity verification on customers during the payment and origination
process to ensure the legality of the use of their funds and monitor money laundering
activities. SWIFT, as a cross-border financial service, allows banks to make
payments with financial institutions around the world [90]. However, since swift
itself lacks settlement functions, all wire transfer operations must go through strict
approval procedures to ensure that all data is safe, accurate and reliable. At the same
time, in order to ensure the accuracy of the data, all data transmission must be
reviewed by multiple financial institutions, which have their own unique accounting
systems and bookkeeping systems to ensure the security of the data. In addition, the
participation of multiple intermediary institutions such as clearing bank,

correspondent bank and receiving and paying bank is also required to ensure the
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accuracy, reliability and security of data. In order to ensure the reliability, credibility
and operability of the transaction, measures must be taken [233, P.142-150]. It
requires a lot of manpower, takes a lot of time and is prone to mistakes. A bank wire
transfer usually takes 3-5 working days, which may be extended due to time
differences, different working hours in different countries and the fact that the
SWIFT system does not work on weekends. «Western Union» is an international
leading electronic exchange service provider, its electronic exchange financial
network covers the whole world, and its cross-border payment speed is extremely
fast, only 2-3 working days can be completed, while the traditional bank wire transfer
takes 3-7 working days. Although some banks have adopted electronic payment
methods, many customers still have to go to the bank branch in person and fill out
cumbersome forms, which makes the process of cross-border payment for
international trade more complicated [26]. SWIFT, as a global cross-border payment
tool, requires both parties to have membership in order to provide fast, secure and
reliable payment services . If both parties do not have membership, they must rely on
intermediaries to collect payments, which greatly weakens the efficiency of
payments.

By introducing blockchain technology, the advantages of cross-border payment
become more obvious: not only can the transaction time be greatly reduced, but also
the transaction fluency and convenience can be greatly improved [234,P.442-447];
Without any external intermediary, the transaction parties can fully exert their
independence, thus achieving fast and efficient transactions, while also reducing the
clearing costs. The application of blockchain technology can greatly speed up the
process of cross-border payment and settlement business, and can significantly
shorten the transaction cycle, which is of great significance [235]. By separating the
processing of payment and settlement, the dependence on third-party settlement
institutions can be greatly reduced, thus effectively reducing settlement costs and
greatly improving the efficiency of settlement. By using blockchain technology, it is
found that smart contracts have many advantages, such as programmability,
automated execution, and following pre-established rules [236, P.205-210]. This
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makes transactions much more convenient. By improving the efficiency of payment
and settlement, the proportion of funds in transit is significantly reduced, thus greatly
improving the liquidity of funds, thus effectively alleviating the problems of capital
occupation and capital shortage [237].

At present, due to a variety of reasons, enterprises must bear considerable
transaction costs when implementing traditional cross-border payment for
international trade. The manifestations of such costs include:

Formalities fees. In the traditional cross-border payment business, clearing and
settlement is usually done by multiple institutions, including the paying bank,
clearing bank, clearing organization, receiving bank and receiving bank. These
institutions must conduct strict review and record all transactions, and charge the
client an appropriate handling fee before completing the clearing and settlement [238,
P.214-235]. Through bank wire transfer, transactions between buyers and sellers
incur some fees, which may include SWIFT call charges, remittance fees, collection
fees, exchange rate conversion difference fees, etc. Currently, the total cost of
cross-border payments is about 7%, which is higher than domestic payment and
settlement rates [90]. If one party's bank is not a SWIFT member, it needs to be an
intermediary agent of SWIFT member to complete the payment. In this case, it needs
to pay an additional handling fee to the intermediary agent, and a transfer fee will
occur for each transfer through an agent bank.

Time cost. With the progress of science and technology, the traditional
cross-border payment mode has been unable to meet the growing demand for data
processing and storage. Therefore, the use of advanced automation technology can
more quickly complete the settlement of funds, greatly improving the liquidity of
funds; As the traditional cross-border payment process becomes more complex, the
recovery cycle of funds becomes longer and longer, which will not only lead to a
waste of time, but also may bring greater economic losses and potential risks to
enterprises. Currently, the payment settlement period on Tmall Global is 14 days
[102]. However, if a consumer proposes, the merchant will receive the corresponding

return within 10 days, thus increasing the time investment of the merchant.
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Loss of exchange. The risk of cross-border payments is significant because it
involves currencies from various countries. As the time of collection may fluctuate, if
the exchange rate fluctuates, then the business will be exposed to the risk of loss due
to exchange [239].

By applying blockchain technology to cross-border payments, it is necessary to
significantly improve the efficiency of payment settlement and reduce the cost of
settlement time, thus improving the utilization rate of funds. This is mainly reflected
in the following aspects: First, the reduction of intermediate links. The decentralized
nature of blockchain eliminates the need for trust endorsement through third-party
institutions for cross-border payment, avoiding the retention and processing of funds
and transaction information in third-party central institutions, which can effectively
reduce transaction costs, intermediary costs, time costs and precipitation capital costs
[240, P.30-40]. The consensus mechanism of blockchain reduces the management,
verification, reconciliation and other costs of intermediary institutions, and at the
same time reduces the cost of opening margin accounts in each intermediary
institution to maintain credit. Through the smart contract technology of blockchain,
when the conditions for the implementation of payment are set in the contract, all the
data in the system can be automatically run, and the contract terms can be
automatically verified and executed, avoiding the waste of resources caused by
repeated authentication, reducing the cost of manual operation and reducing the cost
of error investigation caused by manual operation. In addition to traditional
cross-border payments, new market participants, such as bank money changers, are
also planned to be introduced in order to better meet the needs of both sides of the
transaction and promote foreign exchange circulation; through fierce competition
with foreign exchange exchanges, the most suitable foreign exchange quotation can
be found, so that it is necessary to effectively reduce the loss caused by exchange rate
fluctuations. By improving the trading process, the efficiency of information
transmission has been greatly improved. As the immutability of blockchain
technology is increasingly valued, it provides a secure and reliable solution for

today's online transactions, which has greatly promoted the progress and development
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of society. With the development of blockchain technology, its immutable feature
makes the transaction data cannot be changed or deleted, so as to realize the real-time
traceability of the past transaction records, effectively prevent unilateral changes, and
ensure the integrity of the data, thus laying a solid foundation for the construction of
a secure and effective credit system. After accurate algorithm verification, it is
necessary to safely transmit information to each node, so that the flow of value
between different nodes can be realized, and can avoid information retention, thus
greatly reducing the time and financial burden caused by too strict central control and
centralized account management.

Traditional cross-border payment methods rely on personal information
provided by customers, such as ID card numbers and account information, which
must be reviewed at financial institutions. In addition to solving challenges in
payment, logistics, customs clearance and other aspects, cross-border payment is also
a complex task, which must strictly comply with local laws and policies as well as
corresponding financial standards. As a large number of transaction records and user
information are stored in banks or payment systems, once it is damaged by illegal
elements and hackers, it may lead to serious data security risks such as accounts,
bank cards, funds, transaction records and money laundering. Especially in the field
of third-party cross-border payment, due to the involvement of various participants,
such as merchants, consumers and platform banks, if any of the links go wrong, it
may cause damage to customer privacy. In 2016, a hacker sent a fake check request
via the SWIFT network to steal $81 million in cash from an account at the Central
Bank of Bangladesh, resulting in severe financial losses [113]. With the popularity of
cross-border payments, many disputes have followed due to trade activities that span
multiple countries and geographies, resulting in numerous disputes. With the
continuous development of science and technology, the traditional cross-border
payment mode of international trade has been unable to meet the needs of today's
enterprises for capital and property security, because many enterprises lack enough
time and energy to resolve disputes, which leads to the freezing of funds and cannot

be fully protected. With the development of technology, the traditional cross-border
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payment has changed from the centralized data storage mode to the multilateral
sharing mode, which greatly improves the security of cross-border payment.

Using blockchain technology, it is necessary to effectively solve various
challenges and difficult problems. Using blockchain technology, it is necessary to
effectively guarantee the security and transparency of fund flows. Through
blockchain technology, each participant can be regarded as an independent
bookkeeper, and their transaction information will be fully open and transparent, so
that participants in cross-border payments of international trade can easily access,
record and witness all the information, while personal information will be strictly
protected. Adopting a fair and transparent transaction mode can fully protect the
interests of all parties, effectively prevent and curb all kinds of illegal activities, and
further enhance the security of cross-border payment in international trade. On the
other hand, the uniqueness of blockchain technology lies in its complete anonymity
and traceability. When making cross-border payments, it is necessary to organize all
the data information according to a certain period of time, and after strict verification,
these organized blocks can be combined with other blocks to build a complete
blockchain, so that the data can be stored forever. Blockchain technology provides a
large amount of raw data to ensure security, they are not interfered by anyone, only
when more than 51% of the nodes reach a consensus, the transaction information is
allowed to be updated [113]. In this way, blockchain technology can effectively
prevent malicious attacks, thus effectively reducing the capital and transaction risks
of cross-border payments. Through blockchain technology, relevant departments can
supervise transactions in real time, thus improving transaction security, reducing
regulatory costs and enhancing supervision. In addition, the regulatory authorities can
also check the status of transactions at any time, so as to better manage and control
trading activities. By adopting blockchain technology, it is necessary to realize
distributed ledger, and transaction records can be stored in a complete way. In the
network, each node can verify the identity of the customer and confirm the
authenticity and integrity of the transaction by verifying with each other. In this way,

it is recommended to better supervise the operation of the system and improve the
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guarantee of trust security.

4. Case study of cross-border payments. In 2014, Deloitte led the
establishment of Rubik, which aims to combine advanced blockchain technology
with perfect infrastructure to meet the needs of innovative companies and mature
enterprises, and solve the conflict between the rapid development of blockchain and
the complexity of enterprises. Rubik is a development platform focused on
enterprise-level blockchain applications. Through continuous efforts and
improvements, Rubik provides a reliable solution for many enterprises to help them
make better use of blockchain technology . Rubik is an open-source software based
on the Ethereum protocol, which has been continuously improved and refined to
provide a variety of application services for enterprises to meet their diverse needs.
Deloitte Rubik is committed to providing an efficient and flexible blockchain
application architecture that aims to achieve the perfect combination of collaboration,
scalability and security to meet the needs of customers [66]. Rubik platform provides
enterprises with a wide variety of blockchain solutions, from control panel, network
status monitoring, security audit, data mining, data analysis to data alarm, which can
help enterprises better achieve their security goals;by using blockchain technology,
specific blocks, transaction records, and addresses can be easily found for effective
data management and analysis; using the node monitor, it is recommended to check
the working status of each node in real time and completely; With the contract editor,
efficient smart contracts can be easily built and installed on the most advanced
blockchain technology.

With Deloitte Rubik Enterprise blockchain technology, a fully open financial
management system has been built that enables users to easily record, view and
manage all transactions to ensure that transactions are safe, accurate and reliable
[107]. The launch of Rubik has brought unprecedented changes to many enterprises
by building a more secure, stable and reliable blockchain financial environment to
meet their growing economic development needs . The Rubik platform's distributed
ledger technology has revolutionized multiple industries, from payments to

accounting bookkeeping, and from data storage to business auditing, with dramatic
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improvements. This new ledger technology can significantly reduce operating costs
and improve productivity, giving companies a greater advantage in the market.
Enterprises can obtain great convenience through low-cost capital operation, but due
to the existence of financial intermediaries, enterprises often need to pay high
commission fees when allocating funds. When enterprises enter the overseas market,
the complex process and high fees become extremely obvious, especially for small
and medium-sized enterprises, these high fees may become an important obstacle for
them to achieve overseas business. International trade using RMB is a complex
activity that not only involves multiple participants, such as importers and exporters,
banks on both sides, and their respective clearing houses, but there are also many
other links to consider [134]. As a result, the cross-border payment process is
complex and changeable, with different fees required for each step and long review
time. Therefore, in general, the fee cost is very considerable.

According to Figure 3.4, cross-border payment activities of enterprises involve
multiple links, including both importers and exporters, banks, and intermediate
currency clearing banks. The cooperation between them is close and complex. Here is

the corrected sentence:

Importer Exporter
Foreign exchange purchase Settlement of ekchange
Importing bank  |——s|  Clearing bank —>| Exporter's bank

Fig.3.4. Flow chart of traditional cross-border payment

Source: systematized by the author
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Through the complex foreign exchange purchase and settlement process, it is
recommended not to focus on improving the efficiency of fund usage, and it cannot
be ensured that the funds will arrive in the account on time. Generally speaking, the
time required for cross-border payment is between 3-7 working days, while the time
required for stock transaction is within 2-3 working days. Such a long waiting time
not only seriously affects the capital flow of enterprises, but also increases a huge
amount of time cost and formality fees.

Although SWIFT has become the go-to for cross-border payments, it has many
shortcomings, such as security, reliability and potential risks. For example, fees for
international transfer payments can be quite expensive on the network, sometimes as
high as 7 percent; Wire transfers must be facilitated by multiple banks, including
payment agencies, central banks, agencies and collection agencies. Each institution
has its own unique financial management system to complete the payment of funds in
a short period of time; As the cost of bank supervision keeps climbing, cross-border
payment processes become more complex and involve more information data.
Therefore, to achieve this goal, it is necessary to have stronger technical capabilities
and sufficient financial support [95].

With the continuous development of the Rubik platform, remittance institutions,
foreign exchange market makers and remittance institutions are all incorporated into
it, forming a complete payment system, which enables the synchronization of
transaction initiation and settlement, greatly improving the efficiency and security of
transactions, as shown in Figure 3.5 [96]. By adopting this technology, the
cross-border remittance business can be greatly simplified. It can not only effectively
avoid the complex reconciliation process, but also reduce the transfer cost, greatly
improve the security of cross-border remittance, but also greatly accelerate the speed
of settlement and clearing, and it only takes 8 seconds to achieve efficient
cross-border payment. Using blockchain technology, it is recommended to quickly
and accurately update distributed records within 24 hours. The Rubik platform will
completely replace the traditional intermediary mechanism. The Rubik platform

provides a more flexible, efficient and economical financing channel for enterprises.
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The Rubik platform's digital currency technology greatly simplifies the transaction
process, allowing consumers to complete instant and accurate transactions online
instead of having to go through complicated banking procedures [168]. By using
cross-border payment technology, enterprises can easily complete transactions,

greatly reducing transaction costs, while also greatly improving the efficiency of
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using funds.
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Fig. 3.5. Flow chart of cross-border payment

Source: systematized by the author

Rubik platform represents a great progress in the field of cross-border payments,
and provides a more efficient, safer and more cost-effective alternative to traditional
way. By further enhancing its security, expanding its global influence and
popularizing blockchain technology, the platform can continue to promote innovation
and provide greater value to its users. These suggestions aim to take advantage of the
existing advantages of the platform, meet the main challenges, ensuring its long-term
success and contribute to the development of the global financial system.
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3.3 Efficiency for the implementation of blockchain technology in

accounting

Using blockchain technology, the internal and external information systems of
the enterprise have been effectively integrated, so that the financial accounting
system can operate independently without any manual intervention, and overcome the
limitation of authorization and centralization of ERP system. Through blockchain
technology, transaction data can be updated, transmitted and stored in real time, so as
to realize automatic connection and information transfer between enterprises. At the
same time, it can also realize automatic certificate making and bookkeeping, so as to
effectively trace the occurrence of events without manual intervention in the setting
of approval authority.

By applying blockchain technology, enterprises can set up their own virtual
networks and use unified social credit codes and digital certificates to effectively
manage personal information and ensure its security. By adopting a complete
business record block based on trust and consensus with digital signature function, it
is recommended to control the electronic invoice system more efficiently, enable it to
automatically execute the billing process, and at the same time collect a large amount
of relevant data. In addition, it is advisable to connect these business record blocks
and connect them to the original vouchers. By converting the external accounting
original vouchers into vouchers in the blockchain system, the automatic bookkeeping
review under the financial sharing mode can be realized to improve the efficiency and
accuracy of financial management [65]. Due to the widespread use of blockchain
technology, many originally tedious business processes have become more
convenient, resulting in the loss of many original documents.Using blockchain
technology, the financial department can realize the comprehensive control of
inventory, according to the predetermined category and number, create an exclusive
account book, so that all kinds of inventory can be recorded separately, and build a
complete inventory. Warehouse managers should accurately record the number of

items received on a daily basis in order to effectively control inventory. After the
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transaction is completed, the tax authority will provide the corresponding invoice,
which will be comprehensively managed by our finance department to ensure the
accuracy of all data, records and logistics information. «Using blockchain
technology, it is advisable to check and count inventory online, which can greatly
simplify the process between departments and reduce the cost of inventory
managementy» [24]. Different from the traditional accounting mode, blockchain
technology makes a transaction can be carried out between two or more parties
through distributed bookkeeping, thus greatly simplifying the bookkeeping process,
not only can improve the efficiency of accounting, but also can ensure the accuracy
of information, so as to reduce the enterprise's human and material input, and thus
reduce the accounting cost of enterprises.

The adoption of distributed accounting can simplify the process. Using
blockchain technology to realize point-to-point and region-to-region transactions can
not only effectively reduce complex steps, but also greatly shorten the approval cycle
and greatly improve the efficiency of accounting work. It is easy to check the
authenticity by using distributed bookkeeping. By introducing blockchain
technology, accounting can be automated, which greatly improves the accuracy of
accounting information, and can effectively avoid the difference between objectivity
and subjectivity caused by human operation. Taking this approach can greatly
reduce the risk of financial errors, and can reduce the fraudulent behavior of financial
personnel. The use of distributed ledger makes the data more secure and reliable. With
the popularization of blockchain technology, participants can easily obtain
information about various economic activities, which is open and transparent, and can
be tracked in real time, so as to ensure the authenticity and integrity of data.
Distributed ledger is compatible. By adopting distributed ledger technology,
blockchain can connect businesses, tax authorities and consumers more effectively,
thus avoiding collusion and information tampering among them. «In a blockchain
system, the verification information of each node and user is unique, so anyone who
wants to enter the system must be authenticated by multiple parties before being

allowed to enter» [83]. By using distributed ledger, it is advisable to more accurately
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reflect the real financial information.Based on the above analysis, this dissertation
proposes the following assumptions.

H: Under certain other conditions, blockchain technology can help improve the
efficiency of accounting work.

In this dissertation, the sample data is selected from 2013 to 2023, when the
blockchain technology was introduced into the accounting work. On the basis of the
initial samples, the samples with missing relevant data were eliminated, and finally
the annual observation values of 1598 companies were obtained. Using Stata 17 to
analyze the annual report of listed companies, the company's financial data comes
from CSMAR database.

1. Explained variables: Efficiency improvement in enterprises should consider
changes in both income and total assets. The ratio of income to assets indicates asset
utilization efficiency, reflecting actual operational efficiency. Total asset turnover
rate signifies the turnover of all assets within a specific period, crucial for analyzing
factors affecting asset turnover. This study uses total asset turnover rate as a metric to
evaluate the efficacy of blockchain technology in accounting. Pierre Du Pont and
Donald from the American Du Pont Company developed the Du Pont Financial
Analysis System through thorough research [194]. Efficient integration of financial
research indicators was ensured through comprehensive research and layer-by-layer
decomposition of ROE. The system primarily focuses on return on equity, breaking it
down into net sales rate, total assets turnover rate, and equity multiplier. By
decomposing various indicators, an indicator subsystem is developed to assess a
company's solvency, asset operation ability, and profitability. This addresses the
weak correlation of traditional ratio research, organizing scattered financial indicators
into a cohesive system, and initiating comprehensive research. This study adopts the
DuPont analysis method to calculate the total assets turnover rate, which signifies the
management quality and efficiency in utilizing all assets. A higher ratio indicates
better operational efficiency, while a lower ratio suggests inefficiency in asset

utilization.
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Fig. 3.6. Calculation formula of total assets turnover rate in DuPont analysis
model diagram
Source: systematized by the author

2. Explanatory variables: the application effect of blockchain technology in
accounting is hard to measure. Therefore, whether blockchain technology is applied
in accounting is selected as a dummy variable, the year when blockchain technology
Is not introduced in accounting is recorded as 0, and the year when blockchain

technology is introduced in accounting is recorded as 1, which is used as the
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explanatory variable of the study. The total assets turnover rate is used as the
explanatory variable.

3. Control variables:The capital structure represents the composition and
proportion of various types of capital within a company, influencing its financing mix
at a given time. It mirrors the capital makeup of a firm, with the balance between debt
and equity significantly impacting capital expenses. This balance ultimately shapes a
company's ability to repay debts, secure refinancing, and enhance future profitability,
thereby influencing its overall worth. While an optimal debt ratio can enhance a
firm's value and mitigate agency expenses, unfavorable debt ratios may escalate
capital expenses or lead to missed investment prospects, hindering overall
performance improvement.Enterprise scale reflects production materials, products,
and labor concentration. Larger enterprises generally have greater value and can
achieve economies of scale. However, the impact of enterprise scale varies across
industries and properties. The net profit rate of total assets relies on enterprises’
capacity to increase sales revenue and cut costs, assessing profit generation through
sales. A higher ratio indicates enhanced profit-making ability via sales expansion.
This study includes asset-liability ratio, current debt ratio, company size, and net
profit margin of total assets as control variables.

See Table 3.5 below for details of specific variable indicators.

It is recommeded to study the influence of blockchain technology on accounting
efficiency. In order to verify the research hypothesis, the following model are
established.

TATi= « o+ « 1Blockchaini+ o ,Control+0 ; +u ; +eiy (3.1)

«In which: T and T represent the enterprise and year respectively, and TAT is the
total assets turnover rate; Corporate; Blockchain measures whether an enterprise use
blockchain technology in accounting. Controls are groups of control variables,

including :Rate of Return on Total Assets (ROA), Company size (Size), debt to asset
ratio (ALR), current debt ratio (CAR)» [201].
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Table 3.5
Variable design table
Variable type | Variable name | Variable symbol Variable declaration
Total Assets TAT «Use the total asset turnover rate as a
Explained Turnover measure of the application efficiency of
variable blockchain technology in accounting
work» [187]
Whether to use Blockchain «The year in which the sample
blockchain enterprises use blockchain technology in
Explanatory | virtual variables accounting is recorded as 1, and the year
variable in accounting in which blockchain technology is not
work used is 0» [194]
Rate of Return ROA «The ratio of the total net profit of an
on Total Assets enterprise to the average total assets of
an enterprise» [197]
Control Company size Size «Average total assets of enterprises in
variable the current yeary [213]
Debt to asset ALR «When the annual report lists the ratio of
ratio total liabilities to total assets» [201]
Current debt CAR «Proportion of current liabilities to total
ratio liabilities in the current year» [199]

Source: calculated by the author

According to the research hypothesis, this dissertation predicts that oy is
significantly positive, that is, the more blockchain technology enterprises use in
accounting work, the higher the efficiency of accounting work.

Table 3.6 is the descriptive statistical results of the main variables in this article.

Table 3.6
Descriptive statistics of the sample
Variable Obs Mean Std. Dev. Min Max
TAT 1598 0.66 0.46 .009 3.18
Blockchain 1598 0.21 0.408 0 1
ROA 1598 0.052 0.097 -1.748 0.664
Size 1598 21.962 1.424 16.837 26.77
ALR 1598 0.374 0.22 0.02 2.471
CAR 1598 0.857 0.145 0.176 1

Source: calculated by the author

As can be seen from Table 3.6, the standard deviation of total assets turnover
rate is 0.46, which is relatively small, indicating that the total assets turnover rate of

listed manufacturing companies changed relatively smoothly from 2013 to 2023.
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However, the minimum value of the total assets turnover rate is 0.009, and the
maximum value is 3.18, which is quite different, indicating that there are still some
gaps and changes in the total assets turnover rate of different companies in the past
decade. The standard deviation of the virtual variable of blockchain is 0.408, which is
relatively small, which indicates that there is a certain gap between the years when
sample enterprises did not use blockchain technology in their accounting work from
2013 to 2023 and the years when they used blockchain technology in their accounting
work. The total assets, net profit, company size, asset-liability ratio and current debt
ratio of sample companies fluctuate relatively smoothly. Listed companies are
supervised by securities regulatory agencies and need to abide by stricter regulations
on financial disclosure and information disclosure, which makes listed companies
more standardized and stable in financial management and business decision-making.
At the same time, listed companies' financial status, operating conditions and other
information will be more open and transparent, and investors and partners will be
more likely to obtain relevant information about the company, which will help to
enhance the credibility and stability of the company. Therefore, the selection of data
in this dissertation is conducive to the experimental comparison, and the research
hypothesis in this dissertation has certain practical significance.

Through the correlation analysis of the explained variables, explanatory
variables and control variables, the research hypothesis is preliminarily judged. Table

3.7 shows the correlation analysis of the main variables.

Table 3.7
Correlation analysis of main variables
Variables (TAT) (Blockchain) (ROA) (Size) (ALR) (CAR)
TAT 1.000
Blockchain 0.051** 1.000
ROA 0.111%** -0.073*** 1.000
Size 0.162%*** 0.088*** -0.052** 1.000
ALR 0.177*** -0.023 -0.393*** 0.346*** 1.000
CAR 0.147*** -0.085*** 0.125*** | -0.279*** | -0.204*** | 1.000

***n<0.01, ** p<0.05, * p<0.1

Source: calculated by the author
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From the table, it is evident that the virtual variable of blockchain shows a
positive correlation with the total asset turnover rate. This suggests that blockchain
technology contributes to enhancing the efficiency of accounting tasks, thereby
providing preliminary support for the hypothesis of this thesis. Additionally, there is
a notable positive relationship between the total asset net profit margin, firm size,
current liability ratio, asset-liability ratio, and total asset turnover rate.

4.Benchmark regression: Table 3.8 shows the regression results of blockchain
technology's influence on accounting. Model 1 is the regression result without
considering the control variables and fixed effects, and model 2 is a two-way fixed
effect with increased control variables but controlling regions and years. The results
show that the blockchain technology is significant at the level of 1% regardless of
whether the fixed effect of provinces, years and control variables is introduced, so the
model results are effective and reliable.

First of all, this dissertation chooses the turnover rate of total assets as a measure
of accounting. From the regression results, it can be seen that the total assets turnover
coefficient is significantly positive, and the coefficient is relatively large, indicating
that after the introduction of blockchain technology in accounting work, its technical
advantages have brought positive effects on enterprise accounting work and
substantial benefits to enterprises. Sharma Asha pointed out that the three-type
bookkeeping method under blockchain technology can eliminate the need for trusted
intermediaries in enterprises transaction, simplify the accounting process and
improve the accounting efficiency.

Huey Lin Lee proposed that transactional real estate under blockchain
technology has a more streamlined and accurate accounting process, and changes in
accounting data can be quickly reflected. PRNewswire has developed a financial
software which combines blockchain technology. It will use distributed ledger
technology to create an accounting system for real-time recording and sharing ledger,
which will greatly improve the accounting efficiency. The blockchain dummy
variable and total assets turnover rate are significantly positive at the level of 1%,

which indicates that the improvement of blockchain dummy variable will promote
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total assets turnover rate, that is, blockchain technology will help improve the
accounting efficiency, and blockchain technology will improve the accounting
efficiency by 0.156 percentage points per unit, which verifies the hypothesis of this
dissertation. To sum up, blockchain technology is conducive to the
development of accounting work to a certain extent, so assume that H is established.

Secondly, the regression results of net profit margin of total assets, asset-liability
ratio and current debt ratio are also very significant. The company's scale coefficient
Is 0.042, which is significantly negative at the level of 5%, indicating that the growth
of company's scale will reduce the total asset turnover. With the growth of the
company's scale, management may face more complicated business operations and
decisions, which may lead to the decline of operational efficiency. At the same time,
with the growth of the company's scale, it may take more time to develop new
markets, new products or new customer groups, which may lead to the extension of
the sales cycle and thus reducing the total asset turnover rate.

Asset-liability ratio is positively correlated with the total assets turnover rate at
the level of 1%, indicating that the increase of asset-liability ratio will promote the
increase of total assets turnover rate, and the total assets turnover rate will increase by
0.397 percentage points for each unit of asset-liability ratio increase. By increasing
the asset-liability ratio, the company can borrow more money to invest in business
activities or asset improvement projects, and improve the efficiency of asset
utilization. This will help to speed up the asset turnover rate, thereby improving the
total asset turnover rate. In addition, increasing the asset-liability ratio may mean that
enterprises are more inclined to use external funds to support business operations
than to rely on internal funds. This may prompt the company to pay more attention to
the improvement of operational efficiency, so as to ensure timely repayment of debts
and interest, thereby promoting faster asset turnover.

Finally, the R square of the bidirectional fixed model is 0.080. Although the
fitting value is average, the P value of the double fixed effect is significant, so
hypothesis can be accurately verified: under other conditions, blockchain technology

is helpful to improve accounting efficiency.
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Table 3.8
Fixed effect regression result
(1) (2)
VARIABLES TAT TAT
Blockchain 0.138*** 0.156***
(5.431) (6.275)

ROA 0.494***

(4.441)
Size -0.042**

(-2.084)
ALR 0.379***

(5.478)
CAR 0.555***

(6.800)
Constant 0.728*** 0.931**

(18.287) (2.125)

Observations 1,598 1,598
R-squared 0.029 0.080
Number of id 182 182
ID YES YES
YEAR YES YES
F 3.253 7.167

t-statistics in parentheses
*** n<0.01, ** p<0.05, * p<0.1

Source: calculated by the author

Because there may be causality between the explained variables and other
variables, the regression results are not robust enough, so this dissertation adopts the
method of putting the explained variables in front of a period to test the robustness. It
can be seen from the table that there is still a significant positive correlation between
the block dummy variable and the total asset turnover rate after the explanatory
variable are put forward for a period, which further verifies the hypothesis as shown
in Table 3.9.
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Table 3.9
Robustness test results of the first period of the explained variable
(1) (2)
VARIABLES TATt+1 TAT t+1
Blockchain 0.069** 0.072**
(2.244) (2.348)
ROA -0.168
(-1.344)
Size -0.017
(-0.710)
ALR 0.201**
(2.437)
CAR 0.318***
(3.403)
Constant 0.721*** 0.719
(17.545) (1.433)
Observations 1,416 1,416
R-squared 0.012 0.030
Number of id 173 173
ID YES YES
YEAR YES YES
F 1.281 2.361

t-statistics in parentheses
*** p<0.01, ** p<0.05, * p<0.1

Source: calculated by the author

In order to eliminate the influence of particularity on the results during the

epidemic period, this dissertation further tests the robustness by eliminating outliers,
as shown in Table 3.10. The data from 2020 to 2023 are excluded, and the fixed

effect regression is conducted. As can be seen from the table, after excluding

abnormal values, there is still a positive correlation between block dummy variables

and total assets turnover rate at the level of 1%, which verifies the assumption. To

sum up, the conclusion remains unchanged after two different tests, which shows that
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the model in this dissertation is robust and has passed the test. Blockchain technology

helps to improve the efficiency of accounting.

Table 3.10
Robustness test
1) (2)
VARIABLES TAT TAT
Blockchain 0.224*** 0.209***
(5.876) (5.596)

ROA 0.275*

(1.885)
Size -0.047*

(-1.845)
ALR 0.440%**

(4.961)
CAR 0.608***

(5.896)
Constant 0.720*** 0.981*

(19.131) (1.772)

Observations 1,084 1,084
R-squared 0.044 0.098
Number of id 152 152
ID YES YES
YEAR YES YES
F 4.265 7.143

t-statistics in parentheses
*** n<0.01, ** p<0.05, * p<0.1

Source: calculated by the author

Based on the panel data of 1598 companies in World from 2013 to 2023, a
two-way fixed effect model is constructed to measure the impact of blockchain
technology on accounting results, and the following conclusions are drawn.

So, from 2013 to 2023, the turnover rate of total assets of manufacturing listed
companies was relatively stable, but there are certain gaps and changes among
different companies. The standard deviation of the virtual variables of blockchain is
relatively small, which indicates that there is a gap between the years when the

sample enterprises used blockchain technology in accounting and the years when they
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did not use it. The fluctuation of other controlled variables are relatively stable.
Blockchain, a virtual variable, has a significant positive correlation with the turnover
rate of total assets, which preliminarily verifies the hypothesis. At the same time, the
control variables is also positively related to the total asset turnover rate. It was found
that the total asset turnover rate has been significantly improved after the introduction
of blockchain technology in accounting work. This means that blockchain technology
can simplify the accounting process and improve the accounting efficiency, thus
bringing considerable benefits. At the same time, the analysis of control variables
also show that the growth of company scale may reduce the total asset turnover rate,
while the increase of asset-liability ratio will promote the total asset turnover rate.
Therefore, the research results of this dissertation verify the positive role of
blockchain technology in accounting work, which has certain practical significance
for enterprise accounting work.

The regression results of this dissertation show that the influence of blockchain
technology on accounting is at a significant level of 1%, regardless of whether
control variables and fixed effects are introduced. Therefore, the model results
support the hypothesis, indicating that blockchain technology has a positive impact

on the efficiency of accounting work.

Conclusions to the Chapter 3

The accounting treatment of electronic money and cryptocurrencies remains a
complex and debated issue, with various opinions regarding their classification and
asset measurement. The unique features of blockchain technology, such as
decentralization and immutability, further complicate the accounting processes
associated with electronic money and cryptocurrencies. This dissertation underscores
the need for standardized accounting practices and the potential for future
developments in this area, including the establishment of a dedicated accounting
account for transactions involving cryptocurrencies.

Blockchain technology holds significant promise for improving the efficiency
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and security of accounting for transactions with counterparties. By decoupling
consensus mechanisms from transactional processes, blockchain can enhance system
performance and reliability, thereby reducing the risks inherent in traditional
settlement methods. This research emphasizes the practical benefits of blockchain in
cross-border payments and settlements, demonstrating its potential to reduce costs,
speed up transaction processing, and improve data security. Although challenges such
as the need for standardized industry regulations and comprehensive legal
frameworks remain, the successful integration of blockchain technology could lead to
more efficient and secure accounting practices.

Moreover, the incorporation of blockchain technology into accounting systems
has proven to significantly improve the efficiency of accounting procedures. By
integrating with enterprise information systems, blockchain enables real-time
updates, automatic document generation, and enhanced data security. The research
indicates that blockchain technology can reduce operational costs and increase the
accuracy of financial reporting, making it a crucial tool for modern accounting
practices. The empirical analysis confirms that blockchain positively impacts
accounting efficiency, as evidenced by a marked improvement in the total assets
turnover ratio.

The results and proposals presented in the third chapter of the dissertation have
been published in [133; 135; 136; 143]
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CONCLUSIONS

In the contemporary business landscape, the integration of advanced
technologies into traditional practices has become imperative for enhancing
efficiency and accuracy. The digital economy and blockchain technology have
emerged as significant drivers of transformation, particularly in the field of
accounting. The following discussion explores the impact of these technologies on
accounting practices, highlighting their potential to revolutionize various aspects of
financial management.

1. The concept of the digital economy emerged alongside the development of the
global Internet network, which led to the generation of vast volumes of data and
advancements in technologies for their processing and analysis. Since accounting is
the primary generator of economic information, the digitalization of the economy has
caused substantial changes in both the theory and practice of accounting. The digital
economy has transformed accounting through the use of information technologies
such as cloud computing, robotic process automation, and blockchain, which have
optimized the efficiency of data storage and processing, enabled real-time
collaboration, and facilitated remote access to financial information. —

2. Furthermore, the influence of advanced information technologies — Big Data,
blockchain, artificial intelligence, mobile Internet, cloud computing, and the Internet
of Things (IoT) — has enhanced electronic communication, automation, data-driven
decision-making, and the transparency of accounting information. The progressive
development of these technologies and methodologies for their application in
accounting has triggered an evolution of the accounting system - from
informatization to intellectualization — accompanied by improved cybersecurity,
informational integration, and the sustainability of socio-economic processes.

3. One of the most significant foundational technologies of the modern era is
blockchain, first introduced by Satoshi Nakamoto. Blockchain has revolutionized the
method of recording and verifying electronic transactions. This chain-based system

operates within a peer-to-peer (P2P) distributed network, ensuring the traceability and
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immutability of transactional data through a combination of timestamp servers,
proof-of-work consensus algorithms, asymmetric encryption, digital signatures, and
decentralized networking. Blockchain comprises three core layers — data, network,
and consensus — which have evolved into a seven-layer architecture including
infrastructure, ledger, data consensus, smart contracts, and system governance.

4. Currently, three main types of blockchain technologies are relevant: public,
consortium, and private blockchains. Their application is transforming the
methodology and organization of accounting. Consortium and private blockchains, in
particular, offer access control standards and authentication protocols that enhance
data security, reduce fraud risks, and improve the efficiency of automated processing,
making them especially valuable for digitalizing accounting operations in
decentralized enterprise information environments.

Blockchain’s functional capabilities — such as decentralization, immutability of
records, and smart contracts — have addressed key challenges related to information
asymmetry, financial fraud, and reporting errors. Its systemic impact on critical
accounting elements — including entity identification, documentation, monetary
valuation, recording in accounting ledgers, and reporting — has contributed to
enhancing the relevance, reliability, timeliness, and objectivity of accounting
information. Additionally, blockchain enhances the cybersecurity of enterprise
information systems and the efficiency of automation processes.

5. Blockchain technology fundamentally transforms the management of
electronic accounting documents by improving the accuracy and credibility of
electronic invoice generation, while minimizing the risks of fraud and human error.
The integration of blockchain ensures permanent documentation of all financial and
economic operations (e.g., delivery notes, tax invoices), preserving the integrity of
accounting data. The implementation of an advanced methodology for electronic
document management based on blockchain’s chain-structured data, with adherence
to database fragmentation and recombination principles, ensures effective internal
and external information exchange with counterparties. This improves the openness

of document circulation while maintaining commercial confidentiality and aligning
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with enterprise management interests. Moreover, encryption algorithms and
distributed storage mechanisms enhance data protection by preventing unauthorized
access and document tampering.

6. The integration of blockchain with cloud-based accounting has formed a
powerful platform for enterprise management. Cloud accounting leverages cloud
computing to deliver cost-effective and efficient accounting services, while
blockchain guarantees the integrity and security of accounting data during
outsourcing. This integration enables real-time financial monitoring, thereby
supporting informed managerial decision-making. The practical use of blockchain for
storing and processing enterprise accounting data optimizes organizational structure
and minimizes operational costs. Despite existing challenges — such as the need to
adapt to new virtual accounting objects and ensure scalability — the decentralized and
immutable nature of blockchain overcomes the limitations of traditional cloud
systems, offering a more secure and efficient solution for enterprise management.

7. Among the innovative accounting objects resulting from blockchain
development are cryptocurrencies, which, from the perspective of accounting theory,
can be recognized as enterprise assets. The introduction of a dedicated informational
framework for recording electronic transactions enables the automation of
documentation, valuation, and reporting processes related to cryptocurrencies. These
may be sequentially classified as cash, cash equivalents, financial instruments, or
intangible assets. The evolving treatment of cryptocurrencies in accounting reflects
their progressive role in the modern digital economy and forms the basis for the
creation of primary electronic documents, automated journal entries, continuous
transaction monitoring, and oversight by accounting and management professionals.
As blockchain technology continues to develop, so too will cryptographic assets,
necessitating ongoing adaptation of accounting theory and practice to accommodate
electronic transactions.

8. By separating the processes of validating electronic monetary operations and
cryptocurrency transactions, blockchain enhances the productivity and reliability of

payment systems, while reducing risks associated with traditional settlement
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methods. Its decentralized nature eliminates intermediaries, thereby reducing the time
and cost associated with electronic transactions, particularly in cross-border
payments. Payment platforms like "Rubik™ have demonstrated the ability to
streamline electronic transactions by bypassing complex banking procedures and
currency conversions. Although the need for standardized industry regulations and
legal frameworks remains a pressing issue, electronic transaction systems are already
achieving information synchronization with specialized accounting software for
digital reporting and enterprise management.

9. The implementation of blockchain technology in enterprise activities ensures
optimization across all accounting processes. Notably, a study based on data from
1,598 companies revealed an increase in the total asset turnover ratio following the
adoption of blockchain, indicating improved asset utilization and operational
efficiency. The study employed the DuPont model to analyze the effectiveness of
blockchain application in accounting by assessing return on sales, asset turnover, and
equity multiplier. This approach highlighted the positive impact of digitalization on
accounting processes, especially for medium and large enterprises, through simplified
business operations, increased automation, and improved accuracy of financial
reporting. The findings confirm blockchain’s ability to optimize both the
methodology and organization of accounting, as well as enterprise performance

management.
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8 2912 -5aee21 (=] -.e63746 20 .235228 -11893076 a
8 29132 -A85853 (=] .832s3218 20 .25586 -le0sc04a82 a
8 2614 .45574 (=] -.811522 26 .328782 -11227616 .99679884
8 2915 -.36081 (=] -.e52999 22 . 291238 -18980924 -.92698797
8 2916 . 228986 (=] .864758 22 .826504 .2A6583209 .9732A5873
8 2e17 . 218287 (=} .88331 23 .091481 -.32694879 .98218847
8 2918 -.2a5061 1 .e32666 23 .871433 .29250966 -9©522171
8 2019 -2673532 1 -83279T77 22 .211878 -.27096158 -918174632
8 2e2e - 149476 (=} - .269531 23.27492 -.48016709 . 74443146
8 z2e21 -A78909 (=] - .A111377 23 .239306 -56895391 . 78632305
3 2022 1576232 (=] - .8753225 2= .14a4324a64 -.601689612 -.B701885=
63 2e1e .83496 1 .8041312 25.155895 . 7337137 .81915641
63 z2e11 .818601 1 .821288 25 .388726 . 7585854 . 79769847
&3 2912 . 7832827 1 - .@2a24a1 25 .408257 . 78920192 -.85685116
&3 20132 . 75174 1 .214225 25 .32923231 . 76393078 . 79087624
63 2e14 . 7Fe7e4a7 1 -.e25681 25 .388724 -.75245772 -.8155901
&3 2915 -.B82871= 1 -.8209=28 25 .518179 .6A411432264 -81064075
&3 2016 - 71AT7LT7 1 - .00994 25 .676561 - 71124688 .290178148
63 2017 .75586 1 .837415 25 .692817 .68477738 -91364462
63 2918 -.B661095 1 -.853725 25 .585794 . 7AS18373 -99Aa75274a
&2 2919 -.5642601 1 .84a0911 25 .6732A458 -.72128592 .81748978
63 2620 .673487 1 .831345 25 .738125 .69381263 .69187715
63 2921 -.B878593 (=] -.ea1691 25 .851764 . 68424639 -.B65765938
&3 2022 .6794a8 (=] .8a42059 25 .921506 -.67094752 -.6A593751
(=1 2e1e 2.534397 (=} .92535 24 .217491 . 67444718 . 97652372
(=11 2911 2.331319 (=] -.914a4a64a 24 21373 . 688340906 -95673911
[=Y=9 2012 2.8253221 (=] .ee2a36c 24 _.3291525 . 732852322 -.87983961
(=1 2e13 1.984897 (=} - .819448 24 .392594 . 7785103 .88322475
66 2e14a 1.9e3874 (=] - .ees8379 24 .425844 79115363 -9041765
[=Y=9 2015 1.8485332 (=] - .eea937 24 3298454 .F79A2175 -86415221
(=1 2e16 1.691793 (=} .285253 24 .433439 - 7ET73ITT7IS . 960561165
66 2917 -.B625385 (=] -.eas79o 23 .444665 -5277661 . 7O241675
aA 201 R _BI2I550A (=] _PARRATA 23 _A95994a - BSRAMOAT=2 . T7RARTTARR
** 5| B Gk A
drop if TAT==.| Blockchain==.| ROA ==.|Size==.| ALR==.| CAR==.

AR S

asdoc sum TAT Blockchain ROA Size ALR CAR

i AH S AT
asdoc pwcorr TAT Blockchain ROA Size ALR CAR ,star(all) nonum replace

** g [m]

xtset id year
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outreg2 [ml m2 ] using xxx.doc, replace tstat bdec(3) tdec(3) ctitle(TAT) e(F)
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xtset 1id year
xtreg f.TAT Blockchain 1i.year,fe

est sto ml
xtreg f.TAT Blockchain ROA Size ALR CAR i.year,fe
est sto m2

outreg2 [ml m2 ] using xxx.doc, replace tstat bdec(3) tdec(3) ctitle(TAT) e(F)
keep(Blockchain ROA Size ALR CAR) addtext(ID,YES,YEAR,YES)

S EMALE HIERE TGS

xtset id year

xtreg TAT Blockchain i.year if year<2020,fe

est sto ml

xtreg TAT Blockchain ROA Size ALR CAR i.year if year<2020,fe

est sto m2

outreg2 [ml m2 ] using xxx.doc, replace tstat bdec(3) tdec(3) ctitle(TAT) e(F)
keep(Blockchain ROA Size ALR CAR) addtext(ID,YES,YEAR,YES)
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LIST OF PUBLICATIONS ON THE THEME OF THE DISSERTATION
Scientific works in which the main scientific results of the dissertation are
reflected

1. Muravskyi V, Khoma N, Khokhlova L., Liu Chengyu. Open document flow
based on blockchain technology for cyber security of the accounting system. Herald
of Economics. 2021. Ne 4. P. 156-170. URL.:
https://doi.org/10.35774/visnyk2021.04.156. (1.1 printed sheet, including the author's
personal contribution - 0.3 printed sheet; a methodology for using blockchain
technology for electronic documentation in accounting has been developed).

2. Muravskyi V, Pochynok N, Reveha O., Liu Chengyu. Accounting and control
of foreign economic electronic transactions using cryptocurrencies. Herald of
Economics. 2022. Ne 4. P. 44-60. URL.: https://doi.org/10.35774/visnyk2022.04.044,
(1.2 printed sheet, including the author's personal contribution - 0.3 printed sheet; the
place of blockchain technology in accounting for electronic transactions using
cryptocurrencies has been clarified).

3. Liu Chengyu, Volodymyr Muravskyi, Wenjun Wei. Evolution of blockchain
accounting literature from the perspective of CiteSpace (2013-2023). Heliyon, 2024,
Volume 10, Issue 11. €32097. URL.: https://doi.org/10.1016/j.heliyon.2024.e32097. URL.:
https://www.scopus.com/record/display.uri?eid=2-s2.0-85194910440&o0rigin=recordpag
e (indexed in Scopus and Web of Science, first quartile (Q1); 1.2 printed sheet,
including the author's personal contribution - 0.5 printed sheet; statistical data was
collected and analyzed, with conclusions drawn regarding the prospects for research
into the use of blockchain technology for accounting purposes).

4. Liu Chengyu. Accounting for cryptocurrencies in international practice.
Herald of Economics. 2024, Ne3. P. 218-231. URL.:
https://doi.org/10.35774/visnyk2024.03.218. (0.9 printed sheet).
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Scientific dissertations that additionally reflect the scientific results of the
dissertation

5.Liu Chengyu. Cryptocurrencies in international accounting. CraH 1
NEPCIIEKTUBH PO3BUTKY O00JIIKOBO-1HPOpMAaIIiitHOI cucTemMu B YKpaini: matepianu VII
MixHapoHOT HAYKOBO-MPAKTUIHOT KOH(EpeHIlii, mpucBsdeHit 55-piudto kadenpu
oOJIIKy 1 ONoJaTKyBaHHS Ta 85-piuyio Bij JHS HApOJKEHHs 1. €. H., npod. b. M.
JlutBuna (26-27 Bepecus 2024 p., m. Tepnomnins). Tom 1. Tepronins: 3YHY, 2024.
C. 288-289. (0.2 printed sheet).

6. Liu Chengyu. The integration of artificial intelligence and blockchain in tax
audit. Crparerist po3BUTKY YKpaiHu: (iHAHCOBO-CKOHOMIYHHMH Ta TyMaHITapHHUN
acnektu: Mmarepianu XI MixHapoaHOT HAyKOBO-NPAKTHUYHOI KOH(epeHmii y 2-X
yactuHax. (15 xoBTtHs 2024 p., M. KuiB). Yactuna 1. Kuis: InTepcepsnic, 2024. C.
369-371. (0.2 printed sheet).

7.Liu Chengyu. Improvement of accounting for electronic money and
cryptocurrencies. AKTyaJIbHI aclIeKTH PO3BUTKY HAayKH 1 OCBITU: 30IpHUK MaTtepiaiiB
IV MixuHapogHoi HayKOBO-TIPAaKTHYHOI KOH(epeHIii HayKOBO-TeJaroriyHux
MpAaIiBHUKIB Ta MOJOJAUX HAYKOBIIB (24 - 25 xoBTHs 2024 p., m. Oneca). Oneca:
OJIAY, 2024. C. 634-636. (0.2 printed sheet).

8. Liu Chengyu. The role of blockchain in enhancing tax audit accuracy.
[ndopmartiitHi TexHosorii 1 aproMaruzaiis — 2024: marepianu XVII MixHapoaHoi
HAyKOBO-TMpakTH4HOI KoH(pepeHii (31 xoBTHA - 1 mucronana 2024 p., M. Opeca).

Oneca: BunaBauirso OHTY, 2024. C. 150-151. (0.2 printed sheet).
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Appendix E
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OTOJIaTKyBaHHs Ta 85-piudro Bij THA
HapOJKEHHS 1. €. H., mpod. b. M.
JIutBuHa
IV MixxHapoiHa HayKOBO-TIpaKTUYHA
KOH(i).epeHI_.IISI HayKOBO-TIE1aroriHAX October 24 - | part-tim
2. MpaliBHUKIB Ta MOJIOAUX HAYKOBIIIB Odesa 25 2024 o
«AKTyaJbH1 aCIEKTH PO3BUTKY HAyKH 1 ’
OCBITI
XVII MixxHapoaHa HayKOBO-TIPAaKTUIHA October 31 - art-tim
3. koHpepeHiis «HpopmarlliiiHi TEXHOJIOT11 Odesa November 1, P o
1 aBToMatu3aris — 2024 2024
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